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Roblox: As of today, anyone with edit permissions for a place will not be actioned against if we detect them using a modified client in that place only. In other words, if you're a creator and want to test your anti-cheat system against an exploit, you may do so. Roblox: Thank you for your questions and feedback so far. We have updated the FAQ section
of this post with additional questions and answers. Earlier this year, we shared our high-level plan for the year focused on preventing account farming and exploits. We want to share an update on how we are preventing exploits through automated actions. Starting this week, if we detect that a user is using a modified client, we may take action on
that account, up to and including account termination. Over the past few months, we have been testing and refining multiple layers of automated checks to detect when people run modified Roblox applications. “Modified clients” are custom versions of the Roblox application binary downloaded from third-party websites or running instances of the
official version of Roblox modified by external tools at runtime. We’ve focused on modified binaries as these are common methods bad actors use to cheat and exploit on Roblox or steal account information. Our Community Standards prohibit their usage (Evading Safety and Security Systems). During The Hunt: Mega Edition, we used this safety
system to ban accounts we detected running modified applications. This was a highly effective tool to prevent exploits and keep The Hunt fair and fun for all. We are now rolling it out full-time for all users and all experiences. Ensure you are using the official Roblox version To ensure you’'re not running a modified version of Roblox, please download
Roblox from an official source (such as roblox.com, the App Store, or Google Play) and do not run any software on your computer that claims to modify Roblox in any way. If you believe our systems made a mistake, you can appeal through the Violations and Appeals page. What’s next We are committed to making Roblox the most trusted gaming
platform in the world and believe preventing exploits is an important step. We plan to share more information soon about our other efforts to keep Roblox accounts safe and secure. Please let us know if you have any feedback or questions. FAQ Are we allowed to test our anti-cheat systems by using exploits? We view cheating and exploiting as a
platform issue. Our ideal world would be that creators don’t have to worry about this problem, and that we focus on solving it for you. Server Authority (apply for early access here) will be a significant tool to reduce the exploit surface in your experiences. However, we understand the importance of creators needing to test and ensure their anti-cheat
systems are robust. While we do not ever encourage running modified clients, as exploit software can contain malware that jeopardizes the security of your system, steals your account information, and/or more, we hear your feedback and will make a change. If you're in a group that owns a given experience, you will not receive consequences if we
detect you using a modified client in that experience. If you use someone else’s experience, you will receive consequences. We will post an update here when we make this change. Be aware that until then, we will take action against all users we detect using modified clients. If you believe our systems made a mistake, you can appeal through the
Violations and Appeals. Are you removing Linux support with this change? While we don’t officially support Linux, we want to be clear that we never intentionally seek to break it, as we recognize there’s a passionate community of Linux users who want to see Roblox running on Linux. These changes are primarily aimed at enhancing platform security
and shouldn’t directly affect whether Roblox works on Linux through tools like Sober. However, we can’t guarantee that third-party software will work or continue to work as we make changes to Roblox. Does this affect bootstrapping applications like Bloxstrap? These changes shouldn’t affect Bloxstrap right now as it does not modify the client
binary. However, please keep in mind that we don’t officially support any third-party software like Bloxstrap. Because we don’t control these programs, we can’t guarantee they’ll remain compatible with Roblox. Does this affect tools that allow you to run multiple clients on the same machine such as ones that remove the client’s “window” cap or tools
like Multiple Games? If the method you are using to run multiple clients does not modify the client binary, then this change will not impact your workflow. If it modifies the binary, then right now this will trigger these consequences but after we make the change described in Anti-Cheat Testing, it will not when testing experiences you own. While we
do not officially support running multiple player clients simultaneously, we noted your feedback around the value in running multiple clients for testing and development, and we will investigate providing an officially-supported solution. What if I'm using an analytics tool or external tool that communicates with Roblox via OAuth? Analytics tools,
OAuth, and other tools that use official mechanisms to communicate with Roblox systems and services will not be impacted by this change. This policy targets tools that modify the client application code. As a creator, how will this impact my game? If your game experiences exploits and cheats, you should see a reduction in the number of users using
exploits. 372 Likes Roblox: We are now rolling it out full-time for all users and all experiences. it’s over for linux idk why roblox hates us so bad but it looks like i’'m gonna have to stream the game again... 220 Likes So I suppose we are still not allowed to exploit our own games? What a fascinating world, where we have to patch exploits but risk being
banned if we dare try to replicate them using a hacked client. 128 Likes Does this affect tools like “Multiple Games”? It’s a pretty important part of my workflow for testing networking outside of studio otherwise I have to pester one of my friends to come help me 32 Likes Does this affect applications like bloxstrap? Im confused 72 Likes I wonder how
long this will stop exploiters for. 30 Likes My main concern is whether or not this will affect Bloxstrap. 24 Likes Soundmoji: bloxstrap Binary: Bloxstrap no, launcher != modded client. you're safe. 32 Likes So, is it joever for the Linux users patching the Android binary somehow (I don’t know the details)? Please tell us this will actually solve exploits for
good... because I've still been working on exploit detection stuff for the years we’ve had no Linux functionality... Soundmoji: Does this affect applications like bloxstrap? Im confused Bloxstrap is a downloader for the client and does not modify it. I would never expect Bloxstrap to be affected since it has nothing to do with running the client. 34 Likes I
sometimes remove the client’s “window” cap so that I can run multiple clients on the same machine. This is useful when debugging networking problems in my games. Will this be affected? 38 Likes I'm interested to know if there will be an official roblox-backed statement about tools such as bloxstraplabs/bloxstrap. Currently there is a lot of
misinformation going around online that may need to be cleared up. (Outside of a devforum reply by a staff member.) 23 Likes Well since i has uninstall fishtrap, you think this update will affect bloxstrap and fishtrap? i just asking 2 Likes Nexus: for the years we’ve had no Linux functionality... it does kinda feel unfair that roblox has had higher
success rates blocking good-meaning linux users from the platform rather than exploiters and yet they still refuse to even think about adding engine/client/studio support. unacceptable. 22 Likes Pyx: it’s over for linux idk why roblox hates us so bad but it looks like i’'m gonna have to stream the game again... There is no correlation that this is
specifically targeting Linux users. Soundmoji: Does this affect applications like bloxstrap? Im confused Binary: My main concern is whether or not this will affect Bloxstrap. thetree1995: Well since i has uninstall fishtrap, you think this update will affect bloxstrap and fishtrap? i just asking No, of course not, Bloxstrap does not directly modify the client,
Roblox staff members have stated before that it isn’t against the terms of service at all. 15 Likes Pyx: it’s over for linux idk why roblox hates us so bad but it looks like i’'m gonna have to stream the game again... Anecdotal evidence as a guy who maintains a popular OSS tool: Linux users are a vast minority of users but they’re very loud and have a lot
of problems with their systems that they expect you to help with. I don’t imagine Roblox considers it worthwhile for their business to support Linux given how much work it'd take and how few paying customers they’d get. In terms of hating you guys I don’t think it’s hate, I just think it's apathy because they don’t care about having Linux users. 34
Likes WaviestBalloon: There is no correlation that this is specifically targeting Linux users. yes, there is. during the hunt, due to the increased protections using clients like sober was blocked temporarily. because they are being put into place permanently now, we are once again being blocked from playing the game. 13 Likes What happens if
someone has hardware memory errors? I need to fix my pc as it currently has memory errors, and I've noticed that Roblox would just close sometimes (no crash window no nothing), which I assume is caused by my memory errors, but I'm wondering if it’s the anti cheat detecting it 4 Likes I don’t think anyone expected Sober to stay for long, especially
with how many measures Roblox is starting to take... I for one did expect this coming from a mile away, hence my current predicament of staying on Windows. 5 Likes Pyx: yes, there is. during the hunt, due to the increased protections using clients like sober was blocked temporarily. The Sober block was introduced by the Sober maintainers
themselves to ensure there were not any potential ban waves or triggers that could be caused by Sober during the event, you could still play under applications like Waydroid just fine (which is what I did) This post talks about “modified clients” and not running the client in unofficially supported environments. Do keep in mind that running Roblox
inside of a virtual machine is still officially supported by Roblox and is something I’d recommend as it’s pretty simple to do with a few commands and tools. 17 Likes Page 2 This is a great update and I understand why this update is being made. However, Roblox doesn’t exactly have a good history of automated termination systems or proper
moderation support, so I hope there are some safeguards in place to prevent wrongful terminations on everyone’s part. Hope to see some future follow-up with Linux too 13 Likes Will this affect users that use Sober on Linux to play the game? 5 Likes this is exactly what the announcement is for. 3 Likes Honestly its frankly technical ignorance on
Roblox’s part to actively block people just because they use a different operating system to give themselves more freedom and stability of THEIR device. There’s no reason to block it other than sheer stupidity to be bluntly honest. Roblox clearly don’t care about having quality creators on the platform by blocking an OS typically used by those with
sheer creativity. There’s a difference between not actively supporting linux, and actively blocking community efforts to make roblox work on linux with no work from roblox themselves, the latter of which Roblox has done. If Roblox do not at minimum remove the blocks that prevent linux users using the platform, they’re going to see a huge decrease
in users in October when many switch from W10 to Linux. Roblox should give developers tools to detect exploits, but a platform-level anti-exploit I do not think is a good idea, especially when some games may wish to allow certain tools that may be considered exploits such as autoclickers or multi-account usage to substitute for friends in multiplayer
games with benefits for having friends join you / play with you in the game. I really think Roblox needs to actually clarify what they mean by this announcement, rather than vague terms that don’t give us any real idea what they mean or are targetting. Already loads of users are arguing about what Roblox is aiming to do with this change, and frankly
clarification is sorely needed to prevent unnecessary conflict and worry. 24 Likes Roblox: We are now rolling it out full-time for all users and all experiences. yeah dude. 52 Likes Will this effect users who use Reshade, and bloxstrap (since it uses fastflags)? 2 Likes This is assuming Sober is not a modified client itself. 10 Likes To be fair a lot of those
are likely just players with joins disabled or set to friends only or something 5 Likes ROL is dying chat GG I'll have to use a VM again client control, such as being able to control walkspeed and other client properties on the server and not the client. It would be nice to have native events and methods to control / restrict the client via the server rather
than having to implement custom methods. since we are on the topic of android and iOS, Are there any plans to fix the water looking HORRENDOUS despite having a high end phone (iPhone 14 Pro) this has been a thing for years and its understandable for low end android users but for users with phones like the iPhone 14 Pro or the s24 Ultra its
stupid to force it to look like that. are there any plans to let iPhone 14 Pro and higher pro models and Samsung S Ultra series use the built in fps unlocker? because both the S22 Ultra and The 14 Pro have 120HZ screens so it would be great to let us enjoy it 3 Likes In their current position that decision made them the most sense as adapting code for
Linux can be difficult and would need quite a lot of time to secure enough. Linux being open source can in some cases make it worse as they can modify kernel functions and exploit that way. That’s why a lot of automated anti-cheats use a scoring system rather than assuming accuracy. If a user repeatedly fails validation then they’'re flagged up, either
for auto-kick or ban, or a manual moderator to investigate. And if a developer can raytrace bullets I'm sure they are capable of developing anti-aimbot, albeit it is still extremely difficult to do so I will not deny. BritishTrainspotter: If they want their game to be playable and free from exploiters they should develop it to be so. This is a very illogical take,
for the past few months Roblox (if anything) has actually been making it harder for us to counter these sorts of people. Not to mention the difficulty doubles or triples depending on your game’s genre, FPS games in particular have been struggling for years. 7 Likes Page 5 Does this mean programs that allow multiple accounts to run simultaneously
will not be allowed? I understand your vision, but each addition for protection can actually be harmful even though it looks good on paper. Your idea would just add more latency on top of already bad latency which is something you don’t want to. 1 Like Isolate all of the exploiters and bots in 1 server. ROBLOX WILL BE POINTLESS TO THEM!! Yeah
good luck preventing that. Nope, this doesnt modify the client in Any ways. what is not allowed is using clients from providers like Happymods, Uptodown, Aptoid, or other providers im taking android as an exemple but you have the point. 1 Like “Anti-Aimbot” could prevent really good players from playing well. Though I can see that many of them
use Aimbot to do the job which is unoreventable. Some things aren’t worth your time. If you can swim in it, it’s fine. 1 Like Glad: Roblox (if anything) has actually been making it harder for us to counter these sorts of people. I don’t deny that Roblox have made it harder to counter exploits, especially by outright blocking exploits on the platform level
thus preventing us from exploit-testing our games ourselves. Its absolutely not the developers fault if Roblox does not give them the tools or actively prevents them from developing anti-exploit systems. Heck I don’t get why Roblox doesn’t provide some basic anti-cheat kids that developers can opt to implement and modify, especially would be helpful
for more basic games by lesser experienced developers. Cakiii: I understand your vision, but each addition for protection can actually be harmful even though it looks good on paper. Your idea would just add more latency on top of already bad latency which is something you don’t want to. While I do agree, the alternative is to increase performance
demands on the client with client-side anti-cheat, which given the average device specs of roblox users is very much not the way we should go. Its a difficult balance for sure. Cakiii: “Anti-Aimbot” could prevent really good players from playing well. Though I can see that many of them use Aimbot to do the job which is unoreventable. Some things
aren’t worth your time. Oh yeah I fully agree, its VERY difficult to develop anti-cheat and to fine-tune it to balance false positives and false negatives, but there is simply never a perfect balance regardless of how you anti-cheat. Worst-case you could simply prevent shots determined to be aim-botted from dealing damage rather than punishing the user
right away, which also is a fun troll to exploiters as its not an obvious failure of their exploit as they have no obvious ban to indicate failure. 3 Likes It’s fine as long as you are getting unmodified client from the source. Any modifications can get you moderated. 2 Likes Those programs don’t modify the process itself so you should be fine. 2 Likes I've
never spoken about this on the platform, however, the the issue here isn’'t 100% the exploiters themselves, It’s roblox’s lack of moderation towards exploiters. The exploiters want something ingame so they use an exploit service, the incentive isn’t always clear, maybe trolling, finding secrets in a game, or whatever. 1 Like BritishTrainspotter: Heck I
don’t get why Roblox doesn’t provide some basic anti-cheat kids that developers can opt to implement and modify, especially would be helpful for more basic games by lesser experienced developers. That wouldn’t really make sense to do. By giving developers more access to do more with their experiences, many of them would add exceptions to
themselves and their friends, which then could put on theirs and etc. In most case scenarios it’s much easier and more effective to have one single anti cheat system instead of adapting for each developer’s iteration of anti cheat. What about FPS unlockers? I know that Roblox added FPS unlocking capabilities, but it still syncs with the screen... Also
what if I have a screen with more than 240 FPS 3 Likes In cases like that, users should just not play those games and report it to Roblox. However I really don’t see it likely that a developer would spend a lot of time and money developing a game only to play it themselves and cheat... that just makes it not enjoyable for other players and thuse loses
retention. what is worse is that if you’'re using the game in fullscreen mode with any fps cap you’re gonna experience screen tearing 1 Like If your GPU can push that high and monitor can refresh that many times, you’ll be able to get there. 1 Like you do not want to fps unlock beyond the update rate of the physics engine because of instability and
because there simply isn’t more to show lol. You cannot show more when the game is updating at a slower rate. and no human can tell a difference at such high framerates, but your computer absolutely is dying at that level. I don’t believe that they directly modify the client, however, if they do then yes that will be punishable. Most FPS unlockers
reduce background processes and forces focusing on such app. Many large studios do this, Big Games is most notable for doing this. 1 Like I'm not surprised that a cash grab group with low quality unpolished games does such a thing, however I don’t think you should be publically speaking about such things. Report your evidence to Roblox and
hopefully something will be done about it. Page 6 My question is, does this affect Bloxstrap/Fishstrap? because both are bootstrappers and doesn’t really modify the client in anyway shape or form what you’ve said is entirely false, the eye doesnt have a set refresh rate, your eye is “capping” it depending on what you’re doing, if you've always used a
480HZ screen you're gonna see the 480 Frames. 1 Like Money hungry businesses that make games on roblox such as DoBig or Big games will use shady market tactics no matter what. Roblox couldn’t moderate the biggest studios because then Roblox would lose retention. I know the human eye does not have a set refresh rate, its not a digital thing.
However the human brain only processes so much at a time and at a certain rate, and MOST of your eyesight is not the true raw data but is hugely compressed and processed. Your eye has a LOT of blindspots that your brain guesses what to fill in there. The human brain is not going to spend wasteful energy processing sensory inputs when there is
no noticeable difference, especially when the inputs are more precise than your reaction time. 1 Like This won’t work as their games earns Roblox high amounts of money. It’s much easier to let them fall apart, though I personally don’t have anything against them or any studio that does this. No, as stated multiple times, bootstrappers do not directly
modify the client so you should be good. 5 Likes Please! More transparency like this on what you guys are working on, even if you can’t fully talk about it. Love seeing more fights against cheating. It is widespread. I actually just made a post not realizing this announcement was made: 13 Likes Is the tool “sober” considered a modified client? It states
that it only modifies the android runtime that Roblox LINKS with to support Linux-based operating systems. (But it’s closed source so there’s no way to know unfortunately) If it is - does this mean I could get falsely flagged if I toy around with the low level aspects of my system? I do kernel development outside of Roblox and I'm constantly working
with C libraries and testing modifications for them on my host os (macOS in my case). If you guys do checks for oddities in system runtime libraries - this could lead to false bans for many app developers who also use Roblox , I think we should know (vaguely) what you’re checking for so if I install third party system libraries (especially patches for
ones shipped with the system) I don’t get banned because Roblox detected something unusual. Thanks. 4 Likes It does work, Roblox just don’t have the guts to do it. Any company with a sense of dignity would sanitise their platform for quality and remove corruption and manipulation. 1 Like What does this mean for players who use Sober on Linux to
be able to play Roblox on that platform... It’s dependant on your current mentalnstate. Focused? More frames. Chill? Less. Simple as that. 1 Like Just wanna note that bloxy news is not a official source and is not operated by Roblox. Misinformation can still happen and check roblox staff posts regarding this situation 2 Likes Even if they were official,
they aren’t on official roblox platforms and thus shouldn’t be trusted more than official staff on official platforms, such as these devforums, especially due to the risk of hijacking that Roblox wouldn’t have control over due to it being a third party platform. I don’t know whats going on but Roblox needs to reply and update people on this sober stuff. I
see it every 2 replies! 3 Likes Sober is simply a runtime for Android version of Roblox to run on desktop Linux. It uses Roblox APK from Google PlayStore. 1 Like Thank you so much for this! I understand this response might not fit everybody well, but I think this is the best option for Roblox. I'm glad to know Roblox is taking action against exploiters as
far as to block 3rd Party Launchers from being used. I'm pretty happy about this update. I've been concerned about a few comments talking about Linux support though. I'm not a user of Linux so I have no idea what Linux users are going through so I wish all of them the best! Hopefully we will see official Linux compatibility soon, having said Android
Roblox exists and Android is based off Linux. For the time being I think the best alternative for Linux users is using a Windows Emulator/VM 1 Like Honestly I really wish Roblox would provide more transparency on announcements from the start, there’s ALWAYS way too much concern over things that should be clarified before people start worrying.
I wonder how much staff time is wasted replying to hundreds of people about the same issues, I feel sorry for the staff because Roblox doesn’t allow them to be more transparent. 2 Likes yeah you’re right, the average person wont notice any changes with 60 and 120, but peoples that really play a lot will eventually see it. your brain will then know
what images it needs to entirely process after some time using a high refresh rate screen. That’s good - I'm just wondering if Roblox considers a client that links with a third party runtime a “modified client”. 1 Like Page 7 We love sharing and caring. No transparency involved. (Joke) Thanks for the link. Is that information reflected in the original
post? 2 Likes 60 and 120 most humans can notice, but at 240 you’re not noticing a big difference compared to the performance increase. The human brain is logarithmic, 60 to 120 is the same difference as 120 to 240. Bigger increases are needed to notice the same difference. Also there’s fundamentally the limit of the human brain’s processing
speed, aka your reaction time. 1 Like this might seems unrelated but. are there plans to prevent exploiters from messing around with animations? because i keep seeing exploiters playing NSFW animations. so i hope there will be something to prevent them from messing with them or Motor6D’s 3 Likes Will modifying Roblox Studio impact anything,
eg. adding image/sounds to content file, or launching the program it in maybe unofficial ways. 1 Like Dekkonot: So I suppose we are still not allowed to exploit our own games? What even is the point of this? Dev console exists. 4 Likes I don’t think you will experience any moderation for doing that as you aren’t ruining experience for other players so I
think you’d be fine. Though, you should refer to Roblox’s ToS. 1 Like i dont really see the point in this but i can understand the need to test vulnerabilities. i am aware that former exploit software also know as synapse X was used by many devs to test their games anti-cheats 3 Likes Blocking modified clients is the best way to prevent that exploit
aswell. One thing I'd reassure as a moderator before moderating an experience is to ensure that the experience ACTUALLY doesn’t contain or pulls such assets. 1 Like a lot of the time that’s not nearly enough 1 Like animations is that one type of asset that never gets moderated. ive never seen a case were an animation got taken down 1 Like Even
though you pour in your time into working on patching exploits in your game, you are prone to opening new ones without knowing it. Worst thing is if that vulnerability lingers for long, it’s gonna be a pretty bad time. 2 Likes It’s different testing from actual server instead from Studio. You can find more exploits from true exploiting software instead
from Studio. 1 Like im gonna be honnest with you. im doing nothing to stop exploiters because i simply have none of them my game has like 200K visits and its dead. but yeah this is true i remember fixing a vulnerability and causing another one. but stuff like buying gems and admin panels should be obvious to secure 1 Like That’s issue on Roblox’s
part and they risk facing lawsuit if that’s true. 1 Like I almost always try avoiding Admin Panels as many of them are actually malicious. All games that include them likely have the developer of the Admin Panel with highest rank without game developer even knowing it. 1 Like NotA G4mer: It is impossible to have an fully working anti-cheat on linux
There are multiple anti-cheats used in AAA games that have Linux support. Please do your research before making such an obviously incorrect statement. NotA G4mer: sadly its the “safest” solution but worst solution privacy side What’s “safe” about opening your playerbase up to incredibly dangerous vulnerabilities should you mess something up? 4
Likes Reapimus: There are multiple anti-cheats used in AAA games that have Linux support. Please do your research before making such an obviously incorrect statement . That’s assuming if user is using unmodified Linux Kernel. Supporting snd maintaining open source OSs can be really daunting. 2 Likes Roblox anti-cheat policy has been incredibly
disappointing the past two years, with barely any ban waves and the ones that occur are a slap-on-the-wrist. I am hoping this action will finally reduce the incredibly high amount of cheats that have returned in the past few months. I hope these actions can be applied to alt accounts as well. 5 Likes You appear to be misunderstanding something here.
Windows is also entirely accessible and modifiable by the user, they just make it a little bit harder to obtain the access needed to make those modifications. And as we have clearly seen it does nothing to stop exploiters because trying to stop them on the client will ALWAYS be a cat & mouse game. The only RELIABLE way to check for exploits is by
doing detections entirely on the server, where the client cannot override any of these detections instead of these bandaid fixes everyone likes to believe really do a lot. 4 Likes Page 8 his point is simply false. linux is open sourced and modifiable by the user in less than a minute. how the heck am i not reacting correctly . and yes i belive exploiters
could be stupid enough to fire a remote even that is called like “AddCurency” or “AddGems” without knowing its a bait Minerdude alt: I know, but still. You can also use LocalScripts in studio itself. Even if you have some basic coding knowledge, it’s not too hard to trigger an anti-cheat depending on what it does. True, I've been doing that for a while
too but had issue with feeling oversatisfied and left the game “finished” even though I opened up multiple new vulnerabilities. That’s been my case, if you had it different, your perception might even be better. 2 Likes It’s most certainly true. It happens thousands of times a day on Roblox and yet I'd probably get banned if I posted a clip of it here.
Here’s a screenshot of IY instead, which recently added more of these animations. One of them simply works by moving the character to behind the intended victim, and running the balloon animation from Natural Disaster Survival. 7 Likes This 100%. It only harms the user while still wide open for talented exploiters, and when you attract serious
exploiters with a big challenge you're REALLY setting yourself up for big time exploits you will struggle to combat. Minerdude alt: Oh yeah because that’s a sensible and mature way to act just because someone made a point, @NOt4 G4m3r. Fully agree though, please be careful with the attitude you use to reply to users even if they are incorrect,
insulting people will only make them less likely to want to learn. 3 Likes As i have said before. Server sided anti cheats cannot detect exploits like: ESP, Aimbot, Infinite range, and injecting. and yes windows is “user modifiable” but atlest its hard to do, unlike linux 2 Likes i dont understand why is roblox interns not trying to put pressure on theses
scripts developpers that are increasing the gooning crisis issue... 1 Like NotA G4mer: but atlest its hard to do “hard to do” for the average Joe, yes, but the people making exploits are not the average Joe. They know how to work their way around Windows and get it to do what they want. All it takes is for one of these people to distribute an exploit
that does this for other people and now all of that “security” is rendered null. 1 Like Windows kernel and API is not modifiable by the user which is different story for Linux. True, but that can be difficult especially if they’ve already done the client and server, now having to modify it and not introduce any new issues. Though it might pay off in the long
run. 2 Likes Oh my god, not that exploit. God dang it roblox just remove the animation already. There are also a ton of emotes from the catalog being used for the R15 version of it. Roblox gains money from the explicit emotes, so I guess from their view, they have no reason to remove them. 1 Like i know but im talking about the average exploiter
(which’s IQ is probably lower than 70) they are gonna take a lot of time to do it. sadly there is nothing that can be done about exploiters, they exist, and they will always do, the least that we can do is reduce their power in OUR games, by patching vulnerabilities, obfuscating our scripts, remotes, and making their job harder Will you be moderated for
having disassemblers like IDA open when launching the client? Sometimes I accidentally leave it up and the client will refuse to launch, or otherwise have something like Studio still up when I launch IDA, so I hope this case does not apply here. 4 Likes Reporting and avoiding such games is your best bet. 2 Likes This isn’t a game, this a script. 6 Likes
I think you're confused here, they’re not games that’s an exploit. 2 Likes Pretty sure these animation exploits work on all games, as animations replicate from client to server. This is a type of exploit Roblox should have heightened detection and punishment for. 4 Likes the best you can do is have two windows/mac installations, one to do your dev
stuff, and a personal one to avoid small stuff like this 1 Like WaviestBalloon: These RTC posts are usually not sourced from anywhere and often are misleading on purpose. i know this screengrab is from bloxy news, but as i created the roblox rtc account & always look to improve upon it, i do reply to criticisms openly. with this said, i noted your
linked twitter account, it seems you haven’t used twitter since ~mid-late 2022, which the stigma against my account still remained (and very fairly), it is on me as i didn’t do anything for the account from 2020-2021 and i slowly re-emerged and instilled greater intergrity since ~mid-2022, we had no controversy for misrepresentations nor do we look
to mislead anybody. in our reporting, we also source everything that can be, as does bloxy news. the vast majority are sourced from devforum posts themselves and news articles (reputable sources, particularly used when a collaboration or lawsuit emerges), which most of the relevant roblox information to report on. the only exception to sources is
when there is a simple, unannounced, but verifiable observation (such as: new accounts using dynamic faces, particles changed in avatar previews, # of accs > world population, etc.) if you have been using twitter and still have kept tabs on our account since then, still hold this perception, and are willing to engage in a conversation on how the
account that people rely on, such as notable youtubers, so we can improve the information people are getting, that would be greatly appreciated. i also perfectly understand if you don’t, either out of your own time constraints or you were solely working on your last perception of us from years ago when the statement held more weight. thanks 5 Likes
I've seen games that do this myself so I might have confused myself with this one. 1 Like It’s not good idea to have it open as Byfron is actively looking for it when the client is open. 1 Like It’s their own fault for letting that animation be a public one. And sometimes the exploit will use literal ROBLOX EMOTES that have a terrible reputation outside of
the exploit. They earn money from the offensive emotes so they’re not removing them anytime soon sadly. But no excuse for them to let the balloon animation stay public at this point. 2 Likes Page 9 Will there be any improvements to alt account detection on bans using BanAsync? It seems exploiters can log out, close their ROBLOX Client, boot up a
VPN, and avoid it. While I can’t confirm this is the exact method, I've seen things of similar effects being done (something to do with closing the client before continuing). 8 Likes These animations would be fine if Roblox just implemented a simple check for the injection scripts that use them. It would be trivial to implement at the low level. 1 Like why
is even that animation usable by everyone at the first place ??? it should’nt be a thing since publishing animations to the dev-marketplace isnt a thing and it will probably never be I cannot run code on my own client using the dev console, which is the whole point. An exploiter is obviously not running server side code. 6 Likes I have reported this issue
numerous times with tons of examples of fail-cases. The BanAPI has a detection rate of 9% at best. I test it with a co-developer who simply logged in and out of accounts manually and it did nothing to prevent the alts. We weren’t even attempting to spoof the system. Exploiters have so many alts available, the BanAPI could really use an improvement
as it is non-functional right now. 2 Likes NotA G4mer: it should’'nt be a thing since publishing animations to the dev-marketplace isnt a thing and it will probably never be If animations are downloaded directly to the client instead of being downloaded from the server, then they have no way to enforce rules like what games that animation can be used
in if an exploiter manually loads it in on their client. (not saying this is the case but it can be a fair assumption this is how it works currently) But also easy to bypass if integrated into the client itself, I'm sure. I'm not an exploiter myself, but I do know that anything client can and will be bypassed. But seriously, that (technically those since there’s one
for each rig type) infamous animation needs to be unpublished, I couldn’t care less if NDS didn’t have balloon animations. If it stops exploiters/predators/trolls from using it explicitly then that’s fine by me. 1 Like by the way this is something roblox interns should take seriously, yesterday i joined a random NDS Server and i instantly saw two players
doing this kind of stuff, then ieft, joined another server, and again another one 1 Like Roblox doesn’t care about IDA being open anymore, there was a point in time when they’d crash your client for having it open, but they just don’t care about it anymore. So uh yeah they have a little more integrity than Activision & EFT. cough 4 Likes so yes, this is
indeed what i was talking about. animations should’'nt be allowed to be loaded by anyone, pretty much like audios. I didn’t know you could download and load your own animations on the client. 1 Like Aren’t animations from other games only allowed to be played if they’re being used in the game it exists in? I suppose they can use tables to replicate
it, but why go through that mess when they can just load the NDS Balloon animation which is public instead? (DO NOT use it, I am NOT encouraging that) 1 Like you cannot. but there is a knew “vulnerability” that lets exploiters replicate any animations they want to anyone 1 Like That’s true unfortunately, so best thing to do is to make it as difficult
and as painful to cheat as possible so it even makes less sense to do so. 1 Like I know and I was being sarcastic. Client only downloads animations from the server, not from anywhere else. 1 Like again. why the heck is this animation even PUBLIC it should’'nt be public and it is causing harm to the platform I think Roblox has implemented system for
Animations similar to Audio (the private thing) The animations used are created by Roblox. 2 Likes Exactly what I'm talking about. I said public since it’s simpler to say. The fact roblox made them is more sickening too. 1 Like False, the NDS ballon animation was created by stickmasterluck. so WHY the HECK is it PUBLIC Page 10 NotA G4mer:
interns have something else to do than this What? An AI assist 8 people use a month? NotA G4mer: most popular games are not even on linux This is untrue if you have ever used Proton. I can play every single game in my Steam library perfectly fine with zero issues. 2 Likes NDS developer could do some checks for animations before allowing it to be
played. I think Roblox should implement whitelist and blacklist for some things. 1 Like Someone close to roblox, so perhaps he has permission? Or maybe animations didn’t exist then so roblox had to make it for him. 1 Like they are not officially supported. thats what ive said, you can use hacky methods like that yes but it isnt official 1 Like Pyx: This is
untrue if you have ever used Proton. I can play every single game in my Steam library perfectly fine with zero issues. That really depends on the title. You might be lucky to get it runny, others with some quirks and some not even working. 1 Like I do think we’re straying too far from the topic. I think it’s best to create a new one so we don’t flood this
one. 1 Like It’s obviously not their intention, though this has been a thing for like half a decade and it’s frustrating to see that they’'re no nearer to resolving it. Here’s the animation from NDS I was talking about Weld yourself to someone’s character, turn up the speed a little, and what do you get? 1 Like My PC isn’t too great while multitasking games
and all of my normal programs so I've always assumed the poor performance was just my 1660 super trying to render anything above low graphics and low-end processor handing more than one thing at a time. I'm not sure if that’s actually the case for Proton as a whole considering how loved the Steam Deck is but I've just assumed it’s my PC. 3
Likes you get a horrible mess that roblox is doing nothing about If you're using Linux, try setting cpu governor to performance. 1 Like That’s because it’s not public. The API endpoint for downloading animations just assumes the client isn’t lying when it provides the current place ID it is in. 2 Likes I am aware of it since I've been the target of the
creepy exploit twice. Still, by now Roblox themselves should be aware of this issue by now. It’s been going on for literal years. (Contradictory to what I said about starting a new topic, but I might as well just reply) 2 Likes well then this is roblox fault for letting a knew vulnerability like that happen... It already is, it’s just my i3-13100 isn’t that great
with Firefox, Discord, Parsec, my music app, some others, and then the game. Oh, interesting. I never knew that before. That is extremely bad practice and goes against their saying of never trust the client. If anything the animation should just be deleted and replaced with just a simple arm above the head one. It should be fine for light to medium
gaming. There are many optimizations you can do to improve performance. 1 Like I'm sure if I didn’t push for medium-high graphics in every game I'd get more than 25-30fps with Parsec closed but playing my personal favorite games like GTA V and BeamNG is hard when you get like 20fps (and even lower) If that’s true, then they really would need
to revise their motives. That method for making something work is just not acceptable for company this big. Nvidia X Server might have some settings that could help lift the performance. In my case, I'm getting stable 90 fps in DirectX on pure Wine, not Proton. I have an AMD A8 chip paired with GTX 1060. Anyways, at the end of the day, I do agree
with (I forgot their user, but you can just reply with the username); these have always been client patches, nothing has been done on their servers to stop cheats. In the case of byfron, everyone thought exploiting was finally coming to an end. But some fool figured out how to bypass it and now exploits are worse and more common than ever. I do hope
that this update does turn out to confuse exploiters further though. Page 11 That’s the power of Reverse Engineering. Roblox should really stress test their anti-cheat sytems before public release. 1 Like Will this affect me as a bloxstrap user? jsyk this isnt how it works at all even if an exploiter manages to get the animation working on his client
through a modification like that, how would the victim’s completely unmodified client? they kinda like... removed the part of byfron that let you play on linux though lol that feels like it’s a bit of a screw you to linux users 2 Likes THANK YOU ROBLOX Roblox finally taking action to help prevent the MASS amount of exploiters on the platform. As a dev
myself it’s difficult to consistently prevent exploiters and I hope that this update will make a big difference 1 Like is using bloxstrap to optimize your game bannable? Bloxstrap does not optimise games, nor does it modify the client. It also does not optimise anything. It is a program that provides a user interface for modifying fast flags* and that
retains fast flags through roblox updates by means of replacing the roblox bootloader with its own. * - fast flags are Roblox’s implementation of feature flags, a programming design allowing features of a program to be easily toggled independently of the code. Bootloaders are sub-programs that launch programs in certain states, in Roblox’s case I
presume it passes the game you're loading and the roblox-set fast flags for your account* to the client. * - for A/B testing features. As a general rule please refrain from using programs you do not understand, as that poses a risk to your system should you use a program that is dangerous or has risky circumstances as a result of misuse, which an
uninformed user like yourself may make. disclaimer: I am not completely familiar with bootloaders or the specifics of roblox or bloxstrap’s bootloaders, some of this information may be incorrect or slightly misspoken, however it is provided in good faith. 1 Like If only there were proper tooling for this, which depressingly they don’t seem to plan to add
any time soon awesome ROBLOX, 1 Like exploit Linux detection. Exploit detection bypassed in 5 seconds. Linux detection never bypassed. Feels like it’s trying to chase something impossible. I'm starting to think the only effective method was the shutdown of synapse. That collapsed the hacker community for some months (a year even). Now it feels
like they’ve rebuilt stronger than ever. Not sure what the end solution is here... I see a kernel anticheat, and personally I wouldn’t mind that too much. 5 Likes This is so beyond false. Roblox has stated several times that Bloxstrap is not against the ToS. In the screenshot you provided, all they are saying is they are removing FFlag overrides. 2 Likes
you can proxy web requests without modifying the roblox client ok uh. im using sober. and if im banned... k. idc atp. very vague, even bitdancers link so = (V) /™ 2 Likes i miss roblox on linux. was kinda garbage because of wine and the Ul for things like selecting files sucked, but GOD i loved playing games on my steamdeck. RIP grapejuice. What
they’re talking about is the large amount of Bacon hairs and default users in the server list. Thank you Dottik, here is a statement about restriction of FFlags and here one about Bloxstrap to give your post even more weight. 4 Likes Please confirm whether this thread is Hyperion’s doing or Roblox’s, I need to know whether I can get my hopes up over
this or not. Glad: jsyk this isnt how it works at all I made sure to test the endpoint before I even made that reply. It is how it works. Then we probably aren’t talking about the same thing, my understanding is that you were talking about how an unauthorized animation can replicate to a completely unmodified client? I love Linux. I really do. And yet I
always, always turn right back to Windows. Why? Not enough people use it for major companies to develop things for a minority in actual potential users. And because of that alone, Linux desktops will probably never see any major usage for the ordinary PC user. I hate to say this, but I do have to agree on a few things you said there, although it has
been made very clear in the past that Linux does not inherently cause anticheats to not be effective. Even kernel level anticheats can be made for the Linux kernel, it’s just that most users probably would rather not install that kind of thing onto their PC for many fair reasons. I have wondered whether they could’ve partnered up with those who
maintain Linux compatibility layers such as Proton or Wine, but they’d never invest any time or money into that since they wouldn’t be making it back any time soon. And I can’t fault anyone at Roblox for that. 1 Like Page 12 I was simply clarifying that the animation in question was not public and that any exploits playing it are doing so by using the
endpoint directly where there are no protections against where the animation can be used. there should never be a reason why a kernel level anticheat is necessary. It will just get bypassed anyways and only serves to be a security hole in a user’s system 6 Likes oh so our points were actually the same exact thing, i mustve misunderstood 1 Like Please
create an official version for Linux because a change like this might seriously end up causing me to not be able to play Roblox anymore. More people are using Linux recently than ever before and it really should continue because invasive kernel-level anti-cheat systems are not the solution. It just hurts every user. 3 Likes Please officially support Linux
when its possible. I've tested and for my machine, i get more performance in Linux than Windows 11 IoT Enterprise LTSC (windows with many settings changed). 5 Likes I'd be on Linux already if it weren’t for the uncertainly regarding Roblox & Sober. 6 Likes For that purpose you have roblox studio 1 Like It’s the only reason I haven’t switched. I
love Roblox and how empowering it is as a platform. I wish I could switch to Linux, and have for the last few years. There’s no point in dual booting as 90% of my time on the computer is for Roblox & Roblox Studio. 3 Likes I thought the Ban api was enough. At least shut the alt account detection, it makes deleting innocent accounts so much easier for
hackers or just siblings 1 Like forget roblox on linux we need roblox on freebsd 1 Like I meant tooling to test and patch exploits; I absolutely support the FFlags restrictions; they are a really much-needed change. I have seen some of those issues myself, and the change is much appreciated. However, game devs are still to the despair of cheaters in
this regard. Would this affect stuff like custom textures, sounds, etc etc Will this affect botting as well? Well, Bloxstrap does modify your Roblox client like FFlags and changings fonts and ui related stuff. But maybe it won’t be banned? Unsure. RIP linux and older devices. RIP 1 Like Absolutely horrible update. Not making a roblox client for linux is
already bad. You don’t need to make it impossible to run through VMs and other methods. Create a decent anti-cheat. Banning linux users is not going to do anything. This update hurts linux users but hackers have SO MANY other methods. Sure, you got rid of the hackers who don’t actually try very hard, but there are so many other ways to hack.
You don’t need to check for modified clients. Roblox: Starting this week, if we detect that a user is using a modified client, we may take action on that account, up to and including account termination. And you’ll also ban the linux users just for fun. Cool. 2 Likes heres my opinion it might be bad for multi launcher clients ! Do things like Multiple Game
Instances count as an external application? As that’s how many users run multiple Roblox instances at once. from what I understand, so long as it is a launcher (opens applications such as Google Chrome for example) and does not modify any code (if they’re all running the same, up to date version of Roblox) then it should be fine. 1 Like Page 13 1
believe it works like the “Process Manager” application from Microsoft, it just deletes one of the functions that allows only one instance to be opened, but it does it automatically rather than manually. So it theoretically doesn’t touch any code I believe, but I could be entirely wrong. 1 Like I hope this will actually make a difference and not just be
another nothingburger of Roblox announcing something anti-exploit related. Hyperion? Didn’t stop things. Synapse partnership? Didn’t stop this. Will this be the next part of the chain, or will it be a game changer? We’re tired of this. It’s time for less bark and more bite. 3 Likes To preface, I agree with what you have to say. I also want to note that you
can use a LuaVM (can be found in creator store) to achieve a degree of pen-testing on your own game. A LuaVM allows you to run client-sided code like you would with an exploit; however, some things simply won’t be possible like hooking functions from their memory addresses, but it will greatly expand your pen-testing abilities. I checked Vinegar’s
Discord server. Sober should be fine: Per Klyrix: (applicable for auto download) we use apks straight from google play’s cdns, so nothing is modified from here apk signatures are checked, so we can assure that it’s the real deal and the signature verification is very strict since we don’t want bs being installed for malicious reasons 1 Like Yeah...
anticheat isnt something that is a one and done deal. It will be a never ending fight. Their goal was never to “stop things” because thats an unrealistic goal. Their goal is to reduce and discourage as much as possible. 1 Like I have not noticed any form of improvement, at least not since FilteringEnabled (which was a HUGE game changer for
preventing exploits and was the best thing and possibly the only impactful thing they’ve ever done). I had to develop my own anti-exploit because of how common this behavior is and several bans happen in one day at times. What they at least need to do is implement actual ways for game creators to report exploiters and to implement lasting
punishments on the users responsible. 1 Like Wha? But its literally never there for me atleast—i only see new accounts swarm games either in drones of bots or new robloxians, other than that i never see avatars being obfuscated. Expecially if its a small game, I'll search through servers and see someone and join. 1 Like Post 2012 FE has always been
a thing, just not on by default Its a complicated subject, but theyve been on a roll with all of this anticheat stuff. Its really hard for them to do anything runtime, but things like alt detection, which can be wrapped around but a hassle, is really nice to have since anyone trying to come back right after a ban is immediately rebanned on that account, or
maybe even the byfron update (although pretty much worthless. Though it seemed like exploiters dropped, even though there are still executors out there) but with roblox’s terrible reporting system where they just send a bot to check up on messages and thats about it, they really do need another way for security. They are really only pushing it for
the developers to do all of the work, like implementing the alt ban api, make anticheat, all of that, but this updates probably gonna be as big as the byfron update in eliminating executors 2 Likes On top of this i forgot to mention im pretty certain they ban you and alts if you try to log into an alt while banned iirc, i dont know if this is false or true
anyways enough clutter Good update for the most part. But rip unofficial Linux support. Really wish you guys could make an actual official Linux port that also uses your anti cheat (more specifically Android’s version of the anti-cheat). But that just seems so unlikely from you guys. 1 Like I have a hard time believing that, considering when the hunt
mega edition happened, Sober was temporary blocked. I would love to be proven wrong, but it just seems unlikely. Sober chose to stop operating during the hunt for concerns of Roblox blocking their system. 3 Likes This is a good addition! Hopefully this can deal with in game exploiters and ban them and their alts. Seriously, a good example is
Natural Disaster Survival. That classic game was once a nostalgia paradise, now its beyond saving and a exploiter breeding ground. Its ridiculous how many there are. 9/10 servers on average has a exploiter. If you gonna start with the 7282637383883 claim about linux then install Hackintosh, we gotta start teaching Linux users to install Hackintosh.
I don’t buy games with kernel mode anti cheats for this reason. Capcom for example had a driver for their anti cheat that exposed a user mode function to run any arbitrary shell code. And the fact Microsoft signed the driver is insane. 2 Likes Pretty sure Bloxstrap does all of that by modifying config files the client uses, not modifying the client itself
directly so it should be fine. 1 Like so this means we’re getting an official linux bootstrapper soon right 2 Likes Does this also detect autoclickers and macros? Since I play a few games that explicitly permit the use of them in their own rules. If your autoclicker/macro modifies your roblox client, you need to delete it. Page 14 stop over reacting???, do
you want them to release a executor?? use your mind, there is literally rbxstu which is a executor for studio and wont get you banned, and this isnt related to exploits, this just prevents downgraded versions 2 Likes CheetahStrider: and this isnt related to exploits, this just prevents downgraded versions Exploits are “modified clients” so yes this is
related to exploits. 1 Like Roblox: During The Hunt: Mega Edition , we used this safety system to ban accounts we detected running modified applications. This was a highly effective tool to prevent exploits and keep The Hunt fair and fun for all. We are now rolling it out full-time for all users and all experiences. It’s crazy that you used this and it
ended up failing to the point where a t shirt was created as an apology . (and that shirt ended up breaking I believe or is still broken) No they arent, exploits inject their own dll, they dont modify files!! so yes there u go 1 Like Then I am on indefinite hiatus from the roblox platform until an avenue to play the game on linux is provided. I will not run a
spyware operating system just to play one game... I'm not even asking for official support here, just “please don’t block third party linux clients for playing the game” 1 Like I presume that simple autoclickers/macros are safe then? Mine are standalone applications that simply just send inputs the same way a human does. And even if Roblox wanted to
detect software based ones, I could just use a hardware one instead which shows up to the system as just another USB keyboard/mouse You can use studio to simulate exploits, such as firing remote events in unintended ways, by using the built in command bar. You can even run exploits themselves through it. 1 Like exploits inject their own dll, which
in turn modifies the client. a “modified client” does not just mean the files themselves have been modified. In fact, to counter any other arguments you could make... the original post itself even states as such! Roblox: “Modified clients” are custom versions of the Roblox application binary downloaded from third-party websites or running instances of
the official version of Roblox modified by external tools at runtime 2 Likes What exactly is a “modified client”? This post seems very vague. For instance, is modifying assets stored in the Roblox files (like the R6 character) counted as a “modified client,” or is it just stuff that injects itself into the client or modifies memory? I'm guessing it’s the latter,
but this is all very vague, which is why I'm asking. 1 Like I was thinking of swapping to a Linux-Based OS but if they’re banning people for trying to play Roblox normally, that is just silly. Personally I think linux clients should be given a special bypass token on this. RbxStu V3: Studio Pentesting Tool, Runtime Debugging Community Resources This
project has been discontinued Due to the fact the project has now gone defunct, it has been open-sourced into the public domain @ RbxStu/RbxStu-V3: Third generation Roblox Studio Modification Software. No new developments will be done on the project. I will check this thread from time to time if it breaks, however do not expect me to fix it.
RbxStu V4 is in development. A new community resource may be posted soon about it. You can get news, updates and other things in the new Discord serv... 1 Like So many misinformation, lies and exaggerations being spread in this post. I am not sure that this affects Sober, wait for official confirmation from it’s developers (if it didn’t release yet)
before assuming things. Even if it does, Linux users are a very very small minority on Roblox but are the loudest. There’s not a significant amount of Linux players or enough revenue that would generate from it for it to be worth it to support Linux. I do not believe that a lot of Windows users would switch to Linux this year after support ends for
Windows 10. Only an ignorant person that doesn’t know anything about the majority of Windows users would believe and say that. Most including me would probably run it even when support ends. As long as programs or apps keep supporting it, it will be fine for many. I want to mention a fact that a lot of Linux users betrayed Roblox honorable
action of letting third-party ways of running Roblox on Linux like Sober by exploiting through it. I am not saying that every or the majority of Roblox Linux players are exploiters, just mentioning that many are. Linux has a small share of operating systems being used, and the share of gamers running Linux is even lower and out of these gamers, even
less play or develop on Roblox. As for Bloxstrap, this 100% wouldn’t affect it. Bloxstrap doesn’t modify the client in any way. It just changes the content of a json file in the Roblox folder called ClientAppSettings.json to achieve the goal of adjusting FFlags. You can do this manually too. Nothing to worry about. 5 Likes Your Roblox news Twitter account
posted this even though there has been no official announcement post about it, or a Roblox staff or engineer stating that or anything at all. The proof is a screenshot of a Roblox notification taken from a random account that is most definitely fake. I use the Microsoft Store UWP app of Roblox from time to time and never saw such notification, nor
anyone else reported doing. This is one among many other cases. Anything for likes and comments it seems. Your Roblox news Twitter account and Bloxynews also didn’t clarify that FFlags are not getting completely removed and instead are going to be in a whitelist. I am pretty sure you all did saw Bitdancer’s clarification comment about it. 7 Likes
So far 0.12% of our unique players got automatically banned for just flying. RTC is not affiliated with roblox. it is a community ran account I know, I never said it was. I am pointing out the fake news, unconfirmed rumours and misinformation being spread by it. 2 Likes Great, but what everyone wonders is how effective this will be. Your history on
moderation has not been very good when it comes to automated actions so everyone will need some time to really see how this goes when it is applied to the whole platform rather than just an event. But on a more positive side, I do hope this will actually work when reporting exploiters. I’ve been reporting some of them and I've noticed none of my
reports on those exploits work as fast presumably it has something that prevents it from being detectable so all of my reported cases ended up wandering in game until they leave either out of boredom or another reason, I am not sure if they get moderated or not. 2 Likes Will tools like Wireshark be impacted by this? It’s not as simple as “removing
that part”; there were security flaws within Hyperion that, when patched, prevented users from playing on Linux. Roblox isn’t going out of their way to prevent Linux users for the sake of it, it’s just that they have no reason to try and work around it. 2 Likes ItzAidfoplays390: Your Roblox news Twitter account posted this NotA G4mer: RTC is not
affiliated with roblox. it is a community ran account ItzAidfoplays390: I know, I never said it was. Peak Roblox developer community 3 Likes Page 15 I said “Roblox news Twitter account” as in it’s a Twitter account that posts Roblox news and it does? I never mentioned that it’s official or not. I thought everyone already knew it’s an unofficial



community led account that posts Roblox news? 9 Likes where did he claim it was affiliated with roblox? what a pointless reply 3 Likes My entire reply was literally pointing out that RTC posts news and updates that aren’t officially announced or confirmed in any way by Roblox or their staffs or engineers 2 Likes Local scripts lack the capabilities of
exploit scripts Not gonna lie but recently Roblox has been increasing anticheat measures for the cost of the end user, I feel like there’s more downsides to normal roblox users than cheaters you can use reshade on roblox again? Exploits use a different type of luau with more stuff, such as allowing loadstring on the client, getgenv, getglobal, getvenv (i
dont remember the exact names, its been a while since ive done some funny stuff) but yeah dev console doesnt work very well it cant even replicate hookfunction and hookmetamethod, which is basically what every script is built on and how most exploits even bypass anti cheats For anyone wondering, this does not affect Bloxstrap because it doesn’t
modify the client, it just launches it. 2 Likes How will this affect Linux users? If you block patched binaries like Sober then Linux users won’t be able to run Roblox at all, unless they stream it How does this negatively affect you? Only legitimate users I've seen affected are Linux users. 1 Like I recieved a warning for a “modified client” on beaks, it said
ExploitDetected. I was using Bloxstrap at the time. Could this mean anything for Bloxstrap? 3 Likes The lack of directly addressing popular third-party solutions such as Bloxstrap is confusing, but I also recognise it’s a possibility that you are still internally evaluating things for what is considered safe for the user to change and what not to change.
While this does put you in a rock and a hard place for wanting to communicate progress when dealing with account farming and exploits, not being given the green light to tell us about the status of the most popular third-party tool for Roblox leaves many of us with more questions than answers. Hopefully as decisions are more-firmly made internally
there will be the possibility to clarify on this thread; Bloxstrap serves as an amazing tool in my use-case by allowing me to use all of my CPU cores in Parallel Luau workloads. Restricting this specific FFlag would kill any viability my custom rendering solution has, so I hope you are working internally to better define these types of restrictions you are
placing in mind of security. 2 Likes Even though RbxStu fits into the definition of “Modified Client” you have to think, Studio simply doesn’t have Hyperion to detect such usage, and there is no reason Roblox would need this either. Since Roblox Studio can be only used to play your own games, there is no reason for Roblox to add Hyperion into the
Studio. (someone else said this but I go into higher detail) The dev console doesn’t have functions like “hookfunction” or “hookmetamethod” which exploiters use, those functions are used by remote spies (scripts that tells you what remotes are ran) or even prevent client side kicking, it has essentially 0% UNC (this number tells you how many custom
functions the executor has essentially, there’s also SUNC, which has further checking and tells you if they’re faked or not I think, UNC stands for Unified Naming Convention, you can search this up if you want), remote spies are easy to replicate and anti client kick is easy to bypass by telling the server to kick (although remotes can also be prevented
from being fired), or crashing the player, but there are a bunch of other functions you can’t really have in studio like the debug library that allows you to change up values, fireclickdetector, firetouchinterest, fireproximityprompt (you’d have to write a bit of code to make these work, these can be replicated in studio though, unlike hooks),
gethiddenproperty, sethiddenproperty, etc... but yes you can test a lot from studio, although it is limited, adonis has an anti cheat and I think it’s pretty interesting, it can detect stuff added to CoreGui (kinda), and detect anti client-side kick, and from what I know it’s really hard if possible to change what a script does, but I think it might be possible, if
you can change a function in a script, like for adonis set its anti-cheat “Detected” function to do nothing, that’s a bypass. 2 Likes Bloxstrap cannot be detected by Hyperion, and the reason is simple: Bloxstrap does NOT modify the client process’s memory, threads, or execution in any way, shape, or form. Bloxstrap only uses official features of the
client (like FFLags) to change certain settings or uses the Roblox Logs file to see which game you are playing. All of this doesn’t trigger any detection on Hyperion in the slightest. 1 Like Roblox: What if I'm using an analytics tool or external tool that communicates with Roblox via OAuth? Analytics tools, OAuth, and other tools that use official
mechanisms to communicate with Roblox systems and services will not be impacted by this change. This policy targets tools that modify the client application code. As a creator, how will this impact my game? If your game experiences exploits and cheats, you should see a reduction in the number of users using exploits. Nice FAQ guys this answers
almost nothing and simply makes more questions than answers 1 Like I understand what you are saying, although it is worth noting that Roblox staff have on other threads mentioned that FFlags will eventually be locked down too; the extent of which we currently don’t know which ones (if any) will remain open to user configurability. Sure that can
happen, however it’s hard to say if anyone using those FFlags that can be used for cheating will be banned in the future, as it’s unlikely Hyperion has any checks that see if certain FFlags are enabled and then flag you. Additionally locking down FFlags is kinda hard, as anyone with enough determination can enable them unless they are fully removed
from the client. I imagine they want us all to just trust that roblox’s automatic/forced systems won’t absolutely ruin the gameplay experience (which it very much does) I sincerely do not think, this post will result in anything, as in good thread of a fellow ex-exploiter has said: “Byfron isn’t allowed to ban exploiters because Roblox is supposed to grow
their metrics, not shrink them.” Source: Page 16 I have a question: would this affect the unofficial Roblox port for Linux, known as Sober? Would the Linux users be caught in the crossfire between Roblox and the exploiters? If so, then guess it’s time to go back to dual-booting. It’s very likely because Hyperion is securing the Client, they obviously
want to avoid any environment where the user can control what is happening (like VMs), since Sober runs Android version in specialized environment, Hyperion could indeed see it as unsafe environment and simply not run. 2 Likes Yes, those should be safe to use. ROBLOX doesn’t hate you, they just don’t care about or have an interest in maintaining
Linux users 1 Like most exploits don’t work on roblox studio, so how do you use roblox studio to test exploits in your game? Okay, how do you do when a script uses loadstring, is obfuscated, uses coreGui and more? Most developers don’t know, but it’s not excuse to buy them. Having a experience of making lua cheats is the best experience for making
anti cheats, as you know exactly what attackers have at their disposal If you think Hyperion developers are so good because they researched what can attackers do then no, they were real game exploiters too before they switched sides. Subjectively it’s not bad idea if you have legitimate use. I'm sorry that you don’t understand that simply hooking is
so powerful that without that you cannot really test any anti cheat. I hope you guys dont affect old roblox revivals 2 Likes It seems to me like you’'re just trying to win an argument here... Minerdude alt: Why are your sentences jumping all over the place? You're saying one thing but contradicting yourself after saying another. ig strawman, I have no
clue if that’s correct, and stop accusing people of trying to find an excuse to buy/get an executor, and what did you mean by bragging? my best guess is about the functions, if so, you can easily look them up, but not as easily understand how to use them, like cclosures with hooks (I think that’s how you’'re supposed to use them?), and hookmetamethod
with getnamecallmethod, either way you have to go through someone who has exploited/hacked to know any of this stuff, but looking at scripts that use them, although most of them are obfuscated is also a good way without exploiting I think, but to better understand how exploiters find vulnerabilities you kinda have to see it for yourself
(dex/rspy/decompiling (for those who don’t know: essentially read a localscript/modulescript)), and I think it’s gonna be way easier to download one than to find someone willing to show you. Sorry for the long messages by the way When is this rolling out? All of my games have a very big problem with cheaters so I would love to know exactly when I
should look for change in my metrics, and whether that change is/will be/was caused by us or this update. FPS game owners, are you seeing any change in the # of exploit reports in your games yet? 2 Likes I will give it a few weeks to see if it makes any impact. Right now it seems to only display a ‘warning’ popup that you can just click and ignore.
Pretty sure The Hunt's version of this system jumped straight to bans and, in some cases, terminations. They certainly need a better policy especially regarding alts, because this warning-1-3-7- punishment system does nothing to deter them (enforcement bans do not apply to exploit bans, or at least have not been applied in any prior banwaves). Way
too many ‘second-chances’. it has already started, ive seen a few bans/warns 1 Like Thanks to god i has uninstall fishtrap for good Yeah no this is the exact problem lol, when you give a game this much control over your computer you’re also letting any bug or oversight in the game’s anticheat code also give bad actors full control over your system. It’s
incredibly weird to me how normalized installing random drivers to play video games are now when you should only be using drivers that you actually need 1 Like It quite literally is as simple as removing that part, what? I'm not saying “make this compatible with wine NOW!!!” I'm saying that there is a literal check in hyperion for the presence of a
wine environment, and if it’s detected the game refuses to launch. This is not me asking for support, this is me asking for roblox to not have outright denial for wine users. They additionally want to block VM usage but they only currently check for a gpu which is pretty easy to get around with passthrough, but if they make that more difficult then I
would be forced to dual boot just so I don’t accidentally trip something and get banned. I think you all fail to realize that bad actors and exploiters do not care if their account gets banned. There will always be a way to bypass anticheat, it’s legitimate users that won’t risk their accounts to get around an arbitrary limitation. There are quite literally
undetectable tools that, when used with a properly obfuscated VM, can let you modify any memory on the system without any application being aware of the program existing. Please stop acting like barring Linux support is some “necessary evil” to prevent exploiters. It isn’t. 1 Like hey, i appreciate your reply. firstly, regarding: ItzAidfoplays390: Your
Roblox news Twitter account and Bloxynews also didn’t clarify that FFlags are not getting completely removed and instead are going to be in a whitelist. we never reported on this? bloxy news did when they posted “Roblox will remove the ability to edit Fast Flags locally via programs such as Bloxstrap”. we were aware of bitdancer & dogekidd2012’s
comments and implication that some fflags will be whitelisted, so i . if you are referring to this devforum post and our coverage of it, we sourced bitbancer directly when he said “Bloxstrap is less of an issue”, our approach was because of this answer not being a certainty, we acknowledged that it is very unlikely due to “neither injects into the process
nor does it perform any kind of repackaging”, making it fine, but it is still not a guarantee. secondly, regarding: ItzAidfoplays390: The proof is a screenshot of a Roblox notification taken from a random account that is most definitely fake. with a confirmation we had of this prompts existing from fflags, not just a blind screenshot. we deemed it safe to
say “hey, this may be happening”. of course, it is not a guarantee, however, we also believe that people should also be ready to transition from a reasonable belief of a transition looking to happen. i appreciate the criticisms. i do absolutely agree that, considering if we are not going to use an official source and it isn’t something simple and verifiable to
check for everybody, we must provide the proper explanation of how people can check. for future references, i will ensure our post guidelines includes those proper explanations which warranted your doubt. if there is anything else i can answer, consider, or take away, i would greatly appreciate that! thank you :D 2 Likes Page 17 there won't be
issues for sober don’t worry 2 Likes True, the ban API was also a neat thing to have! ZAZC: we never reported on this? bloxy news did when they posted “Roblox will remove the ability to edit Fast Flags locally via programs such as Bloxstrap”. we were aware of bitdancer & dogekidd2012 ’s comments and implication that some fflags will be
whitelisted, so i . if you are referring to this devforum post and our coverage of it, we sourced bitbancer directly when he said “Bloxstrap is less of an issue” , our approach was because of this answer not being a certainty, we acknowledged that it is very unlikely due to “neither injects into the process nor does it perform any kind of repackaging”,
making it fine, but it is still not a guarantee. I am pretty sure I scrolled through the RTC Twitter account and saw it reposting Bloxynews Twitter post regarding FFlags. I failed to discover any post from RTC of a clarification regarding Bloxynews Twitter post that RTC reposted. That’s the thing. So what I am trying to imply is that, it would’ve been
great if RTC posted a clarification post quoting Roblox staff about what’s going to happen to FFlags. Both RTC and Bloxynews failed to do that. ZAZC: with a confirmation we had of this prompts existing from fflags, not just a blind screenshot. we deemed it safe to say “hey, this may be happening”. of course, it is not a guarantee, however, we also
believe that people should also be ready to transition from a reasonable belief of a transition looking to happen. I understand, however, it would’ve made a huge difference if the FFlag related to this was also posted or mentioned in the Twitter post. The reason I am critical of the screenshot is because there’s only one screenshot that could count as a
proof, nobody else reported seeing such screenshot. It also looks kinda fake to me, but I got no proof that it’s fake either. It would’ve been cool to have video proof of it or for the screenshot to have it been included with the entire notification tab and not just it, for it to look more legitimate. ZAZC: i appreciate the criticisms. i do absolutely agree that,
considering if we are not going to use an official source and it isn’t something simple and verifiable to check for everybody, we must provide the proper explanation of how people can check. for future references, i will ensure our post guidelines includes those proper explanations which warranted your doubt. if there is anything else i can answer,
consider, or take away, i would greatly appreciate that! thank you :D I appreciate you addressing this and also providing a commitment to ensure that future posts that include unannounced new features or changes will have proper explanations for people to verify the claims. My apologies if I came off a little harsh on the previous comment. This is
meant to be constructive feedback and constructive criticism and not pure hate or rant. I just want Roblox news reporting to be of higher quality, more elaborative, less generic, and also actually read what they’re linking to like in the case of the FFlag post. That Bloxynews post along with Matt’s Discord server announcement singlehandedly made the
thread related to FFlags being abused for cheating to go very active and chaotic again and people assuming Roblox is planning to complete remove the client’s ability to adjust FFlags which is not the case. Bloxynews and Matt both failed to clarify and correct themselves. Both linked to that thread that already included Roblox staff saying that they’'re
working on an allowlist while saying something completely different on their own posts. 3 Likes I hope this does actually stop bots in games. I actually made a bet with zazc over this where if the bots on BGSI and other games are gone by Tuesday next week then I'll give him a decent sum of money to give away on RTC. That’s honestly how little hope I
have. 2 Likes mfw mihoyo genshin impact anticheat incident mmm myes mr driver please elevate my rootkit 5 Likes This is awesome! Thank you ROBLOX! 1 Like Look, I'm bummed about a lack of support for other users as much as the next guy, but with all due respect Linux still has a laughably tiny market share. Even with how garbage windows 11
is, less than 5% of the home PC market uses Linux. I suspect that the amount of ROBLOX players using Linux is an even smaller fraction. Linux is also extremely exploitable. Any OS that gives you 100% total control over everything that happens on it is going to be highly exploitable. Wanna know why the majority of the TF2 bots ran on Linux? Yes, it
sucks that Linux support for ROBLOX is essentially dead in the water and I do wish they’d do something for all the Linux users. With that said, going through the hassle of making a proper Linux port and ensuring it can’t be used to entirely defeat all forms of anticheat is most likely not worth the investment of time, resources, and money. Especially
for a very very small gain in potential users, especially when those users can and probably already do dual-boot. Not trying to come off as cruel or uncaring to Linux users. I feel bad too. I'm just saying, it’s just not worth building a new ROBLOX client specifically for > 15))) >> 13)); return vl4 ~ HIWORD(v14); } this checks for some hash i guess (?)
but yea... really hope gogo1000 or atrexus would debunk ts NOTE: we can literally find a new function added to VM/lvmload.cpp in Luau’s Source Code called “loadsafe”... everything we need is literally there ALSO NOTE: i may be wrong but i may not be... who knows? 4 Likes All I know is there is still a lot of exploiters on classic games, one game
has atleast 1 on 90% of servers 3 Likes As of today, anyone with edit permissions for a place will not be actioned against if we detect them using a modified client in that place only. In other words, if you're a creator and want to test your anti-cheat system against an exploit, you may do so. 117 Likes Page 23 Finally! This is great news. Thank you. 8
Likes You fixed the wording and released it. This is so epic. Thank you team! 8 Likes TOS update for this? Pretty sure it states no exceptions there. 9 Likes Crazy idea but making this a per place setting allowing all players to enter an experience with modified clients would be pretty awesome. An official way to make playgrounds and “modding”
capable experiences. Something I'm sure a lot of people would love to see 5 Likes Could there be an input bar that would work similar to modified clients so anyone can test their anti cheats without having to risk installing malicious third party softwares 5 Likes Roblox: As of today, anyone with edit permissions for a place will not be actioned against
if we detect them using a modified client in that place only. In other words, if you're a creator and want to test your anti-cheat system against an exploit, you may do so. Can this reflect in the TOS? This would be fantastic for us to test internally. 6 Likes Why not make it an option in the game’s roles? It would allow a specific group (ex. Testers or
“Whitehats”) to test the anti-cheat system using the black-box method without getting moderated by Roblox. 9 Likes This is huge! Can’t wait for all devs to get a virus by downloading shady software to test their game 5 Likes Heby: The community wants roblox to run on linux, Edit the oof sound back, Make the roblox client more optimised, unlock the
fps of your client. Sorry, but I'd rather the platform be free of exploiters than being able to edit the oof sound. 5 Likes So Roblox drops a banger and then leaves us for the weekend. Amazing and completely unexpected. Can we expect to see a Roblox-developed tool that we can use to safely test our client environments, securely and binded to the
account and experience, rather than the current 3rd-party alternatives? 1 Like FINALLY! I can’t believe this day has come. I waited so long for this—words can’t describe it. I had to use plugins that allowed me to call and invoke functions from the client. That really made my life easier. 1 Like This is huge for many reasons! I can finally feel like
c00lkidd in my own games. However, please update the TOS to reflect this decision. It only makes sense and would help with eliminating confusion and helping appeals against false bans and such. Until this is done, I don’t recommend exploiting in your own games. Additionally, please provide a way to “whitelist” certain users to exploit in your game.
These could be anticheat testers or something. Said users would need to know they have those permissions so developers don’t trick people into getting banned. How? A developer could say someone has permission to exploit in their game, but with no way to verify, and if the developer lied, that’s sufficient grounds for a Roblox ban. 6 Likes well, i
guess imma just find my door towards the engine features topic. if people only focus on security and invulnerablity, then i got nothing to do here. and this always has been a debate on whether i need more security or more performance. although, people should know that exploiters will find a way, as i mentioned previously! so, roblox might have a
success in security with this, but they wont benefit from it as much as from engine optimization. this is where i end it here. This, no way I want to risk getting hacked by the exploit devs. (Nor do I want to pay for them) 3 Likes Finally able to test out anti-cheat systems without worrying about getting terminated... Thank you for this update! 4 Likes
Would using Sober count as using a modified client? Access denied for some reason kinda, but its not an exploit tool so you may assume that youre safe with using it Roblox: Roblox: As of today, anyone with edit permissions for a place will not be actioned against if we detect them using a modified client in that place only. In other words, if you're a
creator and want to test your anti-cheat system against an exploit, you may do so. Thank you so much Roblox. I got banned for 1 day before the announcement of this update after injecting into my own experience. It’s amazing to see that Roblox is taking the developers needs seriously 3 Likes I understand your concern for us. I am not sure what
happened but somehow a useful reply I made on here vanished to where I can’t see it. It said something along the lines of calling upon Bitdancer for the idea of creating an official custom Roblox executor built for developers who want to improve their anti cheat on Roblox and obviously it would only work in your own places just like this update. It
would make it much safer for us to have Roblox create an executor for all of us to use in our own place. Maybe for Studio as well as I think a Studio executor could also be very helpful. I hope they listen to my ideas Page 24 This update is punishing, not preventing. Anyone can still cheat, they will just get banned. 3 Likes I don’t think they are getting
banned, atleast to the levels the player base is hoping for, best case scenario they would be poison banned/ enforcement banned so they can’t create more accounts and can’t use alts. Whitelist for those without edit, i dont want to give some people edit but allow them to exploit to test, mainly so alts can be used My games have an admin panel and
other menus for devs only that would get in the way of mimicing if i was someone with a menu Roblox: Are you removing Linux support with this change? While we don’t officially support Linux, we want to be clear that we never intentionally seek to break it, as we recognize there’s a passionate community of Linux users who want to see Roblox
running on Linux.These changes are primarily aimed at enhancing platform security and shouldn’t directly affect whether Roblox works on Linux through tools like Sober. However, we can’t guarantee that third-party software will work or continue to work as we make changes to Roblox. I know Sober doesn’t modify the client in any way, but is it
officially certified that it doesn’t trigger bans or terminations when used? It has only been mentioned that it isn’t promised that it will remain supported, but nothing about whether it triggers false positives. Sober is unsupported, meaning we don’t check if it breaks or triggers generic detection, nor will we write Sober-specific code to distinguish
generic detection caused by Sober from non-Sober generic detection. 3 Likes spork: I think a lot of people are going to be switching to Linux in Q4 2025 and in 2026. i used to think this but realistically? my family used XP until the computer got retired in 2019 - 5 years post EOL - since everything still worked fine 3 Likes Great great... now how am i
able to use roshade now pluh 2 Likes Yeah, a game can have some unsupported OSes like linux but, Roshade, Yeah Roshade, why did it get banned even tho it does not change the clients binary, why is “uncompatible” now? 1 Like hi where is this automated action? i had my entire team wiped out from a singular exploiter flinging everyone. two
exploiters joined in a span of one game. 4 Likes Happens within 2-3 days per exploiter thinking that they are actually doing something the exploiters already slowly figuring out how to bypass all of their hard work and if they speed up the ban times it allows the exploiter to figure out their entire anti cheat and bypass it even sooner so they are just
playing cat and mouse and once the cat gets tired enough the mouse will take the win 1 Like Would love the ability to set additional permissions for people without edit perms. But thank you for this! 6 Likes Hi Creators, We’'re excited to share our first update to the Creator Roadmap of the year! Since we last updated the roadmap, we’ve shipped over
45 features, including significant updates to Studio, Assistant, discovery, our voice safety classifier, Cube 3D/Mesh Generation API, and the Text Generation API, which we announced at GDC last month. After hearing your feedback on Ads Manager, we shipped a significant update including custom 16x9 images and the ability to optimize for maximum
plays. Also, as part of our goal of making experience discovery transparent and actionable, we launched improvements to the Recommended for You Algorithm. On Creator Hub, we launched the Data Stores Manager, which allows you to review a complete list of your Data Stores plus usage, and we launched the ability for you to reorder Badges. We
also recently opened up the bug reporting category in DevForum to all creators, and as a result, we’ve closed over 2,000 bugs since our last update, more than ever before. These are just a few awesome highlights of what we launched since our December update. You can find a full list near the bottom of this post. Upcoming roadmap Click here to
view the upcoming roadmap! Looking ahead, we’ve got some big updates that we’ll be launching over the next few months. Providing you with more customization and control of what you can build on Roblox, opening up new genres, enabling fair and competitive gaming, supporting new ways to customize your Ul, and much more. Here are some
highlights of some upcoming launches that we hope you’re as excited about as we are: Server Authority (Beta): The Server Authority beta is coming this Summer, to designate the server as the single source of truth for game actions, logic, and data. This is a huge effort, and we want to make sure we get this right, but our goal is for a full release by
the end of the year. Custom Matchmaking: Last week, we announced early access to Custom Matchmaking, allowing you to adjust the weights of our existing matchmaking signals and add your own custom signals. We’'re planning on extending it to all creators this summer. Ul Styling: We’re introducing Stylesheets that will allow you to change the
look and feel of your UI with one click. We aim to launch a beta of this feature in the next couple of months. Asset management & privacy: Currently in beta, our new Asset Manager will soon be fully released. We’ll provide more control to choose who has access to you and your Groups’ assets across asset types. Revenue reporting: We’'re working to
make all creator finance reporting centralized and reliable, all in one place. Group-to-Group experience ownership transfer: We’ll soon enable group owners to shift ownership of experiences from one group to another. Range limit for lights: We’re increasing the range limit for lights to 120 studs. We’ve added 16 items to the roadmap, most of which
we’re aiming for a release through mid-2025; you can find the full list below! One last reminder! The legacy chat system is being removed on April 30th; you can learn more about how this might impact your experience(s) and how to migrate to TextChatService here. New roadmap items Click here to view the new roadmap items! Overhauled
navigation (Mid 2025) As Creator Hub continues to grow, the navigation needs to ensure that everyone can find what they need, quickly. We will be overhauling the experience-level, and top-level navigation to better highlight the right things to the right people at the right time. Group revenue reporting (Mid 2025) With the migration of Transactions
and revenue reporting pages to Creator Hub, we will also improve the feature set so you can more easily manage your Group’s financial reporting. Group-to-Group experience ownership transfer (Mid 2025) You can already transfer ownership of your experience from your account to a Group. This adds the ability to shift ownership between Groups.
Create however you want Studio & Engine Performance and Stability Find All/Replace All optimization (Mid 2025) Speed up finding and refactoring in Studio, eliminate a well-known hang and optimize memory usage, contributing to overall Studio Stability and usability. Generative Al accelerates creation Assistant scripting workflow improvements
(Mid 2025) Assistant, integrated with Code Assist, delivers a more accurate and productive Al scripting experience Easy creation, optimized for your ideal workflows Studio Luau file sync release (Mid 2025) This release includes better script sync support for editing large code bases (folder sync), utilizing language server features and opening files in
an external code editor. OpenCloud Developer Product Management APIs (Mid 2025) We will be launching OpenCloud APIs with API key auth support to allow creation and management of DeveloperProducts, enabling you to manage your virtual economy resources with your own preferred workflow. More OpenCloud APIs usable from the Engine (Mid
2025) As we alluded to in the January Creator AMA, we’ll be expanding the set of APIs you can use directly from game servers and plugins. We’'re starting with select Groups, Inventory, and Creator Store Search APIs. Improved Context Action Service (CAS) (Mid 2025) We're rewriting CAS to create a platform agnostic, data-driven action map to
streamline cross-platform development. This will make it easier for developers to write custom actions with better default inputs, while also providing a visual interface for customization. glTF export beta (Mid 2025) glTF export enables creators to export their 3D files for further editing in their tool of choice. The first milestone, gITF Beta, enables
creators to export their own (uploaded) assets. Future milestones will enable creators to export other assets they may have access to. Enabling higher fidelity experiences that scale across devices Range limit for lights (Mid 2025) We’re increasing the range limit for lights to 120 studs. Benefit from a growing creator ecosystem Roblox Cloud helps you
scale Data Stores Manager (Beta) (Mid 2025) Easily gain understanding and insights of how you are using your Data Stores. Data Stores Access Observability Dashboard (Mid 2025) Updated Data Stores Access dashboard allows you to see your usage against the new limits. Memory Stores Extended Services (Mid 2025) Ability to purchase additional
MemoryStore usage above the default free platform limits. Universe navigation ‘Back’ & ‘Forward’ Ul (Mid 2025) New default navigational Ul to allow your players to navigate back and forward between universes you teleport them to Accelerate creation through community-generated assets OpenCloud Creator Store Search API (Early 2025) We will
be launching an improved Creator Store Search API on OpenCloud, replacing the legacy endpoints and adding API key auth support, so that you can automate and integrate with search over Creator Store assets more easily. Grow and engage your audience Empower immersive communication and expression Community-level keyword blocklist
(Mid/Late 2025) We will provide Community Owners a customizable keyword blocklist to filter unwanted words and phrases from their community. Delayed roadmap items Click here to view the delayed roadmap items! As always, we want to be transparent when items on our roadmap slip past their original date or are put on hold. We want to make
sure we’re thoughtful in what we launch, hold ourselves to a high-quality standard, and constantly adjust our roadmaps to focus on the highest priority issues. When something slips, we may have pushed its launch date to meet our quality standards or we may have prioritized a more important and urgent feature. Estimating completion dates of new
features can be challenging, and we appreciate your patience as we make sure what we’re building is ready for prime time. Here’s what has been delayed and our updated timeline for each item: Automatic translation for experience icons & thumbnails (Early 2025 — Late 2025) Support for language variants (Early 2025 - Mid 2025) Forums (Early
2025 - Mid 2025) Groups owning Groups (Mid 2025 — Late 2025) Community-created learning content (Mid 2025 — Late 2025) Properties revamp (Early 2025 — Late 2025) Photo to avatar (Early 2025 — Mid/Late 2025) Improved physics solver (Early 2025 — Mid 2025) New voxel light grid (Early 2025 — Mid or Late 2025) 3D Import Queue - Full
Release (Late 2024 — Mid 2025) Third-party interoperability for images and meshes (Mid 2025 — Late 2025) Dragger improvements (Early 2025 — Mid/Late 2025) DragDetectors for UI (Early 2025 — Mid/Late 2025) Custom logging (Early 2025 - Mid/Late 2025) UI styling (Early 2025 — Mid 2025) Player script packages (Early 2025 —» Mid 2025) Sell
models on Creator Store (Early 2025 - Mid 2025) Badges Enhancements (Late 2024 — Late 2025) Improved Data Stores (Beta) (Early 2025 —» Mid 2025) Features launched since the last roadmap update Click here to view the features launched since the last roadmap update! We’re constantly building features that will help your experiences reach
and engage more people on Roblox. Whether it’s making localization easier, introducing new discovery tools, or introducing new places for your experiences to be highlighted. We’ve recently launched 19 features in this category: We also fully translated documentation for 95% of creators, unified our search result page, and added a hold button
shortcut to make it easier to launch experiences on console. Create however you want Since December, we've made some big improvements in helping you build the types of experiences you want to build; we’ve launched 22 new features in this category since our last update including: This also includes the launch of Team Create Assets, type
inference during native compilation, improving output performance for large places, and decreasing team create join time. Benefit from a growing creator ecosystem We’re always looking for ways to support the creator ecosystem on Roblox, and we’ve recently launched a few much requested features expanding our cloud capabilities, and new
opportunities to earn on the platform including: Creator Hub is your key to success We launched several new insight-focused products, to give you new ways of keeping track of how your experience is performing and how you might make adjustments. Our launches here include: Sunsetting legacy features & tools We recently added a ‘Sunsetting’
category to the roadmap to keep you posted on our plans on when we’ll no longer support specific features or functionality. Since our last update, we sunset support for: FAQs Click here to view the FAQs! Why did you launch something that wasn’t on the roadmap? The Creator Roadmap is not a comprehensive list of everything Roblox is doing (it’s
hard to summarize what 2000+ people are working on!). Some examples of reasons why products may not show up on the roadmap are: User-facing products that require no action from creators Products that require us to coordinate or integrate with third parties, for example, Meta Quest and 17+ experiences. This can result in uncertainty in our
ship dates or we may not be able to communicate in advance until the other party is ready. Products we’re holding to announce at RDC Products we aren’t sure are going to be impactful or have enough funding to hit their dates Why did a feature slip past its target date? We do our best to forecast realistically, but sometimes features take longer to
ship than anticipated or other features take precedence. As some of you may know, software scheduling estimation is an imprecise art. Why is an item that was shipped no longer on the roadmap? To keep this roadmap forward-looking, we remove features from the roadmap that shipped over 6 months ago. This is not an indication that the feature is
no longer being supported, but rather to keep the roadmap a reasonable length. You can always review past updates on the DevForum to catch-up! Why is something on the Creator Roadmap site and not included in this DevForum post? To keep this post short, we only include items on the roadmap that have changed; if they’ve been added, shipped,
or delayed. You can always check the full roadmap on the site which we keep up to date. 200 Likes This topic was automatically opened after 10 minutes. Lowkey... the future of Roblox looking kinda peak? 70 Likes Looking good, any chance of seeing websockets on this list any time soon? 25 Likes Is there any new information regarding this feature?
17 Likes Roblox: DragDetectors for Ul (Early 2025 — Mid/Late 2025) Custom logging (Early 2025 — Mid/Late 2025) UI styling (Early 2025 — Mid 2025) Sell models on Creator Store (Early 2025 — Mid 2025) You guys should be asking the community to know what is more important. I think we would all prefer the above over some of this... Roblox:
Community-created learning content (Mid 2025 — Late 2025) Properties revamp (Early 2025 — Late 2025) Photo to avatar (Early 2025 — Mid/Late 2025) 24 Likes Roblox: Forums (Early 2025 — Mid 2025) what that?, is it a revamp of devforums or old roblox forums, or just group forums? 20 Likes They are probably referring to things such as giving
access to viewing a specific game’s analytics? 8 Likes I am hoping that we have better game access settings, that’s what I am hoping for atm 11 Likes Roblox: Photo to avatar (Early 2025 — Mid/Late 2025) Photo to avatar? Like when you convert a taken photo to a Mii in Wii U? 20 Likes Roblox: Custom logging (Early 2025 — Mid/Late 2025) This is the
second time custom logging has been delayed, are you guys revamping the whole output window or something? 21 Likes Roblox: Range limit for lights (Mid 2025) We’'re increasing the range limit for lights to 120 studs. Finally something about it, but I honestly expected it to be higher (240 like that one FFlag). I will say though: about time. Roblox:
New voxel light grid (Early 2025 = Mid or Late 2025) not again Hopefully I wont get to see THIRD delay or 90 light range limit instead of 120 (or at least i hope this gets raised with unified lighting development) 30 Likes Forums are pretty much divided into categories and consist of a system where you can create posts underneath. Right now, it’s in
the alpha stage in some groups, and Roblox staff are actively collecting feedback from us. However, in general, it has this kind of interface, and it doesn’t look that great at the moment. I wish we could even move to a different page for this, and I was expecting something more like Discord servers. 17 Likes Roblox: Range limit for lights: We’re
increasing the range limit for lights to 120 studs. I'm sorry to be ungrateful, but this is weak and pathetic. Something like 200 studs would be more appreciated. 36 Likes Okay, how disappointing. I've been waiting over 7 years for this, and it’s only going to double. 28 Likes Roblox: Range limit for lights: We’re increasing the range limit for lights to
120 studs. Why is there a limit? Why is there no limit of parts you can create then? Future lighting back in 2017 had infinite light range, is it because of lighting was being processed on gpu? Light range cap should lowkey be inf 57 Likes When will there be ANY officially built-in shader support? 18 Likes Lovely! Server authoritative character
controllers? 10 Likes can we get some actual improvements on the moderation system for once? i’'ve written out a very long post here that thoroughly explains how broken it is and how it randomly punishes players without any chance of them coming back you want feedback? here’s some real feedback. the tragedy of the moderation system has gone
far enough and i demand changes to the system as a whole; for years, we’ve been subject to not just being terminated for no reason, but not even being able to appeal it??? the fact that this hasn’t been resolved in years is extremely concerning... you need to consider serious bloody changes to the system as THIS is what is causing developers to leave,
we don’t want to stay on a platform where your entire ... 20 Likes Roblox: Badges Enhancements (Late 2024 — Late 2025) What are these? Did I miss the annoucement or some information about it? 13 Likes Page 2 Roblox: We’re increasing the range limit for lights to 120 studs. Wow. You're saying it like it physically pains you to do that. Watch
people complain 120 isn’t enough either, because it isn’t! 26 Likes If we're being realistic, I don’t think we ever will. 8 Likes I agree. Not just the moderation system, but the DMCA system aswell. It’s very easy to use the DMCA system against innocent users. 7 Likes Roblox: Range limit for lights: We’re increasing the range limit for lights to 120 studs.
Thank you to the Roblox Team for this much needed feature! While I'm very happy to see this I also think its a let down for alot of us as we should have had this years ago but I digress. And I pray that it’s not specific to only the unified lighting. I haven’t tried it since it first released as a beta feature, Had lots of lighting glitches and the distance for
further lights shadows being turned off being closer then in the Future lighting makes it undesirable for games that rely on the long distance lights to look good. Maybe yall have a fix in mind for it but The light range limit should be atleast 200. We as game devs should make a petition to raise the Light range limit to 200 instead of 120. And for the
argument of Optimization, That Should be up to the game dev whether they want to prioritize the performance or the graphics. just saying Hopefully the roblox team actually considers this. I will set up a petition if enough people are interested! 15 Likes Pyx: [RE: Delayed] You guys should be asking the community to know what is more important.
Delayed doesn’t mean cancelled or unimportant! Many delayed features do have a lot of effort being put into them and just didn’t manage to make their intended release date thanks to the wide variety of difficulties one runs into doing software development. 22 Likes any news on the session locking feature mentioned here? Creator Roadmap 2024:
End of Year Recap Improved Data Stores (Beta) - Adding easy-to-use schematized user profile management and platform support for session locking and retry logic. (Early 2025) 4 Likes Roblox: Community-created learning content (Mid 2025 — Late 2025) It would be really amazing to run sandboxed Luau code within the engine in a safer mechanism
than needing to write custom systems aound getfenv. Script Capabilities is a step in the right direction, but it’d be nice to create an isolated VM that player code can run in rather than letting it live directly in the datamodel and having the same (albeit restricted) execution policy as game scripts. For learning code, I would agree that using a DSL like
Scratch’s visual system would be better where I can control what can be compiled, but it would be nice to allow users to write code directly in Luau without needing to worry about sandbox breakouts. 5 Likes Roblox: Range limit for lights (Mid 2025) We’'re increasing the range limit for lights to 120 studs. 256 Minimum. A super small range to a
slightly bigger range is not exactly helpful. Roblox games are constantly growing in scope and scale and this does nothing other than quite literarily just jingling keys in front of us with the prospect of actually usable/UNLIMITED light ranges. I can hop in any other game engine with the ability to set light ranges at a couple kilometers MINIMUM.
Roblox: Automatic translation for experience icons & thumbnails (Early 2025 — Late 2025) Make it optional. No need for a delay. Just simply make it optional. Roblox: Forums (Early 2025 — Mid 2025) Look... I like the idea but im not sure how well would this work. You guys also own Guilded and barely did anything with it in the last 4 years other
than, no offense, absolutely annihilate the original guilded communities. Is there absolutely no way to get some use out of this app? Making a forum feature while owning an actual forum application seems a bit redundant. Roblox: Photo to avatar (Early 2025 — Mid/Late 2025) No hate but preferably Early 2025 > Never 9999 Also its crazy how all of
the good stuff got delayed... 12 Likes Looking good for 2025! I'm excited for everything here. Lighting range limit of 120 studs will be a GODSEND. Still not enough for things like space games and we NEED at least a 256 stud limit at some point, but it’'s a huge improvement. Hopefully soon we’ll have infinite lighting range! And, I hope that a skybox
overhaul finds it’s way on the roadmap soon. At the very least, customizability for sun color and SunRays color would be phenomenal. 12 Likes wait ... it actually sound good for once 3 Likes Rin: the future of Roblox looking kinda peak? They’ve been an on unstoppable roll all year. 9 Likes This is awesome! I'm looking forward to a lot of features here.
Can we get the ability to auto-scale UIStroke thickness on all screen sizes? 15 Likes Its really great to see roblox working on ui! Wait... no gpu access?? 5 Likes Roblox: Range limit for lights (Mid 2025) We’re increasing the range limit for lights to 120 studs. that’s it? where’s the harmony framework thing? where’s more efficient utilization of
CPU/GPU resources? where’s actual efforts in making roblox run better on more kinds of hardware? seems kinda unrelated, but like i feel it would be at least somewhat important to optimize the engine so higher fidelity stuff can run better (especially on mobile) Roblox: Badges Enhancements (Late 2024 — Late 2025) it’s just badges mate how is this
taking so long? Roblox: Assistant scripting workflow improvements (Mid 2025) Assistant, integrated with Code Assist, delivers a more accurate and productive Al scripting experience Al meh, put more focus into moderation instead Roblox: After hearing your feedback on Ads Manager, we shipped a significant update including custom 16x9 images
and the ability to optimize for maximum plays if you listened to feedback, then why are there no user ads and lowered price floor in terms of running ads? i understand that everyone views the ads manager differently, but it just ain’t enough and i don’t wanna commit a sunk cost fallacy (and yall made the recommended for you section take up way too
much space from making stuff 16x9, which is just brilliant if roblox decides to throw your continue playing way down or something) Roblox: Community-level keyword blocklist (Mid/Late 2025) We will provide Community Owners a customizable keyword blocklist to filter unwanted words and phrases from their community. the phrasing of this theme
makes no sense, but i would appreciate a blocklist so those scam bots could be properly culled 11 Likes when is clouds phase 2/3 releasing? that doesn’t appear to be on the roadmap and was supposed to happen years ago. 15 Likes Roblox: We’re rewriting CAS to create a platform agnostic, data-driven action map to streamline cross-platform
development. This will make it easier for developers to write custom actions with better default inputs, while also providing a visual interface for customization. holy s##### just please, fix the mobile buttons of it, it’s so terribl as HEL 5 Likes Roblox: We’re increasing the range limit for lights to 120 studs. Not bad, but i would prefer if it was 240 or
higher. 10 Likes the worst road map update i have ever seen, every good new feature — late 2025, every 1 min feature — mid/late 2025 4 Likes ui drag detectors is mid/late 2025 1 Like It iS nOw Mid 2025 InsTeAd Page 3 Studio Luau file sync release (Mid 2025) This release includes better script sync support for editing large code bases (folder
sync), utilizing language server features and opening files in an external code editor. Amazing - can I take this to mean that code bases of any size will now be supported by the script sync feature? or are there still limits? Thanks for sharing the whole roadmap, this is super important for creators! 2 Likes delay good features and give us more Al slops
111 16 Likes Roblox: Team Chat is being removed from Studio (Jan 30, 2025) Wait it got removed? Didnt notice that lol. 9 Likes I'm sorry, but are those FORUMS I see? Like, you know, the one that was removed? Or is it something else and I'm just being dumb? anyways, all of these are so PEAK. 120 range limit for lights AHHHH 4 Likes Not even a
chance. This is Roblox we’re talking about the last thing you would expect from them is anything shaders related. We're still stuck on something as dumb as light range limits. We can’t even get official volumetric lighting or a full version of the clouds update that has been delayed for ages now. They’ll just keep on adding in dumb stuff and once they
do run out of dumb stuff to add in then they’re actually going to get onto doing stuff like this. 7 Likes Dandoesstuff: I'm sorry, but are those FORUMS I see? Like, you know, the one that was removed? Or is it something else and I'm just being dumb? Those forums are not like og ones as far as i remember. I assume ‘Communities’ (announced at RDC
24) is a feature for groups that was renamed to ‘Forums’ 5 Likes Someone that I'm assuming works on the clouds mentioned that the clouds are delayed. Honestly though they’re probably never going to get an update. 3 Likes I can’t say I'm anything other than disappointed with this years roadmap. I was really looking forward to seeing more lighting
related features. The only things on the roadmap that actually caught my eye are the fluid behavior which’ll probably be a disappointment if it isn’t something like better looking water or even something like caustics or possibly even a better swimming system than there already is (I'm assuming that’ll be coming with the physical avatars?) The voxel
lighting grid which has been delayed, and also the increase in light range which is just 120 studs which is just annoying. I really hope that it isn’t going to be permanently 120 studs or even for another couple of years. It’s one of the most requested things by developers when it comes to lights. 11 Likes I'm definitely intrigued by server authority and
what that will entail, but also for groups to be able to own groups, how would that work with ownership...? Would there be able to be multiple owners then? 1 Like What about ingame join group prompt? 3 Likes Roblox: Memory Stores Extended Services (Mid 2025) Ability to purchase additional MemoryStore usage above the default free platform
limits. Does this mean we’ll be able to use this for EditableMesh / EditableImages? Really looking forward to this if that’s the case! 1 Like It’s different teams and people working in these features. Like they said they have about 2000 people on projects. There’s only so much capacity for people to work on features of certain sizes. 2 Likes Roblox:
Server Authority (Beta): The Server Authority beta is coming this Summer, to designate the server as the single source of truth for game actions, logic, and data. This is a huge effort, and we want to make sure we get this right, but our goal is for a full release by the end of the year. I really can’t wait for this, and hopefully it’s going to be good. 1 Like
What happened to the avatar scale normalization feature? It was announced at RDC and was briefly mentioned in the last AMA, but it’s not on the roadmap. I am needing this right now , I really hope they drop is soon 1 Like Roblox: Sell models on Creator Store (Early 2025 — Mid 2025) Will this be robux or USD based? If it is USD based it will be
useless for me as I can’t use the USD as a European user due to taxes and the complicated setup of the USD selling system for me. And the required personal data doesn’t make it easier for me. Roblox should go back to a full robux selling system or let the creators decide if they want to sell for robux or USD. 6 Likes Roblox: Improved Data Stores
(Beta) (Early 2025 — Mid 2025) Wonder what exactly this entails, but either way I am looking forward to it. I want to know more about that! 2 Likes All of that but no nearest neighbor interpolation rendering nor rootmotion. 3 Likes Page 4 I am excited for the Asset Manager. Will we be able to transfer asset ownership, preferably in bulk? I have been
wanting to transfer ownership of my game from my account to a group, but the reason I haven’t been able to do it is because all of the animation assets would break. 1 Like Ul stylesheets would be so so so so SO good. Also the range limit on lights going up?? Could be huuuuge!! I want them NOWW!!! 1 Like Roblox: Range limit for lights: We're
increasing the range limit for lights to 120 studs. While I am really happy we are getting an increased range for lights, I am still rather disappointed that it only got increased by another 60 studs. With something as highly requested as increased light ranges, I feel more should have been put into making it larger. However, it could also be that this is
just the opening part, and as the new lighting system develops, larger ranges could come. Roblox: Ul Styling: We're introducing Stylesheets that will allow you to change the look and feel of your UI with one click. We aim to launch a beta of this feature in the next couple of months. With how relatively limited we are in Ul customization, I am really
looking forward to this feature. However, with Roblox being Roblox, this feature will probably be underwhelming and not as big as it may have seemed, and it could be a huge disappointment. I really want these features to be great, but I can’t say I'll be surprised if it’s a total letdown. Roblox: Groups owning Groups (Mid 2025 — Late 2025) This just
sounds confusing. I have nothing else to say about this. Roblox: New voxel light grid (Early 2025 — Mid or Late 2025) I would really hope that this turns out fantastic but Roblox is Roblox Also, I, alongside many others, would like an update on the Clouds Phases 2 and 3 release that was announced years ago. Maybe a skybox update too? Because they
have been the same since... like... forever... As mentioned earlier, I would really love it if the new features were amazing, but overall it seems what has been revealed, particularly the light ranges, is really disappointing for how long we’ve been waiting and asking for these features. 1 Like I hope so, this would be MASSIVE for stopping cheaters for
games 3 Likes Roblox: UI Styling: We’re introducing Stylesheets that will allow you to change the look and feel of your UI with one click. We aim to launch a beta of this feature in the next couple of months. can any one explain what does this mean? I didn’t understand it is it for game UI or studio UI Roblox: Forums (Early 2025 — Mid 2025) I'm very
excited for the group/community forums! This will greatly help my community and its monthly competition events. Woo! 1 Like any news on textchatservice improvements? our experience heavily depends on cross-server chat functionalities. without these functionalities, a large chunk of our experience will disappear. we desperately need
textchatservice channels to support users that are not in the current server, or have a workaround that allows us to program something in ourselves. i can accept that we may not get this by april 30, but nothing related is mentioned on the roadmap once 6 Likes Are you sure we can say “all year” yet? It is only April. Do you know where I can find this
information? I've been looking for it for a while and I can’t find it. 4 Likes I believe some lighting types (maybe voxel) have difficulties over that range. 1 Like Opening with Server Authority is promising. I hope it doesn’t get perpetually delayed 3 Likes Sir, this is a Wendy’s. This thread is “here’s an update on what we’re working on right now” not
“rant about your personal grievances with the platform.” There are times and places to do that where your feedback will actually be heard. This is not one of those places. You are wasting your time and breath. 5 Likes All year, as in the first four months. 1 Like Anything for acoustic simulation? It’s on the roadmap for early 2025 and we’re nearing the
2nd third (middle) of the year, and there hasn’t been any mention or a beta thus far. 2 Likes Hi there. Regarding Server Authority, will this be something that will be compatible with pre-existing games, or is it something that developers will need to adapt their games too? 2 Likes Roblox: Universe navigation ‘Back’ & ‘Forward’ Ul (Mid 2025) New
default navigational Ul to allow your players to navigate back and forward between universes you teleport them to Is this just going to be like the current “Return to Experience” button found in the esc menu after you go through an Immersive Ad portal? And will this be optional? 2 Likes See, here’s the issue. The older FIB prototypes used a
EXCLUSIVE per-pixel lighting rendering. Now the current future lighting uses a hybrid approach. The issue isn’t that futures per pixel lighting cant “handle” it. The problem comes from the fact that Voxel lighting with such huge lighting ranges will come with a MASSIVE memory impact. Basically current future lighting still has voxel lighting running
underneath. If future lighting was entirely per-pixel lighting based it wouldn’t be a problem as far as I know. Please correct me though if this isn’t the entire reason as to why its like that. 5 Likes Roblox: Range limit for lights: We’re increasing the range limit for lights to 120 studs. I’d honestly love to see these restrictions removed. I understand the
idea that everything should be able to run on all devices with no issues, all without having to think about it that much. But what I'd rather see are tools to help developers see where these performance drops are. I believe that developers should be able to go beyond the default limits and risk their experience being less performant. There could be a
popup warning that alerts when you go above default settings. My point being that, if a developer has the experience to optimize an experience beyond the default limitations—especially if tools are added to help refine that, then there isn’t a reason to restrict what developers can do. 2 Likes 7 Likes really cool but I'm sad at all of the ai slop you guys
are promoting, it might appeal to stockholders but I don’t think this is going to be good for the longevity of your platform 3 Likes Page 5 Do you think we can settle on “so far” for grammatical correctness? Yeah, that’s probably the correct phrase. Is it just me or is avatar settings just straight up gone from the roadmap now?? This was the feature I
wanted the most on it, and now it’s suddenly just gone with no clarification as to why or even announcing its removal. This is what used to be there before. It’'s suddenly nowhere to be found. 4 Likes What the hell... That actually happens?? octav: Wow. You're saying it like it physically pains you to do that. Yeah... almost as if it actually pains them to
do that... 7 years... 1 Like Roblox: Range limit for lights: We’re increasing the range limit for lights to 120 studs. while this is really awesome, its really underwhelming for a increase in light range - i was really hoping for a larger increase of something like 240 or more. while i don’t know much about how the range of a light effects performance
impact, i do wish that the light range limit could be lifted to something like 1000 or gone entirely, being able to have lights with this much range would unlock so many more possibilities. if the problem is performance - i doubt that people would set their lights to large ranges for that reason, but having the option to go big with lights would be a really
cool. Roblox: New voxel light grid (Early 2025 — Mid or Late 2025) is this meaning smaller voxels? if so that would be a nice addition, because its annoying when light leaks through parts with the current size of voxels: if this is an increase in the amount of voxels, would it just be an increase from 4x4x4 to 2x2x2 voxels, or more maybe? and if its
something else that’s being changed with voxels, will this light leaking finally be fixed? Let There Be (Unified) Light! Unified Lighting Enters Studio Beta Improved light attenuation: Achieve more realistic and nuanced lighting effects with enhanced falloff control. i also recall from a little while ago when unified lighting was announced, Improved light
attenuation was mentioned alongside the light range limit increase in that post, is there any info about this / any approximate time this may be implemented? 4 Likes Looking good, excited to test these features out once they’re released. Roblox: Server Authority (Beta): The Server Authority beta is coming this Summer, to designate the server as the
single source of truth for game actions, logic, and data. This is a huge effort, and we want to make sure we get this right, but our goal is for a full release by the end of the year. What does that mean? like add a something like Rollback netcode or something similar for humanoid? 3 Likes When are we actually going to have visually improving features?
like custom grass/foliage and decoration, dynamic clouds, interactive water, maybe even a skybox system improvement? Who is asking for a bunch of this stuff like: Community-created learning content (Mid 2025 — Late 2025) Properties revamp (Early 2025 — Late 2025) Photo to avatar (Early 2025 — Mid/Late 2025) Badges Enhancements (Late 2024
- Late 2025) Who is asking for this stuff above, We really need robust visual features in the engine not just backend optimisations, we need new and improved features that can bring games to life. Is it just me that thinks this or what? 13 Likes Yeah, although this picture is from 2023 it did indeed happen when you ran out of vram, I cant repro this
anymore because at the time I had a GTX 970, now I got a RTX 4070. 3 Likes I just tried testing myself though the only thing i experienced was degraded performance. Perhaps the issue has been fixed? I do know that similar issues do happen in games like Forza Horizon 5 and The last of us part 2 but did not expect that to be the case with roblox. 3
Likes FINALLY! I can’t believe Server Authority is finally coming out, I'm so excited I might explode, then implode and re-explode. Thank you roblox! 4 Likes This is for their Aurora project they’ve been working on behind the scenes, which includes rollback netcode. There will be a new script called an AuroraScript and two new services:
AuroraService & AuroraScriptService robloxapi.github.io Reference for the AuroraService class. 9 Likes When is the Backpack UI being updated and will there be improvements to PathfindingService? 1 Like correct its for groups (communities), because theres forum based permissions in the v2 open cloud groups api 1 Like robloxapi.github.io
Reference for the PlayerDataRecord class. robloxapi.github.io Reference for the PlayerDataService class. 4 Likes The first leg of this audible journey will begin shortly. Keep an eye on #updates:announcements in the coming days. 8 Likes It’s really disappointing like REALLY disappointing. With the wording that they put in things like the Fluid and
Physics update alongside the Voxel lighting grid I would at least expect a new lighting engine or some new terrain water that actually looked good. I'm looking forward to root motion possibly coming with the new character controllers too since it’s been a property for such a long time but nothing has been said about it even when tons of people have
been asking around about it. Roblox as a whole is pretty much completely outdated on a lot of things. Skybox, lights, Clouds, Volumetric Lighting, Motion Blur, Chromatic aberration and so much more stuff that should have been added in years ago. For some reason clouds have been paused for a long while now. I'm assuming they’re busy working on
things that won’t make Roblox look better. 3 Likes I have already mentioned this in another announcement and, like other users, I would like to reiterate and thank you. Thank you for working on something native where the server controls the character. We have some means of protecting characters from exploiters, but it doesn’t seem as fluid as we
would like. It would be nice to know that the character on the client simply tries to “request” movement from the server and the server controls it. I know that fluidity is important on the client, but it would be much better if it were treated as a request rather than an order, since the character’s NetworkOwner belongs to the client. Today, we can
create a system where the character’s NetworkOwner belongs to the server, but this removes the character’s fluidity, because natively we only have these 2 options, either the NetworkOwner belongs to one or the other (client or server). What I imagine we need is a client controlling the character fluidly, but making requests for its real model to go
through its requests and the server to validate them. Thanks again for bringing this functionality to us. Developers have been struggling with exploiters flying, teleporting, and abusing Touch events for years, and we hope this will address some or all of those issues. 1 Like Dynamic Skies Are Getting Cloudy Announcements Hey developers, We've
been working up quite a storm! As promised earlier this year, Clouds are beginning to roll in for developers over multiple releases and into the next year as part of a multi-phase series of features to enable more Dynamic Skies. The initial release has a very simple, minimalist API that we’re calling Phase 1a. Don’t let that rain on your parade, we have
lots planned for Clouds and Dynamic Skies! Here’s a look at what’s in store: Phase 1a has Clouds integrate with the S... 2 Likes Page 6 Roblox: Ul Styling: We're introducing Stylesheets that will allow you to change the look and feel of your UI with one click. We aim to launch a beta of this feature in the next couple of months. FINALLY THANKS GOD
Roblox: Range limit for lights: We’re increasing the range limit for lights to 120 studs. Some of my friends will be happy 2 Likes Roblox: Range limit for lights: We're increasing the range limit for lights to 120 studs. We have been requesting for over 7 years for increased light range just for it to double from 60 studs to 120 studs? This is barely an
upgrade. Like some others have said, it should’ve at least been 240 as it was in that one FFlag. Anyhow, I hope this is just the start and it will be increased later on, hopefully not too far later. tabby: See, here’s the issue. The older FIB prototypes used a EXCLUSIVE per-pixel lighting rendering. Now the current future lighting uses a hybrid approach.
The issue isn’t that futures per pixel lighting cant “handle” it. The problem comes from the fact that Voxel lighting with such huge lighting ranges will come with a MASSIVE memory impact. Basically current future lighting still has voxel lighting running underneath. If future lighting was entirely per-pixel lighting based it wouldn’t be a problem as far
as I know. Please correct me though if this isn’t the entire reason as to why its like that. Any idea on why did they switch to the current hybrid approach instead of the older exclusive per-pixel light rendering? Maybe this is an unpopular opinion or isn’t said a lot, but we are in actual need of a huge lighting overhaul in Roblox similar to FIB. It could be
named FIB2. It should be as big of an upgrade as FIB. The current FIB lighting on Roblox is just too outdated, limited, and unsustainable honestly. This is just my opinion but I think we really need it. Regarding the creator roadmap page, " Universe Navigation Back & Forward U" is mentioned twice there:- Also what happened to the “Engine can
support any type of experience” section? There’s literally nothing in there. Is that accidental or intentional? 5 Likes Roblox: DragDetectors for UI (Early 2025 — Mid/Late 2025) WHY’S IT DELAYED AGAIN 3 Likes Still waiting for “realistic” clouds 4 Likes I mean this isn’t bad, but some really good updates should perhaps be prioritized like Occlusion
Culling or Unified Lighting. Before anyone says this, Yes. I'm aware that these kinds of types do take quite a long time especially with engines that can break very easily. However, I often feel Roblox simply abandons these very important updates that can actually be useful for Developers. And some of these updates, aren’t available in the actual game.
Take example of Clouds Update. We were supposed to get more features years ago, but they have simply abandoned the project and seemly working on it, this year? Cloud Update response Again, I'm aware that some features take a long time or like TheKingsHappyFool says; “prioritize critical work”. But Roblox is known to abandon some important
updates for who knows how long. That’s the main problem I have and possibility many other developers have/ 8 Likes This will likely be for game UI. It looks to be similar to CSS for web development where you can define style rules for elements. You can see what the properties might look like under the “Engine can support any type of experience”
dropdown in the actual roadmap. 4 Likes The “critical work” are often things that may directly (or nearly directly) increase revenue and things that can make share holder happy sadly. 2 Likes Something that I don’t really like about Roblox is how they would always release features half-backed or half-completed. For example, they would release
Clouds update phase 1 and then not release phase 2 and 3. Another example is how Occlusion Culling has only been released with support for parts and meshes with no clear timeline of when support for other objects like terrain or avatar is going to be added. They keep shifting priorities constantly, and they would open multiple projects that they
can’t all finish together on the expected timelines that they gave them. What’s even more frustrating is how many of these features take a very long time to release only for them to release half-backed or half-completed or them not being huge upgrades like with only increasing the maximum light range to 120 studs. 6 Likes it would be very cool if
these style rules could also be applied to the CoreGui as it simply sucks ever since they unnecessarily reworked it 1 Like I feel like another thing that keeps happening is that they either just lie about the extents of how much a certain feature is gonna affect roblox (such as occlusion culling and this harmony framework thing only mentioned once in
RDC24 supposedly allowing “100 player battle royales to be experienced smoothly on devices with 2GB RAM”, but then roblox definitely isn’t running nearly as well as they promised), or they just put a bunch of restrictions behind features cause it’s for safety and it just ain’t safe if we don’t know the identity of it’s users for the most minor things or
just tax everything such as glorified GIFs/YouTube videos 1 Like I agree with everything you’'ve said. “Harmony framework” is just one of the lies or non-existent things that Roblox advertises at each and every RDC event that they do and never ships. Where are South American Brazilian servers? Where is “Seamless Teleportation Between Places”?
Where are 600-player servers? Where are 100 Team Create users? Where are Cloud/Streaming Fonts? Where are phases 2 and 3 of Procedural Skies? All were announced in certain RDC events ranging from RDC 2019 to RDC 2024 and never released. They just announce interesting features or changes to hype every RDC event without the actual
intention of spending work to release them, that’s all. 6 Likes At what point are we getting any updates on higher texture resolution limits and emissive PBR textures? Kinda annoying that we are getting useless features like Al slop prioritised over features that have been constantly requested for years 3 Likes Yep, and I agree with you. Never liked
how Roblox switches some changes like the logo change (I don’t mind of “rebranding” or making something new, but this is just trying too hard to be professional". I don’t think we will get the fun and active Roblox we had years ago. 3 Likes Yep, I'm completely with you on this. Most of the beta features takes way too long to finish or not even given



updates like you said about Occlusion Culling. And then with upgrades, its either doesn’t make a difference or its a minimum upgrade. 6 Likes and regarding performance, does roblox even support ARM at all? this seems like a very specific question, but they don’t seem to support apple/mac silicon, and it’s entirely possible that a chunk of this lost
performance could be coming from missing support, which is a pretty big issue/oversight when pretty much all mobile devices have some sort of ARM processor, primarily for energy/thermal efficiency Who knows. But they! Trust in the process! Trust in the magical universal app which magically supports everything because its the universal app!
(Mobile will forever run at half resolution due to amazing support) they should honestly just let us recompile the entire codebase at this point Recompile only? I want a full raw assembly rewrite! Maximum performance! Maximum support! They do:- Hi Creators, We are thrilled to announce the launch of Apple silicon support for Roblox and Roblox
Studio! This brings improved performance to our Mac users with Apple silicon devices. Roblox will now harness the upgraded performance and efficiency of Apple silicon. Dive into your favorite Roblox experiences with improved speed, making your sessions even more immersive and exciting. We expect that creators using Studio will also see a better
performance, improved battery life and ultimately bu... alright that one’s on me but that doesn’t have to mean that they support all the other ARM processors or perhaps they do, but it’s probably very poor support since it’s roblox 1 Like Page 7 It’s nice knowing that server authority will be released as soon as this summer. Noclippers begone! 1 Like
In what way do you mean? Mobile or Arm support on Windows or Arm support in Chromebooks? Mainly in terms of mobile devices, as they said in last year’s RDC that they wanted to make everything run way better on lower end hardware, which it’s not and it might actually be worse now There’s no way they don’t support ARM processors in Mobile,
it doesn’t work like that. Otherwise, Roblox wouldn’t even work there at all. Doing optimizations in Mobile or lower-end hardware doesn’t have anything to do with this. 2 Likes A lot of these upcoming things I like, but no forums until moderation is fixed, please! im just confused as to why roblox is running this badly on a midrangeish device I'm very
scared with what im reading on server authority... I have a flight system that works entirely client sided to avoid any lag issues, and the velocity of this script is also handled client sided... will server authority break this?? I think Roblox is specifically mostly bad optimized in Android and generally badly optimized in every other platform. To proof this,
I got my hands on a Samsung Galaxy S23 Ultra to test Roblox performance on, it would almost get 33ms for both the CPU and GPU on average on games like BRM5, Doors, Granny, etc on max graphics quality level with Future Lighting enabled which is kinda a lot. The FPS of course isn’t full 60 which is what I would expect from this high-end flagship
Android phone. I believe only a iphones can run Roblox at max graphics quality level with Future Lighting enabled and still get full 60fps with barely any drops and in the most demanding games when it comes to Mobile. 4 Likes Until ROBLOX does this, I would suggest looking into MessagingService. If you need a way to show messages in
TextChatService, I can send you some code. 1 Like Thank you , this roadmap looks amazing. Will require updates to your existing experiences. We are working hard to keep adoption as simple as possible! 5 Likes where is the update relating to PBR textures. or VFX particle ugc? What happened to these roadmap points!? 1 Like Understandable, is
there anything you’re allowed to tell us that we can do in preparation for the alpha? 4 Likes When you double the radius of a light, in increase the amount of computation by 3.999999 times. So if we take 60 as 1 computation (what it normally is) At 120 it would be approx 4. And at 240 it would be approx 16. Doubling again would be approx 32, then
64, and so on. It would be nice if they could allow system requirements to be specified for games so if someone wants to make a game for higher end computers they can get more graphic features. Lvie: Why is there a limit? Why is there no limit of parts you can create then? It most likely has to do with shadowmap impercision. Above 60 studs,
shadowmaps become very splotchy and multiple aspects of local light shadowmaps begin to fall apart. The resolution for the shadow atlas begins to appear more pixilated, the depth buffer becomes too impercise and no longer respects the shadow bias and begins to project shadows on top of the objects that are supposed to be casting them, and the
amount of objects and tris the light needs to render greatly increases (when the cast shadow property is turned on) which consequently tanks performance. Theres a lot of issues that come with increasing local light range but I agree that it should still be left uncapped to allow developers to control how their game looks, and to finally get proper
inverse square light falloff. Honestly the better solution would be to just give developers the option to bake or import lightmaps and have better control over ambient occlusion to fake shadows. Lvie: Future lighting back in 2017 had infinite light range, is it because of lighting was being processed on gpu? All graphics on Roblox are processed on the
GPU and this rumor that Roblox does not utilize the GPU needs to stop being spread because its blatantly obvious. Light ranges on the FiB build were uncapped because it was only meant for testing and feedback purposes. It was far from ready and still required a lot of work and optimization. The local light shadows still exhibited the issues
mentioned above but to a lesser extent because the shadowmaps were rendered at a higher resolution and used a different filtering technique. 5 Likes Hey - we are in the process of finishing this one up, and will be announcing it shortly...keep your eyes out! 4 Likes Please tell me this comes with better editing access controls 1 Like this is what i was
looking to hear i can not wait longer for the release I am curious what the “Server Authority” will bring since I know developers follow this kind of format already. Server handles all the authoritative content and the clients can replicate and send requests and whatnot. 1 Like what group is this if i may ask 1 Like Page 8 Thank you for the feedback;
hear you on the lighting improvements, and we’ve passed it along to the team working on it to discuss what we can do here. Good catch on the ‘Engine can support any type of experience’ section being blank; this was an error and we’'re working on getting that section repopulated. 2 Likes It’s still on the roadmap; the section that contained the item
‘Engine can support any type of experience’ wasn’t correctly populated. Working on getting that fixed now. 2 Likes Roblox: Groups owning Groups (Mid 2025 - Late 2025) this sounds cool but i think once this gets added the first thing thats gonna happen is all of the big game studios will merge together and control everything lol but it would also be
kinda cool to create my own empire of groups Any updates on EditableMesh/Editablelmage Server to Client replication? I see “Engine can support any type of experience” section got repopulated again which is great, but this isn’t fixed yet. “Universe Navigation Back & Forward UI” is mentioned twice under “Enabling higer fidelity experiences that
scale across devices” 1 Like Argh! Another good catch - appreciate it, having this fixed as well. 1 Like also the explorer revamp is still set to early 2025 The revamped Explorer launched recently! It was in a bit of an odd place, as it was launching at close to he same time as the roadmap, which is why the discrepancy here. 1 Like i have also noticed
that a some of the features are still set to early 2025 , most of those features have already released Bingo Heeler: Anything for acoustic simulation? It’s on the roadmap for early 2025 and we’re nearing the 2nd third (middle) of the year, and there hasn’t been any mention or a beta thus far. 1 Like The first leg of this audible journey has now arrived:
[Beta] Acoustic Simulation Announcements Hello creators! We’re excited to announce Acoustic Simulation as a new Studio beta feature! With this feature enabled, audio playback will automatically adapt to its environment. Specifically, any 3D audio emitted using the newer Audio Wiring API (including audio assets, voice chat, and/or character
sounds) will now behave similarly to the real world. You’ll hear these sounds being muffled by structures, as well as bending around and reflecting off of parts and terrain. The best part? T... 5 Likes i second this sentiment, my experience Bus Simulator was pretty badly hit by the lack of cross-server chatting. it was pretty much one of the main
features of the game and ever since april 30th it had to be cut, and now the chat feels a lot more barren than it used to be. it also ended up cutting features before they even got to come out, as i had made an entire cross-server whisper system months before the migration was even announced... T T if there end up being any updates on cross-server
won’t make Roblox look better. If anything, they’re busy working on things that’ll make Roblox look worse. (the new UI for example) Roblox: Studio Luau file sync release (Mid 2025) This release includes better script sync support for editing large code bases (folder sync), utilizing language server features and opening files in an external code editor.
Any estimate? It is mid 2025, and I have been extremely excited for this since the announcement. 2 Likes I second this, emission maps for PBR would be a godsend for both roblox development and even ugc (if that gets accepted for ugc in general) 2 Likes I am waiting for new updates for the decoration, dynamics clouds and interactive water since 3
years now this is so insane the fact they are not prioritizng such important features 6 Likes Yeah my exact problem statement, I've been waiting for 5+ years since announced, I remember the RDC. 2 Likes Does it use interpolation or extrapolation for display of targets?? I think interpolation would EASILY be the better choice, considering that there
are some pretty fast paced shooters on Roblox and extrapolation would open up a bunch of issues, as documented here by Valve. If there’s no client side prediction, that’s also pretty bad as it would feel very unresponsive for the player. Will server sided movement give devs control of properties like replication rate? This would help movement-based
receive rate heavily, so that one could tune down the movement replication if the players character is at a distance. 1 Like

ice slice leak

https://cdn.prod.website-files.com/680654869c842aff854714ae/684ffcc214dcal6f8b395f76 43075316804.pdf
https://cdn.prod.website-files.com/683e8c9b64880371e0ab712f/684f4c738f9f0aa60e9acfe3 4955533923.pdf
how to print print protected pdf
https://uploads-ssl.webflow.com/68278cd6e82402869350€099/68506d45205¢7d6d051¢c1555 nubeb.pdf

2025 kia k5 white
https://uploads-ssl.webflow.com/681c156ea5cf4b79f6ce309a/684f91840f6e64c09dc95ebc 88726906936.pdf
mapupado
https://uploads-ssl.webflow.com/68280d4e81613bc517c8cefc/68504269299889fa502396a0 40593936552.pdf
yuzaxeyo


https://cdn.prod.website-files.com/683f18cf7b5b4c669f6317cc/68507b5eb7c31c041b90dca2_fodefuwulalarase.pdf
https://cdn.prod.website-files.com/680654869c842aff854714ae/684ffcc214dca16f8b395f76_43075316804.pdf
https://cdn.prod.website-files.com/683e8c9b64880371e0ab712f/684f4c738f9f0aa60e9acfe3_4955533923.pdf
https://assets.website-files.com/683e14b62a51880babf3370d/685072acda249e003fd069b1_62155406665.pdf
https://uploads-ssl.webflow.com/68278cd6e82402869350e099/68506d45205c7d6d051c1555_nubeb.pdf
https://cdn.prod.website-files.com/684031b6f8d643f55d69ab89/684fabf22c9ad3364be0f71e_petuxerunetu.pdf
https://uploads-ssl.webflow.com/681c156ea5cf4b79f6ce309a/684f91840f6e64c09dc95ebc_88726906936.pdf
https://uploads-ssl.webflow.com/67550fd1083ed685137bb36f/684fdbc459bdf29547bcad38_96747088999.pdf
https://uploads-ssl.webflow.com/68280d4e81613bc517c8cefc/68504269299889fa502396a0_40593936552.pdf
https://cdn.prod.website-files.com/6837c84fda0b6c0312ca1bab/68504280b6274609159db2d8_munulemop.pdf

