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Token Based Authentication

Any application can authenticate and use any functionality in the @ USERNAME AND PASSWORD
application as remote API. For instance, you can create a mobile

application consumes the same API. In this section, we'll demonstrate
the usage of the remote API using Postman (a Google Chrome
extension).

Then we can send username and password as a POST request to:

The post parameters should be posted in the following way:

@ AUTHENTICATION

We suggest you to disable two factor authentication for the user
which will be used for remote authentication. Otherwise, two factor
authentication flow should be implemented by the client.


https://www.postman.com/downloads/

Token Based Avuthentication

@ AUTHENTICATION
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4 “encryptediccessToken®: “wiYmidl/2B5HNstalVixHlCredSBI0L INRCEMNMIASIral i L 57 B ghaHfEsHs TG 2 fontBd bdYdEmimZ Dd iy & jge JkkyYKEL

TyrckjUp ZHPGDmagyvd s SEEyNMpUInS At LAQDeAT 9G5b K TVIKEFTZkNCVedzs cBQSE T Ty I THLRIRC / nFpBulF T 10md 2+ TESNKPdeBnETFTTRAKOP ey sk 2wy 0144k Prdo] pUZTHZ | XoS bUMIKNAX /
1HpUNBCK § Rk zec (VI nRs TATHbum+ 36K kdQV8d | wF BBy L jxARvS t +VIVELaW2YpP IQHe I r§ o2 BBmo] FPgud e 2a By Twur cVIVuYARNE/ 10336151 1593071 owh FISK 2VNGanny sVouP0 2t 7
+hTAvAPEXDWINIRNMIC ZVFHE+ +4 TZTDEpACF1 SvpB1lyweeCcPARS ARy T IMHWEEHMNSGFEULAK 1 0008+ FONQ L edy pVh+phOv 3GQKPQEM/

wBFay dhD3F KUy £ AFOBEy elr s tuseVeDgLx TFP3TxaBGhz 056V 1F T4apagh] 2 3t PuDlimd 31MrmF ¢ WBACMyk bl TmOMMUE LML Ry a¥ad 15 riHUY 2 BG4 § 5 c0F ReGTMOUE £ XREC Uy 28 2:ch

«a00T] 1Mt Fnubd7 qsw==",

5 "sxpirelnSeconds™: BE488,

6 “shouldResetPassword”: false,

7 "patswordResetCode™: null,

8 "wserld®: 2,

9 "requiresTwoFacterveriflcation™: false,
1@ “twoFactorfuthProviders®: null,

11 “twoFactorlensmberClientToken™: null,
12 "returnlderl®: null

13 Is

14 "targetierl™: Aull,

15 "success: true, -
16 "errar": null )|

17 unfuthorizediRequest™: false,

18 " _abp": true
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In the returning response, accessToken will be used to authorize for the API.

www.recruitrobin.com




Token Based Authentication

@ USING API

After authenticate and get the access token, we can use it to call any authorized actions.
In order to find the avthorized actions; navigate to:

For each call, use the following headers:
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KEY WALLE DESLRIFTION

Bearer {accessToken}



Token Based Authentication

@ DATA MODEL

The setup is as follows. Assignment have assignment candidates.
Assignment candidates are candidates which are relevant for the

assignment.
PK
By default the GetAll assignment candidates call will only return
basic information, such as name and function. GetDetails will
return the full candidate information, including workexperience,
education, skills & languages.
PK

FK

Id
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FunctionMame
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Assi tCandidateld
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