
DATA PROCESSING AGREEMENT (“DPA”) 01.08.2023

1. PROCESSOR AND CONTROLLER ROLES AND RESPONSIBILITIES

Dealbuilder AS (the Supplier) will in order to provide its agreement builder and e-signature

solution process personal data as a processor. 

Customer will act as the controller when the supplier processes personal data on the

customer’s behalf. Customer’s initial instructions and further processing details are set out

below in section 4.

Terms defined in the General Data Protection Regulation (“GDPR”) art. 4 shall be understood

in accordance with the GDPR definitions.

2. WARRANTY

Supplier warrants that it has implemented appropriate technical and organizational

measures in such a manner that its processing of personal data under this DPA will meet the

requirements of applicable data protection law and ensure the protection of the rights and

freedoms of the data subjects.

If the supplier fails to comply with its obligations pursuant to this DPA it shall be deemed a

breach of the agreement.

3. PROCESSING DETAILS

Supplier warrants it will meet the requirements under GDPR art. 28 by:

a) Only process personal data as instructed by the customer in the DPA or later written
instruction.

b) Notify the customer if supplier believes that an instruction is in violation of applicable
data protection laws.

c) Ensure that persons who process personal data are subject to a duty of
confidentiality.

d) Implement appropriate technical and organizational measures to ensure a level of
security for personal data appropriate to the risk.

e) Assist customer in its duty to respond to data subjects' requests to exercise their
GDPR rights.

f) Fulfill the requirement for data breach notification and assistance.
g) Assist customer with data protection impact assessment and any cooperation with

the supervisory authority.
h) Immediately inform the customer in writing of any legal obligation that requires

supplier to disclose personal data that supplier processes on behalf of the customer.
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i) Demonstrate compliance with the obligations under GDPR art. 28 by making available
necessary information, on customer’s request.

j) Allowing and contributing to any reasonable audits directed by the customer.
k) Delete or return personal data and copies at the customer’s choice the end of the

service relating to the processing.

As the potential scope of E, F, G, J is uncertain, these tasks are subject to additional payment

on a time-and-material basis according to applicable rates.

4. INITIAL INSTRUCTIONS OF PROCESSING

Purposes The purposes of the processing are the delivery of the

following services by the processor to the controller:

Provision of the agreement builder and e-signature

solution, with related support, operations, improvement,

error localization and correction etc. in order to facilitate

for easy agreement production and management.

Categories of data The personal data processed comprises the following:

– first name and last name of the sender/seller and signing

counterparties,

– email address of the sender/seller and signing

counterparties,

– phone number of the sender/seller and signing

counterparties,

– company street and postal address of the seller and

signing counterparties,

– IP address of the sender/seller and signing

counterparties,

– technical signing environment of the signer/seller (such

as device type and type of operating system on signing

device of the sender/seller and signing counterparties, and

- any personal data contained in the individual documents

being signed or otherwise managed.
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Frequency of the transfer ☒ Continuous basis

☐ One-off

☐Other

Categories of data subjects Controller’s representatives and end users, such as

employees, contractors, collaborators, partners and

customers and contract counterparties of the controller.

Processing operations

(nature of processing)

Storage, verification and sending.

Duration of retention For as long as the controller specifies the solution to

process the data. Typically, an agreement will be stored for

the duration of its performance and a period thereafter.

Location of processing

operations

Processing related to

● development, support, maintenance and error
correction takes place in Norway

● SMS-sending takes place in Norway
● the contract builder and e-signature solution (the

software) is hosted with Microsoft Azure in Ireland
(EEA).

● the email-sending feature uses an email sending
API hosted in the USA

● error, crash and performance monitoring of the
DealBuilder software is done with the RayGun
software platform, which is a New Zealand
Company, with hosting in the USA.

Sub-processors in use are:

● Microsoft Azure for hosting. Data center is located
in Ireland. Microsoft Azure´s subprocessors can be
found here.

● Puzzel AS, for SMS gateways services, operations
located in Norway. Puzzel AS subprocessors can be
found here.

● Twilio, email system provider. Support and
operations located in the USA. Basis of transfer is
EU Standard Contractual Clauses. Twilio´s
subprocessors are listed here.

● RayGun, a New Zealand Company with hosting in
the USA with Amazon Web Services, Inc. (AWS).
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New Zealand is on EU´s ‘white list’ of countries
offering adequate data protection standards.
RayGuns sub-processors are listed here.

The controller grants the processor a general mandate to

enter into agreements with sub-processors provided that

the agreement is written and imposes the same privacy

obligations as supplier has committed to. Supplier will be

responsible for its own sub-processors.

Processor will notify the controller of any intended

changes of sub-processors or locations of processing

offering the customer the opportunity to object. If the

customer objects to supplier’s engagement of a

sub-processor, supplier is free to terminate the

agreement, and both parties are free of their obligations.

Security measures Checked off measures carried out:

☑We have measures in place to encrypt personal data in

that our Azure Cosmos database is encrypted.

☑We have measures to ensure continuous

confidentiality, integrity, availability and resilience of

processing systems and services using the functions of

Microsoft Azure, for example Azure Vault for storing

passwords, that the data we store is encrypted in the

Azure Cosmos database etc.

☑We have measures for ensuring the ability to restore

the availability and access to personal data in a timely

manner in the event of a physical or technical incident

☑We have processes for regularly testing, assessing and

evaluating the effectiveness of technical and

organizational measures in order to ensure the security of

the processing. We have created internal policies for

verifying the security of the processing, performed

annually or in the event of incidents or suspected

incidents.

☑We have measures for user identification and

authorization in that users must log in with a username

and password to access the service. Other data that is

available to the employees in DealBuilder is also secured
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with username and password and two-factor

authentication wherever possible.

☑We have measures in place to protect data during

transmission in that all data between the client and the

server is encrypted through https (TLS)

☑We have measures to protect data during storage by

using Microsoft Azure's solution for secure and encrypted

cloud storage.

☑We have measures to ensure physical security in

locations where personal data is processed. Such polices

are documented in writing. Security verification is

conducted by third-parties who issue reports for physical

security of our sub-suppliers.

Personal computers (PCs), are password protected in our

secured premises. Personal data related to the services is

not stored on PCs.

☑We have measures to ensure event logging with a

separate system for monitoring errors, crashes and

performance. This gives us the opportunity to act quickly

in the event of even the smallest error in the system.

☑ To ensure that the system and associated operating

platform are as secure as possible, we use, among other

things, the configuration system found in Azure, Azure App

Service Configuration.

☑We have measures for internal IT and IT security

management and governance in that we have policies to

ensure that employees and subcontractors do not gain

access to larger parts of the system than they need.

Policies for access management and use are under

development. Security audit with a recognized security

company is under planning.

☑We have measures to ensure data minimization by

storing as little data as possible and by automated

deletion. Customers can ask to have their data

automatically deleted after a certain period of time

automatically. We can set this up per request.

☑We have measures in place to ensure data quality by

checking that email addresses and phone numbers added
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to the system are valid and also reject data other than text

and simple code snippets to be added to our text editors

to minimize the risk of injections.

☑We have measures to ensure accountability by having

an internal document that clearly describes who in the

company is responsible for what. We also plan to develop

an internal control system to further clarify this.

☑We have measures in place to allow data portability

and secure deletion by customers themselves having

access to their data and can choose to download or delete

it themselves. Customers cannot export all their data

themselves in one single export, but we can help our

customers with this per request.

Additional security measures

(Schrems II)

☐ N/A

The following additional security measures for export to

third countries (outside EEA) (USA etc, by Twilio, USA by

AWS or RayGun) not covered by an adequacy decision is

carried out (see checked):

☑ For Sendgrid and RayGun, which both use AWS,

customer data stored within AWS is encrypted at all times.
AWS does not have access to unencrypted customer data.

☑ The exported data is encrypted. For the SendGrid

Services, Twilio/Sendgrid provides opportunistic TLS v1.1

or higher for emails in transit between Customer’s

software application and the recipient’s email server.

5. MEASURES TO ENSURE THE SECURITY OF THE PERSONAL DATA

Supplier shall

a) implement the technical and organizational measures checked of for in sec. 4 to
ensure the security of the personal data, and

b) ensure that the level of protection of data subject guaranteed by applicable data
protection law including the GDPR is not undermined.
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6. DATA EXPORT OUT OF THE EEA

6.1 Basis for transfer

The data needed for the processing of personal data in question is stipulated in sec. 4. If such

processing is solely taking place within the EEA, no additional basis for data export is

required.

For any export of personal data to countries outside the EEA (third countries) supplier shall

rely on Standard Contractual Clauses, adequacy decision or other transfer tool as basis for

transfer of data outside the EU/EEA in a compliant manner.

6.2 Risk assessment and additional safeguards – Schrems II

As a result of the Schrems II judgment issued by the European Court of Justice 16 July 2020

and subsequent authority guidance, supplier has conducted a transfer risk assessment (TRA)

below to ensure that the data transfer enjoys the protection of appropriate safeguards.

TWILIO

Twilio is the market leader in cloud communications. DealBuilder utilizes the Twilio SendGrid

email API. The Twilio corporation is highly professional with strong emphasis on cyber

security and data privacy. See:

Twilio security overview (schedule to Supplier’s data processing agreement with

Twilio):

https://www.twilio.com/legal/security-overview

Measures Twilio takes to safeguard the privacy of customer personal data:

https://support.twilio.com/hc/en-us/articles/360051805394-Measures-Twilio-Takes-t

o-Safeguard-the-Privacy-of-Customer-Personal-Data

Transfers between Twilio entities are regulated by Twilio's Binding Corporate Rules

https://www.twilio.com/legal/bcr

Twilio Transparency Reporting:

https://www.twilio.com/legal/transparency
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Twilio has already taken a number of steps to adapt for Schrems II. A Twilio legal entity and

data center has already been set up in Ireland, where a majority of their services and Twilio's

European customers already have been transferred. Twilio reports it is working hard on

making a regionalized version of Sendgrid in Ireland for EEA. Supplier will move over to the

Irish EEA Twilio SendGrid legal and data center as soon as it is possible.

Read more about Twilios legal entity and datacenter in Ireland here:

https://www.twilio.com/blog/expanded-data-protection-options-eu-schrems-ii

TRA

The probability of something happening with emails sent via Twilio is small.

Physical security. Twilio uses tier one data centers audited and certified under SOC2 Type 2

standards that provides the physical security protection measures you would expect from

world class hosting providers.

Logical security. Twilio has a dedicated team to ensure they’re on the forefront of

compliance and delivery. If the company sees accounts with signs of suspicious activity, it

takes immediate action.

Twilio continuously scans its applications for vulnerabilities, using a combination of static

source code analysis and dynamic testing. It offer two-factor authentication for added

protection of their client accounts and encrypt all data in transit using TLS. They also have an

independent penetration test conducted on an annual basis.

Operational Security.Access to Twilios' systems and data is restricted only to those who need

access in order to provide support.

Personal security. Twilio also have industry leading personnel management, including: :

- Background checks for employees

- Signed confidentiality agreements

- Termination / access removal processes

- Acceptable use agreements.

Twilio have earned the SOC 2 Type II certification, based on its rigorous controls to safeguard

data.

Please read more at https://sendgrid.com/policies/security/

Potential consequences. If a security breach should take place. Supplier consider the
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potential consequences to be small because there is little personal data processed by the

Twilio services . Furthermore, such data is not sensitive.

Risk. As probability of a security breach is low, and potential consequences are low, Supplier

consider the risk of the processing to be low.

DealBuilder's alternative would be to choose another provider of email sending APIs with

less security. We have considered that Twilio, which is the market leader, delivers to the

highest standard in terms of email deliverability and data security.

Twilio is also adapting to the requirements of the Schrems II judgment. DealBuilder will take

advantage of this and move its Twilio services to the newly established Irish based data

center and entity as soon as possible.

With low risk and alternatives carrying lower levels of security, Supplier considers the Twilio

solution to be the best overall emailing service also in regards to privacy.

In response to the above risk, the need for additional measures are deemed limited. See

such measures listed in sec. 4.

RAYGUN

RayGun is considered one of the market leaders within Application Monitoring Tools.

Supplierutilizes the RayGun Crash Reporting Platform. The RayGun company is highly

professional with strong emphasis on cyber security and data privacy. See:

RayGun security overview:

https://raygun.com/security

Measures RauGun takes to safeguard the privacy of customer personal data:

https://raygun.com/gdpr
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TRA

The probability of something happening with data processed by RayGun is small.

Physical security. RayGun uses tier one data centers audited and certified under SOC2 Type 2

standards that provides the physical security protection measures you would expect from

world class hosting providers.

COMPLIANCE

Two-factor authentication

Authenticate users with TOTP based two-factor authentication and single sign-on.

Internal security

Employees follow strict security processes, including 2FA, password protection, and keycard

access to the building.

CUSTOMER DATA

TLS 256-bit data encryption is used in transit and rest

All data transmitted between supplier, supplier’s customers and Raygun is encrypted using

industry standard TLS.

Strip sensitive data

Upon request, supplier can remove sensitive information from error data, before error data

are sent to Raygun using custom filters.

INFRASTRUCTURE

Secure infrastructure

Raygun’s built on the secure Amazon Web Services platform.

Data removal

Data is removed from online storage and backups after it expires or is manually deleted.

Regular penetration tests

Raygun conducts independent third-party penetration tests every six months.

Potential consequences. If a security breach should take place, Supplier consider the

potential consequences to be small because there is little personal data processed to the

RayGun services . Furthermore, such data is not sensitive.

Risk. As probability of a security breach is low, and potential consequences are low, Supplier

consider the risk of the processing to be low.
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DealBuilder's alternative would be to choose another provider of Application Monitoring

Tools with less security and features for monitoring and notifications. We have considered

that RayGun, which is considered one of the market leaders in the category, delivers to the

highest standard in terms of application monitoring and data security. RayGun ensures that

supplier is notified in real time if errors occur in supplier’s code and platform, so that we can

act as quickly as possible.

As a software supplier, we have to use software solutions like this to monitor the code and

get alerts if something abnormal happens. This benefits all our customers and is also a

security measure to ensure that error messages of all kinds are always notified for remedy.
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