
Security at

Sublime

A high-level overview of the processes, procedures, 
and other technologies we've put in place to ensure 
the security of our platform.

Built by former offensive security professionals, security 
and privacy are core to everything we do at Sublime. 
From architectural choices to specific features, Sublime 
was designed with a defensive mindset and security 
baked in at multiple layers.
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Introduction

Overview
Security at Sublime covers the following key areas:

Employees and contractors sign agreements that require them to preserve and protect 
the confidentiality of sensitive information they may access while doing their jobs.

Employees and contractors are given the lowest level of access that allows them to get 
their work done. This rarely includes access to production systems or data.

All Sublime employees undergo mandatory background checks prior to employment 
where permitted by law.

All new hire references are carefully scrutinized. Employees and contractors are made 
aware of their responsibilities, plus operational and security policies, as well as 
repercussions for failure to adhere to those responsibilities and policies.

Employees receive security awareness training multiple times a year.

We have a well-documented Incident Response Plan, which requires the prompt 
disclosure of customer data confidentiality, integrity, and availability issues to a 
customer's security organization and working with them to promptly remediate.

This paper provides an overview of the measures we've taken to architect, evaluate, and 

provide on-going security of our products and operations. We're committed to working with 

security and IT teams, third-party auditors, and security researchers to protect the interests 

of our customers and continually improve the security of our company and product.

Personnel Security Data Security Product Security

Data Privacy Infrastructure Security

Security at Sublime starts with people and processes. Our policies guide how we run 
our business, manage risk, and build our products. Some of these policies include:

Personnel Security
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Employees are required to enable two-factor authentication in every internal and 
external service that touches customer data. Where possible, we mandate non-SMS-
based MFA using hardware tokens or TOTP.



Product Security

Physical and logical access to customer data is strictly controlled.

The Sublime application does not store any sensitive customer data, such as email 
messages, anywhere outside of the customer's deployment.

All systems that store or transmit customer data, including backups, are encrypted at-
rest (AES-256 or stronger).

All communication between the Sublime application and the customer is encrypted in 
transit using TLS/SSL with strong encryption algorithms and keys (2048-bit RSA or 
higher). Customers can also bring their own certificates.

Sublime employees do not have privileged access to the application, unless granted by 
the customer.

The Sublime application employs additional layers of encryption to protect access 
tokens using encryption keys unique to each customer (AES-256 or stronger).

Sublime employs low-level data isolation techniques at the database layer using Row 
Level Security (RLS).

Sublime employees cannot access customer-managed infrastructure unless explicitly 
granted by the customer for the purposes of administration and support.

Sublime adheres to industry best practices while building products.

Sublime supports single sign-on (SSO) through Google Workspace and Microsoft 
365 OAuth for authentication, as well as through 3rd party providers like Okta and 
OneLogin using OIDC.

All access tokens are encrypted using an encryption key unique to each 
customer and securely stored in the customer’s deployment.

Encryption keys are stored outside of the application in AWS Secrets Manager so 
that in the event of an application layer vulnerability, this data remains protected.

Sublime adheres to OWASP guidelines for security best practices to mitigate the 
risk of application attacks such as cross-site scripting (XSS), SQL injection, 
Insecure Direct Object References (IDOR), and other vulnerabilities.

The Sublime application supports IP allowlisting to further prevent 
unauthorized access.

The Sublime application logs all actions taken by users in an immutable audit log 
viewable by administrators.

Data Security
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Sublime maintains that the customer owns their data.

Sensitive customer data, such as email messages, never leave 
the customer's AWS deployment.

Sublime has no default access to customer data, unless explicitly granted by the 
customer for troubleshooting and support.

Traffic can be routed through a transparent SSL terminating proxy to be inspected and 
audited at any time.

Sublime supports tenant-isolated deployments directly to customer AWS accounts. This 
mitigates traditional 3rd party vendor risk while keeping Sublime easy to use and manage.

Sublime is a SOC 2 Type 2 certified provider.

Sublime has no access to customer AWS deployments and physically cannot access 
customer data or infrastructure.

Sublime's architecture ensures that even if one customer was breached, other 
customers are not affected.

All infrastructure, with the exception of user access to the Management UI and API, is 
deployed within logically isolated Virtual Private Clouds (VPCs) not accessible from the 
public internet.

Access to the Management UI and API can be further secured using an IP allowlist, 
security groups, or corporate VPN.

Customer-managed deployments can be configured to receive automatic application 
layer updates, or completely disconnected and applied manually.

Access to update infrastructure by the Sublime team is highly controlled, audited, and 
requires access at multiple service layers using MFA and physical hardware tokens.

Infrastructure Security

Data Privacy

Sublime uses a combination of methods to develop secure code, verify application correctness, 
and proactively identify and remediate vulnerabilities. Some of these methods include:
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 Mandatory peer review of all code being 
pushed to production.

 Isolated environments for test, staging, 
and production. Data is never transferred 
between environments.

 Required automated unit and integration 
tests.

 Pre-release and post-release 
validation tests.

 Third-party application security 
assessments and penetration tests.

 Automated source code analysis designed 
to find common defects.

 Automated dependency analysis scanned 
for CVE information and remediated 
through automated pull requests.

 Manual source code analysis on security-
sensitive areas of code.

 End-to-end integration tests and 
monitoring running on live systems.

 Internal vulnerability scanning and 
penetration tests.



5 Security at Sublime

Architecture and Data Flow

EnrichmentsUSER ACCESS DETECTION RULES ACTIONS Threat intel Email provider API

Relational database (RDS)

Message broker (SQS)

Cache (Elasticache)

Role-Based Access Control

Management UI

Immutable Audit Log

Machine Learning Pipeline

Retro-hunt (MQL)

Isolated, single-tenant customer AWS account in private VPCSublime Platform: Enterprise

All customer data encrypted at rest

ONLY CUSTOMER HAS ACCESS TO INFRASTRUCTURE AND DATA

MODES
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UI and API Sublime + Community Best-in-class APIs
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Secure Email Gateway

API
Sublime 
Platform

(below)

End Users

API-Based

Architecture
Sublime integrates with email provider APIs, 
meaning there’s no risk to mail flow: no MX 
record or mail routing changes required.

Analysis engine 


(Auto-scaling)


