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DATA PROCESSING AGREEMENT 

1. INTRODUCTION  

This Data Processing Agreement (“Data Processing Agreement” or “DPA”): (a) is entered 

into by Carrot Fertility, Inc. (“Carrot”) and Acme Corp (“Customer”) (individually as “Party” and 

collectively as the “Parties”) on October 25, 2022 (“Effective Date”); and (b) reflects the Parties’ 

agreement and obligations with respect to Customer Data. This DPA also supplements the Master 

Services Agreement (“MSA”) between Carrot and Customer (the DPA and MSA are collectively 

hereinafter referred to as the “Agreement”). Capitalized terms used but not defined herein shall 

have the meaning given elsewhere in the Agreement. The Parties accordingly agree to incorporate 

this DPA as follows:  

2. DEFINITIONS 

“Affiliate” means any entity controlling, controlled by or under common control with a Party 

where “control” is defined as (a) the ownership of at least fifty percent (50%) of the equity or 

beneficial interests of such entity; (b) the right to vote for or appoint a majority of the board of 

directors or other governing body of such entity; or (c) the power to exercise a controlling influence 

over the management or policies of such entity. 

“Applicable Law” means any applicable data protection, data security or privacy laws, regulations, 

directives, or other binding requirements related to the same, each as may be implemented, 

amended, superseded, or re-enacted from time to time, and in each case, which govern the 

collection, use, disclosure or other Processing of Customer Data.  

“Controller” means an entity that determines the purposes and means of the Processing of 

Customer Data, or the equivalent meaning set forth in Applicable Law.  

“Customer Data” has the meaning set forth in the MSA. 

“Process,” “Processing,” or “Processed” means any operation or set of operations performed on 

Customer Data, including access, collection, recording, organization, storage, adaptation, 

amendment, correction, retrieval, consultation, use, disclosure, transfer, combination, restriction, 

deletion, or destruction. 

“Processor” means an entity that processes Customer Data on behalf of the Customer and pursuant 

to the terms of the Agreement. 

“Sub-processor” means a third-party vendor that Carrot engages to assist with carrying out 

Processing activities with respect to Customer Data and in furtherance of the Agreement. 

3. ADDITIONAL OBLIGATIONS 

(a) Additional Instructions and Affiliates. Customer shall provide any additional 

instructions related to Customer Data in writing. Customer warrants that it is duly authorized to 

amend, supplement, or replace instructions on its behalf, and/or on the behalf of its Affiliates. 

Additionally, Customer warrants that it is duly authorized to make any decisions, issue 
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instructions, and provide notifications to Carrot; as well as to receive any notification, Report, or 

information from Carrot on the behalf of an Affiliate.  Customer’s receipt of any notification, 

Report, or information from Carrot, by default, shall be deemed a receipt of such notification, 

Report, or information to any Affiliate(s). 

(b) Authorizations. Customer is solely responsible for obtaining consents and 

appropriate rights to transfer Customer Data to Carrot for Processing of Customer Data. Customer 

shall also solely be responsible for any notices to, registration with, or other information required 

by regulatory authorities for compliance with Applicable Law. Customer is responsible for 

ensuring the accuracy, quality, and legality of Customer Data provided to Carrot.  

(c) Compliance. The Parties agree to comply with Applicable Law for the duration of 

this Data Processing Agreement.  

(d) Amendments /Schedules. The Parties may: (i) amend this DPA at any time in a 

separate written duly-signed amendment; and/or (ii) supplement this DPA to incorporate 

additionally legally required terms through a separate written Schedule attached hereto.  

4. SECURITY MEASURES 

As set forth in the MSA, Carrot has implemented, and shall maintain, appropriate technical 

and organizational measures designed to protect Customer Data from unlawful Processing, and to 

preserve the security, integrity, availability and confidentiality of Customer Data used in 

connection with Services. Additionally, Carrot maintains a SOC 2 HITRUST certification.  

5. CARROT’S ASSISTANCE TO CUSTOMER 

(a) General Assistance. Carrot shall provide Customer with reasonable assistance as 

necessary to help Customer fulfill its legal obligations with respect to Customer Data and to the 

extent required by Applicable Law. 

(b) Audit Rights. Carrot shall reasonably cooperate with Customer’s written request to 

audit Carrot’s compliance with this DPA as required under Applicable Law (“Audit”). Customer, 

no more than once a calendar year, may provide Carrot with a minimum of thirty (30) days prior 

written notice of its request for an Audit. Thereafter, the Parties will mutually agree on the day, 

time and scope of any Audit. Unless required by Applicable law, Audits shall be conducted 

remotely and Carrot will cooperate with responding to any questionnaires and/or by producing the 

reasonably necessary documentation showing Carrot’s compliance with this DPA.  Customer shall 

take reasonable measures to limit any unnecessary impact on Carrot as a result of any Audit. 

Customer shall maintain the confidentiality of any audit reports and other information provided by 

Carrot. Customer is solely responsible for costs associated with any Audits. 

(c) Risk Assessment. To the extent required by Applicable Law, Carrot shall provide 

Customer with reasonably requested information to allow Customer to carry out a data protection 

impact assessment, other privacy risk assessment, or prior consultation with a regulator related to 

Carrot’s Processing of Customer Data. 
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(d) Data Subject Requests. Carrot shall respond to data subject requests in relation to 

Customer Data by directing the individual making such request to Customer. Carrot shall 

reasonably assist Customer with honoring any data subject request as required by Applicable Law.  

6. SUB-PROCESSING 

Customer acknowledges that Carrot may engage Sub-processors to assist with providing 

and maintaining Services. Specifically, Customer hereby authorizes Carrot to engage the Sub-

processors listed in Schedule 1. If Carrot chooses to add one or more new Sub-processors to those 

listed in Schedule 1, it may do so by updating the list of Sub-processors available at 

https://www.get-carrot.com/carrot-subprocessors. Customer may subscribe to this list to receive 

notifications of new Sub-processors. If Customer subscribes, Carrot shall provide notification of a 

new Sub-processor before permitting any new Sub-processor to process Customer Data. All Sub-

processor Processing of Customer Data shall be subject to a written agreement, imposing 

substantially the same, and in any instance no less onerous, obligations on each Sub-processor as 

the obligations imposed on Carrot under this DPA. 

7. INDEMNITY AND LIABILITY  

Carrot’s liability for breach of any terms and conditions under the Data Processing 

Agreement shall be limited to the liability clause in the MSA. 

8. DURATION AND AMENDMENTS 

This DPA shall remain in effect until termination of the MSA. The Parties’ obligations 

with respect to retention and disposal of Customer Data are set forth in the MSA.  

9. MISCELLANEOUS 

(a) Allocation of Costs. Each Party shall perform its obligations under this DPA and 

comply with Applicable Law at its own costs. 

(b) Governing Law and Jurisdiction. Unless otherwise provided for in this DPA or 

required by Applicable Law, this DPA shall be governed by the law and jurisdiction of the MSA. 

(c) Severability. If any single provision of this DPA is determined to be invalid, 

unlawful, or unenforceable by a competent court or regulator, the validity and enforceability of the 

other provisions in this DPA shall not be affected, and the Parties shall mutually agree on an 

amendment to this DPA to extent necessary to comply with Applicable Law. The provision 

determined to be invalid, unlawful, or unenforceable shall continue to be in force in those 

jurisdictions that do not recognize the competency of the court or regulator making the decision. 

 IN WITNESS WHEREOF, the Parties have executed this Data Processing Agreement as of 

the Effective Date. 

 Acme Corp Carrot Fertility Inc. 

https://www.get-carrot.com/carrot-subprocessors
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(Customer)  

Signature: 

[counterpartySignerSignature_dhxqjwm] 

Signature: 

[carrotFertilitySignerSignature_r3fDMxZ] 

Name: [counterpartySignerName_5S9u9sj] Name: [carrotFertilitySignerName_nw4sIPO] 

Title: [counterpartySignerTitle_ACmyR2f] Title: [carrotFertilitySignerTitle_YXrDO5J] 

Date: 

[counterpartySignerDateField_NvGvjzw] 

Date: 

[carrotFertilitySignerDateField_csOR3gy] 
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SCHEDULE 1. CURRENT LIST OF SUBPROCESSORS 

No  Name and 

address of the 

sub-processor 

Contact 

person’s 

name, 

position and 

contact 

details 

Description of 

processing (including 

subject matter, nature 

and duration of the 

processing as well as a 

clear delimitation of 

responsibilities in case 

several sub-processors 

are authorized)(as 

referenced in Annex I 

B. and Annex III of the 

Appendix of the SCC) 

Specific technical and 

organizational measures 

to be taken by the sub-

processor to be able to 

provide assistance to 

Customer (as referenced 

in Annex II of the 

Appendix of the SCC) 

1 Action Verb LLC,  

7135 Bermuda Rd  

Las Vegas, NV 

89119 

USA 

Joseph 

Buszka, COO 

& General 

Counsel 

legal@files.co

m 

Providing storage 

services relating to the 

transfer of member data 

to Carrot’s database in 

the United States 

Sub-processor has created 

roles and responsibilities 

to respond to any data 

subject request, if any, 

including policies and 

processes.  

2 Google LLC, 

1600 

Amphitheatre 

Parkway, 

Mountain View, 

CA 94043 USA 

https://support

.google.com/c

loud/contact/d

po 

Internal business data 

storage in the United 

States 

Sub-processor has created 

roles and responsibilities 

to respond to any data 

subject request, if any, 

including policies and 

processes.   

3 Microsoft Corp.,  

One Microsoft 

Way, Redmond, 

WA 98052 

USA 

microsoft.com

/en-us/trust-

center/privacy

/gdpr-

overview   

Providing data hosting 

services in the United 

States 

Sub-processor has created 

roles and responsibilities 

to respond to any data 

subject request, if any, 

including policies and 

processes. 

4 Zendesk Inc.,  

989 Market St.  

legalnotice@z

endesk.com 

888-670-4887 

Providing customer 

support and 

troubleshooting 

Sub-processor has created 

roles and responsibilities 

to respond to any data 

https://support.google.com/cloud/contact/dpo
https://support.google.com/cloud/contact/dpo
https://support.google.com/cloud/contact/dpo
https://support.google.com/cloud/contact/dpo
mailto:legalnotice@zendesk.com
mailto:legalnotice@zendesk.com
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San Francisco, 

CA 94103 

USA 

services in the United 

States 

subject request, if any, 

including policies and 

processes.  

5 Sumo Logic, Inc.  

305 Main Street,  

Redwood City, 

CA 94063 

USA 

Jennifer 

McCord, VP 

Finance & 

Chief 

Accounting 

Officer, 

jmccord@sum

ologic.com 

Log aggregation Sub-processor has created 

roles and responsibilities 

to respond to any data 

subject request, if any, 

including policies and 

processes.  

6 Amazon Web 

Services, Inc. 

P.O. Box 81226 

Seattle, WA 

98108-1226 

Customers are 

prompted to 

contact AWS 

Compliance 

Support at 

https://aws.am

azon.com/cont

act-

us/compliance

-support/ 

Cloud-based provider 

that hosts the front-end 

assets that derive from 

our web-based Carrot 

application in the 

United States. 

AWS provides core 

security and compliance 

controls and features 

(e.g., Identity & Access 

Management, Data 

Protection, Detection) to 

protect Customer data. 

7 Snowflake Inc., 

Suite 3A 

106 East Babcock 

Street 

Bozeman, 

Montana 59715 

privacy@sno

wflake.com 

Cloud-based data 

warehouse that 

provides the 

infrastructure, storage, 

and processing engine 

to power data reporting 

and analysis. 

 

Snowflake’s security 

measures can be found at 

https://www.snowflake.c

om/snowflakes-security-

compliance-reports/, and 

include, but are not 

limited to, Dynamic Data 

Masking and End-to-End 

Encryption for data in 

transit and at rest. 

8 Domo Inc., 

772 East Utah 

Valley Drive 

American Fork, 

UT 84003 

https://www.d

omo.com/logi

n/customer-

community 

Providing short-term 

caching to optimize 

data functions (e.g., 

loading a dashboard) 

and may include 

personal data 

Domo has established a 

Trust Program to 

implement following 

security, compliance, and 

privacy controls and 

features (e.g., Bring Your 

mailto:jmccord@sumologic.com
mailto:jmccord@sumologic.com
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/contact-us/compliance-support/
https://aws.amazon.com/contact-us/compliance-support/
mailto:privacy@snowflake.com
mailto:privacy@snowflake.com
mailto:https://www.snowflake.com/snowflakes-security-compliance-reports/
mailto:https://www.snowflake.com/snowflakes-security-compliance-reports/
mailto:https://www.snowflake.com/snowflakes-security-compliance-reports/
https://www.domo.com/login/customer-community
https://www.domo.com/login/customer-community
https://www.domo.com/login/customer-community
https://www.domo.com/login/customer-community
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Own Key (BYOK) 

encryption, Responsible 

Disclosure Program) 

9 Fivetran Inc., 

1221 Broadway 

Floor 20 

Oakland, CA 

94612 

Data 

Protection 

Officer: 

Alexis 

Kirkman;  

Senior Privacy 

Counsel: Seth 

Batey; 

privacy@fivet

ran.com 

Fivetran will process 

Carrot's data (including 

Customer data) to 

facilitate migration of 

data from SaaS 

software databases into 

Carrot's data 

warehouse. 

Fivetran’s security 

measures can be found 

at https://fivetran.com/do

cs/security, and include, 

but are not limited to, 

Transport Layer Security, 

Physical & 

Environmental Security, 

and Logical Access 

Controls. 

 

mailto:privacy@fivetran.com
mailto:privacy@fivetran.com
https://fivetran.com/docs/security
https://fivetran.com/docs/security
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