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Plenary Session 7 - 1 

The Future of Border Security 2 

 3 

  UNIDENTIFIED SPEAKER:  All right.  I know the 4 

cookies are good, but please grab them and come on in.  5 

We got a great panel set up about border security that 6 

Stewart Baker will introduce momentarily.  But yeah, 7 

folks, come on start filing in.  We got another social 8 

break a little bit later.  We'll get a chance to swap 9 

business cards and say hi and catch up with friends we 10 

haven't seen for 18 months.  But I want to give this 11 

panel a good audience, because we're going to talk 12 

about one of the greatest challenges we face at our 13 

border.  All right.  Stewart? 14 

  MR. BAKER:  Thanks, Rob.  Okay.  I'm Stewart 15 

Baker.  I'm formerly DHS Assistant Secretary for 16 

Policy.  I now do the cyber law podcast.  If I sound 17 

familiar, that's probably why.  I am not here, however, 18 

in my role as Chief Provocateur.  Kevin is already 19 

breathing a sigh of relief.  I'm just here to introduce 20 

the panel and Kevin. 21 

  DHS has a love-hate relationship with new 22 
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technology, that isn't a little like DODs.  New 1 

technologies is cool because it creates all these new 2 

capabilities and possibilities, and you can use it to 3 

carry out your mission.  And then you discover other 4 

people who don't have your interests at heart and use 5 

it to carry out their mission.  And so, DHS has to stay 6 

on top of emerging technologies, both because it might 7 

be able to use those technologies and because it has to 8 

worry about defending against them.  Example, on the 9 

border, we all know now a wall by itself is a two-10 

minute barrier.  We need a host of other things that 11 

enable us to identify people coming across the border, 12 

who shouldn't be doing that, and then to get resources 13 

there to intercept them.  And that creates 14 

opportunities for artificial intelligence and machine 15 

learning for vision systems, for a host of pretty 16 

interesting sensing technologies as well.  And DHS has 17 

real opportunities there.  Plus, at the border, when 18 

it's inspecting people and goods, again, artificial 19 

intelligence, machine learning is going to make an 20 

enormous difference, and so will some of the sensing 21 

technologies that the department is exploring. 22 
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  At the same time, we face the prospect that 1 

drones are, while they help DHS, they probably hurt it 2 

more.  They create enormous problems at the border and 3 

real threats inside the homeland.  There is nobody who 4 

was better at understanding and more enthusiastic about 5 

staying on top of emerging technologies in the last 20 6 

years than Kevin McAleenan, both when he was at CBP as 7 

Commissioner, well, as everything, let's admit it. 8 

  (Laughter) 9 

  MR. BAKER:  And then later acting as 10 

secretary, he pushed the department to develop and 11 

pursue some of these technologies, both from a 12 

defensive and an offensive point of view.  So, I am 13 

just delighted that Kevin is going to be leading this 14 

panel and introducing the rest of the panel.  Let's 15 

hear it for Kevin. 16 

  (Applause) 17 

  MR. McALEENAN:  Thanks very much, Stewart, and 18 

for not provoking too much debate there right at the 19 

outset.  It's great to be with this group.  We're just 20 

talking about what an outstanding event and how we're 21 

seeing people that we'd love to have two hour 22 
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conversations with when we're only about saying hi with 1 

masks.  So, I hope we get to continue that dialogue the 2 

rest of today.  But we got a great panel here, really 3 

expert with tremendous backgrounds.  I'd like to start 4 

with introducing them to you, although they're probably 5 

known to you in a variety of their capacities. 6 

  First of all, my friend and colleague Claire 7 

Grady, former Deputy Secretary and Undersecretary for 8 

management, among other key roles at U.S. Coast Guard 9 

and Department of Defense, and now the Chief Operating 10 

Officer at Gryphon Technologies.  Thanks, Claire, for 11 

joining us. 12 

  Jonathan Fleming, former Chief Operating 13 

Officer at the Transportation Security Administration, 14 

and now president and CEO at S2 Global.  Thanks so much 15 

for being with us, Jonathan. 16 

  And Palmer Luckey, who's dressed a little bit 17 

differently than we are, always authentic, a tech 18 

innovator and the founder of Anduril Technologies 19 

(sic), so thanks so much for being – Industry, sorry.  20 

Thanks so much for being with us.  Good to have you. 21 

  So, I want to just start with a couple of 22 
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words on the focus of the panel.  But I did want to, 1 

given the solemn observance we had over the weekend on 2 

the 20th anniversary of 9/11, I just wanted to 3 

reference a maybe less well-known quiet sacrifice 4 

that's been ongoing among our DHS operators since the 5 

start of COVID. 6 

  Our DHS operators did not have the opportunity 7 

to work from home, to participate on Zoom calls or 8 

Microsoft Teams.  At CBP alone, over three dozen 9 

officers, agents, specialists and support personnel 10 

have died in the line of duty, mostly from COVID since 11 

the spring of 2020.  And I'd just like to recognize 12 

that sacrifice and their commitment coming to work 13 

every day to keep us safe on this land that we're going 14 

to talk about, on all aspects of DHS operations.  And 15 

so, I think that's a starting place that's kind of 16 

fitting given the anniversary we just observed.  But 17 

this is a very well-informed audience.  So, I'm going 18 

to keep my introduction brief, but just kind of focus 19 

on the areas we're going to cover today. 20 

  We're going to talk about border security, 21 

primarily U.S. border security and primarily the U.S. 22 
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land border.  Just to put it in context, because we can 1 

talk about so many different aspects of this, on what 2 

the future looks like and how technology is changing 3 

it.  And I think what often gets lost in the loud 4 

debates on immigration policy or on a focus on one, as 5 

Stewart put it, two minutes solution or capability on 6 

the border, is really an exciting story on technology 7 

innovation and how it's increasing our capacity to 8 

understand what's crossing the border unlawfully to 9 

facilitate the vast majority of lawful commerce coming 10 

through our ports of entry, and really extend the 11 

capabilities of officers and agents, with autonomy, 12 

with artificial intelligence and very important 13 

emerging tools.  So, I think it's going to be fun to 14 

hear about some of those developments. 15 

  Also, I just want to ground us in what we're 16 

talking about in terms of border security, lots of 17 

definitions over the years.  We won't talk about the 18 

percentages of crossings identified as a definition of 19 

border security, but just want to make one fundamental 20 

-- two fundamental points about the different 21 

environments on the border. 22 
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  First, our ports of entry are where the vast 1 

majority of lawful crossings come into the U.S.  The 2 

folks coming through our ports of entry are 98 plus 3 

percent compliant with all U.S. laws.  So, the 4 

challenge for border security agency at a port of entry 5 

is to expedite all of that lawful travel while 6 

preventing dangerous people and goods from coming into 7 

the country, a really complex, risk sorting problem. 8 

  Between the ports of entry, it's quite 9 

different.  All crossings between ports of entry are 10 

unlawful.  And the challenge there is to detect, 11 

interdict, assess, and process those crossings as 12 

effectively as possible.  It's made difficult by the 13 

geography, by the terrain, by the vast distances 14 

involved.  So, those are the basic goals of border 15 

security.  And I think they sometimes get lost and that 16 

understanding of the different environments is not 17 

universal. 18 

  And CBP and other border security agencies 19 

around the world are pursuing those goals, really 20 

against a dynamic and difficult threat landscape that 21 

you're going to hear more from our panelists.  22 
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Obviously, this is an environment, unfortunately, 1 

dominated by transnational criminal organizations, 2 

extraordinarily capable, well funded, ruthless, 3 

treating movement across border as the smuggling of 4 

commodities, whether they are hard narcotics, and 5 

obviously, on our southern border that that means 6 

heroin, methamphetamines, synthetic opioids, that have 7 

had such a major impact in communities all across our 8 

country, but also the smuggling of people, vast numbers 9 

of people in a highly profitable, highly exploitive 10 

continued cycle. 11 

  We also continue to have security threats.  12 

Our counterterrorism threats have not been as prevalent 13 

historically in the land border as in the air 14 

environment or our international interests.  But 15 

they're there, and they move within irregular migration 16 

flows.  And some of the dynamics we're seeing globally, 17 

obviously, in Afghanistan and elsewhere, have the 18 

potential to create additional security threats in the 19 

coming months and years. 20 

  But we also do a lot of other things at the 21 

border.  Trade, trying to identify goods coming across 22 
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that were produced with forced labor and exploitative 1 

labor globally; supply chain risk for IT, that we were 2 

talking about in other panels; counterfeit issues in 3 

IPR.  These are big businesses for criminal 4 

organizations, and they also come through these same 5 

two environments. 6 

  And of course, I would be remiss, and as a 7 

former CBPier, you can't fail to mention agriculture, 8 

pests and diseases, which individually could actually 9 

have the most economic impact of any contraband that 10 

crosses the border, given the importance of our 11 

agriculture industry. 12 

  So, that's a pretty challenging and diverse 13 

list and it's being carried out against really unique 14 

and layered operational challenges right now, in the 15 

midst of a pandemic, of course, but also with over 16 

200,000, unlawful crossings between ports of entry, the 17 

last two months at the U.S. southern border.  That's an 18 

overwhelming number. 19 

  That is incredibly challenging.  And what it 20 

means is that our personnel are dealing with 21 

humanitarian crisis, trying to safely process and 22 
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manage vulnerable families and children crossing our 1 

border, at the same time trying to deal with the most 2 

hardened and dangerous criminal organizations in the 3 

world, trying to exploit that same territory at the 4 

same time.  And they've been candid about the fact that 5 

they are not identifying and interdicting all 6 

crossings, that we're seeing a significant percentage 7 

of what the (inaudible) would call got-aways -- 8 

detected, personnel who -- people crossing, who we 9 

didn't actually apprehend.  And that's another dynamic 10 

of this challenge that we need to keep in mind. 11 

  So, let's get to our panel and talk about ways 12 

that we can address this with innovation, with 13 

technology.  And I want to start with Palmer.  You 14 

know, we've got a heavy current and former government 15 

presence here, Palmer, and you have a very different 16 

background.  You think about these problems in a 17 

different way.  And I'd love to hear your perspective 18 

on how we can bring technology to bear in solving these 19 

problems.  So, how do you see this threat landscape and 20 

the potential for innovation in this space? 21 

  MR. LUCKEY:  With every day I spend near D.C., 22 
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I think more of the same. 1 

  (Laughter) 2 

  MR. LUCKEY:  My background is, I dropped out 3 

of college to start a virtual reality company called 4 

Oculus VR, sold that to Facebook.  Was there for a few 5 

years, and then got fired and gotten to the National 6 

Security space. 7 

  MR. McALEENAN:  That's a good summary. 8 

  (Laughter) 9 

  MR. LUCKEY:  I've had to explain that a few 10 

times.  But, you know, we build a lot of stuff for DOD.  11 

We build a lot of stuff for DHS, really relevant to 12 

border security.  We've got a lot of AI-powered 13 

surveillance towers deployed on the U.S. southern 14 

border, and then the U.S. northern border, that are 15 

detecting vehicles, animals, people, drones, all kinds 16 

of different things crossing the border.  And one of 17 

the things that I'm coming out with is, very much a 18 

position of optimism.  We've talked about this before.  19 

But there's all -- there's a lot of problems in the 20 

world that I don't see getting solved anytime soon.  21 

Now, whether you're talking about peace in the Middle 22 
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East, or Congress working effectively. 1 

  (Laughter) 2 

  MR. LUCKEY:  Nobody sees a direct path to that 3 

being solved soon.  Border Security, I'm a lot more 4 

optimistic.  I think that with new advances in 5 

technology, we are actually very close to the point 6 

where if it was a priority, we absolutely could stop 7 

the vast and overwhelming amount of the illicit traffic 8 

across the border, especially the traffic that people 9 

care most about.  And the reason for that is that you 10 

mentioned these transnational criminal organizations, 11 

things about the cartels, you know, I probably have 12 

more in common with some of the people working on the 13 

cartel tech side than some companies.  I mean, these 14 

guys are fundamentally businesses.  They move very 15 

fast.  They're not encumbered by regulation.  They're 16 

not encumbered by Congress.  They are able to adapt the 17 

latest technology very, very quickly.  They're able to 18 

adapt it to their operations, and they're able to use 19 

it to make money. 20 

  And so, our priority needs to be not 21 

necessarily focusing on the things that are the biggest 22 
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political hot buttons or the things that are causing 1 

the most media coverage.  But really the enduring 2 

solution will be, how can we reduce their profit 3 

margins to be less and less and less, and then 4 

eventually zero.  Because if you can flip those 5 

margins, you can make their activity across the border, 6 

go from being profitable to non-profitable.  I mean, 7 

that's it for them.  It's not like they have an 8 

ideological reason to cross the border every day.  9 

They're doing it for dollars and cents.  And so, if you 10 

can make it not make sense, then they're going to stop 11 

doing it. 12 

  Now, there will still be some remainder of 13 

border traffic that's not pushed by these criminal 14 

organizations.  But if you can stop the criminal 15 

organizations, you're going to stop the hardest 16 

traffic.  You're going to stop the things that are the 17 

very best at evading CBP.  You're going to stop the 18 

things that are causing this huge volume problem to 19 

occur.  And then that means it's a lot easier to deal 20 

with the rest.  And so, I think technology really is -- 21 

has come a long way in the last few years.  You know, I 22 
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mean, SBInet was a effort that cost a billion dollars 1 

to try and secure 55 miles of the border with 2 

autonomous surveillance technology.  And you know, with 3 

a tiny, tiny fraction of that, you know, there I'd say, 4 

a really good percentage of our space between ports of 5 

entry has been secured by technology.  And like, at 6 

this point, you could secure the entire U.S. southern 7 

border between ports of entry for a lot less than a 8 

billion dollars.  And so, I'm optimistic. 9 

  MR. McALEENAN:  We'll come back to you to hear 10 

a little bit more about how the tech works and how it 11 

empowers our agents on the ground.  But I really 12 

appreciate that strategic overlay. 13 

  Jonathan, appreciate if you could jump in 14 

here, from your perspective on the threats and how we 15 

can address them, maybe even more focused on the ports 16 

of entry side. 17 

  MR. FLEMING:  Yeah, I think that's probably 18 

more my experience is.  As you mentioned, the legal 19 

trade, and in keeping up with that volume without 20 

slowing that down and still targeting the illicit 21 

trade.  And I think there's been huge leaps in 22 
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technology on inspection technologies at the border.  1 

Everything from radiation detection, biometrics, you 2 

know, RFID as part of trade platforms, X-Ray 3 

technology, et cetera, et cetera.  But with that comes 4 

a lot of challenges. 5 

  First, fielding that technology and deciding 6 

where to place that technology, and then training the 7 

workforce, which is limited on how to operationalize 8 

that technology.  And so, I think there's a lot of 9 

focus currently, not only on the deployment of that 10 

technology to the southern border, which has been 11 

ongoing, with fairly rapid pace from a government 12 

perspective, I would say, lightning speed, really, with 13 

a lot more work to do.  But then the challenges of all 14 

this different technology made by different 15 

manufacturers, different training, different user 16 

interfaces, and then staff to actually manage that and 17 

make decisions, and maybe micro decisions given every 18 

piece of technology that's there. 19 

  And so, I think we we've spent a lot of time 20 

focusing on how to bring that all together into a place 21 

that decisions can be made quickly and more 22 
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effectively, in a sort of more homogenous user 1 

interface that allows for a more streamlined workforce 2 

and ultimately, much higher detection rates.  And I 3 

think that's what we've seen. 4 

  So, I think there's a huge amount of work 5 

still to do.  Obviously, there are threats that 6 

technology still struggles to identify effectively and 7 

quickly.  But I say, an overwhelming majority, 85 8 

percent of the threats are known threats, commodities, 9 

contraband, that we're looking for in the POEs, can be 10 

identified with technology if it's placed 11 

appropriately, then the challenge of how to assess it. 12 

  Then I guess the next step beyond that is, 13 

once you're gathering that data or that inspection and 14 

putting that in front of CBP, so they can make 15 

decisions, then where does that data go, and how can it 16 

be utilized?  I think, the MTC uses a certain set of 17 

data to assess risk and currently don't have the 18 

benefit of some of the data that is developed by those 19 

technologies at the border, or the results of 20 

inspections that make the loop backup in MTC, so they 21 

can assess risk. 22 
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  So, I think the first step is getting the 1 

technology out there that's being done.  I think the 2 

second step is homogenizing that data, so it can be 3 

adjudicated effectively, quickly on, you know, at the 4 

POE, and then passing those data sets up so that people 5 

can make sense out of.  And whether that's, I guess, 6 

again, as we do in aviation, I think, at the border, 7 

we're still making decisions, sort of, one technology 8 

at a time, if you will.  Radiation detection, clear; 9 

you know, biometrics, clear, and so on, rather than 10 

looking at the data set as, you know, as one big data 11 

set and making a decision based on that.  And so, 12 

bringing it all together helps that, passing that up to 13 

upstream, so NTC and other agencies can assess it.  But 14 

then they're assessing risk on a much bigger scale, 15 

looking at trends, and that's where AI and big data 16 

analytics, and those sorts of things come into play, 17 

which we're just in the early stages of. 18 

  So, collecting data, passing it up is the 19 

first step, or the second step after deploying 20 

technology, and then really applying AI and big data 21 

analytics to help parse through all of that and see 22 
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things that are unseeable. 1 

  MR. McALEENAN:  Right.  Several great points 2 

there on how once we have acquired exclusive 3 

technologies, how do we deploy them operationally, and 4 

integrate them with a workforce that hasn't used it 5 

before.  That's a good problem to have.  It's one that 6 

I think we can work on solving more.  But I do want to 7 

go to clarity here about the problem to actually get 8 

those technologies into government hands, into 9 

operational hands in the first place. 10 

  Yeah, we've got so much innovation happening 11 

across the United States tech sector, historically, and 12 

you've got vast experience in this, Claire, seeing it 13 

from the DOD side, seeing it from the DHS side.  What 14 

are your thoughts on the potential for government to 15 

get better, and to get faster at acquiring and putting 16 

these capabilities in the hands of the men and women 17 

who need them to do their jobs? 18 

  MS. GRADY:  Sure.  And I appreciate you 19 

talking about the men and the women who really need 20 

this technology, because we talked a lot about what it 21 

can do from a security perspective, which is just 22 
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phenomenal and not completely tapped or even skimming 1 

the surface.  But the technology also has a huge, 2 

tremendous advantage to help our workforce. 3 

  The men and women at the ports and between the 4 

ports of entry are doing superhuman things every single 5 

day.  And there is so much technology could do to help 6 

them do things that you don't need a human to do, and 7 

free them up to focus on what their work actually is.  8 

And so, I think that's a huge potential that gets 9 

overlooked. 10 

  Retention rates are challenging.  It's we ask 11 

so much of these people in such challenging 12 

circumstances.  It's phenomenal that they step up and 13 

do such an amazing job all the time.  So, when we think 14 

about technology, it's not just what it can do for our 15 

nation.  That is also how do we help those people who 16 

have sacrificed so much for our security. 17 

  But when you look ahead at technology, one of 18 

the things then both of y'all touched on is data.  Data 19 

-- government, from an acquisition perspective, there 20 

are two things that are absolutely invaluable resources 21 

that the government does not seem to recognize the way 22 
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we need to: time and data.  We treat them as unlimited 1 

commodities.  And in fact, those are precious assets.  2 

Being able to deploy something quickly and effectively, 3 

being able to use data and the analysis of the data, 4 

not just collect it, but then what can you do with the 5 

data and then the data between the data, data analytics 6 

is going to be game changing.  And that's something 7 

that we absolutely have to look at.  But quite frankly, 8 

our procurement system needs to be a little bit more 9 

agile and a little bit more rapid to be responsive to 10 

that. 11 

  Sitting here today, none of us knows what five 12 

years from now technology is going to look like.  Yet, 13 

we contract in five-year streams.  And for it take two 14 

and a half years to get something awarded, it's crazy.  15 

So, looking at exploiting some of the flexibilities 16 

that exist within the system is something I think DHS 17 

really needs to look harder at.  There are a lot of 18 

flexibilities that are built into the procurement 19 

system, kind of relief valves from the procurement 20 

system, I would actually say, things like other 21 

transactions, commercial solutions openings. 22 
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  Congress gave us those authorities for a 1 

reason.  But somehow, we put them in a glass box.  And 2 

in case of emergency, break glass, instead of saying 3 

that's a tool in a tool vault, why aren't we doing 4 

things like request for solutions, where we're throwing 5 

a problem out and saying, "Come back with your great 6 

ideas", instead of very specifically specify what it is 7 

we think will solve our problem.  And that's really 8 

going to unleash innovation and leapfrog us ahead. 9 

  I think we're at an inflection point, because 10 

from a government perspective, first thing we tend to 11 

do is throw tons of manpower and money at a problem.  12 

And when that doesn't work, then we look for alternate 13 

solutions, instead of looking for alternate solutions 14 

first.  That's a whole another problem.  But I actually 15 

think we're at that inflection point where we realize 16 

that there's not enough people or money to solve it.  17 

We really need to embrace technology and look at how we 18 

apply it to move us forward.  I really think we're at 19 

that point, technology's there.  And I think now we're 20 

there. 21 

  MR. McALEENAN:  So, you're talking about a 22 
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real mindset shift in using tools already available in 1 

the far, in the procurement structures.  I'd love to 2 

hear from our industry, for you're also industry, but 3 

you got your Deputy Secretary hat on here.  I'd love to 4 

hear though from Palmer and Jonathan, what would you 5 

like to see different from your government customers in 6 

terms of accessing your innovation? 7 

  MR. LUCKEY:  Oh, man, we're going to be here a 8 

long time. 9 

  (Laughter) 10 

  MR. McALEENAN:  Got 19 minutes, so. 11 

  MR. LUCKEY:  I mean, there's a whole bunch of 12 

things that we'd like to see.  I think, actually, DHS 13 

has done a lot better than a lot of government 14 

agencies.  I mean, you know, recently they were putting 15 

out a draft proposal to buy about a billion dollars in 16 

cameras that were pointed around with joysticks.  And 17 

they did pull off of that.  And you -- I think, they 18 

realized that autonomy was going to be an important 19 

part of any kind of sensor procurement they're going to 20 

do.  It's like good on them, because there's definitely 21 

on the DOD side, so procurements that are still going 22 
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on that, you know, the requirements to what you're 1 

talking about, rather than going out and say, "hey, 2 

here's the problem, how would industry solve this?"  Or 3 

saying, "Here's our problem, here's how we solved it 20 4 

years ago, time to buy that again, but with more 5 

megapixels."  And that's -- that is something that I 6 

see.  But I think DHS, in particular, CBP, has done a 7 

really good job, and the CBP innovation team 8 

especially. 9 

  Another thing I'd like to see is just 10 

recompetition of contracts more often.  I think there's 11 

a lot of things where either these contract terms go on 12 

for a long time.  And that makes sense for some things, 13 

like, you're going to have long contract terms for 14 

aircraft carriers.  But you don't need really, really 15 

long-term lock in contracts on things that are rapidly 16 

advancing all the time, especially consumable 17 

technologies, where you're not going to be using the 18 

same one a year from now, you're going to be buying a 19 

new one anyway. 20 

  And so, I'd love to see more real competition, 21 

so that people can get something out there.  And then 22 
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for that to be public knowledge, because they found if 1 

I'm a small company, it's really hard for me to justify 2 

going after a particular contract.  If I know that 3 

whoever wins that is going win it for 10 years, 15 4 

years, 20 years, it means that if I don't win that big 5 

jackpot that I have no shot of, you know, any of my 6 

work towards that contract being useful.  If I instead 7 

know it's going to be repeated a year from now, and 8 

then another time and another time, and another time, 9 

then I can say, "You know what, I mean I can -- maybe 10 

I'll lose this time, but I have a chance to go in and 11 

win the next time." 12 

  I think this has been a big problem with DOD 13 

drone procurement, that they're finally wrapping their 14 

heads around.  I mean, if you're going to be using 15 

these drones, or they're largely disposable or a 16 

tradable systems, and they're not even expected to last 17 

more than a few months in the field, why do you need to 18 

sign a 10 year contract, locking into a particular 19 

drone for particular manufacturer?  You can instead go 20 

every year, say, we're going to buy batch this year, 21 

and then we're going to recompete, see who's the best 22 
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at this capability, we're going to do it again, we're 1 

going to do it again, we're going to do again.  That's 2 

how you get iteration.  That's how you get learning 3 

from things out in the field and new things and improve 4 

on that, rather than these 10-year jumps that are only 5 

really accessible to a handful of companies. 6 

  MR. McALEENAN:  And from your perspective, you 7 

could do that with existing tools, also, though, with a 8 

mindset shift on how you approach it. 9 

  MR. LUCKEY:  It is entirely a matter of will, 10 

maybe you're totally right.  This is not -- this is so 11 

often you hear people say, "Oh, man, we need to reform 12 

procurement in this way.  We need this authority, that 13 

authority."  The reality is, it gathers things on the 14 

margins that could be better, but the tools exist.  The 15 

people on the procurement side have tools that will 16 

allow them to do almost all these things.  And you've 17 

seen this through the creation of a lot of, I think, 18 

this is a place where DOD has actually done better, 19 

where they've created organizations that explicitly 20 

hack the procurement regulations and try to move very, 21 

very quickly. 22 
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  MR. McALEENAN:  Yeah. 1 

  MR. LUCKEY:  I mean, you're familiar with like 2 

Fworks, how they -- they made a big show out of how 3 

they were going to do a pitch contest, a lightning 4 

pitch contest.  People were coming in and pitching 5 

stuff, and they were giving them a $50,000 check on the 6 

stage, literally swiping a credit card.  Now, I don't 7 

think that all those contracts necessarily converted to 8 

production and not necessarily the best use of money 9 

ever.  But the most valuable thing to come out of that 10 

stuff was showing that they actually have the authority 11 

to do a thing like that. 12 

  MR. McALEENAN:  Right, yeah. 13 

  MR. LUCKEY:  I wish people didn't believe.  14 

Now, there's some behind the scenes stuff, they were 15 

doing some paperwork ahead of time and having it all 16 

prefilled out.  Google (inaudible). 17 

  (Laughter) 18 

  MR. LUCKEY:  But it showed what you can do, 19 

when you're willing to do it.  It's a -- my dad always 20 

told me growing up, "Don't be a problem creator, be a 21 

problem solver.  Think like a problem solver, not a 22 
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problem creator."  If you just can get people say I am 1 

a problem solver, not a problem creator, they can get a 2 

lot of stuff done. 3 

  MS. GRADY:  It'd be a lot easier if it was 4 

just -- well, if Congress would only pass this law, the 5 

problem solved.  It's cultural, which is so much more 6 

challenging. 7 

  MR. McALEENAN:  Yeah. 8 

  MR. LUCKEY:  And to be fair, they are taking 9 

on some risk there.  It's not like the procurement 10 

people have this notion out of nowhere that they could 11 

get in trouble for using these.  They've seen people 12 

take real career damage for doing these things. 13 

  MR. McALEENAN:  Yeah. 14 

  MR. LUCKEY:  And so --  15 

  MS. GRADY:  The thing that kills me, and I 16 

worked in procurement for so long with people, like 17 

people say to a program manager, my job is to make sure 18 

you don't go to jail.  Nobody goes to jail for not 19 

following a Federal Acquisition Regulation, let's be 20 

real. 21 

  (Laughter) 22 
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  (Applause) 1 

  MR. LUCKEY:  Especially if the people would 2 

fax a lot (phonetic). 3 

  MS. GRADY:  If you steal, yeah, you're going 4 

to go to jail.  But you don't need an acquisition 5 

regulation to tell you not to steal. 6 

  (Laughter) 7 

  MS. GRADY:  But we take prudent risk in so 8 

much across the Homeland Security enterprise, but we 9 

just haven't embraced it the same way from an 10 

acquisition perspective. 11 

  And to Palmer's point, when we look at things 12 

for 10 years, we shouldn't be advertising or thinking 13 

in 10 years if the technology is moving that fast, two 14 

to three years max. 15 

  MR. LUCKEY:  I don't know what I'm going to be 16 

doing in 10 years. 17 

  MR. McALEENAN:  Yeah. 18 

  MS. GRADY:  And so -- and then when we go sell 19 

programs.  We shouldn't be selling them as this is the 20 

solution for 10 years, because now we create an 21 

expectation that we're going to operate and maintain 22 
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that stuff for 10 years.  And that's the solution.  1 

Think of our own success of selling programs sometimes. 2 

  MR. LUCKEY:  One of these camera systems CBP 3 

was using their warehousing the sensors, when they were 4 

procured.  So basically, they knew they weren't going 5 

to remain in production.  So, the industry naturally 6 

wants to move forward and upgrade these things.  But 7 

rather than making interoperable camera modules that 8 

could accept future modules like oh, no, this sensor is 9 

going out of production, we have to warehouse a 10 

thousand of the sensor and --  11 

  MS. GRADY:  Lifetime supply. 12 

  MR. LUCKEY:  -- then 30 years later, we're 13 

going to be out there going into the warehouse and 14 

pulling out these 1990s webcam --  15 

  (Laughter) 16 

  MR. LUCKEY:  -- quality sensors and we're 17 

going to be bolting them on, I mean, as things die in 18 

the sun.  I mean, that's… 19 

  MR. McALEENAN:  I thought this topic would 20 

generate some dialogue.  Jonathan? 21 

  (Laughter) 22 



 
 

Page 31 

 

  MR. FLEMING:  No, I think they should accept 1 

more risk.  I mean, I think they are risk with some 2 

limits.  Exactly right, I think they can do much 3 

smaller, faster, more nimble procurements, knowing that 4 

there's going to be some downside rather than chasing -5 

- even when they're embracing -- I'm not saying they're 6 

not embracing new technology, they are.  I think 7 

they're traditionally used to putting out the 8 

requirements for that technology, even if they do sort 9 

of an industry study first, and then internalize it, 10 

then come back with requirements and have industry go 11 

against it rather than listening to industry and where 12 

industry is going, which may be slightly different than 13 

what the government's asking for, taking things right 14 

off the shelf as fast as possible, and trying to adapt 15 

it and do smaller procurements much quicker.  And if it 16 

fails, move on.  If it does fail, it's probably going 17 

to be outdated six or a year from now anyway, rather 18 

than going sort of fitting it into a procurement 19 

process where they may be innovative in purchasing it, 20 

pilots or these other things that they'll do to bring 21 

new technology in, but they'll assess it for a year or 22 
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year and a half before they move it on into real 1 

acquisition.  And by that time, it's outdated anyway, 2 

or you've got you know, two or three generations down. 3 

  MR. McALEENAN:  Right. 4 

  MR. FLEMING:  So, I think, yeah, accepting 5 

more risk at the acquisition level, doing smaller 6 

procurements, and really innovating and speeding up 7 

that process a lot. 8 

  MR. LUCKEY:  If I could throw one more thing 9 

in there, like a lot of times, taking no risk, no risk 10 

is the riskiest thing you can do.  There is a real cost 11 

to doing these things slowly, because those people in 12 

government that are in charge of making these things 13 

happen, the time that they spend going through those 14 

years of evaluation and trials and managing all that, 15 

that's time that they could have been moving on to the 16 

--  17 

  MR. FLEMING:  Yeah. 18 

  MR. LUCKEY:  -- next thing and doing the thing 19 

that probably only government could have done, like 20 

what really, really just grinds my gears is when they 21 

spend a lot of time procurement of off the shelf things 22 
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that already worked, and then have already often been 1 

evaluated by other elements of the government.  And 2 

they spent all this time.  And if they would have just 3 

gone with the off-shell solution, they could have put 4 

that time into something that isn't going to be 5 

available as an off the shelf solution that does need 6 

to be developed as a bespoke capability by the 7 

government in close partnership with so many. 8 

  So, like, there is a real cost to having these 9 

people just spinning their wheels for years on end.  10 

And I would hope that we could only have them spinning 11 

their wheels for years on end where there's no other 12 

option. 13 

  MR. McALEENAN:  I agree strongly with those 14 

points.  And I think one of the ways maybe we could 15 

talk about culture change is really driving it back to 16 

the operator.  I think one of the things our 17 

procurement officials need to hear is what it means 18 

once that technology is in the hands of someone using 19 

it every day, to keep our border safe, to keep 20 

themselves safe in that effort.  And in my experience, 21 

getting emergency tech, emerging technology out there 22 
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has been very well received. 1 

  And wonder Palmer On that note, if you could 2 

talk a little bit about kind of how AI and autonomy can 3 

extend the capabilities of an officer agent, and not 4 

necessarily replace them, but make them more effective 5 

and safer in carrying out their mission? 6 

  MR. LUCKEY:  You can't replace people, not 7 

yet.  It's going to be a long time.  I'm not one of the 8 

people that buys into the idea that we're all going to 9 

be out of a job because AI is going to do it.  Maybe 10 

it's a self-preservation thinking, but I don't think 11 

it's going to happen. 12 

  People are really bad at a lot of things.  13 

We're terrible computers, and we're terrible sensors.  14 

So, having people, let's say, staring at a screen eight 15 

hours a day or 10 hours a day nonstop, just watching 16 

sensor feeds, that is not a good use of what a person 17 

is.  A person can make high level strategic decisions, 18 

a person can make really good value judgments, a person 19 

can interact human to human.  And so, what we need to 20 

do is have the machines do what the machines are good 21 

at and the people do what the people are good at. 22 
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  It's like, good example, I think is my 1 

technology where I'm able to detect, we put up these 2 

surveillance towers, I see all the animals, people, 3 

drones, vehicles for miles around, they fuse it into 4 

one view so that all the people can kind of have a real 5 

time view of everything that's happening in their 6 

responsibility, whether it's a military base, whether 7 

it's CBP agents that are on the border, and then they 8 

can decide rather than spending all their time building 9 

that picture and understanding what's happening, they 10 

can spend all their time strategizing how they're going 11 

to respond to what's happening and then actually 12 

responding. 13 

  And the other nice thing about artificial 14 

intelligence is that you can trust it in a lot of ways 15 

to be more accountable than a person was, like, this is 16 

a delicate topic, but I'm going to breach it anyway 17 

because people don't like to talk about it.  There have 18 

been times where CBP agents have been taking bribes.  19 

There was a time where a U.S. Marine Corps, U.S. -- 20 

member of the U.S. Marine Corps was taking bribes to 21 

allow things, to drug trade to come through an area 22 
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they were responsible for.  And, you know, good locks 1 

make for good neighbors and good autonomous systems 2 

make for accountability, where you can kind of 3 

understand all the information the people working with, 4 

and one person can't compromise the entire system that 5 

is comprised of all of these other people.  So, those 6 

are all things, I think, artificial intelligence do a 7 

better job.  It's how you can trick AI, but you usually 8 

can't bribe it, doesn't have anything to do but what 9 

you tell it to do. 10 

  MR. McALEENAN:  Right.  Jonathan, you talked 11 

about that integrated picture as well that Palmer just 12 

referred to, you know, having the training component 13 

and the deployment component, kind of show that 14 

frontline personnel how this integrated picture can 15 

make them more effective.  How are you seeing that work 16 

in deployment of technology at ports of entry? 17 

  MR. FLEMING:  Yeah, I think, similar to 18 

Palmer's approach, at the POEs, we're providing them 19 

sort of a common picture also.  So, total crossing 20 

picture or a total inspection picture, sort of, of all 21 

the technologies deployed, so they're seeing an end to 22 
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end.  I think what we're missing now, which I talked 1 

about earlier, was, you know, feeding that upstream, 2 

that data upstream and allowing risk to come back, or 3 

homogenizing that data, so you can bring all sorts of 4 

industry in to develop algorithms or AI against those 5 

datasets.  So, it's not sort of locked into like the 6 

manufacturer of the equipment that's doing that, which 7 

may not be good at doing that.  So, I think that's -- I 8 

think that's one. 9 

  Two, when you do present a more comprehensive 10 

picture, at least, this is what we've seen, I mean, we 11 

did achieve with homogenize technology with an 12 

integration platform of all these technologies on the 13 

southern border, efficiency was significantly improved.  14 

We saw 100 percent screening for the first time, 15 

southern border crossing in Brownsville, for example.  16 

We -- and then because you have that data set 17 

homogenized from all these different sensors, then you 18 

can train against that. 19 

  Now, I agree that there are limitations to the 20 

human's ability to take all that data in and make an 21 

effective decision, at least it's repeatable.  Some of 22 
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us are better at it than others.  An AI would be 1 

obviously superior to that, but at least putting it on 2 

the same screen, putting it on the same -- putting it 3 

in the same format, and allowing to see that repeated 4 

over and over and over again, we've seen incredible 5 

increases in their capability to identify things, and 6 

seizures have gone up significantly as a result of 7 

that. 8 

  So, putting it all on one screen, training 9 

them to adapt to that technology and look at that data 10 

set and make really good decisions, we've seen huge 11 

strides rather than the prior sort of paradigm, which 12 

was individual micro inspections made by a bunch of 13 

different people that was not homogenous or anything.  14 

So, we have seen significant increases there. 15 

  MR. McALEENAN:  That's outstanding.  And 16 

Claire, you talked about the importance and benefits of 17 

not having to do tenure, operations and maintenance.  18 

What advances are you seeing in identifying which 19 

equipment is heading toward the end of life, is 20 

experiencing downtime or heading toward obsolescence, 21 

with a more AI-enabled, innovative type of assessment? 22 
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  MS. GRADY:  Absolutely.  And that's an area 1 

where data and data analytics and predictive 2 

maintenance is key associated with knowing where you 3 

are and what you can do, because it's not enough.  I 4 

think we all learned this and learned this painfully 5 

early on in the days of Homeland Security, it's not 6 

enough to buy it.  You actually have to operate, 7 

maintain and train people on it. 8 

  So, having that ability and that insight in 9 

terms of how it's performing, where it is married with, 10 

understanding of the state of the marketplace.  So, 11 

going in what's a reasonable expectation of how long 12 

that technology should last and staying aware of where 13 

technology is going and where you want to move forward.  14 

So, we sometimes not deliberately, but over believed in 15 

the operational availability of our assets.  We'd look 16 

at individual components and say, this part of it is 85 17 

percent available, this part of it is 85 percent 18 

available, this part is 85 percent available, this part 19 

is 95.  And we go, okay, it's 85 percent availability, 20 

when in reality, it's a multiplicative of those. 21 

  MR. McALEENAN:  Yeah. 22 
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  MS. GRADY:  And so, I think having that data 1 

and having that data available in a rational way, so 2 

that you can actually assess and analyze and make 3 

appropriate decisions in terms of key invest in 4 

upgrading and maintaining, or do you look to pivot to 5 

new technology, and where's that right point?  And that 6 

data and that information is now accessible.  Instead 7 

of being anecdotal, it's available. 8 

  MR. McALEENAN:  Exactly.  Good stuff.  We're 9 

down to four minutes.  Do you have something to add on 10 

that, Palmer? 11 

  MR. LUCKEY:  Tiny one, which is the --  12 

  MR. McALEENAN:  Yeah. 13 

  MR. LUCKEY:  -- a lot of our -- a lot of our 14 

customers buy our stuff on a subscription basis.  So, 15 

it's like the service model where we pay to provide the 16 

capability.  And you we have to provide those uptime 17 

characteristics.  We remember your statistics, we -- 18 

and if our stuff isn't working well or it's not working 19 

often, then they can just stop paying us and we go away 20 

and then I have to take all my stuff back and I start 21 

making money.  And I think that's actually great.  I 22 
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like to live in fear.  That's how you --  1 

  (Laughter) 2 

  MR. LUCKEY:  -- that's how you --  3 

  MS. GRADY:  Align in some (inaudible). 4 

  MR. McALEENAN:  No, that's how you perform. 5 

  MR. LUCKEY:  Well, it motivates us to push 6 

software updates, push hardware updates to always stay 7 

on the cutting edge.  I'd love to see more procurement 8 

like that to keep people on their toes, because you're 9 

right, it's not just the initial sale.  It's the 10 

training, it's logistics is the  11 

 12 

  (That session was interrupted. The house 13 

circuit was blown out due to someone plugging a cord 14 

in.  While we reset power right away, it took a minute 15 

for the digital board to boot back up.) 16 

 17 

  MR. LUCKEY:  -- their regime with the U.S. 18 

government, so the U.S. government can make better 19 

decision if that helps them with their trade or fast 20 

tracks trade for them, the better. 21 

  So, I see, yeah, get our stuff straight, but I 22 
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think being more forceful; CBP, reaching in the WCO 1 

communities and others and leading sort of open 2 

architecture discussions, open data, architecture 3 

discussions, so that you can share those same data sets 4 

around the world with your trade partners and the like, 5 

is something that a number of countries are looking 6 

towards. 7 

  MR. McALEENAN:  That's a good side.  Claire? 8 

  MS. GRADY:  Absolutely.  Pushing our borders 9 

as far out as possible in that the way you accomplish 10 

that is data sharing and validated authoritative 11 

sources of truth for data.  And that using those common 12 

data, and in a way where you have a more complete 13 

picture of the total threats, we have a perspective and 14 

a picture based on what we know, combining that with 15 

other data that people have who have similar values and 16 

are sharing, that just further strengthens everybody's 17 

security. 18 

  MR. McALEENAN:  Any last words, Palmer? 19 

  MR. LUCKEY:  Yes. 20 

  MR. McALEENAN:  Yeah. 21 

  (Laughter) 22 
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  MR. LUCKEY:  I agree. 1 

  MR. McALEENAN:  Awesome.  Want to stay on 2 

time, because there's so many great plenaries coming in 3 

this afternoon.  But just to highlight a couple of the 4 

key points made, I'm going to -- I'm going to finish 5 

where Palmer started on.  There's some optimism up 6 

here.  And the solutions are here and available.  And 7 

if force of will, I believe was the term utilized, or a 8 

culture change, a mindset change, we can access them 9 

and get them in the hands of operators more quickly and 10 

more effectively. 11 

  So, thank you so much to this expert panel.  12 

Thank you for your time.  Really appreciate it.  Good 13 

work. 14 

  MR. LUCKEY:  Thanks, Kevin. 15 

  MS. GRADY:  Thanks. 16 

  (Applause) 17 

*  *  *  *  * 18 


