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Plenary Session 9: 1 

Information Disorder and the Role of Civics 2 

 3 

  MR. WALKER:  Alright folks, let's get started.  4 

Want to take a moment to recognize a few folks in the 5 

room who've done, you know, just phenomenal, kind work, 6 

coming to this conference, spending time engaging with 7 

us all folks who have a lot on their plate and a lot to 8 

deal with, but then choose to be here and engage with 9 

us.  First and foremost, the Commonwealth of Virginia 10 

Secretary of Homeland Security, Brian Moran, surprise.  11 

There he is.  Thank you so much for coming out.  It's 12 

great, great having you around and hope a few more 13 

folks are engaging with you to understand the threats 14 

that we're dealing with here in the Commonwealth.  Yes, 15 

Chuck, we are in Virginia, we're not in Maryland.  I 16 

know. 17 

  So, misinformation and disinformation is 18 

something that is very pervasive, and you heard it from 19 

across a few other panels.  But also the fact of 20 

Suzanne asking several questions throughout the 21 

conference on the role of civics.  So, we're going to 22 
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tie the two together today.  And that fourth chair will 1 

be filled.  He's going to make a grand entrance and pop 2 

up from under the stage like Michael Jackson.  And, you 3 

know, Chris Krebs will be joining us very shortly, he 4 

is on the way.  But I wrote this intro specifically for 5 

him, and I'm sorry, he's not going to be here.  But so, 6 

what is this session about?  Well, the earth is flat, 7 

the moon landing was fake, COVID vaccines change your 8 

DNA, pineapple belongs on pizza.  Come on. 9 

  Our open society is constantly bombarded with 10 

this information, some of it even deliberately driven 11 

by malign actors but this -- but with trust in 12 

institutions of all types eroding, who can our society 13 

turn to for truth?  When only a third of those raised 14 

and educated here can pass the U.S. citizenship test, 15 

do we really truly understand the functions of our own 16 

government and society?  Here to pose those questions 17 

and drive us through.  How do we remedy this 18 

misinformation disinformation problem is HSEG member 19 

Suzanne Spaulding, and I will turn it over to you, 20 

Suzanne.  Thank you so much. 21 

  MS. SPAULDING:  Thank you, Rob.  I thank you 22 
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not only for kicking this off, but for having this 1 

panel here to begin with, because I'm sure a lot of 2 

people might have scratched their heads about, given 3 

all the topics that we have to cover that we carved out 4 

a plenary session where we're talking about 5 

disinformation and civics education.  So, I will talk 6 

for a couple of minutes about how I came to this issue.  7 

And then we're going to talk about the threat that 8 

we're facing, and why we think this is a very crucial 9 

part of our solution.  So, when I was the 10 

undersecretary at the Department of Homeland Security, 11 

leading the men and women who were trying to protect 12 

the integrity of our election in 2016, you know, we 13 

were very aware, obviously, of the disinformation 14 

threat that was targeting that election. 15 

  But when I got out in January of 2017, I did 16 

so knowing that what we had seen in the elections was 17 

really just part of a broader and longer term campaign 18 

by Russia, to undermine public trust and confidence in 19 

democracy and in democratic institutions.  And I 20 

thought to myself, you know, I had spent a lot of time 21 

in and around the intelligence community.  I'd say I do 22 
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a little red teaming.  If I was prudent and that was my 1 

goal, where would I go next?  What other institution 2 

like elections is so dependent on public faith and 3 

confidence in the legitimacy of its process to have the 4 

public respect the legitimacy of the outcome?  And I'm 5 

trained as a lawyer, a lawyer in recovery. 6 

  So, I immediately thought of our legal system, 7 

our justice system, our courts, which really don't have 8 

the ability to enforce their rulings, but we have a 9 

social contract and an understanding in this country, 10 

that courts decisions are binding, whether we like them 11 

or not, right?  And I thought that's where I would go 12 

next.  And I really thought we were getting out of 13 

Henesson (phonetic), because I'd never heard anything 14 

about this.  And so we started looking, and then lo and 15 

behold, we discovered that, of course, there have been 16 

information operations coming out of Russia targeting 17 

our justice system for quite some time.  And we 18 

compiled quite a bit of evidence.  We poured over the 19 

tweets and Facebook posts that were released by Twitter 20 

and Facebook attributed to Russia, and we found quite a 21 

bit targeting Americans trust in the independence and 22 
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impartiality of our justice system. 1 

  And as we pulled together a bipartisan group 2 

of national security experts to say how do we counter 3 

this disinformation that is designed to exploit 4 

divisions that are pre existing in our country, that 5 

are designed to exploit vulnerabilities of our own 6 

making, i.e. flaws in our justice system, to convince 7 

people not just that these institutions are flawed in 8 

aiding reform, but are irrevocably broken leading 9 

people to disengage, how do we counter this?  And we 10 

came up with a number of recommendations, but the one 11 

that ran through everything was we need to reinvigorate 12 

civics education, to restore a sense of shared values, 13 

remind us of our shared fundamental principles, and to 14 

empower individuals to be effective agents of change.  15 

The reason we want -- that we want to encourage 16 

Americans to value democracy and three quarters of 17 

young people in a survey a couple years ago did not 18 

value democracy.  It's not because democracy is 19 

perfect, but because it is susceptible to change by an 20 

informed and engaged citizenry. 21 

  Trust in our institutions doesn't come from 22 
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blind faith.  It comes from holding -- knowing how to 1 

hold those institutions accountable for doing a better 2 

job of living up to our aspirations and meeting the 3 

needs of the people.  So, that's why we launched at 4 

CSIS the strategic dialogue and civic education.  And 5 

that's why I was so pleased that the HSEG saw fit to 6 

have this conversation this afternoon here at this 7 

conference.  And why I am so pleased to have this panel 8 

here to help us have the conversation, because we've 9 

got some real experts here on disorder and on some of 10 

the solution sets. 11 

  Emily Frye is the director of cyber 12 

integration for the civilian enterprise at the MITRE 13 

Corporation.  She is co-director of election integrity 14 

at MITRE, and pioneered some really interesting tools, 15 

including one I'm sure she'll describe called SQUINT to 16 

help us achieve some of these solutions at scale.  17 

She's also practiced law, also a lawyer in recovery, 18 

and served as a director of a think tank and done a lot 19 

of consulting across public and private sectors.  Chris 20 

Krebs who will suddenly appear out of the floor as Rob 21 

said, who was gracious enough to be juggling things 22 
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today but to hop into a car and drive out this 1 

afternoon to be with us.  Founder of the Krebs Stamos 2 

Group, first director, of course, of CISA, the Cyber 3 

Infrastructure Security Act agency.  And he has 4 

previously held a number of other positions at DHS, as 5 

most of you know, and before going into DHS was at 6 

Microsoft as the director of cybersecurity policy. 7 

  Olivia Troye is director of the republican 8 

accountability project.  She was special advisor to the 9 

Vice President for Homeland Security, Counterterrorism 10 

and North America.  In this role, she also served as 11 

senior advisor and lead on the White House Coronavirus 12 

task force for the President.  Prior to that, she 13 

served as the chief of strategy plans and policies at 14 

the Office of Intelligence and Analysis at DHS.  So, 15 

we've got a great group here.  We're going to start by 16 

talking about some of the threats to democracy from 17 

disinformation and disorder.  And then we're going to 18 

talk about some of the solutions. 19 

  That's Emily, I'm going to start with you.  20 

Because I came to this through elections, and I think a 21 

lot of people really began to focus in a serious way on 22 
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disinformation in the 2016 election.  So, if you could 1 

talk a little bit about what you've seen, but 2 

especially, you know, what we've seen since then?  And 3 

I know that you've done some looking as well.  I've 4 

looked at the relationship between mistrust in the 5 

courts and elections because the courts play a crucial 6 

role in that peaceful transition of power.  You've 7 

looked at elections and COVID.  So, could you could 8 

talk to us a little bit about that? 9 

  MS. FRYE:  Sure.  What I'd like to do is, is 10 

bring two short anecdotes together right at front.  The 11 

first is, after the 2016 election, MITRE began to turn 12 

its focus on misinformation toward this problem of 13 

elections.  And really, by 2020, we had some great 14 

capabilities up and running, one of which was a 15 

crowdsourcing nationwide capability, where we were 16 

gathering reports from independent citizens when they 17 

saw something wrong.  And it -- this program went live.  18 

It's called SQUINT on February 18 of 2020.  So, we were 19 

right in the middle of the primaries.  And one of the 20 

first SQUINTs that came in said, "SQUINTs are reports 21 

of misinformation".  So, this report says, "Notice all 22 
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polling locations in this particular set of 1 

jurisdictions are now closed because Coronavirus has 2 

been reported in these locations." 3 

  So, because we were regularly in touch with 4 

officials in the jurisdictions, we knew that that was -5 

- what was factually incorrect is misinformation.  But 6 

now I want to turn to the second anecdote.  If you are 7 

an individual citizen, and you see a report like this 8 

popping across your Facebook page -- Hi, Chris -- what 9 

is your impression?  Is it is your first take that you 10 

want to believe this?  Or you want to question this, 11 

right?  And so, to count out, to balance out that 12 

story, I'll tell you another story.  Over this past 13 

summer, I had some wonderful interns and one of them 14 

turns to me during a discussion of this particular 15 

election misinformation problem.  And she says, you 16 

know, I've been through 12 years of school now and I 17 

have never been told how or why I should vote.  Right? 18 

  So, think about not only the misinformation, 19 

but the context in which that misinformation is hitting 20 

people, right?  It's hitting our most reluctant voters, 21 

those that youngest demographic in an era where they 22 
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may not have had this kind of civics education, right?  1 

So, that's what we saw right at the beginning, you 2 

know, of the primaries.  And throughout the year, we 3 

saw a number of different forms of misinformation.  By 4 

the end of the 2020 election cycle, the top form of 5 

misinformation actually was about manner of voting.  6 

So, misinformation related to the rules and 7 

regulations, about whether you can use remote voting or 8 

in person voting on which days, that was really the top 9 

area for misinformation.  There's a lot of room for 10 

confusion there. 11 

  And then this year, we turned our SQUINT lens 12 

onto COVID.  And what kinds of misinformation are 13 

showing up on COVID?  And here's a really important 14 

lesson.  I think we as a nation need to be really 15 

cognizant that the threat profile at the national level 16 

looks entirely different from the threat profile of any 17 

given community.  That's going to teach us a lot about 18 

whether our solutions scale or have to be tailored.  19 

Great, 20 

  MS. SPAULDING:  Yeah, yeah.  Great.  Thank 21 

you.  Welcome, Chris.  Really appreciate your making 22 
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the drive and you didn't miss a thing except for my 1 

glowing introduction. 2 

  MR. KREBS:  Thank you. 3 

  MS. SPAULDING:  It's probably this as well, 4 

you need to keep your head small enough to fit in this 5 

room. 6 

  MR. KREBS:  Hey, my wife cut my hair last 7 

night, so just for this event. 8 

  MS. SPAULDING:  Excellent, excellent.  Olivia, 9 

you saw disinformation in both in the COVID context and 10 

can speak a little bit to that, but also from your 11 

terrorism, foreign terrorism and domestic terrorism 12 

experience.  You -- we're going to -- we're starting, 13 

Chris by talking about the nature of the sort of 14 

disinformation threat to democracy and then we'll get 15 

into Schoolhouse Rock. 16 

  MS. TROYE:  Yeah.  So I, you know, when I look 17 

at disinformation, for me I'm just sort of -- it's a 18 

very passionate topic for me because I worry about the 19 

safety of Americans through the lens of disinformation.  20 

And I worry about what's happening across our homeland 21 

in terms of how pervasive disinformation is on a number 22 
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of areas where it crosses numerous topics, whether it's 1 

elections, whether it's a pandemic that we're still in 2 

today, whether it's, you know, increasing divisions and 3 

grievances and hate, and all of these grievanced based 4 

violence events that we're seeing across the country.  5 

And we've been facing this, you know, increasingly, 6 

throughout the past several years.  And so, in my role, 7 

you know, I worked on a number of issues.  Primarily, I 8 

was watching sort of what was happening in terms of the 9 

rise of domestic terrorism, whether it was white 10 

supremacy and antisemitism, and what was happening in 11 

communities that went along with the rise of anti 12 

immigrant rhetoric.  And this is this is cyclical.  You 13 

know, when you look at this problem set, it's foreign 14 

actors kind of playing in the space that are impacting 15 

social media and sort of creating the divisiveness and 16 

all of these avenues, and creating the division among -17 

- amongst Americans because it plays to their favor.  18 

And I'm sure Chris can talk to a lot about that. 19 

  But what happens here is, we're also seeing 20 

what's happening domestically in terms of leadership, 21 

and what happens when you start to erode public trust, 22 
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for example, at the start of a pandemic, or you start 1 

to erode public trust in terms of our government 2 

institutions.  And when that happens, you are really 3 

setting yourself up for failure across the board.  And 4 

in terms of, -- you know, we're in a -- I call it the, 5 

-- we're going to, -- we're in two pandemics right now, 6 

not only are we still trying to curve the COVID-19 7 

pandemic, but we're in a pandemic of disinformation 8 

that is pervasive.  That's really the best way that I 9 

can describe it.  And like, you know, in terms of 10 

COVID, we live in a very divided society, and that 11 

we've seen that play out.  And we've seen this played 12 

out with the anti-vax movement.  We've seen some of the 13 

narrative is play out in terms of treatments that are 14 

being pushed, you know, whether, you know, we -- some 15 

of us, you know, chuckle when we hear that, you know, 16 

horse dewormer is being used as a method right now. 17 

  The fact of the matter is when you get the 18 

phone calls, and I did get the phone calls, when people 19 

did use bleach and things like that, and it became a 20 

profitable enterprise for people in Florida, like that 21 

couple that got arrested because they were actually 22 
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making brewed bleach.  And they were distributing 1 

because Americans were believing this, and they were 2 

taking this information, and it was being spun.  And it 3 

was being spun against the public health community.  4 

And it was dividing us also, you know, for medical 5 

frontline workers in our communities.  And so, when I 6 

look at disinformation, I just see how pervasive it is 7 

and how complicated it is, especially in an era where 8 

we are in a very politically divisive place. 9 

  And the politics, I mean, I guess, I call it 10 

the politics of extremism, where the more extreme 11 

rhetoric is what is actually gaining the most traction 12 

and gaining the most attention.  And it's a sensitive 13 

topic, right?  I feel like I'm addressing the elephant 14 

in room.  We're a nonpartisan group.  We talk about 15 

Homeland issues, but you can't really talk about 16 

disinformation without addressing the elephant in the 17 

room when it comes to what happens when you have 18 

elected leaders who are also part of a disinformation 19 

echo chamber.  And you have networks that are part of 20 

that disinformation, network driver.  And it becomes a 21 

very complicated and cumbersome situation.  That 22 
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crosses a lot of different topics, and it prevents a 1 

lot of National Security and Homeland Security 2 

challenges at both the state and local level and the 3 

national level.  So, I'll just -- I'll start with that. 4 

  MS. SPAULDING:  All right.  Chris, you know 5 

something about disinformation and trying to counter 6 

disinformation from both foreign and domestic sources.  7 

So, I want to give you a chance to weigh in on where 8 

you see the greatest threat from information 9 

operations, information disorder to our democracy.  But 10 

also, you know a lot about the importance of resilience 11 

in the, -- certainly in the cybersecurity and critical 12 

infrastructure work that we've done.  So, I want to, 13 

you know, use you to begin to pivot to how do we build 14 

public resilience against the pernicious messaging from 15 

disinformation. 16 

  MR. KREBS:  So, as I think back to the 17 

beginning of the last administration, and I see 18 

Secretary Nielsen over there, who was, you know, key 19 

and positioning NPPD, which is CISA's predecessors with 20 

the election security lead, and we were doing the kind 21 

of decomposition of what happened in 2016.  And you 22 



 
 

Page 17 

 

look at the intelligence community assessment.  It 1 

breaks down along three different tack vectors.  First 2 

was the targeting of election equipment that Emily 3 

talked about.  The second was the hacking leak campaign 4 

against the DNC and others.  And the third is just this 5 

broader disinformation operation that the Russians had 6 

launched.  And, you know, I think there are kind of two 7 

notable things about all of that.  First is that, you 8 

know, I've likened the election, cyber peace as kind of 9 

a Sputnik moment where the American people to some 10 

extent realize that cyber was not just about PII or, 11 

you know, think about the Sony hack and like bad movies 12 

and things like that.  This was actually something that 13 

could destabilize democracy, like in 1957, when the 14 

Russians put Sputnik into space.  It wasn't so much 15 

they got to space. 16 

  First, it's that they had an intercontinental 17 

ballistic missile and could reach out and touch us, you 18 

know, outside of our geographic boundaries.  Same sort 19 

of thing, cyber could destabilize.  But I think what 20 

ultimately happened was the bigger takeaway and the 21 

most pernicious and hardest piece was that that long 22 
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standing disinformation operation that they had been 1 

conducting not just targeting elections, but divisions 2 

in society and hitting the, you know, the points of 3 

leverage across the country.  And, you know, the joke 4 

I've kind of broken it down to is that is, you know, 5 

this disinfo is really the third oldest job in the 6 

world, you know, profession in the world, the second 7 

being propaganda.  Disinfo being third.  I'm sorry, the 8 

second is intelligence operations.  The third is 9 

propaganda.  First, we all know what that is. 10 

  And so, how do you operate within that 11 

environment?  How -- why are things different now?  12 

And, you know, you go back to things like the protocols 13 

or the Zion's elder, that was -- the Elders of Zion.  14 

That was the turn of the 1900s, right?  And that was 15 

the Russian, the Russian state before the Soviet Union.  16 

So, it's been around, but what's different is the 17 

velocity of information.  So, it's the platforms.  It's 18 

the speed and reach of which outside of the traditional 19 

bounds that we think about, that you can actually get 20 

information out there.  And so, how do you how do you 21 

fix that part?  You know, how do you address the scope 22 
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and scale?  And I actually think the problem has been 1 

made much, much worse due to COVID because for 18 2 

months, we, you know, we were shut in, we were 3 

quarantining, we were disconnected from our 4 

communities.  And ultimately, I think when it really 5 

rolls down to it, these, you know, community is 6 

incredibly important in terms of anchoring reality, and 7 

getting out of some of the tech induced echo chambers 8 

that we have. 9 

  And then, you know, breaking out a little bit 10 

more communities one piece, civics, digital literacy.  11 

Second is platforms.  We need to take some steps to 12 

have more transparency across platforms.  We're working 13 

at the Aspen Institute and the Commission on 14 

Information Disorder on a series of recommendations 15 

that would look at both platforms.  And not saying you 16 

have to moderate this way or that way, Section 230 like 17 

things, but it's more about transparency.  You know, 18 

self regulation is clearly not putting us in a place to 19 

be successful.  And then the, you know, what does it 20 

mean with where we are in terms of media right now as 21 

well?  And so, that's one of the harder aspects.  Now 22 
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media is changed.  It's not just about what's on the 1 

TV.  It's now some of the things that you can get 2 

through some of the streaming platforms through online 3 

that have the touch and feel and look and finish of a 4 

classic media production. 5 

  But really, ultimately, what this boils down 6 

to is power structures.  And so when we talk about 7 

elections, when he's talking about whether it's COVID 8 

or whatever boils down, as I see it to three things: 9 

it's one, power and who has it, who wants it.  Second 10 

is influence and who has it and who wants it.  And the 11 

third, and I think what we're going to find with most 12 

COVID related disinfo is it's about the grift.  The FTC 13 

needs to step up against pandemic profit tiers and some 14 

of the, you know, therapeutics that are out there that 15 

are not legitimate.  I think it also when it comes down 16 

to elections and some of the disinfo, certainly over 17 

the last 9 months, it's not about the election.  It's 18 

about fundraising off the election, it's about 19 

profiteering off the election. 20 

  So, those are some of the aspects, but -- and 21 

then there is a special subset that as I see it that, 22 
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that are participants in the contest that just, you 1 

know, for one way, shape or form are just unwilling to 2 

accept the outcome.  And that's actually the part of it 3 

that is the most concerning to me is the whole point of 4 

elections is a, to have a winner, but also, you know, 5 

establish with the loser that they did in fact lose.  6 

But to do that, you have to have two willing 7 

participants in the contest. 8 

  MS. SPAULDING:  Yeah.  And I think you also do 9 

have to have, again, I think, an understanding of what 10 

our social contract is, and how debilitating it is to 11 

democracy.  If you are unwilling to accept a result, 12 

whether it's an election or in a court case, that you 13 

don't like, and so having a stake in that.  I also 14 

think social responsibility, that sense of civic 15 

responsibility is at the heart of so much at civic 16 

engagement of what we're talking about here, right?  17 

So, you talk about the pandemic having exacerbated the 18 

problem, and I could not agree more.  Think about civic 19 

engagement as an anecdote -- as an antidote to that.  20 

If you spend all day picking up trash in the local park 21 

or painting elderly person's home next door next to 22 
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someone else in your community, and at the end of that 1 

day, you find out they voted for the other guy, it's a 2 

lot harder to demonize them, right? 3 

  If we're -- when you and I would go out and 4 

make our speeches about cybersecurity and we would talk 5 

to people that our cybersecurity is a shared 6 

responsibility, right?  Kristine (phonetic) is nodding 7 

her head.  You, you know, we all we get -- I got a lot 8 

of blank looks when I would say that.  And I really do 9 

think it's because we have failed to instill that sense 10 

of civic responsibility, right?  I'm going to pay 11 

attention to it if it affects me.  But in terms of my 12 

role in my community, in my business, not so much.  13 

When we talk about media literacy, digital literacy, 14 

and we've got to, you know, teach people how to 15 

distinguish truth from false information and not spread 16 

false information, that's based on a sense of civic 17 

responsibility.  If you don't have that, then you don't 18 

get this.  It's like, what's the big deal, right?  I'm 19 

so -- I'm just going -- I'm going to -- it's -- I want 20 

to be the first one to share information.  I don't care 21 

if it's for true or false.  So those are some of the 22 
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ways in which I think we have created again, as the 1 

number of you've talked about this fertile ground for 2 

disinformation to seep in. 3 

  One of the challenges is that Chris, you found 4 

this, the one of the most pernicious effects is the 5 

loss of trusted sources of information, traditional 6 

sources of truth.  And again, for me, I looked at the 7 

courts.  The courts are traditional sources what we 8 

look to, they are arbiters of the fact.  Right?  Our 9 

local courts, our district courts, they are -- we take 10 

our factual disputes, and there's a process by which 11 

they are the arbiters of the back -- of facts.  If we 12 

no longer trust them to do that, that moves us closer 13 

to that post truth world.  The trust in media, you 14 

know, is way down those traditional sources of 15 

information.  Chris, you established this rumor 16 

control.  How, you know, what -- how do you think about 17 

how you establish -- reestablish trusted sources of 18 

information that can begin to counter this? 19 

  MR. KREBS:  This is the -- the dance is really 20 

challenging here.  Government actors in my view, 21 

particularly on the First Amendment should not be in 22 
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any role to adjudicate content.  I mean, that's the 1 

last place you want the government weighing in.  I 2 

think you do -- the government does have a role though 3 

as a convener, you know, in part what we were doing 4 

with rumor control, which was an election security 5 

related website we established on October 22.  It was 6 

just in time for the Russian or the Iranian proud boys 7 

spoofed emails.  And what we're able to do is 8 

immediately take the basics of those emails, and then 9 

provide factual election related information, not from 10 

us, not from CISA, but from the National Association of 11 

State -- our Council of State Legislators, from the 12 

Election Assistance Commission from authoritative 13 

sources and put them all in one spot that could then 14 

kind of break out from there, and that people could 15 

review to understand that no, the -- that in Florida, 16 

you have a secure ballot or a private ballot, and that 17 

information of who you vote for is not available to the 18 

proud boys of all people. 19 

  So that, you know, we've got to figure out 20 

what the methods are for information to make available.  21 

Just to elections in general though, the hardest part 22 



 
 

Page 25 

 

about elections and that I think Emily, you've touched 1 

on this is that, you know, right now, I think people's 2 

election experience is that you go and vote on Election 3 

Day, and then you turn on CNN that night or whatever.  4 

And that's the election.  And this is where election 5 

officials I think need more support from a civics 6 

perspective of communications and education, that there 7 

is a system of systems buying election processes, from 8 

registration all the way through the certification and 9 

the seating of Congress that we have to make that more 10 

available.  We have to make that more visible.  And 11 

election officials need to do more here and be more 12 

transparent.  They got caught in a bind here in the 13 

2020.  They didn't expect the level of disinfo in here.  14 

Here we go.  You're seeing it right now again in 15 

California. 16 

  The other thing I think I'd add and just 17 

closing out here is, you know, building on the First 18 

Amendment protections.  What are the role of again, the 19 

platforms?  This is the diciest part.  And this is 20 

where sometimes you play into the disinformation 21 

operators if you'd -- if they see, feel like they're 22 
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being, you know, shadow banned, they're being limited, 1 

they're being kicked off platforms that gives them in 2 

some sense legitimization of the, you know, the claims 3 

of, you know, the persecution that they -- that they're 4 

claiming. 5 

  MS. SPAULDING:  Yeah.  Which, again, I think 6 

is another reason why a more sustainable democracy 7 

promoting approach is to build resilience against the 8 

messaging, right, as opposed to counting on being able 9 

to prevent the people from seeing the messaging.  So 10 

again, if the messaging is -- if the system is broken, 11 

it is not serving you, and there is no alternative but 12 

to violently attack the Capitol.  The, you know, the 13 

counter messaging needs to be here are all of the ways 14 

in which individuals can using constitutional means 15 

bring about the change they want to see.  If the -- if 16 

there is a mistrust of institutions, let's say the 17 

courts, the answer is not to say, oh, no, you should 18 

trust the courts or to take down information.  I mean, 19 

I do think disinformation should be taken down, false 20 

information.  But the answer really is to show people 21 

all the ways in which there are mechanisms for 22 
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accountability in place for the elections, right?  1 

Chris, you -- 2 

  MR. KREBS:  So, two on that. 3 

  MS. SPAULDING:  Part of it was educating 4 

people about the audits --  5 

  MR. KREBS:  Right. 6 

  MS. SPAULDING:  -- that take place, right?  7 

The mechanisms that are there, the ways in which the 8 

system and individuals can hold them accountable. 9 

  MR. KREBS:  So, what happened in Michigan 10 

recently with the judge there in the state granting 11 

sanctions against some of the people that filed 12 

lawsuits that didn't did -- do any degree of due 13 

diligence on some of the affidavits and claims made, 14 

you know that needs to happen that needs to have more 15 

than these having these happened faster.  There are 16 

companies that were involved and targeted by disinfo 17 

that should have sought injunctive relief earlier on 18 

rather than waiting because that -- there's -- a lot of 19 

these lawsuits are going to take two plus years.  By 20 

then, the damage is done.  The third is what happened 21 

earlier this week or maybe it was at late last week, 22 
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where a couple of medical professional association said 1 

that they're going to start holding their members more 2 

accountable. 3 

  MS. SPAULDING:  Yeah. 4 

  MR. KREBS:  So, unless there are consequences, 5 

particularly in these peer regulated communities, I 6 

don't think you'll see much of a change.  But that has 7 

to happen.  That has to happen hard and has to happen 8 

fast. 9 

  MS. SPAULDING:  Yeah.  Olivia, one of the 10 

challenges that I have encountered in trying to, you 11 

know, talk to folks about why it's important to 12 

reinvigorate civics, that there are so many states that 13 

don't require civics, that three quarters of eighth 14 

graders are -- can -- do not test as proficient in 15 

civics, all of these things, but it has gotten dragged 16 

into the culture wars, like everything else in our 17 

lives, right?  And so now you talk about civics and 18 

suddenly, you know, we're -- you're in the middle of 19 

the culture war.  How do we overcome that?  How do we 20 

get, you know, shore up?  Frankly, Republicans support 21 

for civics.  How do we bolster the bipartisan members 22 
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of Congress in Washington who are sponsors of the 1 

Civics Secures Democracy Act?  Right?  There is a lot 2 

of bipartisan support in the public. 3 

  Frank Luntz, Republican pollster, found that 4 

in his polling, strong support in both parties -- the -5 

- one of the only issues is ever polled on the chose 6 

equally strong report -- support in the public, in the 7 

American public in both parties for the role that 8 

civics education plays in sustaining our democracy.  9 

And yet in our legislative bodies at the state level 10 

and federal level, we have this challenge.  Do you have 11 

some thoughts on how we bridge that?  This is the 12 

question I asked Governor Hogan yesterday. 13 

  MS. TROYE:  Yeah.  Yeah, that's certainly the 14 

challenge we are seeing right now.  And I think that, 15 

look, the reality is that politically, the country is 16 

more moderate than many would like to admit.  Right?  17 

And so I think that, what we need to do is we need to 18 

find the moderates in the coalition of the willing, as 19 

I call it, within Congress to really kind of establish 20 

some support there, either at the national level.  And 21 

then also, like, when you look at the polling, and this 22 
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gets to Chris's point as well on some of the what I'd 1 

refer to as fraudits that were happening after some of 2 

the elections when you look at Arizona.  And, you know, 3 

I'm concerned about what's happening in Pennsylvania 4 

right now.  Hopefully, that's been somewhat derailed, 5 

but it continues to sort of cycle there.  The majority 6 

of the public doesn't actually support these audits.  I 7 

mean, they accept the election results, but they're 8 

being told otherwise.  And the people with the biggest 9 

platforms and the loudest voices in the room are 10 

pushing that information.  And so, those are the people 11 

actually driving that forward. 12 

  And so, I think that finding the coalition of 13 

the willing in the middle, you know, it's not, you 14 

know, it's not just a Republican problem I would say.  15 

It's finding center right and center left of coming 16 

together in a community to navigate this together.  And 17 

that's where I get back to the politics of extremism, 18 

and why that sort of creates this obstacle in front of 19 

us.  You know, and the second layer is just getting 20 

down to the basis of having, you know, it is a 21 

challenge.  It's a challenge when you have a certain 22 
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part of the national leadership that is not going to 1 

acknowledge the disinformation that perhaps that they 2 

are participating in and the impact and the erosion, 3 

the corrosive effect that it has on the fibers of our 4 

democracy, in terms of what is happening here.  And 5 

you're seeing, -- you know, we talk about the right to 6 

vote.  We're seeing some of these bills pass, and I'm 7 

not going to go down that road because that's a 8 

separate topic.  But what I will say is a concern of 9 

the groundwork being laid there in terms of overturning 10 

elections. 11 

  And I think that's where, I think civics and 12 

education and critical thinking and teaching and 13 

educating communities, and teaching the future 14 

generations about democracy, democracy being fragile, 15 

and all that democracy entails.  And all that happens 16 

in the election process.  And it's also teaching them 17 

about, honestly, what's happening on the fundraising on 18 

the political spectrum, and really kind of 19 

understanding that so that people can make informed 20 

decisions as they go along.  And we create resilience 21 

in our communities going forward for future elections.  22 
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But I think, you know, this is a longer term problem. 1 

  MS. SPAULDING:  So Emily, I want to come back 2 

to you.  But I'm also mindful that I want to get -- 3 

give folks in the audience an opportunity to ask 4 

questions, so we'll hopefully get a question that we'll 5 

throw to you.  First, do we have any questions? 6 

  UNIDENTIFIED SPEAKER:  Hi, Vanessa Neumann, 7 

Asymmetrica.  A sort of a different version of the same 8 

question I asked like this morning, which is about, you 9 

know, the part of the problem is, and we Latin 10 

Americans are familiar with this problem that also 11 

faith in institutions, right?  So, you think that the -12 

- and I think it started really with after 2008 13 

financial crisis, and just kept going from there in 14 

different iterations and versions and adding more sand 15 

to the file.  So the courts, how do you -- what is the 16 

solution for this?  We've analyzed the problem.  But 17 

how do you, you know, combine this -- reestablish faith 18 

in that without having a sense that they are, you know, 19 

censoring us?  It was just on Twitter, you remember I 20 

was tweeting that 61% of Americans think you can say 21 

whatever you want on Facebook, that that's our First 22 
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Amendment right.  So, that's a civics problem. 1 

  MS. SPAULDING:  Right.  And that Annenberg 2 

poll just came out today higher than ever before, 3 

number of Americans who can name all three branches of 4 

government.  This is a big celebration in what -- in 5 

our country that 56%, barely over half Americans can 6 

name the three branches of government and that is the 7 

highest.  That is up from 33% the last time they did 8 

this survey, so that's a little scary.  So what was 9 

that? 10 

  MR. KREBS:  Did they poll the senate on that 11 

one?  Sorry, too soon. 12 

  MS. SPAULDING:  What was that? 13 

  MR. KREBS:  Did they poll the senate? 14 

  MS. SPAULDING:  Yeah, right. 15 

  UNIDENTIFIED SPEAKER:  And I thought I was the 16 

political one. 17 

  MS. SPAULDING:  But in addition to the 18 

Facebook result, nearly half of Americans, 49% believe 19 

it's accurate that arresting the January 6 Capitol 20 

rioters violates their constitutional rights.  So, 21 

Emily, --  22 
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  MS. FRYE:  Yeah.  So -- 1 

  MS. SPAULDING:  How do we fix this, I think? 2 

  MS. FRYE:  Right, right, right.  So, this is 3 

really hard, and I'm sure that surprises no one.  So, 4 

what I'd like to, since we're tight on time, is I 5 

really want to focus in for just a minute on the acute 6 

difference between what may work nationally and what 7 

works in specific communities locally that have 8 

different unique issues.  So, an example I'd like to 9 

throw out here is, you know, dovetailing on this 10 

morning's great discussion of how trust in institutions 11 

began to really show up profoundly in the 1970s, right?  12 

It has not really gotten stronger since then.  So, 13 

within the context of many institutions not being 14 

trusted, there is a limit to the effectiveness of 15 

nationally distributed messages.  Okay?  So, and I'll 16 

take COVID as an example.  There has been a fairly 17 

widespread national campaign to distribute accurate 18 

messages about the nature of the disease, the treatment 19 

and the vaccines.  Okay?  So what we see is, our 20 

population is somewhat vaccinated.  These messages have 21 

been somewhat helpful.  But as we are working in our 22 
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program with specific resistant communities, what we 1 

are discovering is that the narratives that work 2 

nationally are actually irrelevant to these particular 3 

communities. 4 

  A specific example is in one community, the 5 

primary objection to getting the vaccine is that if you 6 

get it, you have been marked and stamped by the devil.  7 

Right?  So this is a very different form of vaccine 8 

hesitancy than what we are accustomed to dealing with 9 

at the national level.  And so I think to wrap that up, 10 

I would simply say, we're going to have to be very 11 

careful about what we scale and what can scale 12 

nationally, as we go to mitigate and address the 13 

problems.  And where we really have to dive deep on 14 

specific problem zones or question zones and navigate 15 

the delicacy of interacting not just with faith -- with 16 

fact based systems, but with faith based systems. 17 

  MS. SPAULDING:  Yeah, terrific points, Emily.  18 

And I think, similarly, again, I'm going to come back 19 

to the civics issue because that's what you expect me 20 

to do.  Is similarly, we look to our state and local 21 

jurisdictions, right, to decide the content of our 22 



 
 

Page 36 

 

education.  They are primarily responsible for 1 

education.  But that doesn't mean there is no federal 2 

role in this.  And in fact, Chris referenced Sputnik.  3 

Sputnik was a moment of recognition in this country 4 

that we needed to invest more in STEM education, right, 5 

and appropriately so.  And there were multi decade 6 

investment in STEM.  So today, the federal government 7 

spends on average $54 per student across this country 8 

on STEM education.  Do you know how much that federal 9 

government spends per student on civics education?  10 

Brian is right.  $0.05 compared to $54 per -- for STEM. 11 

  So, yes, it is a state and local issue.  But 12 

yes, the federal government needs to get involved in 13 

this and provide the right kinds of support and 14 

resources, not dictating content, but providing 15 

resources, helping to make sure we train our teachers, 16 

and that we are reinvigorating civic literacy, not just 17 

in K through 12, college, graduate school, but in our 18 

adult population as well.  We're leading a project to 19 

try to get workplaces to do civics at work, including 20 

the federal government, which Senator Byrd required 21 

when he established Constitution Day, which is Friday, 22 
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this Friday, so, so I want to thank our panelists for a 1 

great conversation.  And thank all of you for hanging 2 

in there this long and listening to us.  So thank you 3 

very much. 4 


