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Plenary Session 2 - Fireside Chat with National Cyber 1 

Director 2 

 3 

UNIDENTIFIED SPEAKER:  Fill in the seats.  We 4 

got lots of room up here in the front.  Don't be 5 

scared.  We don't call on you just because you're in 6 

the front row.  But, yeah, see a few folks just 7 

standing around.  Fill in, please.  Take a moment to 8 

shift around, and then I'll let Bob Rose come up and 9 

introduce our next panel. 10 

MR. ROSE:  Good evening.  I'm Bob Rose, a 11 

member of the Homeland Security Experts Group Steering 12 

Committee.  Having spent much of my career working at 13 

various Wall Street firms, in the late 1990s, Mike 14 

McConnell expressed to me his significant concern that 15 

a byproduct of the country embracing the Internet and 16 

becoming more digitally dependent was the creation of 17 

what would result as an ongoing strategic threat.  Mike 18 

McConnell's concern was prophetic.  Today, the increase 19 

in ransomware attacks, as well as consistent state 20 

theft of intellectual property and disinformation have 21 

posed a clear and present danger to all Americans as 22 
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critical infrastructure, small and large businesses 1 

alike, along with the state and local governments have 2 

been targeted by sophisticated criminal enterprises and 3 

nation state proxies. 4 

Furthermore, as cyber attacks grow in 5 

frequency, organizations have been challenged in 6 

recruiting skilled cybersecurity professionals capable 7 

of protecting their systems against the threat of 8 

malicious actors, securing networks against their 9 

systems and the threat of malicious actors.  Securing 10 

networks against attackers has never been greater, yet, 11 

education and training institutions have found it 12 

difficult to keep pace with the growing need for cyber 13 

talent. 14 

Recognizing that our country's vulnerability 15 

and resilience are suboptimal, recognizes that we need 16 

to make public and private partnerships real and 17 

meaningful.  And recognizing that unless we 18 

significantly increase our cybersecurity workforce, the 19 

attacks against the United States and the citizens will 20 

continue, the Congress created the country's first 21 

national cyber director to be the President's principal 22 
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advisor for cybersecurity-related issues. 1 

The President recognized the importance of 2 

this position.  And so as someone who has vision 3 

instills confidence and inspires other, someone who has 4 

a long history of putting the country first and someone 5 

who has the highest integrity.  It was therefore no 6 

surprise when President Biden chose Chris Inglis, a 7 

1976 graduate from the U.S. Air Force with advanced 8 

degrees in engineering and computer science with 41 9 

years of federal service, 28 of which were NSA 10 

including an early assignment in the cybersecurity 11 

division, and 7-1/2 years as deputy director.  While 12 

deputy director during those 7-1/2 years, Chris took a 13 

total of 10 vacation days. 14 

The standing joke on Friday afternoons was see 15 

you Monday boss, and no, he says, see you on Monday, 16 

boss, you know, tomorrow.  And that's what it was.  17 

Having retired from NSA, Chris worked as a 18 

distinguished visiting professor for cybersecurity 19 

studies at the U.S. Naval Academy.  Chris's commitment 20 

to public service is unparalleled.  When helping to 21 

build the nation -- Naval Academy cyber program, he was 22 
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offered a presidency of a highly regarded investment 1 

firm, a position that was accompanied by large 2 

compensation. 3 

When Chris turned it down, the position, the 4 

firm responded by doubling their previous offer.  5 

Without consideration, Chris once again turned down the 6 

position.  When I asked him why he resigned by saying 7 

that what he was doing at the Naval Academy was far 8 

more important, yet without skipping a beat, he then 9 

added besides, it takes somebody from the Air Force 10 

Academy to show the Naval Academy how to make it work. 11 

(Laughter) 12 

MR. ROSE:  Chris has many awards, include the 13 

President's National Security Medal, the Director of 14 

National Intelligence Distinguished Service Medal, the 15 

United States Air Force Distinguished Service Medal, 16 

three presidential rank awards, the U.S. Naval 17 

Academy's outstanding military faculty member and the 18 

Boy Scouts of America's distinguished Eagle award.  19 

Ladies and gentlemen, please join me welcoming Chris 20 

Inglis, someone who has time and again has proven 21 

himself a great American.  And Catherine Herridge from 22 
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CBS News, who will be our moderator today.  Thank you 1 

all very much.  You're welcome. 2 

MS. HERRIDGE:  Well, good afternoon.  I'd like 3 

to thank the Homeland Security experts group for 4 

hosting and I'm very grateful to be a part of this 5 

inaugural session.  And Director Inglis, thank you for 6 

sharing your expertise with us.  So many people in the 7 

room have dedicated their professional lives to public 8 

service over the last two decades.  And when I think 9 

back to my own experience on 9/11, cybersecurity was 10 

certainly not sort of foremost in my mind.  So let's 11 

just start with the most basic of questions, which is 12 

how did we get here? 13 

MR. INGLIS:  Yeah, so first, thank you for 14 

hosting and thanks to the group for putting this on.  15 

And what a treasure it is to be in the room with all of 16 

these experts and so no pressure on us and to follow 17 

Governor Hogan, you know, what an extraordinary 18 

leadership role he has served what he is.  How did we 19 

get here?  Slowly, I think insidiously.  I think that 20 

for quite a long time, the people who are close to 21 

technology that underpins what we know, the cyberspace, 22 
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the Internet, plus, they've been actually talking quite 1 

passionately about the challenges that the crew, when 2 

the data or the systems become fundamentally the 3 

foundations for the critical functions or the personal 4 

functions that you would run on top of those.  They 5 

were talking about that as early as 40 years ago. 6 

But so many of us thought that it was a 7 

commodity, that if we simply made the technology and 8 

software bend to our purpose, that it would effectively 9 

defend itself.  And we thought that it was an isolated 10 

problem such that we could defend it after we built it 11 

for its primary purpose, we could roll back in and we 12 

could lay something on top of that.  There were then 13 

three waves of the challenge.  The first was a focus on 14 

the data, the systems as to whether they would bend to 15 

our purpose, do what we needed them to do. 16 

Maybe 20 years ago, we began to realize the 17 

critical functions were extracted from that, energy 18 

flows, nuclear power plants, water flows, 19 

transportation systems, fundamentally depended on all 20 

that.  And maybe more recently, 5 years ago I think in 21 

this country, but longer ago in other countries, we 22 
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began to realize that the confidence of societies rides 1 

on that infrastructure, that we want to know that that 2 

infrastructure will be there when we need it. 3 

The Colonial Pipeline didn't make gas stocks 4 

unavailable, it made it such that there was fear of 5 

stocking the land such that people thought it would be 6 

unavailable.  And when you think your way through 7 

that's an insidious onset.  And it wasn't that long ago 8 

that most people thought this is for the technologist 9 

to solve. 10 

This is somebody else's problem, let's 11 

actually push it into the IT room, the information 12 

technology room, while the rest of us go out and make 13 

use of this stuff.  Actually, that's where the risks 14 

are being taken.  And the folks that are in that back 15 

IT room can actually understand those risks little and 16 

mitigate those risks.  I think that's how we got here. 17 

MS. HERRIDGE:  So let me just ask you, where 18 

was that pivot point?  Or that inflection point?  You 19 

use the word insidious I think by design.  Is it 5 20 

years ago, is it 4 years ago?  Is it 3 years ago? 21 

MR. INGLIS:  I think it depends upon where you 22 
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sit.  For me personally -- I mean, I've always been in 1 

that choir loft.  But, you know, I'm a hammer in search 2 

of a nail, of course.  But I think in 2017, there was a 3 

very broad understanding, it was the year that we had 4 

an attack called WannaCry, where the United Kingdom's 5 

health system went down hard because they hadn't 6 

patched, they had old systems. 7 

MS. HERRIDGE:  Right. 8 

MR. INGLIS:  And the North Koreans attempting 9 

to extract money from a ransomware attack.  I mean, 10 

failing in the bargain.  But nonetheless, everyone that 11 

was associated with those old systems, those unpatched 12 

systems, they went down.  In the same year, the 13 

Russians perpetrated attack on the Ukraine that then 14 

escaped, it was known as NotPetya. 15 

And what we learned that year was it didn't 16 

need to be the target to be the victim, that actors, 17 

aggressors were being indiscriminate in their attacks, 18 

they weren't actually careful enough to make sure that 19 

they were targeted and focused and surgical.  And the 20 

attacks being brazen, they had a dramatic effect on all 21 

of us.  I think there were any number of companies who 22 
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operate in that space, cyberspace, there's not a 1 

company in the world that doesn't depend upon it in 2 

some way, shape, or form, that suddenly realized they 3 

were on the front lines of this. 4 

And most of the assets necessary to defend 5 

ourselves in that space are in the private sector.  And 6 

there was a sudden realization that this was a big 7 

deal.  Ransomware is the most recent scourge.  And 8 

perhaps there are a few more that are beginning to 9 

realize that we're all in this and trying to figure out 10 

what it is, what are the verbs that drive it, what 11 

should we do to actually address it, but it's well 12 

behind the problem.  And I would say that some of our 13 

principal competitors in this space, and in one case, 14 

at least an adversary, they got this much, much longer 15 

ago than we did.  And they're years ahead of us. 16 

MS. HERRIDGE:  And got what?  What's the "it" 17 

there? 18 

MR. INGLIS:  They got the use of cyberspace, 19 

right, as a fundamental resource, a foundation for 20 

critical functions, constituted not just an 21 

opportunity, but a vulnerability.  And that if you held 22 
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that at risk, you could hold at risk, not simply the 1 

data or the systems, not simply the critical functions, 2 

but the confidence of the society. 3 

MS. HERRIDGE:  So how do we dominate this 4 

space? 5 

MR. INGLIS:  I'm not sure we can dominate this 6 

space, but we can defend this space.  Like we make it 7 

defensible.  That's not just technology.  That's 8 

technology.  That's getting the people fit for purpose.  9 

Governor Hogan talked about the important education or 10 

awareness challenge, and we need to get our roles and 11 

responsibilities right.  If we do those three things, 12 

we can make this space cyberspace, which is comprised 13 

of those three things sufficiently resilient and robust 14 

that it will not be secure, but it could be defensible, 15 

which then leads to the proposition we need to actually 16 

defend it, right?  That's a human proposition that 17 

requires collaboration, and in my view, integration of 18 

the various authorities and capabilities. 19 

And then we need to finally align actions to 20 

consequences.  There should be rewards for good 21 

behavior, there should be cost imposed for bad 22 
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behavior.  And those need to be done in time certain 1 

such that people can actually get what the connection 2 

is between those two.  And we're not doing any of those 3 

things particularly well.  And we're certainly not 4 

doing that in a joined up fashion.  That's not to say 5 

that we couldn't, I think we could.  There are certain 6 

sectors or certain nation states have actually done 7 

reasonably well at this.  But security is not the goal.  8 

Defensibility than well defended is the goal.  I think 9 

that's what we have to strike out for. 10 

MS. HERRIDGE:  So how are you in this new 11 

position, going to essentially herd the cats --  12 

MR. INGLIS:  In the company of others. 13 

MS. HERRIDGE:  -- in the company?  And get 14 

that -- yeah.  And get that unity of effort that you 15 

need to defend these networks? 16 

MR. INGLIS:  Well, I think that's actually the 17 

job title, which is how do we achieve unity of purpose, 18 

unity of effort.  It's probably not going to be unity 19 

of command.  I don't think that we're going to get to a 20 

place where we subordinate all of these activities to 21 

one thing, one person, one role, one responsibility.  22 
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Has to be that we can currently apply these in a way 1 

that we crowdsource adversaries the way they've long 2 

crowdsourced us. 3 

I think the goal, the name of the game is how 4 

do we make it such that if you're a transgressor in 5 

this space, you need to beat all of us to beat one of 6 

us.  We don't do that on most days.  So I think the 7 

role of the national cyber director is to be another 8 

voice and ultimately a point of accountability within 9 

the federal government for achieving collaboration as 10 

opposed to division of effort.  So many days on our 11 

best days, we're proud because everybody has been 12 

engaged in the fight, whatever that might be, in 13 

cyberspace. 14 

And yet it's been a division of effort where 15 

everyone stands on their patch, uses their limited 16 

authorities, their limited insights on that patch to 17 

defend whatever is transgressing that pass, not knowing 18 

what came from the right, what actually left to the 19 

left.  It's not that we failed to connect the dots, we 20 

failed to actually put our resources together to find 21 

the dots. 22 
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So I think the national cyber director is 1 

responsible for federal coherence, internal and in 2 

terms of how it assists the private sector.  It's 3 

responsible, it has a budget responsibility back to the 4 

Congress to account for cyber dollars, not simply as a 5 

kind of a line function in auditing, but trying to 6 

assess as to whether we have the right dollar spent for 7 

the right purposes, achieving the right results. 8 

It's responsible for aiding and abetting 9 

private public collaboration that's going to occur in 10 

many places.  But how do we move away from division of 11 

effort and ultimately accountable for ensuring that the 12 

nation makes progress in resilience.  As Governor Hogan 13 

said, it's about technology resilience, people 14 

resilience and roles and responsibilities. 15 

MS. HERRIDGE:  So do you have the people and 16 

the money you need? 17 

MR. INGLIS:  I think they will follow.  I 18 

think that the Congress has been… 19 

MS. HERRIDGE:  How many people do you have 20 

right now? 21 

MR. INGLIS:  I have an authorization for 75 22 
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people. 1 

MS. HERRIDGE:  Okay. 2 

MR. INGLIS:  Been up now for about 8 weeks, 3 

we've spent some time defining what the outcome should 4 

be attributable to the national cyber director.  We're 5 

not entering a vacuum, there are actually quite a lot 6 

of talented people in this space, many of whom are in 7 

the private sector, or the education sector, many of 8 

whom are in the public sector.  And so trying to define 9 

what those outcomes are that would complement that has 10 

been the work of the last month and a half.  Trying to 11 

then develop relationships such that we could actually 12 

try to figure out how to apply all of those talents and 13 

authorities concurrently has been the further work of 14 

that. 15 

So that's 50 percent plus 50 percent.  The 16 

remaining 50 percent of my time, we've been building 17 

the organization.  But the Congress has been not 18 

bipartisan, but nonpartisan on this.  I've no doubt 19 

that along with the authority, the resources are 20 

following.  If you watch the budget cycle, you can see 21 

that coming.  We have an authority to hire a floor at 22 
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75 people.  Need to make sure that every person that we 1 

hire is for some express purpose, not simply to stand 2 

up an organization for its own sake, but against one of 3 

those outcomes that I described.  And I'm confident 4 

that a breakout moment for the team on joining is just 5 

ahead. 6 

MS. HERRIDGE:  So let's take Colonial 7 

Pipeline.  If the system worked the way that you 8 

envision it, what would we have seen in response? 9 

MR. INGLIS:  It wouldn't have happened.  So I 10 

think we need to -- I don't need to be too clever by 11 

half and that -- but I think if we have, of course, at 12 

some point, you need to find and bring justice to those 13 

who did it, right?  And so you need to attribute that 14 

and ultimately find and bring to justice using all 15 

instruments of power, legal instruments, diplomatic 16 

instruments, financial instruments, but we're not going 17 

to shoot our way or respond our way out of a crisis 18 

like that.  So we need to back way up well left of 19 

event and I think there are many people in this room 20 

who could tell this story to a greater effect than I 21 

could. 22 
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But how do you actually invest sufficient time 1 

and energy that you're resilient and robust?  How do 2 

you invest sufficient time and energy that you actually 3 

can discern a problem early in a system, you can see 4 

something that simply shouldn't be there, find it, 5 

corral it, push it out of the system?  That's a really 6 

expert response and recovery function.  Then how do you 7 

with some time certain, find out what the attribution 8 

components that are such that you can address that? 9 

If you can do all three of those things you at 10 

least get to a place where you can do something in the 11 

middle of the boom, but hopefully you can get left to 12 

the bone.  And I think that's got to be the goal for 13 

the future.  That being said, we're not going to 14 

prevent all of these things.  And so we need to be 15 

actually on the front balls of our feet, relationships, 16 

kind of some degree of concurrency, some propensity for 17 

collaboration is going to be essential in that. 18 

MS. HERRIDGE:  If we chose to retaliate for 19 

Colonial Pipeline, could we absorb the aftershock of 20 

that if there was pushback? 21 

MR. INGLIS:  Possibly, I think we'd have to 22 
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think our way through if we were to respond in kind 1 

would that comport with our principles?  Do we want to 2 

attack the critical infrastructure of other nations?  I 3 

think to your question, could we then respond if they 4 

then did a counterattack, the transgressors in this 5 

case may think that they're actually evening the score. 6 

That may be in their view the second part of 7 

this play, not the first.  And if then we respond with 8 

a third part, they would then come back at us possibly 9 

with even something even greater, not just fighting in 10 

any way, shape, or form, right, their attack on the 11 

Colonial Pipeline, or their insertion of malware in the 12 

Colonial Pipeline.  But just to say that we need to 13 

think about this as a campaign. 14 

So does it comport with our principles?  Are 15 

we prepared to actually go the distance in that 16 

campaign, there's no nation in the world that's more 17 

dependent on critical infrastructure than we are.  And 18 

I'm not sure that we're yet resilient and robust or on 19 

the front balls of our feet and discerning what's 20 

transpiring in that to shoot our way out of this.  I'm 21 

very big on saying we need to align actions to 22 
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consequences.  But we need to think about the first two 1 

phases of that before we get any further down that 2 

road. 3 

MS. HERRIDGE:  What do we know about that 4 

attack today that we didn't know 4 or 5 months ago? 5 

MR. INGLIS:  I think we know something about 6 

the fragility of these systems, that there are many 7 

times when you look along the length of from the 8 

creation of that system kind of to the stand up, the 9 

deployment of that system, to the active defense of 10 

that system, to the use of that system, everyone along 11 

that kind of is probably well aware of what the 12 

tangible byproducts are, what the software hardware is, 13 

what the fuel is that's flowing through that.  Maybe 14 

even they can distinguish between information 15 

technology that has general kind of administrative 16 

purposes and operational technology that opens and 17 

closes valves. 18 

There's not a sophisticated understanding of 19 

who's defending what in that, who's responsible for the 20 

resilience and robustness of any of those pieces, who 21 

actually when they stitch that together is ensuring 22 
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that the result has preserved some degree of resilience 1 

and robustness, who's actually riding herd on that, to 2 

understand what's actually happening in the system 3 

moment by moment. 4 

And who's actually looking over the horizon 5 

and/or privy (phonetic) to the left or the right of 6 

that, to see that there's some particular threat or 7 

some particular actor that's coming at that.  There's a 8 

series of soda straws that so many people have that 9 

looking through that soda straw, all is well, when if 10 

you stood back and you had a perhaps a more God's eye 11 

view, you'd have a much different perspective.  I think 12 

this is a lesson for us that we have to actually figure 13 

out how to collaborate in that so that we have not so 14 

much a connection of the dots after any one of us has 15 

found that, but an ability to form those dots upfront, 16 

and perhaps a rededication to resilience and robustness 17 

in those things that we now know are critical to 18 

society. 19 

And there's one further thing which is we 20 

mentioned it earlier, which is just look at the 21 

confidence that just fell right through --  22 
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MS. HERRIDGE:  Right. 1 

MR. INGLIS:  -- the floor, right, when that 2 

happened.  There wasn't actually a shortage of fuel 3 

supplies.  There was this fear, this worry, that there 4 

would be and people lined up in droves to extract from 5 

that pipeline all manner of products that were actually 6 

plentifully available at home or in local markets.  The 7 

confidence is something we can't take for granted.  And 8 

to re-instill that confidence, we need to do something 9 

more about the resilience, the robustness, and perhaps 10 

a disposition of knowledge of what it is that we should 11 

base that confidence on. 12 

MS. HERRIDGE:  Is it fair to say that 13 

ransomware really has two objectives?  Now you have the 14 

financial objective, but it also has become a weapon of 15 

psychological warfare? 16 

MR. INGLIS:  That's true.  I think that's well 17 

said.  It's like that almost is a rhetorical question, 18 

they're not independent to one another.  So the 19 

byproduct of the avariciousness of perhaps actors 20 

operating in some permissive sanctuaries is necessarily 21 

this deterioration of confidence, and so you get two 22 
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for the price of one. 1 

MS. HERRIDGE:  Okay.  Let's talk about the 2 

workforce.  How do you develop a workforce that is 3 

going to position you to prevent something like a 4 

Colonial Pipeline, because you said your objective is 5 

to never get to that point to get left of boom in this 6 

case? 7 

MR. INGLIS:  Many ways, I think.  So I'll 8 

borrow a characterization that the U.S. Naval Academy 9 

kind of offers.  And the quote was, I once got a jacket 10 

from the U.S. Naval Academy in remembering the kind of 11 

the time of John F. Kennedy, getting I think, an 12 

honorary degree from Yale, I stepped up to the mic and 13 

said now I have what every Annapolitan in the world 14 

wants, a Naval Academy jacket and an Air Force Academy 15 

education. 16 

(Laughter) 17 

MR. INGLIS:  That was not a popular sentiment.  18 

But having said that, I've learned more than a few 19 

things from them.  One is that every midshipman that 20 

goes to the United States Naval Academy, doesn't matter 21 

whether you are an English major or a nuclear 22 
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engineering major, you can major in those two things 1 

and 23 other things in between.  Every one of them 2 

takes a course in cyber as a freshman, and another 3 

course in cyber when they're a junior.  Why? 4 

Because the Naval Academy believes that 5 

there's an all proposition, right, in cyber that 6 

everyone needs to know something more about cyber than 7 

they might have simply growing up in the proximity of 8 

the stuff that most of us even if we've been around 9 

this stuff for 40, 50 years, we're not digital natives.  10 

We're app natives.  We have no idea what's happening 11 

underfoot.  When you ask somebody where's your data, 12 

they lightly say it's in the cloud.  When you then say 13 

who's defending it, they break eye contact, they go get 14 

a cocktail. 15 

(Laughter) 16 

MR. INGLIS:  When you ask them what's going to 17 

happen to an unencrypted piece of information that has 18 

some business critical or military critical information 19 

as it flows into and out the cloud on the far side, 20 

they have no idea.  They don't know whose code is going 21 

to execute when they click on that link that's so 22 
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attractive, you know, are we all going to get a pay 1 

raise?  Did Air Force beat Navy last Saturday?  Yes, 2 

they did. 3 

(Laughter) 4 

MR. INGLIS:  But clicking on that link, they 5 

have no idea what's going to happen.  We need to 6 

educate them about that. 7 

MS. HERRIDGE:  It's a theme. 8 

MR. INGLIS:  We need to educate them about 9 

that such that they don't need to know how to code in 10 

Python, they don't need to know how to engage in this 11 

kind of cyber combat, but they need to know how to 12 

cross the digital street, right, and so I would think 13 

that we need to treat everyone as a digital native and 14 

make it such that that's actually true. 15 

There are many -- I'm going to get to the few 16 

in a second, there are many who need to know more in 17 

their profession than they might know about cyber.  And 18 

so need to invest in legal programs or system 19 

engineering programs, logistics programs that train 20 

people for some deep and sharp profession.  What are 21 

the choices you make that implicate, right, the 22 
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resilience, robustness of cyber? 1 

And then there are the few, right, the 500,000 2 

at the moment in this country who have the word IT or 3 

cyber in their name, who aren't showing up in 4 

sufficient numbers to fill the jobs.  We can't sit here 5 

and be satisfied with that very small pie.  And to 6 

figure out how to make that pipeline bigger, we can do 7 

that in many ways.  Need to make sure that every child 8 

between the age of 5 and 17, is given an early 9 

understanding of what cyber career fields there are, 10 

what can you do in cyberspace that might be cool and 11 

keen. 12 

Remember the days when we kind of until Dean 13 

came in, made robotics popular by building a game 14 

around that and made it such that every school had the 15 

chance to field a robotics team.  So let's do that such 16 

that every child can get as -- an early awareness and 17 

increase the size of the pipeline, the people that 18 

might go further towards that.  Let's take a hard look 19 

at the job skills requirements.  Not everyone who works 20 

in a cyber job needs a bachelor of science in Computer 21 

Science.  Matter of fact, very few do, right? 22 
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Some of the best cybernauts actually come from 1 

liberal arts backgrounds.  There's systems thinkers, 2 

they have the ability to put these diverse kind of 3 

intellects, disciplines together.  So redefine what 4 

those skills are such that we open those jobs to a 5 

broader population. 6 

Let's give people early experience such that 7 

it's not just education alone that they show up with at 8 

that front door.  So often I hear a story from 9 

somebody, even with a computer science degree that 10 

says, I look like I was qualified until they asked me 11 

how much experience I had, zero, no days on the job.  12 

So let's come up with apprentice programs or kind of 13 

co-op programs. 14 

I think if we did all of those belt 15 

suspenders, Velcro, zippers, buttons, if we did all of 16 

those things, we could increase the size of the 17 

pipeline, make sure that we really know what skills are 18 

required.  And we could marshal the resources to those 19 

front lines, in many cases that the individual user, if 20 

they simply knew more, then the problem wouldn't get 21 

past them because they're critical thinkers critically 22 
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thinking about what's happening in cyberspace. 1 

MS. HERRIDGE:  So how do we deal with the 2 

basics like the salary differential?  I mean, it's -- 3 

you -- how are you going to attract people to these 4 

government jobs when they might be able to earn 30 or 5 

40, or 50 percent or more in the private sector? 6 

MR. INGLIS:  Is this being broadcast?  I don't 7 

want to give the secret away.  But it turns out that 8 

the national security -- and sorry, we're 28 years, 9 

that those salaries are not extraordinary, anybody 10 

works at NSA, that's not true.  What I just said is not 11 

true. 12 

(Laughter) 13 

MR. INGLIS:  Your salaries are amazing.  But 14 

all kidding aside, you know, money is important. 15 

MS. HERRIDGE:  And maybe my deed is wrong, but 16 

that's the perception, right? 17 

MR. INGLIS:  Money is important, right? 18 

MS. HERRIDGE:  Yeah.  Yeah. 19 

MR. INGLIS:  You need to be competitive.  But 20 

what you really need to do is to give them something 21 

that's so appealing in terms of the professional 22 
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feedback that they will flock to it, they will thrive, 1 

right, in the presence of something that gives them 2 

professional fulfillment, some feedback, ultimately, 3 

you know, my experience at NSA, but others I'm sure had 4 

the same experience is if you bring somebody onto the 5 

job, you give them immediate feedback, make them feel 6 

like they're doing something that's worthwhile.  7 

They'll stay and stay and stay so long as you've not 8 

been mean-spirited in terms of their remuneration. 9 

That being said, we need to make sure that we 10 

look at those deep and sharp skills that are really 11 

hard to acquire.  And we remunerate them appropriately.  12 

But money is not going to be the whole answer.  It's 13 

part of the answer, but it's only a small part of that 14 

answer. 15 

MS. HERRIDGE:  Let's talk about China. 16 

MR. INGLIS:  Let's talk about China. 17 

MS. HERRIDGE:  Okay.  Why do you believe the 18 

Communist Party has sought to gather so much data, 19 

whether it's SF-86, whether it's credit reports, 20 

whether it's health care information, how are they 21 

using big data?  Are they using it to compromise 22 
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individuals, to build composites of individuals?  What 1 

would your assessment be? 2 

MR. INGLIS:  Several reasons.  I think, one, 3 

it's been so easy, right?  So it's been there for the 4 

taking.  I think that, you know, they might 5 

disingenuously say you put it on the Internet.  We 6 

thought you wanted us to have it.  But two, they really 7 

appreciate the power of big data.  You know, they can 8 

use that big data to answer many questions, the very 9 

discrete surgical questions you would ask stand out 10 

starkly against the backdrop of big data.  Google has 11 

learned that.  So many of us have learned that. 12 

And so they understand the power of that big 13 

data.  Why would you steal all the medical records?  14 

Why would you steal all the Office of Personnel 15 

Management security files, why would you, 10 years, 12 16 

years ago, now, I think, steal all the DEERS records 17 

that was the kind of personnel and medical records of 18 

U.S. military personnel?  Because when you have all 19 

that data you can be -- then do the crosswalk of who's 20 

who in this population that you might be interested in 21 

in terms of having a relationship with.  What are the 22 
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trends in terms of what people are doing in this 1 

society. 2 

Go beyond that, you then have some point of 3 

entree into the critical datasets, because those people 4 

are the ones who guard them, the ones who build them 5 

and manage them.  You get into the critical datasets 6 

that then inform your technologies and your aspirations 7 

for being a world leader, whether it's in 8 

telecommunications or logistics, or you just fill in 9 

the blank.  Chinese are actually quite clear, if you 10 

want to know what it is they're going to go out and try 11 

and acquire data to do.  You just have to look at their 12 

5-year plan.  Five-year plan lays it out and they then 13 

go get the data to support that, whether they have to 14 

get that through illicit means or direct means, they're 15 

going to be like a duck on a june bug going after that 16 

data. 17 

And if we make it easy for them, then I would 18 

say that while you can pin some of this on them of 19 

being grossly inappropriate in their transgressions, we 20 

have ourselves to blame for making it so easy and 21 

missing the point that big data is a feature in this 22 
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world. 1 

MS. HERRIDGE:  Just to take it one step 2 

further, is there evidence that China has used this 3 

data to target individuals in this country to seek 4 

whether they can recruit or compromise individuals? 5 

MR. INGLIS:  I'd be surprised if there wasn't 6 

I'm not close to that in terms of a counterintelligence 7 

world.  And I would leave that to those people in 8 

possibly in this audience, we couldn't be quite 9 

specific.  But it'd be very surprised if it wasn't 10 

useful to them in that regard. 11 

MS. HERRIDGE:  So what is your strategy big 12 

picture with China?  Am I right that you see China as 13 

the greatest competitor in this space with the United 14 

States? 15 

MR. INGLIS:  I think they're clearly a 16 

competitor.  And I think that we need to revisit what 17 

the role of digital infrastructure and the technologies 18 

that essentially foster the progression of that, and 19 

the innovation that rides on top of that that 20 

constitutes not just an economic -- a source of 21 

economic vitality, but -- vitality, but a source of 22 
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national security or personal freedoms.  And we need to 1 

re-imagine whether we can be on the forefront of that 2 

again, and not so much worry about China as a 3 

competitor in terms of holding us back.  But get them 4 

to worry about us as a competitor, how do we re-achieve 5 

all of that. 6 

Now we live in a global world.  There are 7 

going to be commodities that we're going to necessarily 8 

buy in a global marketplace.  But we need to reacquire 9 

a sense of what's truly special for us, make sure that 10 

we can innovate and outpace and outrun folks, whether 11 

it's because of national security or economic vitality, 12 

invest in those and not least of which in education, 13 

right? 14 

So it's that our children will grow up and be 15 

able to essentially be on the forefront of that, right, 16 

leading the nation, if not the world, and in the future 17 

progression of innovation and development of the 18 

technologies that are built on that. 19 

MS. HERRIDGE:  How effective is Russia at 20 

using cyber to elevate themselves and in effect sort of 21 

reduce the competition or bring the competition down to 22 
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their level. 1 

MR. INGLIS:  I'm not a Russia expert, but I 2 

can observe both on my private sector experience and a 3 

distant kind of experience in the intelligence 4 

community that when you look at the measures of merit 5 

of Russia, the economy is relatively small, despite the 6 

fact that they retain a military of some consequence.  7 

And yet their impact using methods like cyber, those 8 

things below the threshold of force, below the 9 

threshold of war, quite large.  They understand more 10 

than most what the power of doctrine is, what the power 11 

of propaganda is.  They understand what the instruments 12 

that are perhaps not those instruments that cross a 13 

threshold of armed conflict or the use of force, they 14 

understand what power they bring in peacetime.  And I 15 

believe that they assess that peacetime is the decisive 16 

phase. 17 

We shouldn't -- as people who live in the same 18 

world, we should not imagine that we're all essentially 19 

waiting for that moment when the competition begins.  20 

For them, it's now, right?  And those tools and 21 

instruments that they bring to bear, they bring to bear 22 
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rain or shine.  And those tools of cyber are to my 1 

earlier point, somewhat insidious, in that they're 2 

sometimes unobservable until the effect has been had.  3 

If we thought in the election of 2016-2020, that the 4 

principle game was to change votes from one side to the 5 

other, and I wasn't close to that, and I don't know 6 

whether one was or whether it was even possible, I 7 

believe Chris Krebs was quite correct that no election 8 

was as secure as the election 2020. 9 

But if that wasn't the game, if the game was 10 

to cause us to doubt that the election was secure, then 11 

they may have succeeded beyond their wildest dreams. 12 

MS. HERRIDGE:  Do you think that was the 13 

objective? 14 

MR. INGLIS:  I don't know the thinking of 15 

Vladimir Putin, you know… 16 

MS. HERRIDGE:  But based on the intelligence 17 

and the evidence, does it suggest that? 18 

MR. INGLIS:  I think what I can observe in the 19 

public domain, that's clearly an element of what 20 

perhaps they find attractive about cyber is to simply 21 

cause some doubt and dissension.  And to get us to 22 
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focus less on them, and perhaps being in a competition 1 

with them, and to push us back because we ourselves 2 

hold ourselves back. 3 

MS. HERRIDGE:  We talked -- had the benefit of 4 

talking earlier about how we have different lines in 5 

the sand for, okay, so where are red lines in cyber? 6 

MR. INGLIS:  I think red lines are dangerous, 7 

insomuch as if you describe that this is a red line if 8 

an action kind of transgresses beyond this, that we're 9 

going to take a short and certain action.  At some 10 

point, somebody may cross that red line, and you may 11 

say, but under the conditions I'm not sure I'm prepared 12 

to do that.  So what we need to be crystal clear about 13 

is that we reserve the right to defend certain rights, 14 

privileges, activities, functions and capabilities. 15 

And then we judge, right, the context within 16 

which we will act.  We also need to be crystal clear 17 

about what resources we're prepared to bring to bear.  18 

And a declaration of our principle goes hand in glove 19 

with that.  We're prepared to defend these things using 20 

these resources.  But these are the principles that 21 

will guide that, which then helps us win, not simply 22 
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the war of contention, or perhaps attrition, but the 1 

war of ideas. 2 

MS. HERRIDGE:  Want to circle back to this 3 

idea of you have to defeat all of us in order to 4 

compromise one of us before we get to the question-and-5 

answer session.  So how do you build that?  Do you 6 

build that through the public-private partnership?  7 

What is that going to look like in practical terms?  8 

What steps are you going to take as the director? 9 

MR. INGLIS:  I think yes to your question, the 10 

first part of your question.  So let me just draw 11 

parallel with 9/11.  What's similar about 9/11, and 12 

what it felt like before that is that there was sense 13 

that there was something amiss, something kind of 14 

growing, something dark.  Michael Allen, I think, wrote 15 

a good book called Blinking Red, which actually 16 

described all that, that he wasn't alone in terms of 17 

how he described all of that. 18 

And after it happened, we came to the 19 

immediate conclusion that we had failed to connect the 20 

dots.  That's actually, I think, a more strategic 21 

lesson that we should have learned, which is, we failed 22 
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to put ourselves in a position where we could discover 1 

the dots, right?  Some of us had half dots, some of us 2 

had kind of a soda straw, we saw a shard or a hunch, 3 

something didn't seem quite right.  But because we 4 

failed at the lowest possible level, not the highest 5 

possible level, but at the lowest possible level to 6 

compare and contrast our insights, we failed to see 7 

something that we could only see together that no one 8 

saw alone, right? 9 

And so the failure was more deep, more 10 

strategic than simply failing to connect the dots, 11 

wasn't bureaucrats failing to essentially kind of 12 

connect their databases.  Databases don't collaborate, 13 

people do.  So now we're kind of in this moment, where 14 

people think that we might be approaching a cyber Pearl 15 

Harbor, I think it's actually back there.  I think it 16 

happened with sufficient slowness and insidiousness 17 

that we've all felt a piece of it.  It just didn't 18 

happen in some thunderclap, some cataclysmic moment, 19 

but it's back there.  And we're now in this slow 20 

deterioration. 21 

But what's similar about the 9/11 moment, 22 
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before or after, is that we're still in a position 1 

where we fail to figure out how to collaborate to find 2 

the dots that we can only find together, right?  Think 3 

about what a company might know inside the fabric of 4 

their kind of their digital infrastructure, very little 5 

about what the source or perhaps the destination of 6 

these things is; precious little about what might be 7 

happening over the far horizon. 8 

They're not authorized to know what's 9 

happening over the far horizon.  And unless through 10 

commercial sources, or some partnerships within their 11 

sector or across sectors in the private sector, they're 12 

able to put that together, then they don't have the big 13 

picture of what this thing is, what this anomaly might 14 

be.  And therefore, in the noise of the bumping grind 15 

of a normal IT system, it looks ordinary, because it 16 

looks different, right?  And so we need to stand back 17 

and be able to put exquisite intelligence with domestic 18 

intelligence, protecting privacy, protecting 19 

proprietary interest, put that together in a way that 20 

we can discover those dots. 21 

Here's where we're really different than 9/11, 22 
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before or after.  Most of the tools to address this are 1 

not in the hands of the government.  They're in the 2 

hands of the private sector, right?  And so how do we 3 

empower, enable the private sector to deal with this 4 

using all of the insights that we might have across 5 

government and the private sector?  Might well be that 6 

in this case, the supported organization is the private 7 

sector, the supporting organization is the government. 8 

Now that's a somewhat limited lens on this.  9 

There might be places where the government needs to 10 

stand forth and actually deal with a nation state 11 

transgressor, but most of the critical infrastructure 12 

being owned and operated by the private sector in the 13 

hands of the private sector requires the private sector 14 

to do something about resilience, robustness with the 15 

full and material assistance of the government in ways 16 

that require collaboration.  Can't do that by division 17 

and effort alone. 18 

MS. HERRIDGE:  So how do you achieve that?  19 

How do you build the trust that allows… 20 

MR. INGLIS:  I think the government goes 21 

first.  Government puts on the table something that 22 
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makes it attractive for the private sector to come to 1 

that table and say, I'll have a relationship with you.  2 

I've seen the government do that, right?  In the last 3 

administration, this administration, regardless of 4 

political persuasion, the government has put some 5 

resources -- material resources on the table to say I 6 

will support the private sector and its understanding 7 

of the threats that occur in this space.  I will 8 

support the private sector in addressing cyber threats 9 

or actors in this space.  That wasn't always the case. 10 

Remember 2014, I think, when the North Koreans 11 

went after Sony Pictures, that was the first time that 12 

U.S. government stood up to the mic and said, you know, 13 

somebody does that to us in and through cyberspace 14 

holds our private sector at risk, we will deal with 15 

that time and place of our choosing, perhaps too 16 

ambiguous for some, was perhaps pretty ambiguous for 17 

the North Koreans, which might have been the desired 18 

effect.  But the summer before when the Iranians had 19 

kind of transgressed across our financial 20 

infrastructure day after day after day, because of 21 

respect for the sovereignty of the private sector, the 22 
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public sector, the government stood by and would 1 

provide some warnings, but would not provide any 2 

material assistance.  Gone are those days, right? 3 

So the government needs to go first to say 4 

we're going to put our resources at your disposal.  The 5 

government also needs to make sure that it's internally 6 

coherent.  How does the government -- essentially if 7 

you show up at one interface of the government, how 8 

does the government present at that interface some 9 

sense of what the government knows, not just what that 10 

interface knows?  How do we know what we know?  Right?  11 

And how does the government project service into the 12 

critical infrastructure in a way that's coherent, and 13 

appropriately supportive of the critical 14 

infrastructure, without the propensity of showing up to 15 

find and stab the wounded, right? 16 

So we need to be crystal clear about what the 17 

government's role in this is.  If you behave badly in 18 

cyberspace, there's probably going to be consequence.  19 

But if you behave well in cyberspace, and you still 20 

come up short, I guess the nation state adversary, 21 

we're going to show up and try to marshal resources to 22 
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assist you, help you respond. 1 

And ultimately, we're going to try and figure 2 

out how to be with some time certainty align actions to 3 

consequences, rewards for good behavior, consequences 4 

of a negative sort for bad behavior.  I think if the 5 

government does all of those things, it's pretty tall 6 

order, it's easier said than done, that the private 7 

sector might, because there's all of these other kind 8 

of awareness, kind of strands taking place in the 9 

private sector, from at least 2017 forward, private 10 

sector might kind of raise an eyebrow and say this 11 

could be different. 12 

My view, this must be different, right, step 13 

up to the table and see if we can try this.  Turns out 14 

that this is not simply a theoretical activity.  The 15 

United Kingdom has done this, I think, reasonably well.  16 

Israel has done this reasonably well.  They are 17 

different countries.  But they're not so different that 18 

there isn't a lesson or two that we could take from 19 

them. 20 

MS. HERRIDGE:  What are you willing to put on 21 

the table that let's say previous administrations have 22 
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not put on the table to make this happen? 1 

MR. INGLIS:  I think it's actually a 2 

continuum.  Previous administrations have begun to do 3 

this, we need to pick up the pace.  Right?  So one 4 

example, the Solarium Commission recommended, that was 5 

the commission 2 years ago that conducted or 6 

constituted by the Congress kind of ran for 2 years and 7 

made a series of recommendations, many of which had 8 

been enacted into law for a national strategy.  9 

Solarium Commission as a component of that said, the 10 

U.S. intelligence community which has exquisite 11 

information about the nature of actors, actions, and 12 

perhaps some sense of what best practices in this 13 

should work harder to take that information and place 14 

that not gratuitously at the disposal of the private 15 

sector, but to figure out which of those things should 16 

be placed in the hands of the actual defenders, right?  17 

And there's efforts to try to make that happen. 18 

We've actually gone further in terms of 19 

strengthening the sector risk management agencies, 20 

those parts of the government that have a special and 21 

longstanding relationship with a given sector of 22 
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interest.  So it might be the Department of Homeland 1 

Security for some of the critical sectors; might be the 2 

Department of Energy for the energy sector, so on and 3 

so forth.  How do you make it such that there's more 4 

proactiveness on the part of the government in dealing 5 

with those sectors in advance of the problem? 6 

The President hosted on the 25th of August, 2 7 

weeks ago, a session where many CEOs showed up from the 8 

companies that make and build and operate digital 9 

infrastructure companies will operate on top of that 10 

educators because people are kind of an important part 11 

of the solution, calling out for not everyone to pick 12 

up their game, but how do we actually affect some 13 

greater collaboration?  I think that we can find the 14 

ways building on small kind of well-established 15 

efforts.  And then if they succeed, which I think they 16 

would, grow those from that kernel forward. 17 

MS. HERRIDGE:  What is the greatest obstacle 18 

to success in the space for you? 19 

MR. INGLIS:  I would say complacency, but I 20 

wouldn't say that anyone's complacent.  Everyone is 21 

increasingly fraught, but it might be that the tyranny 22 
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of the status quo, which is, look, I defend this patch, 1 

I have this responsibility.  We've always had these 2 

boundaries, these barriers between us.  I think that 3 

that is a problem. 4 

I think there is a failure of imagination that 5 

if folks are saying I'll deal with it when it arrives, 6 

it arrived a long time ago, right?  And it's 7 

sufficiently low and slow that you might not know that 8 

the thing that's needling you or needling you at your 9 

ankles, is, in fact, this problem.  And perhaps 10 

ultimately, a feeling that this is somebody else's 11 

problem, right?  You know, it's collectively our 12 

problem. 13 

Now, having said that, if it's everybody's 14 

problem, it's no problem, leadership is required.  But 15 

at the end of the day, everyone has a role.  We've done 16 

that long ago in the world of physical security.  17 

Individuals know that they should lock their cars, they 18 

should put, you know, their iPhone somewhere other than 19 

on the dash of that car, even in this kind of safe and 20 

secure location out here in Virginia.  They know that 21 

the police have a certain responsibility, the militia 22 
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has certain responsibility, that TSA, so on and so 1 

forth.  And that all operates concurrently side by side 2 

by side.  We don't have anything approaching that in 3 

cyberspace yet.  That perhaps failure of imagination to 4 

imagine what we might do together is perhaps the 5 

greatest variable. 6 

MS. HERRIDGE:  I'm going to open it up for 7 

some questions.  Yeah, right over here in the orange, 8 

it looks like, just tell us your name.  And your 9 

question, please. 10 

MS. MISSOURI:  Hi.  I'm Dean Missouri 11 

(phonetic) from Homeland security Experts Group.  Hi, 12 

Catherine.  Two-parter for you.  You talked about the 13 

pipeline problem.  Skilled immigrant workers would seem 14 

to be part of the solution.  Is the worker visa system 15 

broken?  And what are you going to do about it if it 16 

is? 17 

Number two, this is the worldwide web.  You've 18 

been talking about U.S.-centric solutions.  What kind 19 

of international action could be taken to align actions 20 

and consequences and under what governing body?  And 21 

what would it look like? 22 
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MR. INGLIS:  Yeah, so let me take your second 1 

question first because I didn't mean to imply that this 2 

could be a U.S.-only solution.  The U.S. must exercise 3 

some leadership.  But it can't be unilateral.  When I 4 

talked about doing this in a larger context, private-5 

public collaboration, it must be a larger still 6 

context, which is that international action will be the 7 

most effective.  And so we should join with likeminded 8 

nations to determine how do we actually ensure that the 9 

expectations of what's right and proper in cyberspace 10 

is properly communicated? 11 

How do we ensure that those who transgress 12 

have to face all of us, not just one of us?  And so 13 

that needs to be done the largest possible context.  14 

The point that you make about the use of all the skills 15 

in the room, I agree that we need to use every skill 16 

that we can bring to bear.  I'm not an expert on the 17 

visa system.  And there are others who will speak at 18 

this conference who could perhaps speak to where we 19 

are, and where we might want to be.  But I would say 20 

that it's always been a strength of this country to use 21 

every talent in the room.  Diversity is a feature, not 22 
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a burden.  And we need to see it as such, and make full 1 

use of all the skills, all the talents, all the 2 

perspectives that we can get our hands on. 3 

MS. HERRIDGE:  Okay.  Yeah, right here in the 4 

in the back, please.  Just tell us your name.  And then 5 

the question, please. 6 

MR. McCONNELL:  Hi, my name is Mike McConnell.  7 

Thank you, Chris, for your service, long years of 8 

dedication.  For those in the audience that don't know, 9 

we have worked together in the past, but it's my time 10 

to nail you on SIGOPS. 11 

(Laughter) 12 

MR. McCONNELL:  Great.  You mentioned roles 13 

and responsibilities.  And probably the oldest person 14 

in the room, I have formed a view over the years that a 15 

large organization will choose failure over change.  16 

Given that the organization has established the 17 

authorities and titles and whatever it has, it will 18 

choose failure rather than change.  And there are many, 19 

many examples that I could start with the Navy, I 20 

wouldn't leave out the Air Force.  But there are many, 21 

many examples. 22 
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The rules of the road today are written in 1 

FISA, Foreign Intelligence Surveillance Act, after some 2 

transgressions by our community way back when protests 3 

against the Vietnam War and so on, written in 1978.  4 

And it said the rules for U.S. intelligence community, 5 

if it's foreign, it's legal; if it's domestic, it's not 6 

is sort of the summary level. 7 

The Russians and the Chinese are coming into 8 

the United States with the U.S. domain name into a U.S. 9 

server to launch their attacks.  Therefore, they're off 10 

limits to our community.  That worries me a great deal.  11 

You mentioned sources.  You mentioned roles and 12 

responsibilities.  And my leading to the question, are 13 

we willing to take that issue on? 14 

Second part of my question, since large 15 

organizations choose failure over change is as DNI 16 

number two, one of my primary responsibilities was 17 

protection of sources and methods.  Those rules were 18 

written in World War II, served us well in the Cold 19 

War.  And I believe now they're outdated.  The 20 

community that you and I love and served must collect 21 

the right information.  Currently, they don't know how, 22 
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collect the right information and get it to the private 1 

sector in a way that is sufficient to make them aware 2 

of the threat before it causes issues, and they can 3 

mitigate it. 4 

So a two-part question.  Roles and 5 

responsibilities, are we really willing to take that 6 

on?  Are we willing to change the classification rules 7 

so we can get this information delivered to the private 8 

sector? 9 

MR. INGLIS:  Yeah.  If you'll permit me, I'll 10 

take those in reverse order following my trend.  On 11 

that second point, I do agree, right, I think that the 12 

information that we collect is more perishable than it 13 

once was.  And it's more a commodity than it once was.  14 

There was a time I imagine that there were only very 15 

select and few organizations that could fly satellites, 16 

for whatever reason, there were only a few 17 

organizations who could acquire exquisite information 18 

well beyond firewalls or physical boundaries.  That's 19 

no longer the case. 20 

And oftentimes when a private sector kind of 21 

company kind of shows up with information, it's the 22 



 
 

Page 51 

 

near match or equivalent of what perhaps the government 1 

might have.  So we need to revisit what really is truly 2 

special and unique and make sure that we're not over-3 

classifying those things that are common knowledge, or 4 

perhaps kind of have some good.  We also need to make 5 

sure that we kind of understand for how long, even if 6 

there is some kind of dark and sharp method by which we 7 

acquire this, how long is this going to be of use, and 8 

make sure that we collect information because it's 9 

actionable, not simply because it's precious, and put 10 

it in the hands of those who can action it. 11 

But the further thing I would say about that 12 

second question is that we need to revisit who it is 13 

that collects this in the first place.  Our British 14 

friends, in a place called the National Cybersecurity 15 

Center, have essentially established a floor, virtual 16 

and physical, where they co-discover and co-mitigate 17 

threats on the fly.  What they do is to say before any 18 

one of us learn something that we quickly make 19 

proprietary or classified, let's actually just put it 20 

before us such that we can see it at the same time 21 

together.  Sometimes discovering something that comes 22 
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from an insight, one side has a shard or a hunch the 1 

other side has, and having discovered that together, 2 

it's not yet classified, right, it creates a 3 

connectivity in terms of the shared situational 4 

awareness between them, that they might then off that 5 

floor run into their stovepipe, run it up the flagpole, 6 

make it proprietary, make it classified, but you've 7 

actually created the connection and the sharing at the 8 

lowest possible level. 9 

That I think is a model for success that's 10 

fundamentally different than what we did in the past, 11 

where everybody had their exquisite, unique and special 12 

collectors, and then played the game of go fish ever 13 

after.  On your first point as to whether we would take 14 

institutions that traditionally kind of use geography 15 

as their delimiter and apply them in some different 16 

fashion, I don't think it's been that way for the last 17 

10-15 years.  And if I've mis -- kind of misarranged 18 

the question, come back at me.  But I think that the 19 

protections that we worry about are that we want the 20 

government surveilling its citizens or those who are 21 

deserving of the protection of the Constitution, we 22 
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still don't, right? 1 

We need to make sure that we defend that 2 

absolutely because that's bedrock for us.  That being 3 

said, right, even FISA I think would allow for us to 4 

use domestic sources or things that are traversing the 5 

nation to find truly foreign threats. 6 

For the rest of that collection equation is 7 

there are people who do have the authority, the right 8 

to look at domestic activities, network owners, network 9 

managers, they have every right to know what's 10 

happening on their system and there are consent banners 11 

that show up when those people show up.  How do they 12 

understand what wrong looks like, what an anomaly looks 13 

like, and be able to protecting the privacy of the 14 

proprietary interest they have, compare and contrast 15 

those insights to those that the government might have 16 

on the places that it traverses. 17 

That might be new and different in terms of 18 

trying to put the picture together such that we figure 19 

out a picture that one of us couldn't figure out alone.  20 

That's what I think might be the new way.  I agree with 21 

you that if you give that to a large organization, say 22 
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ready, set, go, you're not likely to get the machine to 1 

kind of hum and click on immediately and to move with, 2 

you know, perfection.  So start small, figure out a 3 

threat or two.  You say let's apply that.  See if we 4 

can't make that thing work new and novel, let's then 5 

grow that.  And the attraction that people will have to 6 

actually come to that and actually add their two cents 7 

to it might be unstoppable. 8 

MS. HERRIDGE:  We've got time for probably two 9 

more questions.  Okay.  I'm going to come to you.  Just 10 

one second.  Just as we sat down, there was a news 11 

alert about something called Pegasus.  Apple was going 12 

to issue a patch.  Are you familiar with this?  Or is 13 

this sort of standard in terms of how almost every day 14 

you're seeing? 15 

MR. INGLIS:  I'm not familiar with it. 16 

MS. HERRIDGE:  Do you have -- okay. 17 

MR. INGLIS:  Sat down at the same time you 18 

did, unfortunately.  And so it may well be that it's --  19 

MS. HERRIDGE:  Okay. 20 

MR. INGLIS:  -- kind of today's news in terms 21 

of this world has full of news every day, but I don't 22 
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know. 1 

MS. HERRIDGE:  Okay.  All right.  Just over 2 

here in the back, please. 3 

MS. MILLER:  Hi, thank you very much for 4 

taking my question.  I'm Emily Miller, I'm with 5 

Sev1Tech.  I'm a former DHS employee with what's now 6 

CISA, excuse me.  My expertise is in industrial control 7 

systems and operational technology.  And I'm very 8 

concerned about who is in charge of setting that 9 

national policy for the United States, whether it is 10 

the National Security Council, whether it's you, 11 

whether it CISA, or some combination in between? 12 

And are we considering the engineering 13 

perspective?  When we talk about critical 14 

infrastructure protection, we focus a lot on the 15 

networks.  And that's not wrong.  However, when we're 16 

talking about critical infrastructure, what is most 17 

important is the process.  And as a former engineer, 18 

you certainly know that the engineering perspective on 19 

how you actually protect control systems, safety 20 

instrumentation systems may not be happening at the 21 

network.  Who's in charge of that policy?  And are we 22 
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taking into consideration the need perhaps for setting 1 

policies for control systems, devices and operational 2 

technology on the ground? 3 

MR. INGLIS:  Yeah.  So first, your point, I 4 

think is well-made that operational technology tends to 5 

be the idiot savant, right, of the cyberspace, they 6 

have very discreet -- I don't mean the people who do 7 

it.  I mean, --  8 

MS. MILLER:  Not you. 9 

MR. INGLIS:  -- I mean the "it," right?  So 10 

that technology is out there, very limited, sharp, 11 

narrow purposes, turns valve, senses the speed of a 12 

car, tries to figure out whether you're about to turn 13 

into the wrong lane.  So when you see that little 14 

yellow light go on, that's operational technology.  And 15 

when you then take that to industrial scale, you get 16 

industrial control systems.  And we so often think 17 

about the information technology with general purpose 18 

processors that show up in iPhones or laptops or 19 

desktops, and we can run apps, applications on top of 20 

that.  We defend that to a fairly well, and we miss, 21 

right, that all of this stuff is doing life-critical 22 
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stuff, right, and also needs to be defended. 1 

Now, we used to think that was defensible or 2 

defended, because it was hard to get to.  All right, it 3 

was behind gates and guards and boundaries.  And 4 

perhaps it was in discrete, physically separate 5 

systems.  No longer the case, right, these things are 6 

sufficiently accessible or integrated, that they're a 7 

part of the problem, part of the opportunity.  So we 8 

need to defend that just as strongly, just as well.  It 9 

turns out that, you know, that's perhaps in some cases 10 

more straightforward if we take it on, because its 11 

purposes are, by definition, limited, anomalies are 12 

actually easier to detect.  But we need to do it, 13 

right? 14 

And so you're quite right, we need to put that 15 

center right, you know, of our screen to make sure we 16 

give that the same degree of attention that we have 17 

traditionally given to IT.  Now, who sets that in this 18 

country?  Of course, the Congress can pass laws, the 19 

executive branch can essentially come up with policies, 20 

but ultimately, within the Executive Branch, which I 21 

think is the focus of your question, the Secretary of 22 
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Homeland Security is responsible for the critical 1 

infrastructure of this nation, which I think is the 2 

abstraction of the industrial control systems that 3 

you're describing.  And so I would look to Secretary 4 

Mayorkas as the person who says I will be the principal 5 

spokesperson and the principal arbiter of how to 6 

implement the law and perhaps describe what we need in 7 

the way of policy. 8 

Now, on occasion, you might then aspire to 9 

have the White House or some other kind of Executive 10 

Branch entity take on that.  But Secretary Mayorkas 11 

clearly has that the center of his job jar.  He talks 12 

about that quite frequently.  Jen Easterly, who's the 13 

on the field quarterback over at CISA at this point, 14 

talks about that with equal passion as she does about 15 

IT, and increasingly sees no distinction between the 16 

two. 17 

MS. HERRIDGE:  Okay, one last question.  Yes, 18 

right here. 19 

MR. RUBIN:  Yes.  David Rubin from Deloitte. 20 

MS. HERRIDGE:  Hold on just one second. 21 

MR. RUBIN:  David Rubin, Deloitte.  Chris, 22 
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what does deterrence really look like in cyberspace?  I 1 

mean, you'd have to say with Solarium, what China's 2 

done that deterrence has failed, or was never there.  3 

So in your mind, what does it look like? 4 

MR. INGLIS:  That's a great question.  We have 5 

2 minutes.  I'll see anyone at dinner that wants to 6 

discuss this at length.  I would say first start with 7 

the English kind of definition of that, or the 8 

dictionary definition of that, turns out the Chinese 9 

define it differently than we do.  But let's take the 10 

English definition.  It's to change the decision 11 

calculus of somebody, right, to say, look, I'm going to 12 

convince you to do something you wouldn't otherwise do 13 

or to convince you to not do something that you would 14 

do, right?  In that regard, right, deterrence, I think 15 

is possible in cyberspace, but not to the degree that 16 

we tried to achieve it in nuclear space.  And that's 17 

where the problem comes in. 18 

We so often think of it in nuclear terms where 19 

we're in the nuclear world, you know, it was offense-20 

dominant.  And we wanted to make sure that this thing 21 

never came in, such that if the nuclear weapon showed 22 
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up on the field, we'd lost, right?  It was a binary 1 

situation.  It's not to say that nuclear deterrence is 2 

failsafe, right?  It's a problem in its own right. 3 

But if the problem is change the decision 4 

calculus, the techniques we used over here can be used 5 

over here, and there are three that I can think of 6 

possibly four.  But the first is make yourself 7 

sufficiently hard as a target that you dissuade people 8 

from coming at you or, right, if they have a choice 9 

that they come after you they fail in that choice.  10 

That's a form of deterrence in my view.  Two, be 11 

sufficiently proactive in defending that system that 12 

you have an opportunity to find them early, early 13 

discernment, early discovery, early action will make it 14 

such that they don't succeed in that.  And maybe in 15 

that crowd, you get some of them that simply tire and 16 

fade away and say there are more profitable ventures or 17 

more interesting ventures, I'll just go off and do 18 

that. 19 

The third piece, of course, right, is cost 20 

deposition (phonetic), where you say, look, if you do 21 

come after me, whether you're successful or not, if you 22 
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cross that thing that might look like a redline, but 1 

you've simply attacked the thing that I hold near and 2 

dear, and I'm now going to choose in this context to 3 

come after you, hopefully you'll have some effect on 4 

their decision calculus. 5 

There's a fourth piece which Joe and I think 6 

thoughtfully -- very thoughtfully talks about, which is 7 

entanglement, right, such that if we have a 8 

relationship with all of us, kind of, we're all 9 

combined in this, we're less likely to attack one 10 

another.  If we have likeminded nations, we're less 11 

likely to attack them.  And even if we have a 12 

relationship in terms of setting norms and expectations 13 

with potential adversaries, we're less likely to 14 

perhaps have a mismatch of expectations. 15 

And when you add all of that up, I think we 16 

can change the decision calculus of people in this 17 

space.  And part of that change of decision calculus is 18 

how do we change the mindset of the people who are on 19 

the frontlines in the defensive mindset, right?  How do 20 

we get every user of this space to say I'm a part of 21 

this?  Right, that's part of what I think would help 22 
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our deterrence.  But it's dangerous to use the word if 1 

we think of it in the nuclear terms.  It is different. 2 

UNIDENTIFIED SPEAKER:  Director Inglis, thank 3 

you very much. 4 

MR. INGLIS:  Thank you very much. 5 

MS. HERRIDGE:  Rob Walker, thank you very 6 

much.  And thank all of you. 7 

MR. INGLIS:  Thank you. 8 

(Applause) 9 

*  *  *  *  * 10 


