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￼￼￼1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

ensuring Lexer’s employees, contractors and temporary staff understand their responsibilities and are

suitable for the roles they are considered for in handling or use of information assets.

2 Scope
This policy covers all human resources and information assets connected with the handling of Restricted

Information.  The terms “data”, “information”, “information resources” and “information asset” are used

interchangeably in the documents to describe Restricted Information.

3 Policy Statement

3.1 Policy Statement
Lexer must perform checks to ensure that the individual user is suitable for access to Lexer’s Information

Systems and information in these systems.  Employees are required to sign a confidentiality

acknowledgement or agreement.  Employees must be trained, equipped and periodically reminded to use

information securely. When employment contracts are terminated, respective user access must be

suspended or removed from the Information Systems. When there is a change in role of a user, the

information access privileges must be reviewed and changed accordingly on a need to know basis.

3.2 Policy Objectives
The objective of this standard is to govern the human resources aspect of information security for

employees of Lexer.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of accepted company-wide communication media. Employees have a positive obligation to review the

current information systems policies from Lexer’s Knowledgebase or other relevant communication media on

an on-going basis where required, and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 In Scope Employees
For the purpose of this policy, an “Employee” of Lexer is anybody who is hired by, or planned to be hired by,

Lexer and provided with access to Restricted Information.  All Employees are required to read and

understand the Lexer Employee Handbook.

Staff of service providers, visitors and guests of Lexer who are granted access to Lexer’s information during

the course of their visit or work are required to sign a non-disclosure agreement.

￼￼4.2 Prior to Receiving Access to Restricted Information

4.2.1 Introduction

The checks and processes set out in this section must be completed before an Employee is provided with

access to Restricted Information.

4.2.2 Interviews

For new Employees, during the hiring process the Employee must have been interviewed by at least two (2)

Lexer personnel.

4.2.3 Technical Test

For new Employees, during the hiring process the candidate must have satisfactorily completed a technical

competency test relevant to the role.

4.2.4 National Police Checks

The Employee will be required to complete the Veremark consent form to consent to the check being

conducted. Once the consent is received and the check conducted, Lexer will obtain a copy of the applicant's

National Police Check which will reveal the disclosable criminal history that results from prosecutions

initiated by the police – recorded in any police agency in the Employee’s home country in compliance with

spent conviction legislation. Results may also include any current pending charges that have been initiated

by the police and may include traffic convictions.

4.2.5 Academic Check

The Employee will be required to complete the Veremark consent form to consent to the academic check

being conducted. Lexer will receive a report to confirm that the most recent and/or relevant academic

results are verified and consistent with the Employee/candidate’s CV.
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4.2.6 Results

These checks will be completed once a candidate has been selected for the role. Their Employment Contract

will stipulate that ongoing employment is dependent on the successful outcome of these checks. If there is

an undesirable outcome for one/all of these checks then the candidate will be assessed at the discretion of

the CFO/ISO and VP, Talent.

4.2.7 Position Descriptions
All roles must have a relevant position description before the hire can be completed. The Talent Department

will assist the Manager/Supervisor in reviewing existing position descriptions or creating new ones as

required. A copy of this position description will be provided to the employee and is important for many

reasons:

● To clarify Lexer’s expectations of an employee;

● Provide a base to measure performance;

● Provide a structure for the role to understood company-wide;

● To enable compensation to be fairly assessed; and

● To provide a reference point for training & development, performance reviews & counselling, among

other reasons.

4.2.8 Inductions
All new employees must be inducted prior to commencing work with Lexer. Attending the induction is a

mandatory requirement for all Lexer staff and contractors. Employees are not to start work if they have not

been inducted. Once a candidate has been successfully hired the Manager/Supervisor must arrange a date

and time (preferably their first day of work) to go through the induction process. Inductions aim to be

completed within 5 days of employment, and before any Red Zone or financial access is granted. In

circumstances where a required Employee Check is not returned within this timeframe, access to the

relevant systems (such as access to RESTRICTED information) is not granted until a cleared Employee

Check is received.

4.2.9 Screening & Verification Matrix

Job Description Level Academic Check National Police Check

General - -

Prof. Certification required ✓ -

Red Zone Developer (RDZ) ✓ ✓

VP, Security ✓ ✓

Red Zone Team Leader (RZTL) ✓ ✓
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CTO ✓ ✓

ISO ✓ ✓

Finance Department ✓ ✓

C-level / Country lead ✓ ✓

4.2.10 Provider of Police & Academic Checks
veremark.com

4.2.11 Terms and Conditions of Employment

The terms and conditions of employment or engagement should refer the Employees to their responsibilities

for information security in a corresponding job description, policies (both ISMS and business policies), and

the Employee Handbook. Lexer should make available all security relevant aspects of the job known to the

employee, including responsibilities applicable to legal requirements, responsibilities related to classified

information, working outside Lexer or outside normal working hours and those responsibilities that might

extend beyond the employee’s contract, by reference to the above documents, as well as training on

induction, and annually thereafter.

All Employees of Lexer must be fully aware of Lexer’s policies, and in the case of ISMS (security) policies,

acknowledge in writing that they are aware of their obligations.

￼￼￼In handling different RESTRICTED information, it is the Employees’ responsibility to:

● follow Lexer policies and regulations, and applicable laws regarding collection, access, use,

protection, disclosure, retention, and disposal of public, private and confidential information;

● ensure adequate safeguards to prevent abuse or misuse of information; and

● maintain data security.

An Employee must only disclose to other Employees or third parties confidential information acquired in the

course of employment on a need-to-know basis and only when authorised to do so.

The obligation to preserve confidential information continues even after cessation of employment.

The job descriptions and terms and conditions of employment should also describe the consequences if

employees do not meet their security responsibilities.

Procedures are in place to verify that the terms and conditions of employment are updated if the employee’s

security responsibilities are changed in a way, e.g. taking on new roles or using new or different information

processing facilities. For instance, an existing Employee changing a role to have access to RESTRICTED

information must undergo a screening process set out in section 4.2.

Lexer’s responsibilities for handling personal data of employees, contractors and third party Employees shall

be stated. All Employees must follow Lexer’s policies, including Lexer’s Code of Conduct.
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4.3 During Employment / Engagement

4.3.1 Information Security Awareness, Education and Training

Lexer has induction training, which is given to all Employees. The induction program is required at general

security awareness and technical levels.

During the course of the employment, Employees are expected to carry out their duties in a diligent manner

and not to divulge to outside parties any confidential information concerning Lexer which may have come to

their knowledge.

4.3.1.1 ￼￼￼Security Awareness Training
Every employee, and where relevant, contractor and third party user, must be given the basic level of

security awareness training program. General security awareness sharing sessions for all staff is organized

at least annually, and more regularly for Employees with special responsibilities for information security .

4.3.1.2 Technical Training
Those Employees with special responsibilities for information security should be provided with necessary

skills. A training plan should be developed for each individual in accordance with the specific knowledge and

skills required for the position held.

4.3.2 Dismissal and Disciplinary Process

Lexer has standards of behaviour reasonably expected to be maintained by an Employee commensurate

with their position. At minimum, these standards are set out in Lexer’s Code of Conduct. Any breach of such

standards will be considered as misconduct; disciplinary procedures and actions will be used to deal with

such cases.

Lexer has four different levels of disciplinary actions:

● formal verbal warning

● written warning

● final written warning

● final disciplinary action (which may include termination of employment)

Any disciplinary actions taken against an Employee shall be filed in his/her personal record.

In relation to the use of independent contractors, the contract with the third party service provider must set

out clearly Lexer’s right to require changes of any personnel used, engaged or deployed by the service

provider.

4.4 Termination or Change of Employment

4.4.1 Responsibilities for Termination or Change of Employment

There is a process in place verifying that all logical and physical access rights are updated or removed when
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the job function changes or terminates. This process is managed by the IT Department, in consultation with

the Talent Department.

4.4.2 Change of Employment

In the event of change of employment responsibilities, the original access rights of the employee must be

reviewed and, if required, suspended or removed and new access rights should be granted by the manager

after the change.

4.4.3 Termination of Employment

The departing Employees’ manager should submit the termination notice or resignation letter to the Talent

Department as soon as the resignation or termination is confirmed. Alternatively, if resignation is submitted

to the Talent Department, they must notify the departing Employees’ manager as soon as the resignation or

termination is confirmed.

The departing Employee should document any knowledge related to their current work, and arrange

knowledge transfer of the details of the current work in an orderly handover prior to their final day of work.

4.4.4 Return of Assets

Lexer has procedures in place to verify that all assets in the possession of Employees are returned when

their employment terminates or changes.

Departing Employees must return all of Lexer’s properties such as hardware, identity card, cards of benefits,

door access card, keys, and any other belongings of Lexer upon or prior to the effective date of termination.

4.4.5 Removal of Access Rights

When an Employee’s employment terminates, all access rights associated with the employment is disabled

in a timely manner, and will be concluded prior to or on their final day of work (unless the circumstances

dictate that revocation of rights should be immediate).

Upon employment termination, the Talent Department should provide the relevant staff information to IT in

order to disable or remove all staff rights associated with the Employee.

This includes rights to log into Lexer’s staff network, official e-mail account, software systems and any other

form of permitted access.

The IT Department should also check whether all involved information is properly backed up and the work

procedures are being transferred and taken up to avoid loss of information.

The same actions should take place when the employment of an Employee changes, where the role involves

a change in responsibilities for information security.
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4.5 Responsibilities

4.5.1 Talent Department & Legal Department

● Conduct screening of candidates

● Maintain terms and conditions of employment

● Plan and maintain security awareness training with IT Department

● Maintain disciplinary process

● Maintain change of personnel information process

● Notify IT Department to suspend or remove the logical and physical access rights of employee

whose employment is terminated or changed

● Make sure the employee whose employment is terminated or changed returns all non-IT related

assets, issued through Talent Department to the employee

4.5.2 IT Department

● Make sure the Employee whose employment is terminated or changed returns all IT related assets

directly provided by Lexer, including the termination of their primary accounts based on the service

provisioning policies of Lexer

● Suspend, remove or transfer of the logical access rights of Employee whose employment is

terminated or changed based on the requests from the corresponding department

4.5.3 Board of Directors

● Work with line managers, head and Talent Departmentto allocate roles and responsibilities for

information security to employees

● Plan and maintain security awareness training

4.5.4 All Lexer Departments

● Maintain roles and responsibilities for information security

● Inform Talent Department upon resignation or transfer of Employees

● Monitor and supervise the employees of his or her department and identify Employee who have

committed a breach of his or her duties or Lexer’s policies

● Report to the appropriate responsible authority for disciplinary action following the disciplinary

procedures of Lexer

● Make sure the Employee whose employment is terminated or changed returns all IT and non-IT

related assets

● Transfer ownership of logical and physical IT assets originally allocated by the department to the

Employees for their job duties and updates the IT Department of such changes

￼￼￼4.5.5 Employees

● Comply with relevant Policies, Code of Conduct and Terms and Conditions related to employment or

service
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● Attend the information security awareness training program

4.6 Employee Awareness
Employees are made aware of this policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.
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8 Document Control
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1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

ensuring information is properly classified, ensuring that more sensitive information is afforded an additional

level of protection or special handling.

2 Scope
This Information Classification and Handling Standard applies to the electronic data and printed documents

containing RESTRICTED information.

3 Policy Statement

3.1 Policy Statement
Information has varying degrees of sensitivity and criticality. Some items may require an additional level of

protection or special handling.  Lexer shall classify, label and handle information resources based on their

sensitivity, criticality, value, nature and impact of unauthorised disclosure in accordance with legal,

regulatory and contractual requirements.

3.2 Policy Objectives
The objective of this policy is to provide guidance on how the information should be handled in accordance

with its classification standard.  All Lexer employees and contractors that may come into contact with such

information shall familiarise themselves with this information classification standard and follow it

consistently.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer’s Knowledgebase or other relevant communication media on

an on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 Information Identification
Before establishing security controls, the Data Owner, controller or custodian must identify and classify

information assets to be protected.

4.2 Information Classifications
Lexer must classify all its information assets into appropriate levels to indicate the need, priority and degree

of protection required.

The degree of protection required for different types of information is based on security and legislative

compliance requirements. The following four classification levels, from highest to least, shall be used for

classifying Lexer’s information assets.

4.2.1 RESTRICTED

This classification applies to the information that is very sensitive in nature and is strictly restricted by Lexer,

the government or any other agreements between Lexer and third parties (including clients).

“RESTRICTED” information is considered critical to Lexer’s capacity to conduct its business. Generally, this

information shall be used exclusively by a small number of predetermined and authorised named individuals

or positions and business partners.

Either disclosure of it to unauthorised parties or being shared internally could have significant adverse

impact on Lexer’s reputation, its employees and third parties. Inappropriate release of “RESTRICTED”

information could cause inconvenience to or endanger an individual, and result in financial loss or damage to

standing or reputation to Lexer or its clients / partners.

“RESTRICTED” information includes:

● “Client Data”, meaning information made available by a client for the purpose of delivering a Lexer

service, such as information loaded into Lexer’s Customer Data Platform (e.g. CRM records,

transaction data and website data);

● “Partner Data”, meaning third party databases available to clients for sub-licence (e.g. Experian

ConsumerView)

● “Client Identity Attributes”, meaning attributes created by Lexer using Client Data

● “Lexer Identity Attributes”, meaning attributes created by Lexer using publicly available data

But excludes:

● Information that is otherwise available in the public domain and can be accessed by executing a

simple search query online, such as on a search engine or social media site

● That has been curated for client reporting purposes

● A data export of less than 10,000 records, or 5% of the total number of records in the relevant

data set, whichever is lower
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● Client data that is provided for non-service purposes (e.g. billing information)

4.2.2 INTERNAL

This classification is related to non-sensitive operational data. It applies to information that is intended for

use within by employees of Lexer and authorised services providers. Disclosure of such information could

have a moderate adverse impact. Disclosures are not expected to cause serious harm to Lexer or its clients

/ partners and access may be provided freely to a specific group of staff based on their roles and

responsibilities.

Examples of information with this classification include:

● CRM data

● Information sourced from public sources (e.g. Twitter)

● Training materials

● Policies and procedures

● Client billing information

4.3 Responsibility
Data Owners are responsible for identifying the classification level of information.

All staff members are responsible for handling information in accordance with this procedure.

Department heads shall ensure their responsible areas’ compliance to this procedure.

4.4 Labelling Information Assets
Information that is classified as “RESTRICTED” and transferred out of a Red Zone location should be

appropriately labelled. Unlabeled emails are considered “Internal”.  Set out below are some common

labelling methods for various types of information assets.

● Electronic and hard copy documents - Define classification in the document footer.  Place

identification if a document is classified as “RESTRICTED”.

● ￼￼￼Electronic mail - ￼￼￼￼All emails are for the use of the intended recipient only.  Identify

classification in subject line of email if classified as “RESTRICTED”.

● ￼￼￼Data, databases and business applications - ￼￼￼￼Define “RESTRICTED” classification in

system/application metadata.

● Other media - ￼￼If classified as “RESTRICTED”, identify classification on adhesive labels applied to

other media such as diskettes, CDs, DVDs, and videocassettes.

The labelling requirement does not apply to data stored in Red Zone locations as that data is generally

considered RESTRICTED.

￼￼4.5 Information Handling

￼￼4.5.1 Handling of “RESTRICTED” Information
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Lexer shall not remove or forward RESTRICTED information from its premises or, in the case of electronic

information, the source system, unless prior approval from the Head of Product has been obtained.

This standard includes portable computers with hard disks, CDs, USB, floppy disks, hardcopy outputs, paper

memos and the likes.  An exception is made for authorised off-site backups. An audit trail must log all

attempts (successful or unsuccessful) to access RESTRICTED information.

￼￼4.5.2 Storage and Transmission of “RESTRICTED” Information

“RESTRICTED” information should only be stored in a Red Zone location.  Storage on any other media must

be approved in writing in advance by the client (if applicable) and the HoP, the data encrypted and the

storage media protected with a strong password.

Storage and transmission of “RESTRICTED” information at rest or over communications networks shall be

encrypted.

“RESTRICTED” information should only be transferred as follows:

Type Preferred Method Alternate Methods

Client Data and
Client Identity
Attributes

Secure API link between Lexer Red
Zone and an approved client database

1. Secure SFTP link between Lexer Red
Zone and approved client database
2. Other secure link as approved by the
client

Partner Data Secure API link between Lexer Red
Zone and an approved partner
database

1. Secure SFTP link between Lexer Red
Zone and approved partner database
2. Other secure link as approved by the
partner

Lexer Identity
Attributes

Secure API link Other secure link as approved by the
client or partner

Deviations from the methods set out above must be approved in advance by the HoP or reported as a

Security Incident.

￼￼4.5.3 Re-classification of Information

Lexer’s Data Owners are required to re-classify the classification of information when warranted within a

reasonable time. Based on the classification criteria mentioned in Section 5 “Information Classifications”, the

information can be reclassified to a different level.

4.5.4 Release of RESTRICTED Information to Third Parties

Lexer shall ensure that all RESTRICTED information is protected from disclosure to third parties by default.

Exceptions are permissible if the release of this information is clearly needed to accomplish a certain

objective of Lexer based on the ￼￼￼￼￼principles of purpose, reasonableness and non-excessiveness, if

the identity of the receiving party has first been confirmed, and in the case of RESTRICTED information, the

written approval of the client owning the data has been received.

The Data Owner needs to establish requirements for any disclosures of RESTRICTED information to third
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parties.

Any disclosures of Lexer’s RESTRICTED information to third parties must be subject to a written agreement

specifying what information is restricted and how this information may and may not be used.

Consent from the Data Owners must be sought prior to the release of RESTRICTED information to third

parties.

￼￼4.5.5 Retention and Disposal of Information

Departments or contractors that are regarded as key Data Owners, controllers or custodians shall be

responsible for defining and documenting the retention period of RESTRICTED information. The legal

requirements and responsible parties should also be specified.

Departments or contractors must retain records and information if:

● they are likely to be needed in the future, unless a specific retention cycle has already been

mandated by specific policy to ensure their availability timely, such as the existing policy on email

retention.

● regulation or statute requires their retention, or

● they are likely to be needed for the investigation or prosecution of unauthorised, illegal, or abusive

acts or to allow Lexer to respond to discovery requests, subpoenas, investigatory demands and

other requests for information related to legal or regulatory proceedings.

RESTRICTED information should be disposed of in order to ensure complete removal of that information,

including both paper based and electronic forms. Disposal procedures include shredding, low level

formatting, degaussing of hard disk drives etc. Lexer’s objective is to ensure the deletion of RESTRICTED

information between 30-90 days from the termination or expiry of a client agreement. Lexer’s exiting client

may confirm in writing within 30 days of the termination or expiry of the client’s agreement that raw client

data is to be provided to the client prior to deletion.

Unauthorised destruction or disposal of Lexer’s sensitive information will subject the perpetrator to

disciplinary action including termination and prosecution.

4.5.6 Backup and Recovery

Lexer must implement the same level of security measures for the backup of RESTRICTED information.

Request to restore RESTRICTED information from backup media must be approved by the Head of Product.

Lexer must restrict the access to the restored data to authorised members.

4.6 Employee Awareness
Employees shall be made aware of this policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may
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ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.
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8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Reissue with additional level of

detail on the definition of RESTRICTED
information

● V6, 20/8/18, Review without material change
and reissue

● V7, 27/9/19, Review without material change
and reissue

● V8, 25/9/20, Review without material change
and reissue

● V9, 24/9/21, Review without material change
and reissue

● V10, 19/7/2022, Review without material
change and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP), David
Whittle (Head of Solutions)

Issued and Approved by (Name, Title, Date, Sign) Reviewed and Approved by (Name, Title, Date, Sign)

Chris Brewer, ISO, 19/7/22 Aaron Wallis, HoP, 19/7/22
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1 Purpose
The purpose of this policy is to ensure that Lexer’s Red Zone locations and the assets and information

contained within them are maintained and protected securely.

2 Scope
This policy describes various Lexer physical locations, but the Information security policy scope is limited

only to Red Zone locations.  The terms “data”, “information”, “information resources” and “information

asset” are used interchangeably in the documents to describe Restricted Information.  Green Zone locations

are specifically excluded from the scope of this policy.

3 Policy

3.1 Policy Statement
Lexer recognises that a regime of protective security – embracing physical, personnel and information

security is essential to enable it to meet the needs and expectations of its employees, contractors,

customers and stakeholders.

Lexer is committed to ensuring that measures are in place to manage security risks effectively, collectively

and proportionately, to achieve a safe, secure and confident working environment for its employees and

visitors. This will allow Lexer to continue to fulfil its statutory commitments and business objectives and to

meet the needs and expectations of its customers and stakeholders.

3.2 Policy Objectives
The objectives of this policy with regard to the physical security of Red Zone locations are to:

● Minimise the risk of unauthorised access;

● Prevent the theft, deliberate or accidental misuse, damage or destruction of Lexer assets by

unauthorised individuals;

● Minimise the risk of individuals accessing, altering, copying, divulging or destroying Lexer

information from Lexer systems after entering premises without appropriate authorisation.

3.3 Policy Maintenance
Lexer is committed to continuous improvement in managing security risk within all areas and aspects of its

undertaking. In this respect it will take all necessary steps to ensure that at all times there are appropriate

resources in the provision of manpower, materials and training, for the organisation to manage security

effectively.

Lexer believes that full and effective compliance with the duties placed on it can only be achieved with the

active involvement of the whole workforce. Lexer therefore calls upon the full support and cooperation of all

its employees in respect of the arrangements made to ensure that essential business can continue within all
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areas of its activities.

4 Policy Requirements
Lexer must ensure that unauthorised physical access to Red Zone IT infrastructures, information, and

information systems are prohibited.

4.1 Physical Areas
Lexer may utilise a combination of internal and third party facilities to appropriately safeguard access to

information.  Each facility should be designated with one of the following zone classifications:

● Green - Facilities where INTERNAL information is stored.

● Red - Facilities where RESTRICTED information, as well as INTERNAL information, is stored.

4.2 Securing Work Areas
Work areas are broadly referred to as Lexer offices or third party locations facilitating the storage of Lexer

data or the delivery of Lexer services.

4.2.1 Green Zone Security

● Work areas shall be protected by security perimeters with limited entry and exit points, while

fulfilling relevant health and safety regulations and standards.

● The perimeter should be physically sound. There should be no gaps in the perimeter or areas where

a break-in could easily occur.

● Suitable intrusion detection systems should be professionally installed and regularly tested to cover

premises.

● General buildings, offices, rooms and facilities should be protected by ensuring that all doors and

windows remain closed and locked while unoccupied.

● Critical equipment and information should be placed in secure areas (such as locked filing cabinets

and locked storage rooms).

● During business hours, entry should be controlled with the use of either secure keypad or access

cards

● After hours the facility must be secured using lock and key, with keys only provided to senior

management.  In the event that an employee is terminated and the key not returned the locks

must be changed immediately.

● The cost of implementing protection measures should commensurate with the identified level of

acceptable risk.

4.2.2 Red Zone Security

No employee or contractor should be granted access to a red zone facility without prior written approval

from the Head of Product.  The minimum security standards for an acceptable red zone facility include:

● Physical access control lists manage ingress and egress

● Security fencing
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● Boom gates

● 24 x 7 x 365 manned security

● 24 x 7 x 365 CCTV recordings

● Pre-cast reinforced concrete building with limited entry and exit points

● Access control (mantraps)

● Biometric readers at all main entry points

● ISO/IEC 27001:2013 compliant

● Minimum 2 hour fire rating

Lexer’s Red Zone facility is presently managed by Amazon Web Servers, and physically located at the AWS

locations of:

● “ap-southeast-2a” and “ap-southeast-2c” in Sydney, NSW, Australia; and

● “us-west-2” in Oregon, USA

Storage of “RESTRICTED” information is limited to “Red Zone” facilities, with the following exceptions:

● Client Data may be transferred out of a Red Zone facility in accordance with a Client agreement or

written instruction;

● Identities Data may be transferred out of a Red Zone facility for development, design or system

testing purposes, provided that the data transferred out is not greater than 5% of Lexer’s total

Identities Database.

4.3 Equipment Security
Equipment should be protected to reduce the risks from environmental threats and hazards, and

opportunities for unauthorised access and equipment theft.

Equipment, information or software should not be taken off-premises without prior authorization.

In Red Zones, appropriate power protection (e.g. Uninterruptible Power Supplies, Redundant Power Feeds),

adequate fire protection, proper heating and cooling should be installed to prevent interruption of service or

availability.

4.4 Responsibilities
Clearly define responsibilities are needed for proper management and protection of physical access to

Lexer’s Red Zone locations. This is achieved by establishment of the following roles:

4.4.1 Head of Product

● Authorise, control and monitor visitor’s access to secure area, protected equipment, and

information processing facilities;

● Control working in server area;

● Review and update access rights to secure area regularly;

● Control the physical security perimeter for secure area;

● Implement the physical entry controls for secure area;

● Control the isolated delivery and loading area for secure area; and
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● Review the processes involved in the above protections.

4.4.2 Authorised Staff with Access to Sensitive Information and Facilities

● HoP to escort authorised visitors within secure area; and
● Challenge and report any un-escorted strangers

4.4.3 Visitors

● Comply with physical security standards; and

● Obtain approvals from relevant management prior to access to Lexer’s sensitive information or

information processing facilities.

4.5 User Awareness
Users shall be made aware of this policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

￼￼6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation from or

non-compliance with this policy shall be reported to the ISMS Governance Manager and the Information

Services Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

● Chris Brewer (ISO), Aaron Wallis (HoP)

ISMS2.03  Physical Security Policy V10 Final Lexer, Confidential, Page 5



and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 13/7/22, Changes to update data centre

locations and Red Zone in-scope locations and
reissue

Issued and Approved by (Name, Title, Date, Sign) Reviewed and Approved by (Name, Title, Date, Sign)

Chris Brewer, ISO, 13/7/2022 Aaron Wallis, HoP, 13/7/2022
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1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

ensuring the correct and secure operation of information processing functions.

2 Scope
The scope of this policy applies to all human resources and information assets connected with the handling

of Restricted Information.  The terms “data”, “information”, “information resources” and “information asset”

are used interchangeably in the documents to describe Restricted Information.

3 Policy Statement

3.1 Policy Statement
Lexer must ensure that the operational procedures for correct and secure handling of information resources

are documented and made available to appropriate staff members and contractors. The level of detail should

match the criticality of the information being processed and complexity of the operations concerned.

3.2 Policy Objectives
This document describes the requirements and guidelines for the distribution of operational details and

implementation of operational controls to reduce the likelihood of intended and unintended human errors.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Employees shall then have the obligation to obtain

the current information systems policies from Lexer’s Knowledgebase (documented on Notion) or other

relevant communication media on an on-going basis and accept the terms and conditions contained therein.

ISMS2.04  IT Communications & Operations Management Policy V10 Final Lexer, Confidential, Page 2



4 Policy Requirements

4.1 Documented Operating Procedures
To reduce chance of human error and protect continuity of manual and/or automated operations, proper

documentation of important normal and emergency functions should be developed and maintained to ensure

that they are current and relevant.

The scale and level of detail should be commensurate with the value, criticality and complexity of the

information processing facilities. To reduce effort required in maintaining documents, documentation should

be effectively and barely sufficient.

The manuals should be made available via a knowledgebase.

The correctness and readiness of documents are important and Lexer should ensure that:

● Users of manuals should report insufficiency and incorrectness to owner of documents

● The manuals should be reviewed and revised on a regular basis

● The manuals should be up-to-date, and latest version are available in a knowledgebase

● The manuals shall be secured from unauthorized visits and modifications

Resources for developing and revising documents should be planned and allocated when planning for new or

modification to existing systems, operations or processes.

4.2 Information System Documentation (Manuals)
Documented procedures in form of user and operation manuals (“manuals”) should be made available to

users and administrators who have roles in the operations in a knowledgebase.

Documented procedures should also be used as training materials for new users.

Manuals should document sufficient instructions for execution of day-to-day activities carried out by

employees to provide the services.

Manuals should provide sufficient detail and information to enable responsible employees to work alone,

independently.

Manuals should refer to the following:

● System Information

○ responsible personnel, physical location, network connection and power connection

○ Security requirements and information classification

● System Monitoring Procedure

○ Audit trails, performance and utilization thresholds

● Backup Procedure

● Support escalation procedure and problem alert communication procedure

● Definition of controls for the prevention, detection, removal and reporting of attacks of malicious
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code on all ICT Assets

4.3 Responsibilities
Operational procedures and areas of responsibility include:

● The IT department has the overall responsibility for protecting Lexer’s internal network

● The Head of Product should ensure documentation of the IT systems according Lexer’s standards

● Purchase and installation of IT equipment must be approved by the Head of Product

● Development, testing and maintenance should be separated from operations in order to reduce the

risk of unauthorised access or changes, and in order to reduce the risk of error conditions.

All contracts regarding outsourced IT systems should include:

● Information security requirements, including confidentiality, integrity and availability;

● A description of the agreed security level, requirements for reporting security incidents from third

parties;

● A description of how Lexer may ensure that third parties are fulfilling their contracts; and

● A description of Lexer’s right to audit third parties.

4.4 Segregation of Duties
Lexer shall allow no single person to access, modify, use assets, or subverting a critical process without

authorization or detection. Roles and responsibilities shall be defined. Lexer should rotate and segregate

duties and areas of responsibilities to minimize the chance of accidental or unintended access or

modification, as far as resources are available and it is practical.

If duties are not segregated, Lexer shall implement appropriate detective controls such as monitoring of

activities, audit trails and management supervision.

Information security audit and assessment must be independent.

4.5 Separation of Systems
Development and testing systems should run on different systems other than the systems delivering the

service (production). Production network should also be separated from development and test networks, as

well as other production networks.

Access control should be implemented to enforce separation of systems.

Transfer of production data from production environment should be prohibited, unless with consent from

data owner, controller or custodian. Sensitive data must be sanitized.

4.6 Employee Awareness
Employees shall be made aware of this policy and all its provisions.
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5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 19/7/2022, Review without material

change and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)

Issued and Approved by (Name, Title, Date, Sign) Reviewed and Approved by (Name, Title, Date, Sign)

Chris Brewer, ISO, 19/7/22 Aaron Wallis, HoP, 19/7/22
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1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

establishing minimal requirements and process for protecting Lexer’s network infrastructure and information

processing platform.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy Statement

3.1 Policy Statement
Lexer must maintain secure network infrastructure and platforms, including network equipment, software

and hosts, by implementing appropriate security controls to protect Lexer’s IT environment, and review

security level of its IT environment regularly and as necessary.  Network addresses, network configurations

and related systems or network information shall be properly maintained and shall only be released to

authorized parties.  Lexer shall segregate the network into separated network environments according to

the usage, classification of information and services hosted in the network.

3.2 Policy Objectives
This document provides the minimal requirements and process for protecting Lexer’s network infrastructure

and information processing platform.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer.  Employees

will be informed of any subsequent changes or updated versions of such standards, guidelines and

procedures by way of e-mail or other relevant communication media.  Employees shall then have the

obligation to obtain the current information systems policies from Lexer’s Knowledgebase (on Notion) or

other relevant communication media on an on-going basis and accept the terms and conditions contained

therein.
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4 Policy Requirements

4.1 Network Infrastructure
Lexer maintains a network structure to support its services, activities and enable communications. The

network is the first line of defense against malicious activities.

4.1.1 Departmental Network (Managed)

Departmental networks, including office Local Area Networks (LANs) and wireless routers, are centrally

managed by Lexer’s IT Department and are only accessible to employees. Computers in these networks are

usually assigned to designated users.

Assets in these networks are used to process “INTERNAL” information of Lexer. “RESTRICTED” information

should never be processed on a Departmental Network.

Computers and network equipment in these networks shall be hardened and regularly assessed to ensure

the appropriateness of configurations.

4.1.2 Distributed Networks (Managed)

Distributed networks, including SaaS platforms such as Google Apps and Dropbox, are centrally governed by

Lexer’s IT Department and are only accessible to assigned employees.

Employees must use Multi-Factor Authentication on any distributed network.

Assets in these networks are used to process “INTERNAL” information of Lexer.  “RESTRICTED” information

should never be processed on a Distributed Network.

Platforms shall be hardened and regularly assessed to ensure the appropriateness of configurations.

4.1.3 Secured Network (Trusted)

“RESTRICTED” information should be kept in protected servers inside secured networks located in

“red-zone” facilities.

Depending on functions and security requirements, the secured networks are further segregated into inner

zones, each with their own assignments and restrictions.

Computers and network equipment in these networks shall be hardened and regularly assessed to ensure

the appropriateness of configurations.

4.2 Internet Gateways and External Gateways
Lexer's IT Department is responsible for the management and monitoring of Internet gateways, which

connect Lexer to the Internet, and external gateways, which connect Lexer’s network to third party clients

and suppliers.
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All access to the Internet or external networks must be channeled through registered and approved

gateways.

Lexer’s IT Department must ensure that proper security measures are implemented to protect Lexer’s

network from security threats. Proper security measures must also be implemented to detect and defend

against attacks.

All gateways that are connected to a Lexer network and providing access to the Internet and external

networks must provide the following security functions:

● Firewall for access control;

● Packet-filtering routers for routing traffic and packet filtering;

● Protection against computer virus; and,

● Intrusion detection system (IDS) and monitoring system for attack detection.

4.3 Network Security
Lexer’s IT Department and Suppliers must deploy appropriate security components to protect networks and

the information resources within, including but not limited to the following:

● Firewall

● Demilitarized Zone (DMZ)

● Network Address Translation (NAT)

● Network Access Control

● Virtual LAN (VLAN)

● Virtual Private Network (VPN)

● Network Intrusion Detection System (NIDS) and Network Intrusion Prevention System (NIPS)

● Anti-malware

● Proxy and Reverse Proxy

● Logging and Log monitoring

● Network QoS/Traffic Shaper

● Pseudo air gap or air wall

Connections between networks; and installation, modification of configuration; and removal of equipment

must not compromise or downgrade the security level of network zones. All network equipment must be

properly configured.

Configuration of all equipment on the network, including firewalls, routers, hosts and etc., must be hardened

according to security baseline configuration published by Lexer and changes must be reviewed and tested

prior to implementation and after major changes.

Privileges to modify configurations of equipment must only be granted to the delegated individuals.

Network security devices, such as firewall and router, shall be implemented to separate “untrusted”,

“managed” and “trusted” networks. Network security devices must also be implemented to separate Lexer’s

networks and external networks.
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4.4 Host Platform Security

4.4.1 Operating System (“OS”)

There are often vulnerabilities in the OS. Security patches for OS shall be applied. The owners or controllers

of the host platforms must ensure that all the host platforms are protected by appropriate security controls.

All Operating Systems within managed network and trusted networks must be configured and hardened

according to the host configuration baseline.

The owners or controllers of OS shall ensure that appropriate security measures are implemented to protect

their OS, such as:

● Patch management system or auto update for installation of security patches, within one month of

release

● Authorization and authentication of all users

● Audit trail and event logging

● Host based firewall, and configured appropriately

● Host Intrusion Detection System (“HIDS”) and Host Intrusion Prevention System (“HIPS”) Disk or

filesystem level encryption

● Restrictive and secure file access permission and control

● Resource isolations, such as isolating the disk partition of user directories and OS directories, and

limiting the CPU and memory resources available by process

4.5 Configuration Baseline
Configuration baselines are documents that specify the hardening requirements of IT products to the target

operational environment. IT products are any vendor-supplied IT products, including but not limited:

● Hardware, such as computer hardware, network printer, and etc.

● Software, such as operating system (Ubuntu, OS X, etc.), application server, database system, and

etc.

● Network equipment, such as firewall, NIDS, NIPS, router, load balancer and etc.

Lexer's IT Department are responsible for proposing and publishing configuration baselines of Lexer, based

on industry-accepted system benchmarks, including but not limited to the following sources:

● Center for Internet Security (“CIS”)

● National Institute of Standards Technology (“NIST”)

● SysAdmin Audit Network Security (“SANS”) Institute

Lexer's IT Department are also responsible for regularly review and adopt Lexer’s configuration baselines to

change in environments and new needs raised.

The configurations of IT products must be hardened before installing or enabling the IT products on the

production network. The owner or controller of the product shall modify the configurations by following:

1. the configuration baseline of Lexer
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2. if 1 above is not available, use the vendor-supplied benchmark or benchmarks from CIS, NIST, or

SANS

3. if 1 or 2 are not, source an industry benchmark or best-practice, and notify Lexer's IT Department

of the selected benchmark

In the situation that the suggested settings in the baselines or benchmarks may negatively inhibit the utility

or performance of the product and conflict with the function required by the owner IT should be consulted

and the baseline and product reviewed.

4.6 Employee Awareness
Employees shall be made aware of this policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.
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Revision History (Version, Date, Change) Distribution
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1 Purpose
The purpose of this Policy is to ensure that the access to Lexer’s information systems, networks, services

and resources are controlled on the basis of business and security requirements, and access rights are

appropriately authorized, allocated and maintained, and unauthorized access is prohibited.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. It is Lexer’s policy that appropriate access control measures are implemented to protect its

information system resources against accidental or malicious destruction, damage, modification or

disclosure, and to maintain appropriate levels of confidentiality, integrity and availability of such information

system resources.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against

unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to either electronic or

paper-based information owned by Lexer or temporarily entrusted to it;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources; and

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer’s Knowledgebase or other relevant communication media on

an ongoing basis and accept the terms and conditions contained therein.
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4 Policy Requirements
Lexer’s information system resources shall be appropriately protected to prevent unauthorised access.

4.1 User Access Management
The IT Department should set up and maintain role-based access control for the network, systems,

applications and information under their administration.

Access should only be granted on a need to know and least privilege basis.

Access to information shall be managed in accordance to with the following procedures:

● Requests, changes and terminations: Should be documented and approved by line managers

● Authorisations: All requests, changes and terminations should be approved by the Head of Product

and / or the ISO (or delegate), who should verify that the requirements of the roles are aligned

with the proposed access rights

● Establishing access: Upon Head of Product approval, establishing access should be completed by a

designated authority in the IT Department separate from the Head of Product to ensure appropriate

segregation of duties

4.2 Privilege Management
Privileges are usually identified in terms of user categories (e.g. system administrators) and users are

allocated privileges by being joined to user groups that have specific privileges.

The use of privileged functions should be controlled by the following procedures:

● Identify the privileges associated with each system (e.g. operating system, application, database,

etc.) and the categories of staff to which these privileges might need to be allocated.

● Allocate privilege on a “need-to-know” and “least privilege” basis and, where possible,

event-by-event so that users only have the minimum requirement for their functional role and only

for as long as needed.

● Maintain a record of all privileges allocated.

● Set up different accounts, with privileged and nonprivileged functions on all information systems or

devices.

● Restrict knowledge of the passwords for the system administrator account to the authorized System

Administrators only.

Lexer’s privilege classifications will at a minimum include:

● General Red Zone Access

● Administrator

● Developer

● Other

4.3 Network Access
● Access to Lexer’s various networks is controlled by means of individual user log-ins and passwords.

Network accounts for new employees are generated by IT after receiving the appropriate
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documentation from HR.

● Immediately on receiving a login and password, the Employee must change the password to one

that they have created in accordance with the Password Policy. Thereafter, the operating system

automatically prompts for a password change at intervals controlled by the Head of Product.

● Log-ins and passwords are not to be revealed to anyone, even a colleague, supervisor or manager.

Access to network objects is limited by individual log-ins that are authorised on the basis of

operational requirements.

● User rights are kept to the minimum necessary for efficient working. Anyone who feels that they

would work more efficiently with increased user rights must justify this to the data owner who will,

in turn, advise the Head of Product of any access rights changes. Users must not allow anyone else

to access any systems via their login, either by logging in deliberately on the other’s behalf or by

logging in and leaving IT equipment unattended.

● Properly configured routers and firewalls shall be used to enforce network segmentation, routing

and connection controls.

● External accesses to network resources or services shall subject to user identification,

authentication and authorization controls. Appropriate cryptographic techniques should be deployed

to protect the information in transit.

● Monitoring is implemented on all systems to record log-in attempts and failures, successful log-ins

and all changes made.

● Remote access to Lexer’s systems is subject to particularly careful control. This is addressed in the

Remote Access and Mobile Working Policy.

● Anyone who suspects there may have been a breach of network access rules must report it

immediately to the Information Security Officer or Head of Product.

4.4 Access to On-line Information
● Information stored on the network can be made available to all users, to certain defined users, or

to the creator only. This is determined by the selection of the appropriate directory and access

rights.

● Sensitive commercial or personal information that is kept on the network, e.g. financial records, is

to be protected by the removal of all non-essential access permissions.

● As a general rule, no files should be created on the network that are password protected. Should

this need arise then specific permission must be given by the Head of Product. Details of the

authority and the password issued must be given to the IT Service Desk for secure storage.

4.5 Access to Paper-Based Information
● Sensitive information on paper, such as personal or financial data, is accessible only to authorised

persons.

● Access must be controlled by means of locked cabinets.

● Sensitive commercial or personal information is not to be left lying on desks overnight.

● All waste paper containing sensitive business information must be disposed of as soon as it is no

longer required by being put securely in the confidential waste bins or shredded.

4.6 Premises Security
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Access to Lexer’s premises varies according to location and is subject to the controls set out in the Physical

Security Policy.

4.7 Further Measures to Prevent Unauthorised Access to Information
Apart from the measures outlined above, access to Lexer’s premises, information systems and paper-based

information is further limited by the following general instructions:

● In the case of equipment destined for repair or disposal, information stored on hard disk or other

storage media is to be protected as follows:

○ Any hard disks contained in equipment being sent away for repair is removed and placed

in a secure area.

○ Any storage media, including but not limited to hard disks, floppy disks, tape cartridges,

CDs, DVDs and memory sticks that are faulty or no longer required are rendered

unreadable before disposal.

● Disposal of computer equipment is to be carried out by a reputable specialist disposal firm and

disposal records are kept for both Information Security and Environmental reasons.

● Should data be required to be sent or transmitted from Lexer’s premises then information stored on

hard disk or any other medium is to be protected by the following means:

○ No computer equipment is to leave Lexer’s premises unless specific permission has been

obtained from the IT Service Desk.

○ The exception to the above is for loan, remote or mobile computing purposes. The Remote

Access and Mobile Working Policy & Guidance covers this.

○ Transportation is only undertaken by approved carriers or by Lexer’s employees.

● Lexer’s employees who are transporting computer equipment or storage media take precautions to

protect such items from theft, as advised by the Head of Product.

4.8 Employee Departures
When Employees leave Lexer, the following action is taken:

● The Employee’s access rights to all IT systems are revoked by disabling the Employee’s account.

● Employees are required to re-confirm that all passwords they may have used to protect documents

or files created or processed in the course of their duties have been notified to the IT Service Desk.

● Employees are required to return all physical or electronic keys and passes entrusted to them as

well as any equipment such as laptops, tablets and mobile devices.

● Numeric codes should be changed if any potential future risk is perceived.

4.9 Reporting Security Incidents
All security incidents, including actual or potential unauthorised access to Lexer’s premises or information

systems, should be reported immediately to the Information Security Officer or Head of Product in

accordance with the Security Breach & Weakness Policy.

4.10 Restriction of Visitors
Visitors shall not be allowed to connect any equipment to Lexer’s Red Zone network unless approved by the
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Head of Product.

4.11 User Awareness
Users shall be made aware of their responsibilities in the prevention of unauthorised access to Lexer

occupied premises, including, but not limited to:

● The need to ensure that they are not “tailgated” through doors by any unauthorised person;

● That suspicious activity close to or within a Lexer headquarters building is to be reported

immediately to the Information Security Officer or appropriate Office Manager;

● That no equipment is left logged-in without the protection of an activated password protected

screensaver;

● The need to be aware of this Policy and all its provisions.

Although Lexer will take reasonable technical and material precautions to prevent unauthorised access to its

information systems, every individual Employee can make a decisive contribution to security. Access control

of all kinds depends to a great extent on each Employee’s active participation, watchfulness and consistent

compliance with the spirit of this Policy.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation from or

non-compliance with this policy shall be reported to the Information Security Officer & Head of Product.

7 Glossary of Terms
Access Control is defined as the means of ensuring that Lexer’s electronic and physical information

resources are available only to persons authorised to view or process that information in accordance with

pre-determined rules.

Other terms used in this policy document are to be found in ISMS Glossary of Terms.
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Appendix 1 - Access to Lexer Services
Lexer should ensure that client access to Lexer’s services are controlled and unauthorized access is

prohibited, including the following procedures:

● Every client user is assigned an Electronic ID and must enter a password to login

● Every client user uses 2 factor authentication. This process will involve users assigning a mobile

number to their account. When the user attempts to log in to the Dashboard, they will be required

to enter a token. This token is sent to their mobile device via SMS.

● Services are accessed using SSL (Secure Sockets Layer)

● The use of access privileges, with Lexer reviewing client classifications for reasonableness, giving

particular attention to the number of Administrators

● Client agreements include a fair use policy

● New users can be added by existing users that have the ‘Manage Users’ permission. This includes

Admins (Lexer employees) and Managers (Clients and Partners). Users are added via the Client

Settings area in the Dashboard. The existing user provides a first name, last name, and an email

address for the new user account. The new user receives a welcome email and is directed back to

the Lexer Dashboard to choose a password that complies to the password policy.

● Users have permission to edit their own details. This process can be done within the Client Settings

in the Dashboard, under the My Account pivot. Users have the ability to edit their email address,

first and last name, mobile number, and time zone.

● Managers (including Admins) have the ability to edit the details of users within their company.

These details include email, first and last name, mobile number and time zone.

● All access levels (Users through to Admins) must create passwords that comply to the Password

Policy. This outlines that:

○ Passwords must be greater than 6 characters.

○ Passwords must contain a number 0-9.

● Users can be removed by Managers and Admins. This is done in the Client Settings areas of the

Dashboard, under Our Team. When a User is deleted their access to the Dashboard is revoked

instantly. If the User is logged in at the time of deletion, their ability to commit change or access

data is instantly revoked.

● Lexer logs all attempts to log in to the Dashboard, including failed attempts. If a user attempts and

fails to log in too many times, their account is temporarily suspended and the individual (or their

Manager) will be contacted as soon as possible.

● As a user logs in to the Dashboard they are presented with details of their previous log in. If this

information does not correspond with their actual previous log in, they have the option to notify

Lexer. In this situation Lexer will investigate and take appropriate action.

● User access activities are logged and appropriately escalated on a regular basis in order to identify

and resolve incidents involving unauthorised activities. Lexer provides logs to managers, which

includes a complete record of all changes and logins. Logs are kept for one year. Managers are to

be notified when a user attempts and fails to login too many times.

● Select Lexer staff have access to Lexer Services using Admin privileges.  Admins have access to all

client accounts. Lexer staff with Admin authority must use two factor authentication when

accessing the system. This involves a password as well as a token sent to a mobile device.

● Lexer only grants Admin authority to staff when required. This ensures the number of admins in the
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system is limited and controlled. Staff granted with Admin access are provided with sufficient

training and are informed of the consequences of misuse. Admin access is reviewed every month

and when a staff member joins, leaves or changes roles.

● Admin access can only be granted by a developer. Admins do not have the ability to grant admin

access.

● The Lexer API provides  programmatic access to read and write Lexer data. This access is secured

using SSL at all times. Access to Lexer’s API is restricted to authorised users only. Authorised users

do not have access to information that belongs to another user.

● All system access requests are logged. These logs are kept for one year. Logs are periodically

reviewed to identify irregularities and attempts to misuse.

● Unauthorised access to Lexer services is monitored. This type of behaviour includes:

○ Failed login attempts

○ Attempts to break the security of Lexer’s services

● Lexer takes measures to prohibit or monitor these activities, which includes:

○ Presenting login information to users

○ Providing optional multi-factor authentication

○ Logging all attempts from a client

● Responses made by Lexer in these events depends on the incident, and includes:

○ Notifying clients of failed user attempts to login

○ Following Risk Management Plan in the scenario where an attempt is made to break the

integrity of Lexer’s system
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￼￼￼1 Purpose
The purpose of this policy is to ensure that IT related products and services delivered by suppliers and their

practices on information security are compliant with Lexer’s information security policy.

2 Scope
The scope of this policy applies to any third party providing IT related products or services to Lexer which

involves the handling of RESTRICTED information.

3 Policy Statement

3.1 Policy Statement
Information systems and services used to store or process Lexer’s sensitive information will have significant

impact on security of Lexer’s environment.  Lexer must ensure that purchase of equipment, supplies,

products, services and maintenance is conducted in a manner that is consistent with Lexer’s Information

Security Policies.

3.2 Policy Objectives
This standard is established to provide guidelines for Lexer to achieve the goals of information security in

the supplier management process.  The policy seeks to ensure that suppliers:

● Comply with Lexer’s information security policies and any other legal and regulatory requirement

where applicable;

● Ensure the confidentiality, integrity and availability of Lexer’s information resources or processes

managed by internal users and suppliers;

● Protect against any potential threats or hazards to the security of Lexer’s information;

● Protect against any unauthorized access to or use of Lexer’s information that could result in

substantial harm or inconvenience to Lexer, its employees, its clients and any other third party

users;

● Dispose of Lexer’s sensitive information in a secure manner in accordance with Lexer’s information

handling policy and standards; and

● Inform any security breaches involving Lexer’s sensitive information immediately and take

appropriate safeguard measures to minimize the impact of such breaches.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Employees will

be informed of any subsequent changes or updated versions of such standards, guidelines and procedures

by way of e-mail or other relevant communication media. Employees shall then have the obligation to obtain

the current information systems policies from the Lexer’s Knowledgebase or other relevant communication

media on an ongoing basis and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 Impact Analysis
Impact analysis is required to be conducted for all new products or services that will handle or use

“RESTRICTED” information of Lexer, and may require assessment under a tender process.

Impact analysis is a process to determine:

● Processes impacted by the new product or service (manual or automated);

● Details of type and sensitivity of information impacted;

● Availability requirement for the new product or service;

● Risk assessment of the product or service (If applicable);

● Additional information security requirements needed to safeguard the data (regardless of hosting

location), if information impacted is sensitive or specifically protected by laws

● Requirements needed to limit access and safeguard data transmission, storage, and retention, if

the system/ application/process is developed, outsourced and/or hosted at a supplier's location

The Information Security Officer is responsible for ensuring the appropriateness of impact analysis process

and providing advice on the risk management strategy.

4.2 Supplier Selection
When selecting and evaluating suppliers for services or products which involves the handling of

“RESTRICTED” information, the following aspects and capability of supplier shall be considered:

● Maturity of supplier’s information security policies, standards, and procedures.

● Security protections in architecture, including network, application, server, remote access, etc.

● Configuration management, such as patches, baseline security configurations, etc.

● Security features in product design, such as features for compliance to PCI-DSS, security measures

against common web application vulnerabilities, etc.

● Access control mechanisms in the product.

● Monitoring and ability of the supplier in detecting abnormalities.

● Physical security if the service or product is hosted under supplier’s location.

● Contingency plan, disaster recovery objectives and disaster recovery capability.

● Data ownership, such as confidentiality agreements, and data removal requirements upon terminal

of services, and etc.

4.3 Supplier Contracts
Before using the supplier’s services or products, Lexer shall establish and sign a contract with the supplier.

A Statement of Work or Scope of Service must be established by Lexer in each contract to clearly state the

products, services and deliverables provided the supplier.

The contract must also clearly state the security requirements or the supplier to ensure that their products
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or services are consistent with Lexer’s Information Security Policies and Standards.

￼￼The following terms and conditions shall also be included in the contracts:

● The supplier shall observe laws and Lexer’s policies for privacy and security;

● A mutual non-disclosure agreement (“NDA”) shall be established between Lexer and suppliers if

sensitive information (any information classified as “CONFIDENTIAL” or “RESTRICTED”) is used,

stored and processed by the supplier;

● The supplier must use Lexer’s sensitive information only for the purpose for which Lexer is

entrusted to it;

● The supplier shall prevent disclosure of Lexer’s sensitive information to other third parties including

subcontractors, except as required or permitted by the contract terms of Lexer.

● Where subcontracting is allowed, the supplier’s agreement with subcontractor should impose the

same obligations in relation to processing on the subcontractors as are imposed on the supplier by

Lexer; and the supplier shall remain fully liable to Lexer for the fulfillment of the imposed

obligations.

● The supplier shall define a plan, subject to acceptance of Lexer, for the handling, return and

destruction of Lexer’s sensitive information upon completion of the contractual requirements in

accordance with Lexer’s “Information Classification and Handling Standard”.

● The supplier shall implement formal procedures to grant and remove authorisation permission to its

staff and subcontractor for accessing to Lexer’s sensitive data based on “need-to-know” and

“need-to-use” basis.

● The supplier shall ensure that its relevant staff will carry out the security measures and comply

with the obligations under the contracting regarding the handling of sensitive information.

● The supplier is responsible for immediately reporting to Lexer of any sign of abnormalities and

working with Lexer in recovery and remediation, in event of security breach.

● If “RESTRICTED” information will be hosted in the supplier’s location, Lexer should have the rights

to carry out periodic security assessment and inspect how the supplier handles and stores Lexer’s

sensitive information within a mutually agreeable time to both parties; or the supplier shall provide

security audit or assessment reports issued by qualified independent professionals and

organizations.

● The consequence for violation of the contract.

Lexer should assign dedicated resources to review the Service Level Agreements (“SLA”) of its vendors to

confirm that they have satisfied obligations of this policy. Periodic monitoring of vendor service levels and

performance should be performed by Lexer to ensure that any breaches of SLAs will be timely reported and

investigated.

4.4 Supplier Control and Monitoring
Lexer shall carry out regular monitoring on the performance of supplier and review the security level

achieved by the supplier. The evaluation on performance of suppliers shall cover:

● ￼Complaints, incidents, problems (e.g. service interruption, security breach, degradation of service

level) encountered by the supplier;

● Contingency plan in the event the supplier cannot provide the services

● Reviewing a supplier’s published security documentation (e.g. SOC 2 audit reports) and, where
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applicable, any specified end user controls (i.e. AWS CUECs).

If agreed service level is not attained, or the supplier is providing non-conforming products/ services, Lexer

shall discuss with the supplier for rectification. Records of discussion and follow-up plan shall be prepared for

monitoring purposes.

Lexer management must evaluate existing vendors’ compliance and performance results based on the

regular monitoring feedback at least annually or before the renewal of service contracts, whichever is earlier.

4.5 Service Change or Transition
Lexer shall ensure that quality of service is attained and security risks are managed during and after service

change or transition, taking account of the criticality of business information, systems and processes

involved and re-assessment of risks.

4.6 Service Termination
Upon termination of contracts, Lexer must inform suppliers to return or destroy all relevant data and

resources of Lexer and require formal acknowledgement.

Lexer shall ensure that the quality of service is attained and security risks are managed during and after

transition of service back to Lexer.

4.7 Employee awareness
Employees shall be made aware of this policy and all its provisions.

5 Disciplinary process
Lexer reserves the right to audit compliance with this policy from time to time.

6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Owner.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.
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￼￼￼1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

ensuring information security is considered throughout the lifecycle of any system that holds and processes

Lexer’s information assets, from conception and design, through creation and maintenance, to ultimate

disposal.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy Statement

3.1 Policy Statement
Lexer must ensure that information security is considered throughout the lifecycle of any system that holds

and processes Lexer’s information assets, from conception and design, through creation and maintenance,

to ultimate disposal. This policy outlines the basic requirements and responsibilities to achieve this.

3.2 Policy Objectives
The objective of this policy is to specify the security practices during information system acquisition,

development and maintenance, in order to ensure sufficient security in all information systems, and prevent

errors, loss, unauthorised modification or misuse of information in Lexer’s information systems.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Employees

will be informed of any subsequent changes or updated versions of such standards, guidelines and

procedures by way of e-mail or other relevant communication media. Employees shall then have the

obligation to obtain the current information systems policies from Lexer’s Knowledgebase or other relevant

communication media on an on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 Project Planning and Feasibility Study
During the planning phase of the Software Development Life Cycle (“SDLC”), the Head of Product shall

assemble the project team, which includes Lexer Employees and external service providers, if any.

The Head of Product should establish a high-level view of the intended project, its goals and risks and shall

be responsible for the quality of project management and deliverables (e.g. scope, cost, time, fitness for

use, etc.) of the project.

The project team is required to specify the business requirements for new information systems in the

planning documentation.

Security controls should be considered during project planning, and advice from the Information Security

Officer should be sought when needed.

4.2 System Analysis and Requirements Definition
The Head of Product is accountable for the overall application features, functionality and security of the

system.

The project team should liaise with the users and define the detailed user requirements - they shall work

with trained Information Security professionals to identify, justify, agree, and document security

requirements in relation to the user requirements.

4.3 System Design
Security controls shall be designed into information systems to detect or prevent errors, unauthorised

modification or misuse of information.

These controls should include but not limited to:

● Validation of data input to applications systems to ensure that it is correct and appropriate

● Audit trail logging to maintain record of user activities for ensuring the traceability and

accountability of users for their actions taken

● Incorporation of validation checks into systems to detect corruption caused by processing errors or

through deliberate acts

● Encryption to safeguard the confidentiality, integrity and authenticity of classified data during

transmission or in storage

● Message authentication techniques for applications to protect the integrity of message content from

unauthorised changes or corruption

● Effective security controls to protest against common vulnerabilities identified in

○ OWASP Top Ten Project

○ CWE/SANS Top 25 Most Dangerous Software Errors

● Periodic vulnerability assessment to identify potential risk of information leakage and security
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weaknesses

The introduction of new platforms, software or libraries requires approval by the Head of Product.

4.4 Application development
The project team shall consider the importance of information security throughout the whole project

lifecycle.

Security loopholes, such as back doors, unused variables and opened ports are prohibited.

To identify security loop holes and vulnerabilities, the Head of Product should arrange to conduct source

code review for security and static code scanning for vulnerabilities by trained personnel and platforms.

Application developers shall work on the approved change requests and shall only make the required

changes.

The introduction of new platforms, software or libraries requires approval by the Head of Product.

4.5 Protection and Segregation of Environments
Development, testing, staging and production environment shall be established for developing, testing,

staging and operations of business application software - this separation shall be achieved via separate

systems.

To ensure that development and support activities are conducted in a secure manner, access to information

system files shall be controlled by IT, who is responsible for:

● Ensuring strict controls are exercised over the implementation of software on operational systems.

● Ensuring all information system test data is protected and controlled.

Development and support environments shall be strictly controlled to maintain the security of information

system software and data. These controls can take the form of:

● Strict control over the implementation of changes to minimise the potential for corruption of

information systems.

● Test and staging data / software / hardware shall be distinguished from production data / software

/ hardware.

● Strict control over the flow of Development, Testing, Staging and Production data.

● Changes shall be justified, assessed for risk, tested and approved by the owning business area

before being introduced into the production environment.

● Procedures shall be established so that emergency changes can be made in a controlled manner

with proper user authorization, documentation and audit trails.

● When changes to the operating system occur, review of information systems shall be conducted to

ensure that there is no adverse impact on security.

● Discouraging the modification of vendor-supplied software packages.

● Migration of application software from one environment to another shall be processed by authorized

personnel.
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● Application developers shall only be authorized to move software from Development to Testing to

Staging environments, but shall not be allowed to move any software into the Production

environment.

● In case the developer is also responsible for deploying software into the production environment,

compensating control must be implemented to prevent and/or detect developers from making

unauthorized changes.

4.6 Testing
Changes must be tested and approved by the system owner before being introduced into the production

environment.

The project team should develop a “Test Plan” for the new or modified information system.

The “Test Plan” shall include the tests to verify if security requirements are satisfactory.

Test data shall be selected carefully, protected and controlled.

4.7 Security Assessment
Security assessment shall be conducted to ensure that the security level of information system is

satisfactory.

The Head of Product shall be responsible for checking and ensuring that all tests specified in the “Test Plan”

are satisfactorily completed. The result of tests shall be endorsed by the project team.

4.8 Installation and Deployment
Employees responsible for IT operations should collect the program source codes and compile the source

codes to become executable in the production environment.

Production source code shall not be changed in response to an emergency change. Instead, a controlled

temporary version or a patch will be created and executed, until the production source codes have been

reviewed by an independent developer.

A post execution review shall be conducted for each change deployed to the production environment,

whether scheduled or unscheduled, to determine if the change is successful or not.

Lexer’s Clients should be given reasonable notice for any planned interruptions to the production

environment or services.

4.9 Capacity Management
The use of resources shall be monitored, tuned and projections made of future capacity requirements to

ensure the required system performance.

The following IT infrastructure capacity planning elements must be monitored and tuned if required:

● Server CPU and memory utilisation - check if CPUs and memory resources are running at full
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capacity or are they being under-utilised. By monitoring server CPU and memory utilisation, we

measure server performance and restart processes, deploy additional or reduced infrastructure or

migrate applications to improve response time for the application;

● Server Disk utilisation - Monitor the hard disk space utilised by the system and ensure critical

processes on the server have sufficient system resources for optimum performance and stability;

● Network Availability – to identify data bottlenecks or specific devices on the network using more

resources than expected;

● Network traffic and Bandwidth usage - Monitor Network Interface traffic on the server and

understand how much network load is being handled; and

● Network devices (routers, switches etc) – Ensuring that network devices are functioning as

required.

4.10 Maintenance

4.10.1 Change Management

Any subsequent change requests of the new or modified information system after production deployment

must be handled in accordance with the the change management standard.

All source code should be retained in a source code management system which allows for permission

controlled peer review of changes to promote to master.

For changes to code intended for production use:

● Build automation tools should be used for build and deployment management;

● Static code analysis should be used for analysis of publicly accessible web services;

Unit and integration tests to ensure changes operate to specification.

4.10.2 System Documentation and Training

The project team shall prepare a “Help Desk” to provide guidance and instruction on how to use the

functionalities of the new or modified information systems.

The “Help Desk” shall be stored in a location accessible to all Lexer’s Clients that use the new or modified

information systems.

If necessary, training sessions should be arranged by the project team and the Lexer’s management to

facilitate users and applications for using the new or modified information systems.

4.11 Employee Awareness
Employees shall be made aware of this policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may
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ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10. 15/7/2022, Review without material

change and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)

Issued and Approved by (Name, Title, Date, Sign) Reviewed and Approved by (Name, Title, Date, Sign)

Chris Brewer, ISO, 15/7/2022 Aaron Wallis, HoP, 15/7/2022
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￼￼￼1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

applying appropriate levels of cryptographic control.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. It is Lexer’s policy that appropriate encryption control measures are implemented to protect its

sensitive or critical information system resources against accidental or malicious destruction, damage,

modification or disclosure, and to maintain appropriate levels of confidentiality, integrity and availability of

such information system resources.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against

unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to critical or sensitive

electronic information owned by Lexer or temporarily entrusted to it by applying a proportionate

level of encryption control;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources; and

● Minimise reputation exposure, which may result in loss, disclosure or corruption of critical or

sensitive information and breach of confidentiality.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer Intranet or other relevant communication media on an

ongoing basis and accept the terms and conditions contained therein.
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4 Policy Requirements
Lexer’s information system resources shall be appropriately protected to prevent unauthorised access by

applying a level of encryption to sensitive or critical information which is proportionate to the business risk.

4.1 General Principles
● RESTRICTED data in transit and at rest must always be encrypted.

● All removable media, including memory sticks, containing RESTRICTED information should be

encrypted

● Laptop hard drives should be encrypted.

● Portable electronic devices such as mobile phones and tablets should be protected by

passwords/PIN numbers.

● All remote access using non-Lexer hardware should take place via terminal services.

● Wi-Fi Protected Access encryption is mandatory for all wireless networks carrying Lexer’s data

(including domestic networks where remote working is undertaken).

4.2 Encryption According to Classification
All information marked RESTRICTED is to be regarded as sensitive or critical within the context of this Policy.

4.3 Encryption of Data in Transit and at Rest
RESTRICTED data in transit (including email) and at rest must always be encrypted (Lexer’s minimum

standard is TLS1.2).

4.4 Minimum Encryption Standard
Lexer’s minimum encryption standard is:

● In transit: Using Secure File Transfer Protocols (SSH2 asymmetric cryptography, IP whitelists and

secure storage / rotation of API keys using AWS Secrets Manager); and

● At rest: Using Advanced Encryption Standard AES-256

4.5 Roles and Responsibilities
All individuals are responsible for ensuring that RESTRICTED information is encrypted before leaving Lexer’s

Red Zone.

4.6 Reporting Security Incidents
All security incidents, including actual or potential unauthorised access to Lexer’s information systems,

should be reported immediately to the Information Security Officer or their delegate via security@lexer.io.

4.7 Regulatory Compliance
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Cryptographic controls shall be used in compliance with all relevant agreements, legislation and regulations.

4.8 User Awareness
Users shall be made aware of their responsibilities in the prevention of unauthorised access to Lexer’s

information resources, including, but not limited to:

● The need to encrypt all sensitive or critical data which is to be transported or transmitted;

● That suspicious activity is to be reported immediately to the ISMS Governance Manager;

● The need to be aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
Cryptographic control is defined as the means of ensuring that Lexer’s electronic information resources

are encrypted to a level proportionate to the criticality or sensitivity of each ￼￼type of information.

Other terms used in this policy document are to be found in the ISMS Glossary of Terms.

ISMS2.09  Cryptographic Control Policy V10 Final Lexer, Confidential, Page 4



8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
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● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 19/7/22, Review with updates on

technical practices

● Chris Brewer (ISO), Aaron Wallis (HoP)
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￼￼￼1 Purpose
The purpose of this policy is to outline the acceptable use of computer equipment at Lexer. These rules are

in place to protect the employee and Lexer. Inappropriate use exposes Lexer to risks including virus attacks,

compromise of network systems and services, and legal issues.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

￼￼3 Policy

3.1 Policy Statement
Our intention for publishing an Acceptable Use Policy is not to impose restrictions that are contrary to

Lexer’s established culture of openness, trust and integrity. We are committed to protecting Lexer's

employees, partners and the company from illegal or damaging actions by individuals, either knowingly or

unknowingly.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software,

operating systems, storage media, network accounts providing electronic mail, Internet browsing, and FTP,

are the property of Lexer. These systems are to be used for business purposes in serving the interests of the

company, and of our clients in the course of normal operations.

Effective security is a team effort involving the participation and support of every Lexer employee and

affiliate who deals with information and/or information systems. It is the responsibility of every user to know

these guidelines, and to conduct their activities accordingly.

3.2 Policy Objectives
● To provide guidelines to ensure computer facilities are used in a professional manner and in a way

that does not compromise Lexer’s business, reputation, employees or its clients in any way.

● To provide clear direction for users as to which storage medium to use and guidelines for

acceptable internet use and email use.

● Minimise the threat of accidental, unauthorised or inappropriate access to either electronic or

paper-based information owned by Lexer or temporarily entrusted to it.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the
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current information systems policies from Know Lexer or other relevant communication media on an

on-going basis and accept the terms and conditions contained therein.

￼￼4 Policy Requirements

4.1 General Use and Ownership
Lexer information stored on electronic and computing devices whether owned or leased by Lexer, the

employee or a third party, remains the sole property of Lexer.

Employees have a responsibility to promptly report the theft, loss or unauthorised disclosure of Lexer assets.

Employees may access, use or share Lexer information only to the extent it is authorised and necessary to

fulfil their assigned duties.

Employees are responsible for exercising good judgement regarding the reasonableness of personal use.

Individual departments are responsible for creating guidelines concerning personal use of

Internet/Intranet/Extranet systems. In the absence of such policies, employees should be guided by

departmental policies on personal use, and if there is any uncertainty, employees should consult their

supervisor or manager.

For security and network maintenance purposes, authorised individuals within Lexer may monitor

equipment, systems and network traffic at any time.

Lexer reserves the right to audit networks and systems on a periodic basis to ensure compliance with this

policy.

4.2 Security and Proprietary Information
All mobile and computing devices that connect to the internal network must comply with the Network &

Platform Security Policy.

System level and user level passwords must comply with the Password Policy. Providing access to another

individual, either deliberately or through failure to secure its access, is prohibited.

All computing devices must be secured with a password-protected screensaver with the automatic activation

feature set to 10 minutes or less. You must lock the screen or log off when the device is unattended.

Postings by employees from a Lexer email address to newsgroups, forums, sites and social networks should

contain a disclaimer stating that the opinions expressed are strictly their own and not necessarily those of

Lexer, unless posting is in the course of business duties.

Employees must use extreme caution when opening e-mail attachments received from unknown senders,

which may contain malware.

4.3 Unacceptable Use
The following activities are, in general, prohibited. Employees may be exempted from these restrictions

during the course of their legitimate job responsibilities (e.g., systems administration staff may have a need

to disable the network access of a host if that host is disrupting production services).
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Under no circumstances is an employee of Lexer authorised to engage in any activity that is illegal under

local, state, federal or international law while utilising Lexer-owned resources.

The lists below are by no means exhaustive, but attempt to provide a framework for activities which fall into

the category of unacceptable use.

4.3.1 System and Network Activities

The following activities are strictly prohibited, with no exceptions:

● Accessing Information, a server or an account for any purpose other than conducting

Lexer business, even if you have authorised access, is strictly prohibited

● Violations of the rights of any person or company protected by copyright, trade secret, patent or

other intellectual property, or similar laws or regulations, including, but not limited to, the

installation or distribution of "pirated" or other software products that are not appropriately licensed

for use by Lexer.

● Unauthorised copying of copyrighted material including, but not limited to, digitization and

distribution of photographs from magazines, books or other copyrighted sources, copyrighted

music, and the installation of any copyrighted software for which Lexer or the end user does not

have an active licence is strictly prohibited.

● Exporting software, technical information, encryption software or technology, in violation of

international or regional export control laws, is illegal. The appropriate management should be

consulted prior to export of any material that is in question.

● Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses,

e-mail bombs, etc.).

● Revealing your account password to others or allowing use of your account by others. This includes

family and other household members when work is being done at home.

● Using a Lexer computing asset to actively engage in procuring or transmitting material that is in

violation of copyright, sexual harassment or hostile workplace laws in the user's local jurisdiction.

● Making fraudulent offers of products, items, or services originating from any Lexer account.

● Making statements about warranty, expressly or implied, unless it is a part of normal job duties.

● Effecting security breaches or disruptions of network communication. Security breaches include, but

are not limited to, accessing data of which the employee is not an intended recipient or logging into

a server or account that the employee is not expressly authorised to access, unless these duties are

within the scope of regular duties. For purposes of this section, "disruption" includes, but is not

limited to, network sniffing, pinged floods, packet spoofing, denial of service, and forged routing

information for malicious purposes.

● Port scanning or security scanning is expressly prohibited unless prior notification is made.

● Executing any form of network monitoring which will intercept data not intended for the employee's

host, unless this activity is a part of the employee's normal job/duty.

● Circumventing user authentication or security of any host, network or account.

● Introducing honeypots, honeynets, or similar technology on the Lexer network.

● Interfering with or denying service to any user other than the employee's host (for example, denial

of service attack).

● Using any program/script/command, or sending messages of any kind, with the intent to interfere

with, or disable, a user's terminal session, via any means, locally or via the

Internet/Intranet/Extranet.
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● Providing information about, or lists of, Lexer employees or clients to parties outside Lexer.

4.3.2 Email and Communication Activities

● When using company resources to access and use the Internet, users must realise they represent

the company.

● Whenever employees state an affiliation to the company, they must also clearly indicate that "the

opinions expressed are my own and not necessarily those of the company".

● Sending unsolicited email messages, including the sending of "junk mail" or other advertising

material to individuals who did not specifically request such material (email spam).

● Any form of harassment via email, telephone, social media or any other means, whether through

language, frequency, or size of messages, is strictly prohibited.

● Unauthorised use, or forging, of email header information.

● Solicitation of email for any other email address, other than that of the poster's account, with the

intent to harass or to collect replies.

● Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type.

● Use of unsolicited email originating from within Lexer's networks of other

Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by

Lexer or connected via Lexer's network.

● Posting the same or similar non-business-related messages to large numbers of Usenet newsgroups

(newsgroup spam).

4.3.3 Blogging and Social Media

Blogging by employees, whether using Lexer’s property and systems or personal computer systems, is also

subject to the terms and restrictions set forth in this Policy. Limited and occasional use of Lexer’s systems to

engage in blogging and social media use is acceptable, provided that it is done in a professional and

responsible manner, does not otherwise violate Lexer’s policy, is not detrimental to Lexer’s best interests,

and does not interfere with an employee's regular work duties. Blogging and social media use from Lexer’s

systems is also subject to monitoring.

Employees are prohibited from revealing any Lexer confidential or proprietary information, trade secrets or

any other confidential material when engaged in blogging or social media use.

Employees shall not engage in any blogging or social media use that may harm or tarnish the image,

reputation and/or goodwill of Lexer and/or any of its employees. Employees are also prohibited from making

any discriminatory, disparaging, defamatory or harassing comments when blogging.

Employees may also not attribute personal statements, opinions or beliefs to Lexer when engaged in

blogging or social media use. If an employee is expressing his or her personal beliefs and/or opinions in

blogs or social media accounts, the employee may not do so using a Lexer blog/account, and must take care

not to expressly or implicitly, represent themselves as an employee or representative of Lexer when using a

personal account to make statements which might cause damage to Lexer’s brand or reputation. Employees

assume any and all risk associated with blogging and social media use.

Apart from following all laws pertaining to the handling and disclosure of copyrighted or export controlled

materials, Lexer’s trade marks, logos and any other Lexer intellectual property may also not be used in

connection with any personal blogging or social media activity.
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4.4 Monitoring of Email and Internet Usage
Lexer will monitor the general levels of usage of email and the internet, including specific web sites visited

on the internet. Software will be used to aid this process, which will be searching for specific categories,

words, sentences or images. Access to predetermined sites or categories will be blocked and access to such

sites will only be available following consultation with the IT department.

Users must expect that all electronic communications sent from or received by Lexer will be inspected for

inappropriate content.

4.5 User Awareness
Users shall be made aware of this policy and all its provisions.

5 Disciplinary process
Lexer reserves the right to audit compliance with this policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Owner.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

● Chris Brewer (ISO), Aaron Wallis (HoP)
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and reissue
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and reissue.
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1 Purpose
The purpose of this standard is to establish the responsibility and management system of information

related assets within Lexer.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
An inventory list of important assets associated with information resources must be properly documented

and maintained for record-keeping and auditing purposes.

The establishment of roles, responsibilities and accountabilities are needed for proper management and

protection of Lexer’s information assets.

All information and IT assets obtained by Lexer, used for work-related purpose, or storing Lexer’s

Information are subject to Lexer’s control.

3.2 Policy Objectives
The objective of this standard is to establish the responsibility and management system of information

related assets within Lexer. All Lexer members who may possess, access or use information related assets of

Lexer are expected to familiarise themselves with this Information & IT Asset Inventory and Ownership

Standard and follow it consistently.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from  Lexer Knowledgebases or other relevant communication media on

an on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 Asset Management and Identification of Assets
Information and IT assets are owned by Lexer irrespective of their values, expected lifespans and fund

sources.  Lexer shall identify all the information and IT assets, including all tangible or intangible assets.

The Finance Department is responsible for maintaining an up-to-date IT Asset Register.

4.2 Responsibilities
Clearly defined responsibilities are needed for proper management and protection of Lexer’s Information and

IT assets.  This is achieved by establishment of the following roles:

4.2.1 Asset Owners

The Asset Owner shall be accountable for the assets assigned to him or her, and responsible for:

● Identifying the classification levels of all owned assets, by assessing the level of sensitivity and

criticality of the assets;

● Understanding the principal risk associated with each asset and specifying the additional control

measures required if needed;

● Periodically reviewing the appropriateness of classification;

● Defining and implementing appropriate safeguards to ensure the confidentiality, integrity, and

availability of the assets;

● Monitoring safeguards to ensure their compliance and report situations of noncompliance;

● Authorizing access to those users who have a business need for the assets;

● Removing access from those who no longer have a business need for the information;

● Implementing corrective and preventive actions to rectify non-compliance to the information

security management system;

● Delegating responsibilities for implementing or maintaining controls to staff directly responsible to

him/her. The accountability should rest clearly with the owner; Head of Departments are the

owners and are accountable for department level assets.

● Authorising the removal of equipment, information or software from a Lexer facility.

● Verifying that items of equipment containing storage media have had any sensitive data and

licensed software removed or securely overwritten prior to disposal or re-use.

4.2.2 Asset Delegates

￼￼￼￼￼￼￼Asset Delegates are usually the administrative members of asset owners’ departments, and

are responsible for:

● Maintaining the assets;

● Following the Asset Owner’s instructions for handling or managing the assets;

● Suggesting appropriate technologies and procedures to the Asset Owner;

● Implementing security mechanisms;
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● Performing backups regularly on Information or Software Assets and restoring data from backup

copies when required; and

● Following the Asset Owner’s instructions for maintaining the IT Asset Register.

4.2.3 Asset Users

An Asset User can be a member of Lexer or a third party that has access to and uses the assets of Lexer for

performing his or her job responsibilities.  Asset Users’ are responsible for:

● Obtaining authorization from the Asset Owner before accessing or using the asset;

● Adhering to security controls put in place by the Asset Owner and by Lexer’s management; and

● Reporting any information security incidents to Asset Owner.

4.3 Types of Asset

4.3.1 Information and IT Asset Categories

Assets are objects owned by Lexer with values for business operations. The Information and IT assets are

grouped under the following categories:

● Information Assets: Information of Lexer such as database and data files, documentation,

contracts and agreements, research information, user manuals, operational procedures, archived

information, etc.  These in turn may be stored on various types of media including papers,

magnetic tapes, hard disks, USB Flash memory drives, floppy disks, cloud servers, etc. Information

of Lexer that is under the control or custody of contractors, or information of contractors that is

under control or custody of Lexer is also included.

● ￼￼￼Software Assets: ￼￼Those e-learning courseware, applications and system

software/licenses used within Lexer.

● ￼￼￼Physical Assets: ￼Visible and tangible equipment such as computer equipment, network

communication equipment, storage media, etc.

● ￼￼￼Service Assets: ￼Services which provided by combining resources and capabilities to user,

such as Email service, Online Facilities booking service, etc.

4.3.2 Information Classification

The classification standard is described in “Information Classification & Handling Policy”.

4.4 IT Asset Register
Lexer shall prepare and maintain an IT Asset Register. The register includes Information Assets, Software

Assets, Physical Assets and Service Assets.

All Lexer departments shall also assign staff member(s) to establish, maintain and safeguard the asset,

review the IT Asset Register bi-yearly and arrange re-assess of asset classifications, if necessary, and update

the asset inventory with newly purchased assets and the classification levels.

When necessary, Lexer departments may create separated Asset Registers for “RESTRICTED” and/or

“CONFIDENTIAL” assets, if the knowledge of presences of such assets is sensitive and shall only be known
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by limited group of authorized staff.

The following attributes should be recorded for each information asset in the IT Asset Register:

● Asset name - This is a collective name which represents a group of assets with similar natures and

functions sharing the same “Description”, “Classification” and “Value”.  For instance, a single entry

“Office Desktop Computers” could be used to represent all desktop computers for staff members of

a department.

● Asset category - “Information”, “Physical”, “Software”, and “Service” assets shall be included in

the IT Asset Register; optionally “People” and “Intangible” assets may also be included.  For

instance, asset category of “Office Desktop Computers” is “Physical”.

● Asset Description - A short statement which describes the type or purpose of use of the asset,

e.g. “Desktop computers used by staff members in Office” could be a description for “Office

Desktop Computers”.

● Asset Owner - An owner (or delegate) is a staff member or a department who has final

responsibility for the security of the asset. In particular, the owner will be responsible for granting,

revoking and reviewing the access to the asset.

● Asset Delegated to - Roles or employees designed by the Owner to access information for

implementing and/or maintaining safeguards and controls. The accountability should rest with the

nominated owner.

● Classification - To ensure the proper protection of asset, the owner (or delegate) shall classify

assets into one of the following classifications: “RESTRICTED” and “INTERNAL”.

● Asset Value - A qualitative value of the asset:

○ High - This asset is critical to business operations. The loss of confidentiality, integrity or

availability of the asset will cause serious or significant consequences to business

operations and legal position.

○ Medium - This asset is important to business operations. Detrimental, legal breach and

damage/embarrassment which could be resulted if the asset is damaged or its

confidentiality, integrity or availability is/are lost.

○ Low - This asset is useful to business operations. The loss of confidentiality, integrity or

availability of the asset will have minimal or little business, legal damage or

embarrassment.

● Remark - A statement that provides additional details about the asset.

4.5 User Awareness
Users shall be made aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time. Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or
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non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
Asset is anything that has value to Lexer. There are many types of assets, including:

● information;

● software, such as a computer program;

● physical, such as computer;

● services;

● people, and their qualifications, skills, and experience; and

● intangibles, such as reputation and image.

IT asset is the asset that related to the processing of digital information. Types of IT asset include

hardware, software, digital storage media, IT services, etc.

Information asset is knowledge or data that has value to Lexer regardless of form or format.

Information resources is all data, information as well as the hardware, software, personnel and processes

involved with the storage, processing and output of such information. This includes data networks, servers,

PC’s, storage media, printers, photo copiers, fax machines, supporting equipment, and back-up media.

Other terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 15/7/22, Review without material change

and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)
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1 Purpose
The purpose of this policy is to ensure Lexer complies with all relevant legal, statutory, regulatory and

contractual requirements relating to information security and intellectual property rights (IPR).

2 Scope
The scope of this policy applies to all human resources and information assets connected with the handling

of RESTRICTED information.

3 Policy

3.1 Policy Statement
It is Lexer's policy to be compliant with the regulatory regimes in which it operates whilst encouraging

innovation, Lexer's competitive spirit and its willingness and ability to take informed and fully assessed

commercial risks.  Lexer shall monitor the latest statutory and regulatory requirements that Lexer has to

comply with and IPR provisions of client and vendor contracts.

3.2 Policy Objectives
The objective of this policy is to ensure Lexer fully complies with legal, statutory, regulatory and contractual

requirements that are applicable to its business.

￼￼3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Employees

will be informed of any subsequent changes or updated versions of such standards, guidelines and

procedures by way of e-mail or other relevant communication media. Employees shall then have the

obligation to obtain the current information systems policies from Lexer Knowledgebases or other relevant

communication media on an on-going basis and accept the terms and conditions contained therein.

ISMS2.12  Regulatory & IP Compliance Policy V10 Final Lexer, Confidential, Page 2



4 Policy Requirements

4.1 Roles and Responsibility

4.1.1 Information Security Officer

● Check for updates or additions to the relevant legal, statutory, regulatory or contractual

requirements that Lexer needs to comply

● Coordinate with the asset or process owners of relevant Lexer departments in identification and

implementation of compliance process within Lexer

● Follow up on noncompliance and escalate to Executive Management

4.1.2 Asset or Process Owners

● Inform the Information Security Officer of any updates or additions to relevant law, statutory,

regulatory or contractual requirements that his or her responsible department needs to comply

● Communicate the responsibilities for compliance with relevant law, statutory, regulatory or

contractual requirements to the staff, students or contractors under his or her responsible Unit

● Report any noncompliance to the Information Security Officer

4.1.3 VP, Legal

● Provide professional advice regarding the compliance issues encountered by Lexer

● Assist the impact assessment of noncompliance or deviations noted around the compliance status

of Lexer

4.1.4 All staff of Lexer

● Comply with all applicable legal, statutory, regulatory and contractual requirements

4.2 Compliance Management for Legislation

4.2.1 Applicable Legislations and Regulations

The following is a non-exhaustive list of legislations related to the protection of information security in

Lexer:

● The Privacy Act 1988 (Australia)

● ISO 27001, Information Technology, Security Techniques, ISMS, Requirements

￼￼￼￼￼Overseas units and offshore units of Lexer must also comply with all applicable laws and

regulations from all applicable jurisdictions.

4.2.2 New Legislation

Whenever there is a new legislation related to information security, the VP, Legal (and Information Security
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Officer, as required) shall perform an assessment of their applicability to Lexer. The  VP, Legal or Information

Security Officer should seek clarification from the regulatory body as necessary.

For the relevant legislations, the VP, Legal or Information Security Officer shall initiate the implementation of

the new standards. Any member of Lexer shall be informed of the new legislation and the actions taken by

Lexer to achieve compliance.

The Management of Lexer shall be informed of any new legislations and reviews the corresponding actions

taken by Lexer.

4.2.3 Update to Existing Legislation

The VP, Legal or Information Security Officer shall check for updates to the above legislation on a monthly

basis. The VP, Legal or Information Security Officer should regularly visit the web pages of relevant

regulatory organizations, subscribe to relevant web sites or consult the external Legal Counsel for specialist

advice.

Upon identification of any changes to the above legislation, the VP, Legal or Information Security Officer

shall perform an assessment of their applicability to Lexer. The VP, Legal or Information Security Officer

should seek clarification from the regulatory body as necessary.

For applicable changes, the VP, Legal or Information Security Officer will drive the implementation of the

revised policies, standards, procedures and guidelines by coordination with respective Lexer Units or third

parties.

The Management of Lexer shall be informed of any updates to the existing legislations and reviews the

corresponding actions taken by Lexer.

4.2.4 Monitoring

The Asset/Process Owners shall monitor the information security compliance status of the legislations

applicable to their responsible area. The Information Security Officer shall provide guidance to relevant

queries raised by the Asset/Process Owners and consult the VP, Legal when necessary.

Any noncompliance noticed shall be reported to the Information Security Officer who will then escalate to

Lexer’s senior management.

4.3 Compliance Management for Contract Requirement

4.3.1 Establishment of Contractual Requirement for Lexer

When RESTRICTED information is provided to third party vendors, the written contractual requirement shall

include the following terms at minimum:

● Require all contractors, consultants, or external vendors to observe laws and Lexer’s policies for

privacy, copyright and security;

● Prevent disclosure of sensitive information to other third parties including subcontractors, except as

required or permitted by the contractual terms of Lexer;
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● Require a plan for the handling, return and destruction of sensitive information upon completion of

the contractual requirements in accordance with Lexer’s “Information Classification and Handling

Standard”;

● Require access or authorisation permissions for the fulfillment of contractual requirements to be

specified. These permissions should be terminated once the contractual obligations have been

completed.

4.3.2 Contractual Requirement Required by Third Party Vendors

When the third party vendors’ sensitive information is provided to Lexer, the Asset/Process Owner shall

initiate the review of relevant contractual requirements in relation to the protection of such information. The

Asset/Process Owner and the Information Security Officer shall determine whether Lexer’s information

security policies, standards and procedures (e.g. “Information Classification and Handling Standard”) are

sufficient to fulfill such contractual requirements, or whether any additional actions should be taken.

4.3.3 Monitoring

The Asset/Process Owners shall monitor the information security compliance status of the contractual

requirements applicable to their responsible area. The Information Security Officer shall provide guidance to

relevant queries raised by the Asset/Process Owners and consult the Legal Counsel of Lexer when necessary.

Any noncompliance noticed shall be reported to the Information Security Officer, who will then escalate to

Lexer’s senior management, and handle according to the requirements established in “Information Security

Incident Management Standard”.

4.4 User Awareness
Users shall be made aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time. Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the Information Security Officer.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.
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● V2, 21/10/15, Revision of scope.  Limited to
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1 Purpose
The purpose of this policy is to help to ensure the confidentiality, integrity and availability of Lexer’s

information by operating a tidy and secure working environment throughout all its locations.

2 Scope
The scope of this policy applies to Red Zone Staff.

3 Policy Statement

3.1 Policy Statement
Lexer relies absolutely on the confidentiality, availability and integrity of the information it holds and this

demands appropriate levels of information security. It is Lexer’s policy that appropriately secure desks and

general good housekeeping are maintained by all employees in their methods of working to protect its

information resources against accidental or malicious destruction, damage, loss, modification, theft or

disclosure, and to maintain appropriate levels of confidentiality, integrity and availability of such information.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information against unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to paper-based or

electronically held information owned by Lexer or temporarily entrusted to it;

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality.

3.3 Policy maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer Intranet or other relevant communication media on an

ongoing basis and accept the terms and conditions contained therein.
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4 Policy Requirements
Lexer business related information held both on paper and in electronic form shall be appropriately

protected by all its employees to prevent unauthorised access.

4.1 Secure Desks
● Employees will maintain an appropriate level of security on and around their workstations at all

times.

● In particular no RESTRICTED or personal Lexer data on paper shall be left on desks overnight and

at weekends but kept securely in the lockable cabinets provided.

● Employees will ensure that laptops, mobile devices, tablets or similar devices containing

RESTRICTED information will be kept securely out of sight overnight and at weekends.

● Employees may be held personally responsible for any breach of security arising from their failure

to keep paper-based and electronically held information secure.

● Employees will seek to minimise the production and retention of paper copies of any Lexer

documents. Paper copies that are no longer required must be destroyed using a shredder.

● Employees will lock their screens when leaving their computers unattended.

● Employees will enable password-protected screensavers with the automatic activation feature set to

10 minutes or less.

4.2 Good Housekeeping
● Employees will maintain an appropriate level of good housekeeping in respect of their personal

workspace and as part of their individual teams the communal storage facilities allocated to them.

● The communal storage facilities are only to be used for business related purposes; the need to

retain the material stored in them should be reviewed by teams regularly and no less than once a

year.

● Documents normally held off-site are to be retained no longer than necessary and returned to

off-site storage when no longer required and in any case within three weeks. Files may only be sent

out of the office through the Knowledge Management Team.

● Those business and support teams allocated dedicated storage cupboards will ensure that those

areas are maintained to an appropriate standard.

4.3 User awareness
Users shall be made aware of this policy and all its provisions.

5 Disciplinary process
Lexer reserves the right to audit compliance with this policy from time to time.  Disciplinary action may

ultimately lead to dismissal.
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6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Owner.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to

apply to RESTRICTED information only.
● V3, 9/10/15, Reissued to conform with

requirements of ISO 27001.
● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 15/7/22, Review without material change

and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)

Issued and Approved by (Name, Title, Date, Sign) Reviewed and Approved by (Name, Title, Date, Sign)

Chris Brewer, ISO, 15/7/22 Aaron Wallis, HoP, 15/7/22
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1 Purpose
The purpose of this policy is to ensure that:

● All software used on Lexer’s premises is correctly licensed;

● All software used on equipment owned or leased by Lexer is correctly licensed;

● Software licensed by Lexer is not copied or otherwise used outside of the scope of the licence

agreement.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy Statement

3.1 Policy Statement

Lexer is committed to ensuring that all software covered within Section 2 above is fully licensed for the

purpose for which it is being used. It is recognised that both deliberate and non-deliberate use of unlicensed

software is a serious breach of intellectual property rights and could expose Lexer to both substantial fines,

physical attack on IT systems through the inadvertent introduction of viruses and reputational loss.

3.2 Policy Objectives

The objectives of this policy are:

● To ensure that all software is correctly licensed;

● To raise awareness of the need for correct software licensing throughout Lexer;

● To protect Lexer against exposure to legal, physical and reputational risk as a result of the use of

unlicensed software.

3.3 Policy maintenance

Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer’s intranet (i-site) or other relevant communication media on

an on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements
Lexer’s information systems will be protected from the use of unlicensed software.

4.1 Installing Software
● All requests for software to be installed or upgraded should be logged with the IT Service Desk.

● Software licensed by or otherwise derived from any source other than Lexer must not be loaded on

to equipment owned or leased by Lexer.  Any justifiable requirement for doing so should be

addressed to the HoP and authorised before any downloading takes place.

4.2 Copying Software
● No software owned by Lexer is to be copied for any reason

4.3 Miscellaneous Issues
● The IT Department will automatically audit each desktop at regular intervals to ensure that no

unauthorised software is installed.

● Following audit and discovery of unlicensed software, the IT Service Desk will immediately remove

the unlicensed software and may consider initiating disciplinary proceedings

● In the event that there is a business need for the software that has been removed the user should

contact the IT Service Desk

● Although Lexer has taken reasonable administrative and technical precautions to prevent the use of

unlicensed software, every individual employee can make a decisive contribution to ensuring this.

Anti-piracy measures of all kinds depend to a great extent on each employee’s active participation,

watchfulness and consistent compliance with the spirit of this Policy.

4.4 Reporting Security Incidents
All security incidents involving the actual or apparent installation of unauthorised software should be

reported immediately to the IT Service Desk or ISMS Governance Manager. Please note that the appearance

of unrecognised software or unusual software behaviour may indicate the presence of a virus or other form

of malicious code, so must be reported as soon as it is noticed.

4.5 User Awareness
Users shall be made aware of their responsibilities in the prevention of unauthorised use of software as part

of their ISMS awareness training.

5 Disciplinary process
Any employee found to be knowingly installing or using unlicensed software will be subject to disciplinary

proceedings.

Any employee found to be copying or using software licensed to Lexer on equipment not owned by Lexer will
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be subject to disciplinary proceedings.

Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Owner.

7 Glossary of Terms
The terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
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● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
● V10, 15/7/22, Review without material change

and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)
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1 Purpose
The purpose of this policy is to establish a standard for creation of strong passwords, the protection of those

passwords, and the frequency of change.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. It is Lexer’s policy that appropriate access control measures are implemented to protect its

information system resources against accidental or malicious destruction, damage, modification or

disclosure, and to maintain appropriate levels of confidentiality, integrity and availability of such information

system resources. Passwords are a key element of access control and require effective management in order

to ensure that Lexer’s assets are not compromised by unauthorised access.

This policy sets out the rules, requirements and guidelines covering the management of passwords on

Lexer’s information systems. Passwords are important because they provide entry to Lexer’s IT resources.

Passwords play an important role in the defence against malicious misuse of these resources. Any misuse of

Passwords could result in the confidentiality, integrity or availability of vital information being compromised

or Lexer being held responsible for illegal activities.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against

unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to electronic information

owned by Lexer or temporarily entrusted to it;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources;

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality; and

● Raise awareness of the factors which either weaken or strengthen passwords to ensure that
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passwords of an appropriate strength are in use throughout Lexer.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other methods of communication. Users shall then have the obligation to read the current

information systems policies from Lexer Intranet or other relevant communication media on an ongoing

basis and accept the terms and conditions contained therein.

4 Policy Requirements

4.1 Responsibilities
● All Lexer employees are responsible for ensuring that this Policy is complied with.

● All Lexer employees are responsible for maintaining Password security in accordance with this

Policy in all of their activities.

● Any employee who for any reason has gained temporary or permanent knowledge or use of a

password relating to any part of an information system for which they do not normally have access

should identify this to the IT Service Desk immediately, so that the situation can be rectified.

4.2 Multi Factor Authentication
Access to Lexer’s Red Zone systems requires multi-factor authentication at every login using a time-based

one-off token (TOTP) application e.g. Google Authenticator, AndOTP or Authy.

4.3 General Password Construction Guidelines
Passwords are used for various purposes at Lexer. Best practice dictates that user passwords should be

described as either ‘complex’ or ‘strong’.

Strong passwords have the following characteristics:

● Contain both upper and lower case characters (e.g., a-z, A-Z)

● Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\`{}

[]:”;’<>?,./)

● Are at least eight alphanumeric characters long.

By way of exception to the above, Lexer also provides an alternative login pathway for clients accessing their

own data using the Lexer Hub dashboard by use of Okta single sign-on (SSO) technology. Where SSO is in

place, the user is authenticated by the client’s identity provider (e.g. Microsoft Azure) and has their

password and MFA enforced by the rules of the identity provider.

4.4 Password Protection Standards
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Lexer passwords must not be shared with anyone, including administrative assistants or secretaries. All

passwords are to be treated as sensitive and confidential information.

Employees are expected to observe the following ‘don’ts’:

● Don’t reveal a password over the phone to ANYONE

● Don’t write a password down or store it on your computer

● Don’t reveal a password in an unencrypted email message

● Don’t reveal a password to your manager or co-worker

● Don’t talk about a password in front of others

● Don’t hint at the format of a password (e.g., “my family name”)

● Don’t reveal a password on questionnaires or security forms

● Don’t share a password with family members

● Don’t reveal a password to co-workers while on leave

● Don’t include personal details which may be readily known to others (e.g. your partner’s name,

your birthday, names of pets, and similar)

● Don’t rely on simple alphanumeric substitutions to strengthen a password (e.g. 0 for O and 1 for i)

● Don’t use common sequences of numbers or letters (e.g. 12345678 or mnopqrst).

4.5 Password Precautions
Employees are expected to take the following precautions:

● Always follow the rules for strong passwords every time one is created or changed.

● Protect passwords by making sure nobody is looking over your shoulder when you enter them.

● Keep your passwords strictly to yourself and avoid revealing them to anyone at all, including

colleagues or supervisors.

● Be aware of ‘social engineering’, when a potential intruder will attempt to get you to reveal a

password by pretending, for instance, to need urgent help getting onto the system. If you are in

possession of a password allowing access to a third party’s system, you must exercise extreme

caution on this point. If someone demands a password, refer them to this document or ask them to

call the IT Service Desk.

● Do not say your password out loud, or hint at how you constructed it.

● Do not e-mail or otherwise communicate your password to anyone.

● Do not write passwords down and store them anywhere in your office. Do not store passwords in a

file on ANY computer system (including mobiles, tablets or similar devices) without encryption.

● Do not keep a note of your password online or anywhere around your workplace.

● Ask the IT Service Desk to change a password if you have reason to believe that someone else

knows it.

● Be aware of ‘Phishing’, when hackers create a copy of a legitimate website (such as an online

banking site) and then send an email to users asking them to update their details using the link

provided but instead of going to the official site they are directed to a copy made by the hackers.

Hackers can then use this information to logon to the account and control everything the user has

access to. Please be careful of any emails requesting you to update your online details and forward
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any emails you suspect to be Phishing emails to the Service Desk.

4.6 Passwording Documents
Documents must not be routinely password protected as this can cause the following problems:

● You may forget the password and no longer be able to access the document;

● You may be unavailable when the document needs to be retrieved.

Documents should therefore only be password protected on exceptional occasions and if:

● Permission has been obtained from the employee’s line manager to do so;

● The IT Service Desk is notified of the password so that it can be retained in secure storage.

4.7 Reporting Security Incidents
All security incidents, including actual or potential unauthorised access to Lexer’s premises or information

systems, should be reported immediately to the Information Security Officer. Reports must be recorded in

accordance with the Security Breach and Weakness Policy & Guidance. These incidents include occasions

when:

● A password may have been accidentally revealed.

● It is suspected that access has been gained to a system by an unauthorised person.

4.8 User Awareness
Users shall be made aware of their responsibilities in the prevention of unauthorised access to Lexer

occupied premises, including, but not limited to:

● That no equipment is left logged-in without the protection of an activated password protected

screensaver;

● The need to be aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation from or

non-compliance with this policy shall be reported to the ISMS Governance Manager.
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7 Glossary of Terms
Password control is defined as the means of ensuring that Lexer’s information system resources are

protected by passwords of an appropriate strength and with minimal likelihood of compromise.

Other terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution

● V1, 1/4/15, Initial release
● V2, 21/10/15, Revision of scope.  Limited to
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● V4, 30/9/16, Review without material change

and reissue
● V5, 27/7/17, Review without material change

and reissue
● V6, 20/8/18, Review without material change

and reissue
● V7, 27/9/19, Review without material change

and reissue
● V8, 25/9/20, Review without material change

and reissue
● V9, 24/9/21, Review without material change

and reissue
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exception in 4.3

● Chris Brewer (ISO), Aaron Wallis (HoP)
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1 Purpose
The purpose of this policy is to ensure that Lexer’s electronic information resources are backed-up at

scheduled intervals to suitably secure storage media in order to facilitate the restoration of all or part of

those information resources in the event of loss or corruption of the original data.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. It is Lexer’s policy that appropriate backup measures are implemented to protect its information

system resources from loss or corruption, and to maintain appropriate levels of confidentiality, integrity and

availability of such information system resources.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against loss or

corruption are to:

● Minimise the threat posed by the potential loss or corruption of electronic information owned by

Lexer or temporarily entrusted to it; and

● Minimise reputation exposure, which may result from the loss or corruption of Lexer’s electronic

information resources.

￼￼3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Know Lexer or other relevant communication media on an

on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements
Lexer’s information system resources shall be backed-up at scheduled intervals in order to provide

assurance of restoration in the event of loss or corruption of data and for business continuity planning

purposes.

4.1 Build Documentation
The IT Service Desk will document and build processes and test recovery routines to mitigate risks of data

loss.

These documents will become of the application code documentation with the focus of three distinct data

platforms:

1. SQL Databases: whereby routine snapshots are created and saved in the cloud for later attachment

in the case of data corruption or loss.

2. Document stores: whereby our service provider includes co-located replication as a backup solution

3. Search Engines: Where backup is not required as our search engines are a replication of the SQL

Database or Document Store.

4.2 Server Imaging
Since Lexer utilises the cloud throughout the business all images will make sure of ‘snapshot’ backups,

keeping all data within the cloud. This strategy ensures data is protected by the sample policies outlined in

this ISMS.

4.3 Identification of Data for Backup
Lexer’s IT Department shall maintain backups of all RESTRICTED information.

4.4 Backup Schedules
The production environment must not be impacted by the running of backup jobs. All backups must be

created, scheduled and run according to the performance and availability requirements of the environment.

FULL backups are scheduled DAILY and retained for a period of 7-DAYS.

Backup logs will be reviewed daily by the IT Support Team and failures logged by the IT Service Desk for

onward investigation. The main web database has backups made daily, with the backups tested

automatically via a restoration, once per week.

Tests will be conducted to investigate the cause of backup failures and action taken accordingly to prevent

recurrence.

4.5 Restoration
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● Test restorations will be conducted by the IT Support Team at regular intervals (but at least

annually) using a disparate cross-section of application types to ensure that backups are working

correctly and that restorations can be successfully executed.

● Where restoration is to a live system and the system is not terminally corrupt, the existence of a

suitably-recent backup is confirmed in case the restoration fails. Where no suitably-recent backup

exists, a backup is taken first.

● Users will be notified of the outcome of the restore.

4.6 Software Compatibility
A secure library of application software versions will be maintained for as long as corresponding backups are

retained in order to ensure that a compatible version of the software will be available for use if the need

arises to restore an application to a pre-upgrade state.

￼￼4.7 Backup Retention
Backups are retained for 7 calendar days. The files that are stored in S3 have their version control

configuration turned on, so each file can be restored as needed.

4.8 Media Storage
Where digital backups are used, they should be co-located.

Backup storage must adhere to the requirements of the Information Classification Policy.

4.9 Reporting Security Incidents
All security incidents, including significant backup or restoration failures, should be reported immediately to

the IT Service Desk.

4.10 Business Continuity
Business continuity plans shall include provision for the restoration of information resources from backups.

This document is supported and guided by the Business Continuity Plan.

4.11 User Awareness
Users shall be made aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time. Disciplinary action may

ultimately lead to dismissal.

ISMS2.16 Backup Policy V10 Final Lexer, Confidential, Page 4



6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
A backup is defined as a copy of a specified subset of Lexer’s electronic information resources.

Other terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control

Revision History (Version, Date, Change) Distribution
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1 Purpose
The purpose of this Policy is to protect the confidentiality, integrity and availability of Lexer’s information by

controlling access to its laptops.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. At any given time, some of Lexer’s information resources will be held on, or will be accessible

from laptops, mobiles and tablets of which a proportion will regularly be removed from Lexer’s premises. It

is Lexer’s policy that appropriate access control measures are implemented to protect its information system

resources, as held on or accessible from portable devices, against accidental or malicious destruction,

damage, modification or disclosure, and to maintain appropriate levels of confidentiality, integrity and

availability of such information system resources.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources as held on or

accessible from portable devices against unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to electronic information

owned by Lexer or temporarily entrusted to it;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources;

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality; and

● Minimise the risk of physical loss of portable devices.

3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer Intranet or other relevant communication media on an
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on-going basis and accept the terms and conditions contained therein.

4 Policy Requirements
Lexer’s information system resources, as held on or accessible from laptops, shall be appropriately protected

to prevent unauthorised access.

4.1 General
Portable devices are an essential business tool, but their very portability makes them particularly vulnerable

to physical damage or theft. Furthermore, the fact that they are often used outside of Lexer’s premises

increases the threats from people who do not work for Lexer and may not have its interests at heart.

Laptops are especially vulnerable to physical damage or loss, and theft – either for resale or for the

information they contain.

The impacts of breaches of security involving laptops include not just the replacement value of the hardware

but also the value of any data on them, or accessible through them. Information is a vital asset. Lexer

depends very heavily on its computer systems to provide complete and accurate business information when

and where required. The impacts of unauthorised access to or modification of, critical or sensitive data will

usually far outweigh the cost of the equipment itself.

4.2 Encryption
Laptop hard drives and all portable memory devices must be encrypted. Passwords for the encrypted laptops

are subject to Lexer’s Password Policy.  If you have reason to believe that your laptop has not been

encrypted, please contact the IS Service Desk.

4.3 Access to on-line Information
The following guidelines must be observed by all Employees

● The physical security of any portable device being used by you is your personal responsibility so

you must take all reasonable precautions. Be sensible and stay alert to the risks.

● Keep your personal device within your possession and within sight whenever possible, especially in

busy public places such as airports, railway stations or restaurants.

● Lock the personal device away out of sight when you are not using it. Never leave a personal device

visibly unattended in a vehicle. If necessary, lock it out of sight in the boot.

● Carry and store the personal device in a padded bag or strong briefcase to reduce the chance of

accidental damage.

● It is your responsibility to notify the Police immediately and inform the Service Desk as soon as is

reasonably practicable after the theft of a laptop.

● Avoid opening any unexplained email attachments.

● You are personally accountable for all network and systems accessed under your user ID, so keep

your password secret.

● Personal devices are provided for official use by authorised employees. Do not loan your personal

devices or allow them to be used by others such as family and friends.
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● Avoid leaving your personal devices unattended and logged-on. Always shut down, log off or

activate a password-protected screensaver before walking away from the device.

● The contents of a personal device screen are easily observed by someone sitting in close proximity.

Please ensure that no sensitive or critical information can be viewed by an unauthorised person

when using the device in a location away from Lexer’s premises (e.g. a train).

Note: Virus software is not deployed on portable devices at Lexer.  The email service provider scans all

incoming messages, which is considered sufficient protection.

4.4 Policies
Personal devices are subject to Lexer’s full range of policies. Please ensure that you are familiar with them.

A personal device being used in an external location is no different from the point of view of applicability of

policies from a device being used within Lexer’s premises.

4.5 Reporting Security Incidents
All security incidents, including actual or potential unauthorised access to Lexer’s information systems via a

laptop, should be reported immediately to the Information Security Officer.

4.6 User Awareness
Users shall be made aware of their responsibilities in the prevention of unauthorised access to Lexer

information resources via a personal device, including, but not limited to:

● That no equipment is left logged-in without the protection of an activated password protected

￼￼screensaver;

● The need to be aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
Laptop control is defined as the means of ensuring that the variable subset of Lexer’s electronic

information resources which is held on or accessible from laptops is available only to persons authorised to

view or process that information in accordance with pre-determined rules.
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Other terms used in this policy document are to be found in the ISMS Glossary of Terms.

8 Document Control
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1 Purpose
The purpose of this policy is to protect the confidentiality, integrity and availability of Lexer’s information by

controlling remote access to its IT systems and to define standards for connecting to Lexer’s network from

any host.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
Lexer’s information system resources are assets important to Lexer’s business and stakeholders and its

dependency on these assets demands that appropriate levels of information security be instituted and

maintained. It is Lexer’s policy that appropriate remote access control measures are implemented to protect

its information system resources against accidental or malicious destruction, damage, modification or

disclosure, and to maintain appropriate levels of confidentiality, integrity and availability of such information

system resources.

Following the drastic shift to remote and hybrid work practices during and post-COVID-19 pandemic, Lexer

has demonstrated that it can maintain confidentiality, security and integrity of its information assets while

utilising a remote and hybrid workforce, which it will continue to offer its workforce.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against

unauthorised access from remote locations are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to either electronic or

paper-based information owned by Lexer or temporarily entrusted to it;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources;

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality; and

● Support our workforce to utilise remote and hybrid work whilst not compromising on the above

objectives.

3.4 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be
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informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Know Lexer or other relevant communication media on an ongoing

basis and accept the terms and conditions contained therein.

4 Policy Requirements
Lexer’s information system resources shall be appropriately protected to prevent unauthorised remote

access.

4.1 General
● It is the responsibility of Lexer’s employees, contractors, vendors and agents with remote access

privileges to Lexer’s corporate network to ensure that their remote access connection is given the

same consideration as their on-site connection to Lexer.

● IT equipment provided to the employee to support working from home is for the exclusive use of

that employee alone

● The only permitted remote access method for non Lexer computers is via terminal services.

● It is the responsibility of users to ensure that their personal mobile device is protected by a

password, complex PIN or Touch/Face ID. If that device is lost or stolen then it is the responsibility

of the user to advise their mobile provider and arrange for the device to be removed from the email

service.

● The use of external or personal email accounts (i.e. Hotmail, Yahoo, AOL), or other external

resources to conduct Lexer business is forbidden.

● The Information Security Officer will be the final arbiter for methods of connection to Lexer

corporate IT network.

4.2 Documentation and Data
All sensitive and business critical documentation belonging to Lexer and being used at a remote location

must be securely stored and not displayed in a manner which allows its content to be viewed by

unauthorised persons.

Information belonging to Lexer must not be stored on personal equipment unless permission from the HoP

has been obtained. Any data stored on personal equipment must be encrypted, using advice obtained from

the IT Service Desk.

4.3 Working Remotely
● Lexer operates on a hybrid working model. Employees who wish to work away from the office

partially (even if that is the majority of the time) do not need the agreement of their Line Manager

or the Talent Department.

● Employees wishing to work away from a Lexer office location permanently must secure the

agreement of their Line Manager prior to the actual date of working remotely.
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4.4 General Rules & Principles of Virtual Private Networks (VPNs)
● It is the responsibility of employees with VPN privileges to ensure that unauthorised users are not

allowed access to Lexer internal networks.

● VPN use is to be controlled using either a one-time password authentication such as a token device

or a public/private key system with a strong passphrase.

● When actively connected to the corporate network, VPNs will force all traffic to and from the PC

over the VPN tunnel: all other traffic will be dropped.

● Dual (split) tunnelling is NOT permitted; only one network connection is allowed.

● VPN gateways will be set up and managed by Lexer network operational groups.

● Only Lexer approved VPN clients may be used.

4.5 User Awareness
Users commencing remote working will be made aware by their Line Manager of this policy and all its

provisions.

5 Disciplinary process
Lexer reserves the right to audit compliance with this policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Owner.

7 Glossary of Terms
“Remote Access and Mobile Working” is defined as the means of using Lexer’s electronic information

resources from a remote location in a way which ensures that they are available only to persons authorised

to view or process that information in accordance with predetermined rules.

Other terms used in this policy document are to be found in ISMS Glossary of Terms.
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1 Purpose
The purpose of this policy is to ensure that all actual breaches of information security and potential

weaknesses in information security identified by Lexer, its employees, advisers, agents, contractors and

customers are reported, investigated and closed off promptly.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy statement
Lexer relies absolutely on the confidentiality, availability and integrity of the information it holds and this

demands appropriate levels of information security. It is Lexer’s policy that any information security

breaches or weaknesses are reported, investigated and closed off promptly in order to protect its

information resources against accidental or malicious damage or destruction, loss, modification, theft or

disclosure, and to ensure that appropriate controls are introduced so that levels of confidentiality, integrity

and availability of such information can be maintained and improved.

3.2 Policy objectives
The objectives of this policy with regard to security breaches and weaknesses are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to information owned by

Lexer or temporarily entrusted to it;

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality.

3.3 Policy maintenance
Supporting standards, guidelines and procedures will be issued on an ongoing basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Lexer Intranet or other relevant communication media on an

ongoing basis and accept the terms and conditions contained therein.
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4 Policy requirements
Lexer’s information shall be appropriately protected by all its employees, advisers, agents and other

contractors to prevent security breaches and weaknesses and any such occurrences shall be reported and

addressed promptly.

4.1 Security Breaches / Weaknesses
● Employees, advisers, agents and other contractors will report any security breaches or weaknesses

to the Information Security Officer or as soon as possible after their occurrence. Serious breaches

or weaknesses should be reported immediately and in all cases breaches or weaknesses must in no

instance be reported any later than the next working day.

● Notification of security breaches or weaknesses must be in writing and emailed to security@lexer.io.

● Employees, advisers, agents and other contractors will co-operate with the Information Security

Officer and others charged with investigating a security incident

● Employees, advisers, agents and other contractors will follow any preventative advice issued by the

Information Security Officer following the investigation of a security incident.

4.2 Contact with Responsible Parties and Special Interest Groups
Lexer should maintain contact with relevant authorities and special interest groups, including affected

clients, to enable it to take action quickly, or to obtain appropriate advice, in the event of a security incident.

The primary method of contact with relevant authorities and special interest groups is telephone, and the

secondary email.

Responsible parties and special interest groups should be contacted as set out in the Incident Management

section below.

Refer 3.10: Incident Management Register, for the latest list of relevant authorities.

4.3 Incident Management
● Information security events shall be assessed by the ISO and he shall decide if they are to be

classified as Information Security Incidents

● Information Security Incidents must be immediately referred to Executive Management, with

updates daily until the matter is closed

● The ISO shall be appointed manager of the incident management process (which is documented in

Lexer’s internal Knowledgebase) and involve adequate resource to resolve the incident as quickly as

possible

● The ISO shall manage / delegate all communication with responsible parties, regulators,

stakeholders and special interest groups

● The incident shall be recorded in the Incident Management Register, including action taken with

responsible authorities and special interest groups

● Knowledge gained from analysing and resolving information security incidents shall be used to

reduce the likelihood or impact of future incidents.
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● The ISO is responsible for the identification, collection, acquisition and preservation of information

regarding the incident, which can serve as evidence, which will be retained in an evidence file.

4.3 User awareness
Users shall be made aware of this policy and all its provisions.

5 Disciplinary process
Lexer reserves the right to audit compliance with this policy from time to time.  Disciplinary action may

ultimately lead to dismissal.

6 Deviations from policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation from or

non-compliance with this policy shall be reported to the Information Security Officer.

7 Glossary of Terms
A summary of the terms used in this document can be found in the ISMS Glossary of Terms
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1 Purpose
The purpose of this policy is to help to ensure the confidentiality and integrity of Lexer’s information by

effectively monitoring Lexer’s information system resources.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Statement
In order to protect information, designated IT Department staff may use network monitoring technologies to

log network activity and to scan data moving across the network. These technologies may include firewalls,

intrusion protection and intrusion detection systems, vulnerability management systems, and database and

application monitoring systems.

3.2 Policy Objectives
The objectives of this policy with regard to the protection of information system resources against

unauthorised access are to:

● Minimise the threat of accidental, unauthorised or inappropriate access to electronic information

owned by Lexer or temporarily entrusted to it;

● Minimise Lexer’s network exposure, which may result in a compromise of network integrity,

availability and confidentiality of information system resources; and

● Minimise reputation exposure, which may result in loss, disclosure or corruption of sensitive

information and breach of confidentiality.

￼￼3.3 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Know Lexer or other relevant communication media on an

on-going basis and accept the terms and conditions contained therein.
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4 Policy Requirements

4.1 Authority
Lexer’s IT Department is authorized and directed to monitor network traffic patterns and to probe ports of

connected computers for the purpose of identifying vulnerable and compromised computers on the network.

All computer and communication devices connected to the Lexer network are subject to this monitoring,

whether or not they are owned or operated by Lexer.

4.2 Monitoring & Logging
Networks and computers may be monitored and usage logged.  Logs are kept secure and are only available

to personnel authorised by the Head of Product and retained for a period of no less than 1 year.

Lexer’s networks and computer may be monitored and logged for all lawful purposes including:

● Detection of known patterns of attack or compromise

● Detection of the improper release of RESTRICTED information

● Ensuring use is authorised

● Management of systems

● Protecting against unauthorised access

● Verifying security procedures

● System and operational security

● Compliance with Lexer policies

● Detection and prevention of crime

Monitoring includes active attacks by authorised Lexer users to test or verify the security of this system.

During monitoring, information may be examined, recorded, copied and used for authorised purposes. All

information, including personal information, placed on or sent over this system may be monitored. Use of

Lexer’s information technology, authorised or unauthorised, constitutes consent by the user to monitoring of

these system.

Automated tools will provide real time notification of detected wrongdoing and vulnerability exploitation.

Where possible, a security baseline will be developed and the tools will report exceptions. These tools will be

deployed to monitor:

● Internet traffic

● Message traffic including Email, SMS, and other forms of external communication

● Network traffic, protocols, events and changes

● Operating system events and changes

The following files will be checked for signs of wrongdoing and vulnerability exploitation at a frequency

determined by risk:

● automated intrusion detection system logs

● user account logs
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● network scanning logs

● system error logs

● application logs

● data backup and recovery logs

Logging facilities and log information shall be protected against tampering and unauthorized access.

System administrator and system operator activities shall be logged and the logs protected and regularly

reviewed.

4.3 Vulnerability Management
Vulnerability management activities, such as regular vulnerability assessments, analysis and mitigation,

assist in maintaining system security as threat environments change over time. Vulnerability assessments

allow Lexer to identify security weaknesses caused by misconfigurations, bugs or flaws. Once a vulnerability

is detected, Lexer is able to determine a way forward through vulnerability analysis, assessing the

vulnerabilities potential impact and available mitigation strategies. Vulnerability mitigation is the process of

applying the chosen mitigations in an effective and timely manner in order to eliminate or minimise the risk.

4.4 Audits
Lexer will conduct regular Audits and Evaluations, from both internal and external sources, to ensure that

current security safeguards, policies, standards, and procedures are effective.

The Audit and Evaluation will ensure that security policies, procedures, and instructions are being followed

by individuals who use information owned by and/or in the custody of Lexer.

The Audit and Evaluation will review information systems including but not limited to:

● the effectiveness and currency of Lexer classification scheme;

● the security safeguards in place throughout all stages of the information life cycle;

● the status of current controls and safeguards applied;

● Vulnerabilities caused by safeguard weaknesses and special circumstances that heighten

Vulnerability;

● Threat from intentional and unintentional means; and

● the effectiveness of the security awareness program.

● Verifying that the established and implemented information security continuity controls are valid

and effective during adverse situations

The Audit and Evaluation will be:

● performed by qualified individuals who are independent of information assets and information

system management responsibilities and who are equipped with adequate knowledge of

information security and Lexer’s information assets; and

● conducted sufficiently frequently and thoroughly as to provide assurance that security safeguards

function as required.

Results from the audit and evaluation will be provided to Executive Management.
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4.5 Clock Synchronisation
The clocks of all relevant information processing systems within an organization or security domain shall be

synchronised to a single reference time source.

4.6 User Awareness
Users shall be made aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time. Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or

non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
‘Audit’ refers to a security Audit and means an independent review and examination of information system

records and activities to:

● determine the adequacy of system controls;

● ensure compliance with established security policy and operational procedures;

● detect breaches in security; and

● recommend indicated changes in any of the foregoing.

‘Evaluation’ means to examine the management of information in order to judge the quality and condition

of the Information Security Policies.

‘Threat’ refers to any circumstance or event with the potential to cause harm to an information asset either

through intentional means targeted at the exploitation of a Vulnerability, or through unintentional means

that accidentally trigger a Vulnerability. Threat may be classified as natural or man made, intentional or

unintentional. Examples of natural Threat include lightening, flood, humidity, and time. Examples of man

made Threat include theft, computer viruses, vandalism, sabotage (intentional) and user error, accidental

damage, lost documentation, and programmer error (unintentional).

‘Vulnerabilities’ refers to characteristics or weaknesses of information systems that allow information

assets to be compromised.

Other terms used in this policy document are to be found in the ISMS Glossary of Terms.
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1 Purpose
The purpose of this policy is to help to ensure the confidentiality and integrity of Lexer’s information by

effectively managing the development and release process.

2 Scope
The scope of this policy applies to all critical systems, applications, networks, telecommunication links,

human resources, and information assets connected with the handling of RESTRICTED information.  The

terms “data”, “information”, “information resources” and “information asset” are used interchangeably in the

documents to describe RESTRICTED information.

3 Policy

3.1 Policy Objectives
This document outlines Lexer’s policy in the area of Release and Deployment Management. The purpose of

Release and Deployment Management is to:

● Define and agree release and deployment plans with clients and stakeholders.

● Ensure each release consists of a set of features that are compatible with each other.

● Ensure the integrity of a release is maintained throughout the transition activities and recorded

accurately.

● Ensure that all release and deployment packages can be tracked, tested, verified and/or back out if

applicable.

● Ensure that organisation and stakeholder change is managed during the release activities.

● Ensure there is knowledge transfer (training) to enable clients to optimise their use of the service

to support their business activities.

● Ensure that skills and knowledge are transferred to sales and support staff to enable them to

effectively and efficiently deliver, support and maintain Lexer’s services.

The goal of Release and Deployment Management is to deploy releases into production and establish

effective use of the service in order to deliver value to clients. Lexer aims to achieve the following objects

that ensure:

● There are clear and comprehensive release and deployment plans that enable clients, partners and

Lexer to align their activities with these plans.

● A release can be built, tested and deployed efficiently, successfully and on schedule.

● A release is capable of delivering the agreed service requirements.

● There is minimal unpredicted impact to Lexer, its clients and stakeholders.

● All clients and stakeholders are satisfied with the service transition practices and outputs, including

user documentation and training.
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￼￼3.2 Policy Maintenance
Supporting standards, guidelines and procedures will be issued on an on-going basis by Lexer. Users will be

informed of any subsequent changes or updated versions of such standards, guidelines and procedures by

way of e-mail or other relevant communication media. Users shall then have the obligation to obtain the

current information systems policies from Learn Lexer or other relevant communication media on an

on-going basis and accept the terms and conditions contained therein.

4 Policy Requirements

4.1 Responsibilities

The roles and responsibilities involved in Release and Deployment Management include:

Delivery Manager:

● Confirm and understand all release inclusions

● Confirm scheduled release date

● Notify internal stakeholders of development progress and release inclusions

Quality Assurance:

● Ensure testing of functional areas is completed

● Communicate issues found with product team

● Confirm all issues resolved prior to deployment

Deployer:

● Confirm all changes have been tested prior to deployment

● Ensure all changes have been merged

● Ensure the system is functioning post-deployment

● Provide feedback on the effectiveness of the release

Success Team:

● Notify clients and stakeholders of release

● Inform clients of release changes

● Updating training documentation

● Update support documentation

4.2 Schedule
Lexer operates a continuous iteration process whereby updates to the product are released as they are

ready and approved. New features or updates to existing products can only be deployed to live production

environments if they satisfy the pass criteria, and do not jeopardise the integrity and quality of the product.
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The duration of a single project may see iterative deployments to live production environments, with

milestone components launched if they satisfy testing criteria, with their changes feature flagged to ensure

the user experience is not impacted. Prior to activating a new feature or update to an existing feature,

rigorous regression testing is performed to enhance the probability of finding bugs or usability issues.

Deployments with the potential for larger system impact are done outside of Australian business hours at a

time when user activity on the system is low. This minimises the probability of service interruption for

clients. After a project has concluded the team involved participates in a ‘Project Retrospective’ which

involves reviewing the development process, issues experienced, and suggesting improvements.

4.3 Notification of Deployment
Clients and stakeholders will receive an official notification if there is planned service disruption expected

from an update to the product. This is sent out at least two business days prior to deployment. Lexer will

accommodate to client requirements when scheduling these deployments.

All other scheduled updates to the product are released iteratively, with notice given to particular clients if

the updates are likely to require additional training or workflow changes. Lexer sends a monthly product

update to all users of the product, which includes changes to the product.

4.4 Deployment Planning
Deployment planning aims to develop a set of guidelines for the release into production. Plans for Release

and Deployment should include:

● Scope and content of the release

● Risk assessment of the release

● Clients and stakeholders affected by the release

● Developer(s) responsible for performing the deployment

● Quality Assurance tests required

● Pass/fail criteria

Lexer management will determine the pass/fail criteria at the beginning of a product project. These criteria

are based on client business needs and Lexer’s standard of quality. All features included in a deployment are

required to pass these criteria.

4.5 Support Material Development
As new features are added to the product it is necessary to keep support material up to date. This is the

responsibility of Lexer staff that belong to the Success department. The Product Manager is responsible for

communicating product changes and relevant support knowledge to the Success department. Support

materials include:

● Product help articles
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● Internal knowledge articles

● Dashboard tooltips

● Information to assist user queries via Live Chat

4.6 Acceptance Test Management
Lexer performs acceptance testing using staff from all departments of the organisation. The QA lead will

determine testing requirements for specific projects or features, and is also responsible for ensuring all

features included in a release are sufficiently tested and pass criteria prior to deployment.

Lexer also relies on real user feedback to determine if a release meets the needs of clients and stakeholders.

Therefore a release is not final once it has been deployed. Lexer promotes the culture of feedback and

suggestions to continuously improve its products.

4.7 Performing Deployment
Deployments are scheduled at a day and time where user activity is at its minimum. This is intended to

minimise the probability of disrupting service to users. All Lexer employees are notified immediately prior to

a deployment to ensure there are no client demonstrations or business critical requirements in using the

dashboard at that time. Immediately following a deployment, the developer performing the role as Deployer

notifies the team of the situation of the system. Both the Deployer and Delivery Manager are responsible for

testing the functioning of the system immediately following deployment.

4.8 Communicating Change
Lexer is responsible for communicating product changes to all staff, clients and stakeholders. Every release

triggers a review and update of training, customer support and sales materials. It is Lexers goal to ensure

all documentation related to service is relevant and accurate at all times. Change communication is done via

email, internal messaging platforms, documentation, the Lexer website and the Lexer dashboard.

4.9 Training
Training material is updated and reviewed after every release.

4.10 User Awareness
Users shall be made aware of this Policy and all its provisions.

5 Disciplinary Process
Lexer reserves the right to audit compliance with the policy from time to time. Disciplinary action may

ultimately lead to dismissal.

6 Deviations from Policy
Unless specifically approved, any deviation from this policy is strictly prohibited. Any deviation to or
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non-compliance with this policy shall be reported to the ISMS Governance Manager.

7 Glossary of Terms
Capitalised terms used in this policy document are to be found in the ISMS Glossary of Terms.
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● V6, 25/9/20, Review without material change

and reissue
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and reissue
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and reissue

● Chris Brewer (ISO), Aaron Wallis (HoP)
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