
Standard contractual terms

pursuant to Article 28 (2) 3 of Regulation 2016/679 (the Data Protection Regulation) with a view
to the data processor's processing of personal data

between

Customer Name

VAT

Address

hereinafter "the data controller"

and

Tricent Security Group A / S
CVR 38450255
Mehdalsgade 3

1613 København V

hereinafter the "data processor"

each being a “party” and together constitutes the “parties”

HAVE AGREED on the following standard contractual provisions (The Provisions) with a view to
complying with the Data Protection Regulation and ensuring the protection of privacy and the

fundamental rights and freedoms of natural persons
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1. Preamble

1. These Regulations stipulate the data processor's rights and obligations when the data
processor processes personal data on behalf of the data controller.

2. These provisions are designed to comply with Article 28 (1) of the Parties. 3 of Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data and repealing Directive 95/46 / EC (Data Protection Regulation).

3. In connection with the delivery of software as a service tool to provide an overview of
both internal and external file sharing in OneDrive, SharePoint, and Teams (Tricent for
Microsoft 365) and My Drive, and Shared Drives (Tricent for Google Workspace) the data
processor processes personal data on behalf of the data controller in accordance with
these Regulations.

4. The provisions take precedence over any similar provisions in other agreements between
the parties.

5. There are four annexes to these Provisions, and the annexes form an integral part of the
Provisions.

6. Annex A contains details of the processing of personal data, including the purpose and
nature of the processing, the type of personal data, the categories of data subjects, and
the duration of the processing.

7. Appendix B contains the data controller's conditions for the data processor's use of
sub-data processors and a list of sub-data processors that the data controller has
approved the use of.

8. Annex C contains the data controller's instructions regarding the data processor's
processing of personal data, a description of the security measures that the data
processor must implement as a minimum, and how the data processor and any sub-data
processors are supervised.

9. Annex D contains provisions relating to other activities which are not covered by the
Regulations.

10. The provisions and accompanying appendices must be kept in writing, including
electronically, by both parties.
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11. These Terms do not release the Data Processor from any obligations imposed on the
Data Processor under the Data Protection Regulation or any other legislation.

2. Rights and obligations of the data controller

1. The data controller is responsible for ensuring that the processing of personal data takes
place in accordance with the Data Protection Regulation (see Article 24 of the Regulation),
data protection provisions of other Union laws, or the national law of the Member
States1, and these Regulations.

2. The data controller has the right and duty to make decisions about the purpose (s) and
the aids with which personal data may be processed.

3. The data controller is responsible for, among other things, ensuring that there is a
processing basis for the processing of personal data, which the data processor is
instructed to carry out.

3. The data processor acts according to
instructions

1. The data processor may only process personal data in accordance with documented
instructions from the data controller, unless this is required by EU law or the national law
of the Member States to which the data processor is subject. These instructions must be
specified in Appendices A and C. Subsequent instructions may also be given by the data
controller while personal data is being processed, but the instructions must always be
documented and kept in writing, including electronically, together with these
Regulations.

2. The data controller shall immediately inform the controller if, in his opinion, an
instruction is in breach of this Regulation or data protection provisions of other Union or
national law of the Member States.

1 References to ”Member States” made throughout the Clauses shall be understood as references to
“EEA Member States”.
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4. Confidentiality

1. The data processor may only grant access to personal data processed on behalf of the
data controller to persons who are subject to the data processor's instructional powers,
who have committed themselves to confidentiality or are subject to an appropriate
statutory duty of confidentiality, and only to the extent necessary. The list of persons who
have been granted access must be reviewed on an ongoing basis. On the basis of this
review, access to personal data may be closed if access is no longer necessary and the
personal data must no longer be available to these persons.

2. The data processor must, at the request of the data controller, be able to demonstrate
that the persons in question, who are subject to the data processor's instructional
powers, are subject to the above-mentioned duty of confidentiality.

5. Processing safety

1. Article 32 of the Data Protection Regulation stipulates that the data controller and the
processor, taking into account the current technical level, the implementation costs and
the nature, scope, coherence, and purpose of the processing concerned, as well as the
risks of varying probability and seriousness of natural persons' rights and freedoms,
measures to ensure a level of protection appropriate to these risks.

2. The data controller shall assess the risks to the rights and freedoms of natural persons
that the processing poses and implement measures to address these risks. Depending
on their relevance, it may include:

a. Pseudonymization and encryption of personal information

b. ability to ensure lasting confidentiality, integrity, availability and robustness of
treatment systems and services;

c. ability to timely restore the availability of and access to personal data in the event
of a physical or technical incident;

d. a procedure for regular testing, assessment, and evaluation of the effectiveness
of technical and organizational measures to ensure treatment safety.

3. According to Article 32 of the Regulation, the data controller - independently of the data
controller - must also assess the risks to the rights of natural persons constituting the
processing and implement measures to address these risks. For the purposes of this
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assessment, the data controller shall make the necessary information available to the
data controller which enables him or her to identify and assess such risks.

4. In addition, the data controller shall assist the data controller in complying with the data
controller's obligation under Article 32 of the Regulation, by, inter alia: to provide the
data controller with the necessary information regarding the technical and organizational
security measures already implemented by the data controller in accordance with Article
32 of the Regulation and any other information necessary for the data controller to
comply with its obligation under Article 32 of the Regulation.

5. If the response to the identified risks - in the opinion of the controller - requires the
implementation of additional measures than those already implemented by the
controller, the controller shall list the additional measures to be implemented in Annex C.

6. Use of sub-processors

1. The data processor must meet the conditions set out in Article 28 (2) of the Data
Protection Regulation. 2, and para. 4, to make use of another data processor (a sub-data
processor).

2. Thus, the Data Processor may not use a sub-data processor to comply with these Terms
without prior specific written approval.

3. The Data Processor may only make use of sub-data processors with the prior written
consent of the Data Controller. The data processor must submit the request for a specific
approval at least 30 days before the use of the relevant sub-processor. The list of
sub-processors already approved by the controller is set out in Annex B.

4. When the data processor uses a sub-data processor to perform specific processing
activities on behalf of the data controller, the data processor shall, through a contract or
other legal document under EU law or the national law of the Member States, impose on
the sub-data processor the same data protection obligations as those These provisions
provide, in particular, the necessary guarantees that the sub-processor will implement
the technical and organizational measures in such a way that the processing complies
with the requirements of these Regulations and the Data Protection Regulation.

The Data Processor is therefore responsible for requiring the sub-data processor to
comply at least with the Data Processor's obligations under these Regulations and the
Data Protection Regulation.

5. Sub-processor agreement(s) and any subsequent amendments thereto are sent - at the
request of the data controller - in copy to the data controller, who thereby has the
opportunity to ensure that corresponding data protection obligations under these
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Regulations are imposed on the sub-processor. Provisions on commercial terms that do
not affect the data protection law content of the sub-data processor agreement shall not
be sent to the data controller.

6. In its agreement with the sub-processor, the data processor must include the data
controller as a beneficiary of a third party in the event of the data processor's
bankruptcy, so that the data controller can intervene in the data processor's rights and
enforce them against sub-data processors, such as enables the data controller to instruct
the sub-processor to delete or return the personal data.

7. If the sub-data processor does not fulfill its data protection obligations, the data
processor remains fully liable to the data controller for the fulfillment of the sub-data
processor's obligations. This is without prejudice to the data subjects' rights deriving
from the Data Protection Regulation, in particular Articles 79 and 82 of the Regulation,
vis-à-vis the controller and the processor, including the sub-process

7. Transfer to third countries or international
organizations

1. Any transfer of personal data to third countries or international organizations may only
be carried out by the data processor on the basis of documented instructions from the
data controller and must always be carried out in accordance with Chapter V of the Data
Protection Regulation.

2. If the transfer of personal data to third countries or international organizations that the
data controller has not been instructed to perform by the data controller is required by
EU law or the national law of the Member States to which the data processor is subject,
the data controller shall notify the data controller treatment, unless the court in question
prohibits such notification in the interests of the public interest.

3. Thus, without documented instructions from the data controller, the data processor may
not, within the framework of these Regulations:

a. transfer personal data to a data controller or processor in a third country or
international organization

b. entrust the processing of personal data to a sub-processor in a third country
c. process personal data in a third country

4. The data controller's instructions regarding the transfer of personal data to a third
country, including any basis for transfer in Chapter V of the Data Protection Regulation
on which the transfer is based, shall be set out in Annex C.6.
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These Provisions shall not be confused with standard contractual provisions within the
meaning of Article 46 (1) of the Data Protection Regulation. 2 (c) and (d), and these
Provisions may not constitute a basis for the transfer of personal data within the meaning of
Chapter V of the Data Protection Regulation.

8. Assistance to the data controller

1. The Data Processor shall, taking into account the nature of the processing, assist the
Data Controller as far as possible by appropriate technical and organizational measures
in compliance with the Data Controller's obligation to respond to requests for the
exercise of data subjects' rights as set out in Chapter III of the Data Protection
Regulation.

This means that the data processor must, as far as possible, assist the data controller in
connection with the data controller ensuring compliance with:

a. the duty to provide information when collecting personal data from the data
subject

b. the duty to provide information if personal data has not been collected from the
data subject

c. the right of access
d. the right to rectification
e. the right to delete ("the right to be forgotten")
f. the right to restrict treatment
g. the duty to notify in connection with the correction or deletion of personal data or

restriction of processing
h. the right to data portability
i. the right to object
j. the right not to be the subject of a decision based solely on automatic processing,

including profiling

2. In addition to the data controller's obligation to assist the data controller in accordance
with Rule 6.3., The data processor further assists the data controller, taking into account
the nature of the processing and the information available to the data processor:

a. the data controller's obligation to report a breach of personal data security to the
competent supervisory authority, the Danish Data Protection Agency, without
undue delay and, if possible, no later than 72 hours, unless it is unlikely that the
breach of personal data security poses a risk to physical data; rights or freedoms
of persons
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b. the data controller's obligation to notify the data subject of a breach of personal
data security without undue delay when the breach is likely to entail a high risk to
the rights and freedoms of natural persons;

c. the data controller's obligation to carry out an analysis of the consequences of
the intended processing activities for the protection of personal data prior to
processing (an impact assessment);

d. the data controller's obligation to consult the competent supervisory authority,
the Danish Data Protection Agency, before processing, if an impact assessment
concerning data protection shows that the processing will lead to a high risk in
the absence of measures taken by the data controller to limit the risk.

3. The Parties shall set out in Annex C the necessary technical and organizational measures
with which the data controller is to assist the data controller and to what extent and
extent. This applies to the obligations arising from Rule 9.1. and 9.2.

9. Notification of breach of personal data
security

1. The data processor notifies the data controller without undue delay after becoming
aware that there has been a breach of personal data security.

2. The data controller's notification to the controller shall, if possible, take place within 24
hours after he has become aware of the breach so that the controller can comply with
his obligation to report the breach of personal data security to the competent
supervisory authority in accordance with Article 33 of the Data Protection Regulation.

3. In accordance with Rule 9.2.a, the data controller shall assist the data controller in
notifying the breach to the competent supervisory authority. This means that the data
processor must assist in providing the following information, which according to Article
33, para. 3, must appear from the data controller's notification of the breach to the
competent supervisory authority:

a. the nature of the breach of personal data security, including, if possible, the
categories and approximate number of data subjects concerned, as well as the
categories and approximate number of personal data records concerned;

b. the likely consequences of the breach of personal data security

Tricent Security Group, Meldahlsgade 3, DK-1613 Copenhagen C, +45 70 71 31 31, support@tricent.com

mailto:support@tricent.com


Page 10

c. the measures taken or proposed by the data controller to deal with the breach of
personal data security, including, where appropriate, measures to limit its
potentially harmful effects.

4. The Parties shall set out in Annex C the information that the data controller must provide
in connection with his assistance to the data controller in his obligation to report
breaches of personal data security to the competent supervisory authority.

10. Deletion and return of information

1. Upon termination of the personal data processing services, the data processor is obliged
to return all the personal data and delete existing copies, unless EU law or the national
law of the Member States prescribes the storage of the personal data.

2. The data processor undertakes to process the personal data only for the purpose (s),
during the period and under the conditions prescribed by these rules.

11. Audit, including inspection

1. The Data Processor shall make available to the Data Controller all information necessary
to demonstrate compliance with Article 28 of the Data Protection Regulation and provide
for and contribute to audits, including inspections carried out by the Data Controller or
another authorized auditor. by the data controller.

2. The procedures for the data controller's audits, including inspections, with the data
controller and sub-processors, are specified in Annex C.17. and C.18.

3. The data controller is obliged to give supervisory authorities who, in accordance with
applicable law, have access to the data controller's or data processor's facilities, or
representatives acting on behalf of the supervisory authority, access to the data
processor's physical facilities against proper identification.

12. The parties' agreement on other matters

1. The parties may agree on other provisions regarding the service concerning the
processing of personal data on e.g. liability as long as these other provisions do not
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directly or indirectly contravene the Provisions or impair the data subject's fundamental
rights and freedoms arising from the Data Protection Regulation.

13. Entry into force and termination

1. The provisions shall enter into force on the date of signature of both parties.

2. Both parties may demand that the Provisions be renegotiated if changes in the law or
inconveniences in the Provisions give rise to this.

3. The provisions apply as long as the personal data processing service lasts. During this
period, the Provisions may not be terminated unless other provisions governing the
provision of the personal data processing service are agreed upon between the Parties.

4. If the provision of the personal data processing services ceases and the personal data
has been deleted or returned to the data controller in accordance with Rule 11.1 and
Annex C.4, the Terms may be terminated with written notice by both parties.
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14. Signatures

On behalf of the data controller:

Name:

Position:

Telephone:

Email:

_________________________
Signature

On behalf of the data processor:

Name: Finn Krusholm

Position: CEO

Email: support@tricent.com

_________________________
Signature
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15. Contact persons for the data controller and
the data processor

1. The parties can contact each other via the contact persons below.

2. The parties are obliged to keep each other informed of changes regarding contact
persons.

For the data controller:

Name:

Position:

Telephone:

Email:

For the data processor:

Name: Jacob Mortensen

Position: COO

Email: support@tricent.com
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Appendix A Information about the processing

1. The purpose of the data processor's processing of personal data on behalf of the data
controller

Delivery of data sharing compliance software solution to Data Manager which processes data in
Data Manager's Microsoft 365 tenant or Google Workspace tenant.

2. The data processor's processing of personal data on behalf of the data controller is
primarily about (the nature of the processing)

Making the Tricent for Google Workspace or Tricent for Microsoft 365 software solution available
to Data Controller which requires the processing of Data Controller data in Google Workspace
tenant or Microsoft 365 tenant.

Tricent for Microsoft 365 and Tricent for Google Workspace only work with metadata, such as
names of files that have been shared internally and externally via the Data Manager's Microsoft
365 or Google Workspace solution.

Data Processor does not access any content and does not delete data in the Data Controller's
Microsoft 365 tenant or Google Workspace in connection with the execution of the processing.

3. The processing includes the following types of personal information about the data
subjects

The treatments contain personal information in the categories indicated below.

General personal data (see Article 6 of the Data Protection Regulation):

Name, Email address

Including ordinary personal data which is treated confidentially, cf. section 152 of the
Criminal Code in conjunction with section 27 of the Public Administration Act:

None

Sensitive personal data on, (see Article 9 of the Data Protection Regulation):

None
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Information on individuals' purely private matters (cf. Article 10 of the Data Protection
Ordinance and Section 8 of the Data Protection Act):

None

Information on a civil registration number (cf. section 11 of the Data Protection Act, cf. the
legal basis for establishing national legislation in this regard in Article 87 of the Data
Protection Regulation):

None

4. The processing includes the following categories of data subjects

The following personal data is processed by data subjects (e.g. citizens, students, cash benefit
recipients, etc.):

Employees, vendors, end-users who use Data Manager’s Microsoft 365 tenant or Google
Workspace tenant to store data.

5. The data processor's processing of personal data on behalf of the data controller may
commence after the entry into force of these Regulations. The treatment has the
following duration

Data processing is valid as long as the contract for delivery of Tricent for Microsoft 365 or Tricent
for Google Workspace software solution is active and valid.
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Appendix B Sub-processors

1. Approved sub-processors

1. Upon the entry into force of the Regulations, the data controller has approved the use of
the sub-processors listed at tricent.com/legal/subprocessors.

2. Tricent ensures, by means of periodic technical checks, that sub-data processors comply
with the applicable rules for secure processing of personal data, including securing the
location for data processing.

3. Upon the entry into force of the Regulations, the data controller has approved the use of
the above sub-processors for the processing activity described.

4. The data processor may not - without the written consent of the data controller - make
use of a sub-data processor for a processing activity other than the one described and
agreed upon or make use of another sub-data processor for this processing activity.

2. Notice for approval of sub-processors

The data processor must give at least 30 days' notice to the data controller for approval of new
sub-data processors for the Tricent for Microsoft 365 or Tricent for Google Workspace software
as a service solution.
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Appendix C Instructions regarding the
processing of personal data

1. The subject and instructions of the processing

1. The data processor's processing of personal data on behalf of the data controller takes
place by the data processor performing the following:

The data controller instructs the data controller to perform the processing of the data
controller's personal data in connection with the delivery of the software-as-a-service
solution “Tricent for Microsoft 365” or “Tricent for Google Workspace” for use in data
sharing compliance control of the data controller's data in Microsoft 365 tenant or
Google Workspace tenant respectively.

2. Processing safety

The security level should reflect the following:

1. Data processing normally includes access only to not very sensitive categories of
personal data, which is why the security level is established as medium-high.

2. The data processor is then entitled and obliged to make decisions about which technical
and organizational security measures must be implemented in order to establish the
necessary (and agreed) level of security.

3. However, the data processor must - in any case, and as a minimum - implement the
following measures, which have been agreed upon with the data controller:

3. General instructions

The data processor must implement the following measures and processes:

1. The Data Processor shall, as a consequence of the obligations set out in the Data
Processor Agreement, comply with the instructions regarding security and information
security measures set out in this Annex C for the systems used to process Personal Data
on behalf of the Data Controller.

2. The Data Processor shall ensure the ongoing confidentiality, integrity, availability, and
resilience of data processing systems and services as set forth in the Data Processor
Agreement and this Annex C.
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3. The data processor must perform risk analysis for the systems before the systems are
used to process personal data on behalf of the data controller.

4. Confidentiality

The data processor must implement the following measures and processes:

1. Ensure the use of role-based access and login to sections with Personal Data (including
the possibility of follow-up/adjustment of role-based access) and that only authorized
units and relevant employees with a work-related need for data processing have access
to the personal data.

2. If employees change jobs, the Data Processor must ensure that they do not retain access
to the personal information they needed for their previous jobs. When Data Processing
dismisses employees, it must be ensured that they do not take any business-critical
information, personal data, or data related to personal data with them. Ensure that no
former employees or external consultants have access rights to the systems that store
the personal data. The data processor must ensure that access rights are periodically
reviewed with the owners of the systems or services.

3. Ensure the use of pseudonymization and encryption of personal data where possible,
appropriate, or required by law.

4. Use secure/encrypted transfer of the personal data on the open Internet when the
transferred personal data is not intended for the public.

5. Physical security

The data processor must implement the following measures and processes:

1. Install appropriate locks or other physical controls for doors and windows in rooms
where computers are stored.

2. Physically secure unattended laptops (for example, by locking them in a secure drawer or
cabinet).

3. Ensure control over and secure all removable media, such as removable hard drives,
CDs, and USB drives that contain personal data.

4. Possibly destroy or remove, without the ability to recover, any personal data from media
such as CDs before disposing of them.

5. Make sure that all personal data is permanently removed, without the possibility of
recovery, from the hard drives of used computers before disposing of them.
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6. Store the backup of the personal data either off-site or in a fire and waterproof
container.

6. Access control

The data processor must implement the following measures and processes:

1. Password procedures must be in place, including the use of strong passwords, periodic
updating of passwords, and ensuring that employees do not write them down.

7. Logs

The data processor must implement the following measures and processes:

1. Log failed login attempts, including a log of time, user, etc., and block access after a
certain number of failed login attempts for each user.

2. Log user activities, including a log of time, user, search, search criteria, access, change,
close, print, export, delete, etc., and automatically delete the log after a certain time
interval.

8. Integrity and accessibility

The data processor must implement the following measures and processes:

1. Protect networks, systems, logs, and personal data from tampering.

2. Ensure the possibility of restoring the availability and access to personal data in a timely
manner in the event of a physical or technical incident or a personal data breach,
including by backing up data.

9. Resilience

The data processor must implement the following measures and processes:

1. The data controller must have a vulnerability management program, including regular
monitoring of potential vulnerabilities and performing penetration tests of networks and
systems used to process personal data.

2. The Vulnerability Management Program shall include but is not limited to:

a. Perform vulnerability scans on internal and external perimeters at least once a
quarter
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b. Perform penetration tests on external network perimeters at least quarterly or
more frequently in the event of events revealing a need for such tests

c. Follow up on and remedy any weaknesses identified in connection with such
scans and tests.

d. The data processor must continuously keep networks and systems up to date
with regard to new versions, updates, and patches.

10. Security and privacy technologies

The data processor must implement the following measures and processes:

1. Make sure all used computers have an antivirus or anti-malware software installed and
the virus definitions need to be updated at least once a week. All inbound and outbound
traffic must be scanned for viruses, just like any disk or CD used. At least once a week,
computers should be scanned for viruses.

2. Where computers are connected to the Internet, a firewall, preferably a next-generation
firewall, implements anti-DDOS detection and an intrusion detection system.

11. Awareness, training, and safety checks in relation to personnel

The data processor must implement the following measures and processes:

1. Perform integrity checks on all new employees to ensure they have not lied about their
background, experience, or qualifications.

2. Introduce new employees to information security and make sure they read and
understand the information security policy. Make sure employees know where to find
details about information security standards and procedures that are relevant to their
roles and responsibilities.

12. Incident Response Management and Business Continuity

The data processor must implement the following measures and processes:

1. Ensure that employees understand what a breach of personal data security and a
security incident means, and train employees to recognize the signs and respond
appropriately. The term "Security Event" means any event that could damage or
compromise the confidentiality, integrity, or availability of business-critical information or
systems.

2. The data processor must have a plan in place to ensure business continuity in the event
of a serious security incident and must test the plan at least once a year. After an
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incident where the plan has been used, and after each test, it must be re-evaluated and
updated according to experience.

13. Assistance to the data controller

The data processor must implement the following measures and processes:

1. The Data Processor shall, as far as possible - within the scope and extent below - assist
the Data Controller in accordance with Clauses 8.1 and 8.2 by implementing the following
technical and organizational measures:

2. Data Processor shall notify Data Controller without undue delay upon Data Processor
becoming aware of a Personal Data Breach affecting Data Controller Personal Data,
providing Data Controller with sufficient information to allow Data Controller to meet any
obligations to report or inform Data Subjects of the Personal Data Breach under the Data
Protection Laws in effect.

3. Such notification shall contain the following information:

a)  describe the nature of the Personal Data Breach, the categories and numbers
of Data Subjects concerned, and the categories and numbers of Personal Data
records concerned;

b)  describe the likely consequences of the Personal Data Breach; and

c)  describe the measures taken or proposed to be taken to address the Personal
Data Breach

14. Storage period/deletion routine

The data processor must implement the following measures and processes:

1. Personal data is stored only as long as the contractual agreement between the Data
Controller and the Data Processor to provide software as a service solution Tricent for
Microsoft 365  or Tricent for Google Workspace remains active and valid.

2. Upon termination of the personal data processing service, the data controller shall either
delete or return the personal data in accordance with clause 11.1, unless the data
controller - after signing these provisions - has changed the data controller's original
choice. Such changes must be documented and kept in writing, including electronically,
in conjunction with the regulations.
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15. Location of processing

The data processor must implement the following measures and processes:

1. The processing of the personal data covered by the Regulations may not take place
without the prior written consent of the data controller at locations other than those
listed at tricent.com/legal/subprocessors.

16. Instructions regarding the transfer of personal data to third countries

The data processor must implement the following measures and processes:

1. Tricent is subject to standard contractual provisions for the transfer of personal data to
third countries in accordance with Regulation (EU 20126/679 of the European Parliament
and of the Council approved by the European Commission Implementing Decision (EU)
2021/914 of 4 June 2021, as currently interpreted at
Standard Contractual Clauses for data transfers to Third Countries.

2. If the data controller does not in these Regulations or subsequently give a documented
instruction regarding the transfer of personal data to a third country, the data processor
is not entitled to make such transfers within the framework of these provisions.

17. Procedures for the data controller's audits, including inspections, of the processing of
personal data left to the data processor

1. The Data Processor will allow the Data Controller, its authorized representatives, and
such independent auditor appointed by the Data Controller to audit (including
inspections) the Data Processor's compliance with its obligations under this agreement
and the Data Protection Regulation. During an audit, the Data Processor will make
available all information necessary to demonstrate such compliance and contribute to
the audit as requested by the Data Controller. Each party shall bear its own costs or fees
associated with the audit, and for clarity, the Data Processor is not responsible for any
costs incurred or fees charged by any third-party auditor appointed by the Data
Controller.

2. Any audit or inspection request under this section 17 and section 18 must be sent with
three (3) months written notice to the Data Processor at support@tricent.com.

18. Procedures for audits, including inspections, with the processing of personal data left
to sub-processors

The Data Processor will ensure the sub-processors used to process the Data Controller’s data
provide at least the level of data protection required under this agreement and lives up to the
same obligations (as the Data Processor) under the Data Protection Regulation and this
agreement. Upon written request, the Data Processor will make available for the Data
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Controller’s inspection documentation demonstrating the sub-processors compliance with the
obligations under this agreement.

Appendix D The parties' regulation of other
matters

Added for specially-agreed relations between the parties if applicable.
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