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Executive Summary
Conventional frameworks for Privileged Access Management (PAM) are based upon 
a relatively simple mental model in which a small number of privileged users have 
access to the controls required to configure, administer and maintain a company’s 
hardware and software resources.  This model has been seriously undermined – 
some would say negated – by the explosion of cloud services, the democratization of 
resource management controls and the ongoing crusade to apply least privilege and 
zero standing privilege principles to all end user interactions with IT systems.          

The central thesis of this paper is that conventional PAM solutions focusing on 
access to resources containing a variety of control mechanisms are not sufficient to 
safeguard the IT assets of a modern enterprise.  Conventional solutions need to be 
refocused on the much more granular actions privileged users are able to perform 
after access to resource controls has been obtained.  

Advice for IT practitioners

• Effective strategies for managing the risks posed by the misuse of 
management privileges should be based upon increasing the rigor of 
privileged user authentication procedures and decreasing the persistence of 
privileged action authorizations.  Strategies focused on reducing the overall 
number of privileged users or the overall number of privileged actions within 
an enterprise are unlikely to be practical or effective.  

• Fragmentation of the PAM technology marketplace is likely to accelerate in the 
future.  The current success of Cloud Infrastructure Entitlement Management 
(CIEM) vendors will likely be replicated by other vendors providing specialized 
PAM solutions for other domains such as cloud-based DataOps and MLOps.  
Companies maintaining proprietary data centers and on-premise software 
systems will have a continuing need for conventional PAM solutions.  However, 
they’re likely to complement these solutions with best of breed tools for 
managing privileged actions in different cloud domains.  

• IT teams should consider establishing numerical guidelines for the number of 
privileged users that are maintained for critical systems or sensitive business 
functions.  Guidelines could also be established for the number of authorized 
management credentials in active circulation to administer key systems or 
support key functions.  Violation of such self-defined guidelines may provide 
a warning signal that privileged credentials are being awarded too easily or 
revoked too slowly.  

• Resource management controls have become so ubiquitous that IT teams need 
to be guided by practical business risks and a healthy dose of common sense in 
focusing their privileged action surveillance and policing efforts.  



3

Innovation opportunities for entrepreneurs

• Privileged actions are defined and awarded on a system-by-system basis 
to minimize the risk that an individual resource may be abused, either 
intentionally or inadvertently.  It may be useful (and possibly imperative 
in certain situations) to assess user-centric risks based upon the collective 
privileges that an individual possesses across multiple resources.  User-centric 
risk may trump system-centric risks or role-based risks in restricting the award 
or usage of privileged action credentials.  Privileged user risk ratings would 
enable security teams to increase authentication rigor and decrease credential 
persistence on a graduated basis in direct proportion to an individual’s overall 
ability to compromise business operations.    

• IT organizations have been reluctant to institute step-up authentication 
procedures or continuous authentication mechanisms during privileged 
work sessions for fear of disrupting or inconveniencing end users.  There 
are a host of technologies that employ biometric signals, device-based 
cryptographic keys, digital wallets and distributed ledgers to validate identity 
claims with little, if any, end user involvement.  The use of these low friction 
technologies in a coordinated fashion to increase the diversity, frequency and 
unpredictability of authentication events during a privileged work session 
could vastly reduce the risk of privileged actions by unauthorized individuals 
both inside and outside an enterprise.  

• Excessive grants of privileged action credentials that go unused for extended 
periods of time has reached almost epidemic proportions in many companies.  
Existing surveillance tools can identify unused credentials.  Most maintain a 
library of policies that can be automatically invoked to terminate credentials 
under predefined circumstances.  Although these tools are effective at 
pruning excessive privileges a more holistic enterprise-wide platform for 
enforcing zero standing privilege principles is needed. 
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What is PAM?

Privileged access management (PAM) is a set of policies, procedures and tools that 
have been established to safeguard the management of a company’s IT resources.  A 
separate set of policies, procedures and tools safeguard the use of such resources for 
business purposes.

Conventional PAM frameworks make a sharp distinction between privileged users 
and business users.  Privileged users configure and administer IT resources.  Business 
users (sometimes referred to as standard or regular users) employ the functionality of 
IT resources to perform a wide variety of business-related activities.

The two foundational capabilities of every PAM framework are privileged user 
authentication and authorization.  Privileged users are required to present various 
types of evidence (i.e. credentials) to validate their identity claims.  This in turn gives 
them access to resource management credentials that are required to configure and 
administer hardware and software systems.  

The effectiveness of any PAM framework depends upon the rigor employed in 
validating privileged user identity credentials and granting resource management 
credentials.  PAM technology solutions serve as brokerages enabling the exchange of 
identity credentials for resource management credentials under a predefined set of 
rules and conditions.  

Conventional PAM tools have a fairly common architecture.  Resource management 
credentials are typically grouped into accounts.  These accounts are stored in a 
virtual vault that may be hosted on-premise or accessed via a cloud-based service.  
Privileged users authenticate their identities to gain access to specific vault accounts.  
Resource credentials are frequently encrypted or aliased in some fashion and 
periodically changed or rotated for security purposes.

Conventional tools contain provisions for step-up authentication and step-up 
authorization under specific circumstances.  Privileged users may be challenged 
to provide additional authentication factors (identity credentials) to gain access to 
particularly sensitive accounts.  They may also be given temporary permission to 
perform specific management actions, commonly referred to as privilege elevation.   

The critical and complementary roles played by authentication and authorization are 
reflected in terminology commonly used by IT vendors and research groups.  PIM 
(Privileged Identity Management) generally refers to the management of privileged 
user identity credentials.  PAM generally refers to the procedures employed in 
authorizing access to resource management credentials.  

In practice, these two terms tend to be used somewhat interchangeably.  Gartner 
Research publishes a periodic ranking of PAM vendors using their Magic Quadrant 
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methodology.  Forrester Research publishes a Forrester Wave ranking of PIM vendors.  
The same suite of vendors appear in both reports.  

Note that the following discussion is primarily focused on privileged actions performed by 
humans, not the exercise of automated privileges between and among applications, data 
bases, cloud services, etc.

For the remainder of this paper the term ‘permission’ will be used exclusively to refer to 
resource access.  ‘Privilege’ will refer to actions a user can perform.  And ‘entitlement’ will 
refer to the scope of authorized actions.  

From access to actions: terminology matters

Resource credentials are licenses that privileged users exercise to create, configure, 
alter or administer an IT resource in some fashion.  Resource credentials can take 
many forms.  They may authorize access to a specific resource.  They may authorize 
the actions a user can perform after access has been gained.  Finally, they may limit 
the scope of authorized actions within a resource, such as restricting the ability to 
update or delete selected columns or records within a database.   

Unfortunately, IT practitioners and vendors frequently fail to differentiate access 
permissions from action privileges or scope entitlements.  Terms such as permission, 
privilege and entitlement are routinely used interchangeably with very little 
consistency or precision.  This confusion is compounded by terms such as ‘fine 
grained permission’ which frequently refers to action privileges or ‘excessive 
permissions’ which can refer to access permissions, action privileges, scope 
entitlements or all of the above.

The central thesis of this paper is that conventional PAM solutions focusing on 
resource access management are not sufficient to safeguard the IT assets of a 
modern enterprise.  Conventional solutions need to be refocused on the actions 
privileged users can perform and not simply their access to IT resource controls. 

Why is PAM important?

The dual objectives of PAM frameworks are patently obvious but worth 
repeating.  Privileged users configure resources for use by business co-workers.  
Misconfigurations or administrative errors – inadvertent or intentional – can 
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significantly disrupt business operations.  Furthermore, the resource credentials 
maintained in privileged accounts are a prime target for malicious actors seeking to 
steal sensitive business information, disrupt operations or undermine a company’s 
brand reputation.  Both of these considerations – operational resilience and cyber 
security – motivate commercial firms to establish extensive controls on who is 
authorized to perform privileged actions and when, where, why and how those 
actions are performed. 

Architectural challenges confronting conventional 
PAM solutions

Asset expansion and complexity
The explosion of cloud services (SaaS, IaaS and PaaS) and the pervasive virtualization 
of company-owned assets (networks, servers and storage devices) has vastly 
increased the number of resources that need to be configured and administered on 
an ongoing basis.  PAM vendors seeking to control privileged user actions across 
this ever-expanding resource portfolio need to establish technical integrations with 
a continually growing list of IT products and services.  This challenge has enabled 
new vendors to emerge offering specialized PAM capabilities for specific resource 
domains.  For example, Cloud Infrastructure Entitlement Management (CIEM) vendors 
such as Wiz, Orca Security and Ermetic offer solutions for enforcing privileged action 
controls on cloud computing platforms such as AWS, Azure and GCP.     

Current PAM marketplace
Both Gartner and Forrester Research recognize CyberArk, Delinea, 
BeyondTrust and One Identity as vendors offering industry-leading PAM 
platforms.

• CyberArk is a publicly traded company founded in 1999 with 2021 
revenues of $500M.  It obtained one of the original patents for 
digital vault technology.  More than 1500 individuals participated in 
CyberArk’s July 2022 Impact user conference. 

• Delinea was created in 2021 through the merger of Centrify and 
Thycotic by TPG Capital, a private equity investment firm.  Delinea 
reported annual recurring revenues of $200M in May 2022.

• BeyondTrust was founded in 2006 and subsequently acquired by 
Symark (2009) and Bomgar (2018).  BeyondTrust continues to operate 
under its original name but is privately owned by Francisco Partners.  

• One Identity is a line of business within Quest Software which in turn is 
privately owned by Clearlake Capital Group. One Identity acquired the 
Identity Access Management firm OneLogin in 2021.

https://www.wiz.io/
https://orca.security/
https://ermetic.com/
https://www.cyberark.com/
https://delinea.com
https://delinea.com/news/delinea-crosses-200-million-arr-q1-2022#:~:text=Delinea%20Crosses%20%24200%20Million%20in%20ARR%20and%20Closes%20Q1%202022%20with%20Strong%20Results,-Written%20by&text=Redwood%20City%2C%20CA%20%E2%80%94%20May%2026,)%20in%20excess%20of%2035%25.
https://delinea.com/news/delinea-crosses-200-million-arr-q1-2022#:~:text=Delinea%20Crosses%20%24200%20Million%20in%20ARR%20and%20Closes%20Q1%202022%20with%20Strong%20Results,-Written%20by&text=Redwood%20City%2C%20CA%20%E2%80%94%20May%2026,)%20in%20excess%20of%2035%25.
https://www.beyondtrust.com/
https://www.oneidentity.com/
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Privileged user expansion and complexity
The world of end users can no longer be neatly divided into standard users and 
privileged users.  Many SaaS applications and data management tools offer 
privileged users graduated levels of administrative control.  Super users may be 
authorized to exercise specialized functionality or limited administrative controls 
within specific resources.  Higher order administrative roles may be differentiated 
on the basis of the business or operational risks associated with selected actions, or 
simply by the business sensitivity or required frequency of specific actions.

Software developers capable of creating dozens of ephemeral resources on AWS, 
Azure or GCP pose a particularly challenging problem.  Each of these platforms offer 
developers a wide variety of API-based services that can be employed within an 
individual resource instance, turning almost every developer into a privileged user.  

As noted earlier, resource credentials awarded to individuals are not necessarily static.  
Privileged users may receive elevated credentials for specific purposes and fixed 
periods of time.  Privilege elevation makes it increasingly difficult to employ role-
based criteria for restricting privileged actions.  

The net effect of an expanding resource portfolio consisting of products with 
highly customized methods of defining and distributing management controls is a 
commensurate increase in the total number of end users requiring some subset of 
action privileges.

Escalating security requirements
Zero trust principles have increased the rigor of authentication processes being 
applied to both privileged and standard end users.  Modern identity credentials 
include such things as physical tokens, one time push codes to mobile devices, 
mobile authentication applications, device-based cryptographic keys, user location 
information and patterns of past user behavior.  These credentials can be used in 
varying combinations to validate an identity claim.  Additional credentials may be 
requested during a privileged work session to perform certain actions (a process 
commonly referred to as step-up authentication).

Similarly, least privilege principles are being increasingly applied to the provisioning 
of resource management credentials.  Many privileged accounts have historically 
contained an extensive suite of resource credentials that administrators could use on 
a discretionary basis to perform a variety of activities.  Many credentials went unused 
during an individual work session because they simply weren’t required.  A best 
practice approach to managing resource credentials would dictate that Just Enough 
Privilege (JEP) is awarded to administrators to perform a specific activity or set of 
activities.
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Finally, in an effort to further minimize the risk of resource credential hijacking many 
IT organizations are striving to implement Zero Standing Privilege (ZSP) principles.  
ZSP denies privileged users any form of discretionary access to resource credentials.  
Privileges are granted on a one-time basis for a limited period of time and must be 
re-authorized on an as-needed basis.

Business challenges confronting traditional 
PAM vendors

Cloud versus hosted product offerings
During the past ten years many if not most enterprise vendors have been forced 
to pivot from developing packaged software products that can be hosted within a 
customer’s proprietary data center to offering cloud-based products that customers 
can consume as subscription services.  Unfortunately, incumbent PAM vendors don’t 
necessarily have the luxury of abandoning existing customers employing hosted 
versions of their products and making a wholesale switch to a SaaS subscription 
business model.  

Many large enterprises continue to operate proprietary data centers housing 
extensive collections of highly virtualized hardware assets and homegrown business 
applications.  These enterprises have a continuing need to manage privileged 
resource credentials within their proprietary environments and choose to do so using 
hosted PAM software for a variety of security and operational reasons.  

Conventional PAM vendors have a significant number of existing customers that are 
currently employing hosted versions of their software products.  As they go about 
expanding the functionality of existing offerings they face the ongoing challenge of 
deciding whether to offer new capabilities in both hosted and cloud-based forms and 
whether to keep successive versions of individual products synchronized between 
these two operational environments.  

Cloud service provider coopetition
The main cloud service providers (CSPs) – AWS, Azure and GCP – offer a variety 
of granular security services that duplicate selected features of conventional PAM 
solutions.  Organizations that have adopted a single vendor CSP strategy may 
choose to deprecate the use of selected functional capabilities within their existing 
PAM platforms and opt to use similar services offered by their CSP vendor instead.  
Organizations that have adopted hybrid CSP strategies may find it useful to use their 
existing PAM solutions as orchestration platforms for managing resource credentials 
across multiple CSP domains.  However, this places greater requirements on the PAM 
vendors to remain abreast of the terminology, functionality and API architecture of 
relevant CSP services.
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Future marketplace dynamics

The challenges facing conventional PAM solutions are daunting.  They need to cope 
with an expanding array of IT resources, possessing much more flexible schemes 
for apportioning action privileges while responding to progressively more stringent 
JEP and ZSP security requirements.  Vendors offering these solutions need to ward 
off challenges from best-of-breed competitors offering products that are focused 
on specific domains (e.g. applications, data, infrastructure) and CSPs offering PAM-
like utility services while continuing to support hosted and cloud versions of their 
products.  

It’s interesting to note that a comparison of Gartner’s 2021 and 2022 PAM Magic 
Quadrant diagrams indicates that the performance of all four of the conventional PAM 
vendors referenced earlier has declined on Gartner’s ‘Ability to Execute’ axis.  This 
may be due – in whole or in part – to current marketplace challenges.

Total annual PAM revenues are difficult to estimate because many vendors offer 
limited PAM capabilities as part of a larger offering but Gartner estimates the current 
market to be in the range of $2B-3B/year.  It’s unlikely that individual vendors 
operating in a market of this size will be able to muster the R&D resources needed 
to overcome all of the challenges cited above.  It’s far more likely that further 
fragmentation will occur and increasingly specialized privileged action management 
solutions will emerge to address the operational and security needs of different 
resource domains.

Future strategies for minimizing privileged action risks

Structural risk factors
Broadly speaking, the risks associated with privilege misuse are a function of the 
number of actions that can be performed upon an organization’s IT resources and 
the number of individuals who are authorized to perform those actions.  As shown 
in Figure 1 these risks can be amplified or mitigated by two other factors: the 
persistence of authorized resource credentials and the rigor of user authentication 
procedures.  
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Risk control levers
The green arrows in Figure 1 represent the goals of privileged action controls.

• Resource credential granularity should increase to enable grants of privileges 
that are minimally required to accomplish specific operational tasks (i.e. Just 
Enough Privilege).  Increased granularity also serves to reduce extensive 
sharing of broad credentials among multiple individuals performing 
somewhat similar or related tasks.  Although increasing granularity creates 
additional operational complexity because there are more credentials to be 
managed, it minimizes the number of credentials held by any individual at any 
specific point in time. 

• Resource credential persistence should decrease.  This is merely a restatement 
of the Zero Standing Privilege principle.  Authorized credentials should persist 
only while needed to perform a specific task and no longer.

• The number of privileged users should decrease.  This goal may be difficult to 
achieve in practice, particularly as resource credentials become more granular.  
But, as noted earlier, there are many gradations of privileged user roles and 
responsibilities.  In practice, controls should seek to minimize the number of 
privileged users performing activities that pose the greatest potential threat to 
business continuity or information security.

• The rigor of privileged user authentication procedures should increase.  
Many conventional procedures for validating the identity claims of privileged 
users employ a ‘one size fits all’ design.  They are administered once at the 
beginning of a privileged work session and constructed in ways that minimize 
end user friction.  It’s obvious that the risk of identity credential hijacking 

Figure 1 .  Strategies for minimizing business risks associated with the misuse of privileged 
action resource credentials are represented by the green arrows in this diagram .
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goes down as the diversity, frequency and unpredictability of identity claim 
requirements goes up.

Practical considerations
The four control levers described above are not equally accessible or easy to 
implement in practice.  Some are easier to exercise than others, as indicated by the 
blue arrows in Figure 2. 

Resource credential granularity is a case in point.  Hardware and software vendors 
routinely group various types of resource credentials into prepackaged administrative 
accounts or API-accessible services.  It would be difficult and costly for individual 
companies to establish some type of intermediate management mechanism 
that selectively disaggregates prepackaged credentials.  In reality, it might be 
counterproductive to disaggregate such credentials because they may be routinely 
employed in predictable combinations to accomplish specific tasks.  Consequently, 
although increased granularity might be desirable in theory, it will likely be difficult to 
achieve and potentially undesirable in practice.

Figure 2 .  In practice, controls on authorization persistence and authentication rigor are easier 
to implement and enforce than controls on the number of privilege action credentials or the 
number of privileged users .
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The same is true regarding controls on the number of privileged users.  As noted 
earlier, IT vendors typically define a variety of idiosyncratic administrative roles for 
individuals who are configuring and maintaining their products.  As a company’s IT 
asset portfolio expands, the number of these idiosyncratic roles expands as well.  In 
practice it can be very difficult to limit or reduce the number of privileged users within 
an organization even if the asset portfolio is only marginally expanding at 5-10% per 
year.  

As a practical matter, resource credential persistence and user authentication rigor 
are the two control levers that are most broadly available and easiest to exercise to 
reduce the risk of privileged action abuse.  

Resource credentials can be authorized for a fixed period of time, cancelled after 
a privileged work session or restricted on the basis of other factors such as user 
location, user device characteristics, time of day/month/quarter, etc.  Credential 
persistence can be minimized through operational procedures that typically don’t 
require significant changes to the embedded management protocols found within 
individual resources.  

Authentication rigor is another arena in which organizations can develop procedures 
that are largely independent of the inner workings of the systems they are designed 
to protect.  Privileged users are – by and large – company employees or third parties 
operating under a formal contractual agreement.  

In actuality, companies know a lot about their employees.  They have information 
regarding past employment, job titles, promotion dates, organizational affiliations, 
vacation schedules, co-worker names, work calendars, etc.  Furthermore, many 
companies require their employees and contractors to use physical tokens, one time 
push passwords, mobile phone authentication applications or other mechanisms to 
verify their identity claims.  Companies are uniquely able to leverage their knowledge 
of employee attributes and mandated verification mechanisms to construct tailored 
authentication processes for different types of privileged work sessions. 

The foregoing discussion has attempted to differentiate the utility of different control 
levers on a technical and operational basis.  In reality, the overriding consideration in 
establishing and enforcing these controls should be the business liabilities created by 
potential privilege misuse.  

The corruption of a software development environment is likely to have far less of 
a business impact than the corruption of a production environment supporting an 
online revenue-generating customer service.  Similarly, the exposure of a company’s 
Accounts Receivable file is probably less damaging than the exposure of customer 
credit card information.  Controls should be judiciously tailored on a business risk-
weighted basis.  ‘One size fits all’ solutions applied across a broad spectrum of 
resources are not effective and likely to do more harm than good.  
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Innovation opportunities

User-centric risk versus system-centric risk
Conventional controls on privileged actions are largely system-centric.  They’re 
focused on the scope, use and persistence of management credentials awarded to 
individuals administering specific resources such as networks, servers, applications 
or databases.  As noted earlier, the expansion of cloud services and associated 
administrative roles makes it increasingly difficult to curb privilege sprawl by 
exercising the control levers referenced above on a system-by-system basis.

A complementary and perhaps more powerful approach might be to assign risk 
ratings to individuals based upon the scope, use and persistence of the collective 
privileges they have been granted.  These ratings could be further weighted based 
upon the business criticality or sensitivity of the resources they administer, if such 
information is readily available.  

The risks posed by the possession of multiple privileges across multiple resources 
may in fact be far greater than the risk posed by administrative access to any 
particular system.  Privileged action controls defined on a system-by-system basis 
may not be sufficient to guard against more complex disruption or breach scenarios 
enabled by the collective privileges awarded to individual administrators or end 
users.

Privileged user risk ratings would enable security teams to increase authentication 
rigor and decrease credential persistence on a graduated basis in direct proportion 
to an individual’s ability to disrupt or expose critical IT resources.  Risk ratings could 
also be used to provide privileged users with differential levels of security training 
that more accurately reflect their ability to compromise business operations.  

Dynamic authentication 
Authentication procedures for privileged work sessions should not be static, 
predictable or performed on a one-time basis at the beginning of a session.  These 
procedures should be tailored to reflect the business risks posed by the resource 
credentials being requested by a privileged user.  Authentication factors required to 
validate identity claims should be rotated from one work session to the next in the 
same way that conventional PAM solutions rotate resource credentials.  Furthermore, 
users should be required to resubmit their identity credentials (aka re-authentication) 
or supply additional credentials (aka step-up authentication) during a privileged work 
session under a predefined set of rules.  

Note that dynamic authentication differs from contextual authentication.  Contextual 
authentication generally refers to the use of circumstantial criteria such as an 
end user’s device, location, time of day/week, past behavior, etc. to validate an 
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identity claim.  Dynamic authentication, as defined here, refers to the imposition 
of identity credential requests upon users before and during a privileged work 
session.  Circumstantial criteria may influence the nature and frequency of dynamic 
credential requests but dynamic authentication is a broader concept than contextual 
authentication.

Although dynamic authentication principles are widely understood throughout the 
IT industry, organizations have been reluctant to implement them in practice due to 
concerns about end user friction (i.e. inconveniencing end users by requiring them 
to provide more or different identity credentials during a work session).  A variety of 
technologies – some more mature than others – are able to address these concerns, 
including the following.  

Physical tokens.  Physical tokens such as RSA SecurID or Yubikey remain a popular 
and relatively low friction means of validating user identity claims during a work 
session.  Users merely need to plug such tokens into their laptops and provide a 
fingerprint to supply their authentication credentials.  Software versions of these 
tokens are also available for use on laptops and mobile phones.     

Biometric factors.  Modern phones and laptops can collect information concerning 
a user’s fingerprints, facial characteristics, speaking tonality, speaking cadence and 
keyboard typing patterns that are uniquely or semi-uniquely correlated with their 
personal identity.  With the end user’s permission, this information can be passively 
collected during a work session without requiring a user to proactively supply 
additional identity credentials.

TPM technology.  Trusted Platform Modules (TPMs) are hardware enclaves embedded 
in the microprocessor chips found in most phones and laptops.  Cryptographically 
encoded software keys placed in these enclaves are uniquely associated with 
individual devices.  Personal biometric factors are commonly used to trigger the 
sharing of encrypted TPM keys.  Biometrically validated key exchanges can be 
scheduled or requested during a work session in the form of a background security 
service that doesn’t require the active participation or intervention of an end user.  

Digital wallets.  Digital wallets were initially created to facilitate consumer payments.  
Payment information such as personal credit cards or bank accounts was stored in 
digital form on either a consumer device or a retail firm’s server.  This initial concept 
has been greatly expanded.  Third parties are now offering cloud-based wallet 
services that store a wide variety of personal information, including such things as 
driver license numbers, passport numbers, tax identification numbers, credit scores, 
etc.  This information is only shared with third parties to the extent that it is needed to 
enable specific types of transactions.  

As noted earlier, companies possess a wealth of information concerning their 
employees that is not readily available to malicious third parties.  This information 
could be easily incorporated in an employee digital wallet maintained solely for 
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purposes of on-the-job identity verification.  Employee wallets could be queried 
during a user work session and asked to supply progressively more specific or 
more diverse forms of identity information without disrupting the session or 
inconveniencing the end user in any fashion.

Self sovereign identity (SSI).  SSI technology enables users to retain personal control 
of their identity credentials.  It eliminates the need to supply such information to 
centralized data repositories maintained by service providers such as banks, airlines 
or retail firms.  Instead, credentials are distributed across one or more blockchain 
networks.  Identity claims are validated by third parties and not by service providers.  
In practice, SSI technology has been almost exclusively focused on authenticating 
consumer identities, not employee identities.

Dynamic authentication involves the use of the technologies referenced above to 
vary the strength and frequency of authentication events throughout a privileged 
work session.  While arguments can be made about the efficacy of any particular 
technology, the combined use of these technologies during different stages 
of a privileged work session can vastly reduce the risk of privileged actions by 
unauthorized individuals.  

Most of these technologies can provide identity credentials on a passive basis with 
little, if any, end user involvement.  Furthermore, these technologies can provide 
‘authentication checks’ nearly continuously if such checks are warranted in exercising 
exceptionally sensitive resource credentials.  Continuous authentication is the 
ultimate manifestation of dynamic authentication principles.  It is achievable with 
current technologies.  

Although continuous authentication is feasible in principle it may be difficult to 
achieve in practice.  Employee privacy concerns may limit the use of some of the 
technologies referenced above.  In other situations there may be operational 
complications in maintaining continuous biometric signals, digital wallet connections 
or updated session tokens based on cryptographic keys.  In cases where dynamic 
step-up authentication is preferable or easier to implement, AI/ML technology could 
play a significant role in determining the timing and frequency of step-up triggers 
during individual work sessions.  

Dynamic authorization not only complicates the ability of malicious third parties 
to assume the identity of legitimate users, it also serves as a deterrent to identity 
credential sharing among employees.  Employees frequently share identity 
credentials to avoid the inconvenience of obtaining or maintaining action privileges.   
Dynamic authentication employing the technologies referenced above would 
eliminate employee credential sharing altogether.  
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Authorization minimization
Minimizing the resource management credentials that a privileged user is allowed to 
exercise is more of a policy and procedural issue than a technical issue.  In practice, 
the resource credentials awarded to an individual are directly linked to their identity.  
Once their identity has been validated they are automatically authorized to exercise 
the management credentials associated with that identity.

Authorization minimization is a campaign to minimize such linkages and make 
them conditional on other factors such as timing, user device, user location, session 
duration, session activity, etc.  This is not a new concept.  IT organizations routinely 
‘lock down’ key business systems during quarter close or the holiday shopping 
season.  Authorization minimization employs similar principles to suspend or 
eliminate the automatic exchange of identity credentials for persistent resource 
management credentials.  

Minimization campaigns require the active participation of both IT and business 
leaders.  Reports should be prepared on a regular basis describing the frequency 
of specific privileged actions by individual users.  Authorizations that go unused for 
predetermined periods of time should be automatically suspended and may require 
recertification by management after extended periods of inactivity.  At a minimum, 
authentication criteria should be stepped up when an inactive user attempts to gain 
access to privileged resource credentials.  

In reality, most companies maintain an ‘iceberg’ of privileged action authorizations.  A 
small number of users exercise a limited subset of resource credentials on a regular 
basis.  These activities represent the tip of the authorization iceberg.  The vast majority 
of authorizations are exercised intermittently or infrequently by a far larger number 
of privileged users (i.e. they are below the ‘waterline’ of immediate concern by IT and 
business management).  IT vendors typically refer to this phenomenon as excessive 
permissioning but in the vernacular adopted in this report it’s really excessive 
privileging.  

Minimization campaigns should target the vast number of authorized resource 
credentials that are only exercised sporadically.  Progressive organizations may 
establish numerical guidelines for the number of privileged users that are maintained 
for specific systems or within specific business functions.  Guidelines could also 
be established for the number of authorized management credentials in active 
circulation to administer key platforms or support key functions.  Violation of such 
guidelines provides management with a warning that resource credentials are being 
awarded too easily or revoked too slowly.
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Learning to live with privilege sprawl
Any company with 100 employees using 100 or more cloud-based services 
will experience privilege sprawl.  Early warning signs are likely to appear even 
before these numbers are reached.  Privilege sprawl is inescapable.  It may even 
be sanctioned in certain circumstances for purposes of business expediency.  IT 
practitioners and the companies they serve simply need to live with it.

The authentication and authorization procedures used to manage privileged actions 
in many enterprises have the finesse and precision of a dull knife.  Dull knives can be 
effective in certain situations but privilege sprawl is far too pervasive and insidious to 
be managed by such instruments.  Surgical precision is required.

Fortunately the tools required to surgically control sprawl are available.  There are a 
host of low friction authentication technologies that can be used to verify privileged 
user identities on a continuous or semi-continuous basis during a privileged work 
session.  Real time user surveillance tools are also available and can be pressed into 
service to trigger identity verification requests at the slightest indication of privilege 
misuse.  Such requests can also be triggered randomly for an extra measure of 
security without fear of distracting or inconveniencing a privileged user.

The risks associated with privilege misuse can be vastly reduced by leveraging these 
technologies to increase the frequency, diversity and unpredictability of identity 
verification demands during a privileged work session.  Malicious actors are cunning 
but their ability to assemble all of the credentials associated with an employee’s 
digital identity are finite and, in many cases, limited to passwords.

Current technology can also be used to monitor and manage authorization privileges 
on a more holistic basis across the enterprise.  Existing tools are typically used to 
identify individuals who possess ‘excessive’ privileges that have been gone unused 
for extended periods of time.  Measures of excessive privilege should also be 
developed at a system, business department and enterprise level and managed 
accordingly.  Sprawl management is a war that may be fought on an employee-by-
employee basis but will never be won that way.  Sprawl needs to be battled as an 
ongoing campaign across multiple systems and functional departments.  

Finally, IT practitioners charged with the responsibility of combatting sprawl need 
to exercise a healthy dose of business judgement and common sense in focusing 
their efforts to increase authentication rigor and decrease authorization persistence.  
The most stringent procedures should be applied to individuals and resources that 
pose the greatest potential risk to business continuity and security.  One-size-fits-all 
procedures that are widely in use today are based upon a naïve understanding of the 
threat landscape or a deep seated fear of inconveniencing privileged users.  These 
blunt instruments need to be consigned to museums of outdated IT practices where 
they belong.    
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