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In the early 1980’s, IBM launched its personal computer against competing products, most 

of which were produced by startups. Despite the fact that the PC was in many ways inferior 

to the competing products, it was clearly the winner of the early PC wars – in particular in 

the enterprise. The reason? “Nobody was ever fired for buying IBM.”   

However, over the past 40 years, corporate America has become much more comfortable 

buying products from startups. While this approach still entails more risk than buying from 

more established companies, it gives corporations access to innovative solutions that 

provide them with new opportunities, business models, and efficiencies, likely at a fraction 

of the cost of legacy providers.   

The COVID-19 economy has not changed the potential rewards of buying software from 

startups. In fact, enterprise software startups in NYC, where the densest population of 

corporate buyers live, has shown resilience throughout 1H 2020, despite COVID-19 (

). However, the increased risks faced by startups require corporate buyers to 

more carefully weigh risk/reward and take steps to mitigate risk.  

This Enterprise Playbook addresses how corporates should approach buying from 

startups during COVID-19, including how to rate supplier criticality, and best handle 

supplier diligence, contractual protection and flexibility, and contingency planning. 

see full 
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Now more than ever, it is important for corporations to track the criticality of their suppliers. Here’s a quick break-down of how to calculate 

your supplier criticality rating according to its direct impact on your business: 

Risk mitigation efforts should focus on Critical 1 and Critical 2 suppliers. The failure of Critical 3 suppliers are more likely to fall into the 

category of inconvenience, while Critical 4 suppliers are likely already routinely substituted as part of your business. Most corporations will 

find that they have an array of Critical 1 through Critical 4 suppliers, some of whom are established companies and some of whom are startups.    

Also note that the value of contracts does not necessary correlate with criticality – a small contract in dollar terms for a critical part or service 

still makes that supplier a Critical 1 or 2 supplier.  

SUPPLIER CRITICALITY

Criticality Impact on Your Product/Service: Failure or Substantial Delay? Availability of Timely Substitutes

  Mission critical – operations stop as a result None or long lead time1

 Material impact on operations until remedied None or long lead time2

Minimal impact that can be mitigated through  

  relatively easy workarounds
Substitutes available with some lead time3

  Minimal impact and easy substitutions. 

  Commodity suppliers.
Substitutes readily available with minimal/no lead time4



Risk mitigation for startups that are Critical 1 or Critical 2 suppliers should consist of three prongs:

THREE PRONG APPROACH

Risk Mitigation

Supplier Diligence

How risky is your supplier? Contractual Protection  
& Flexibility

Make contract terms part  
of the risk mitigation strategy

Contingency Planning

What will you do if things go south?



This funding arrangement provides investors with the ability to mitigate their risk, having a series of periodic fund/don’t fund decisions where they can 

re-evaluate a startups performance. For founders of successful startups, each funding round is done at a higher startup valuation, which means that 

they have to sell less shares to investors to raise a given sum of money.  The downside of this approach is that startups have limited resources with 

which to confront a downturn. Very successful startups will usually have no problem raising money, even if their valuations suffer. However, an 

economic downturn can be very challenging for moderately successful startups. 

In a prolonged downturn, the difference between success and failure may come down to how long ago a startup raised money. If the startup raised 

money 12 or more months ago, it is at heightened risk. If it raised money less than 3-6 months ago, it is in pretty good shape.

Analyze the Financial Viability of Your Supplier
It is not exactly a secret that startups have a high failure rate. This reflects both the business risk of developing a new business, but also results from the 

startup funding model. Simply stated, startups are fed by their investors with eye droppers. Until profitability or exit, startups will usually raise funds every 

12-24 months. Although at present venture funding is down only somewhat and NYC enterprise software startups have shown resilience throughout 1H 2020, 

despite COVID-19.


For Critical 1 and Critical 2 suppliers, you should increase your diligence on the financial viability of the supplier.

#1: SUPPLIER DILIGENCE
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Analyze Your Supplier’s Financial Backers
There are several databases such as Crunchbase and Pitchbook that allow 

you to determine who has invested in your supplier. If your supplier is 

backed by quality venture funds, that provides some level of reassurance. 

Having strong VC backers is also important because VCs in many 

instances will guide their failing startups to orderly shutdowns if necessary 

– sometimes even making small additional investments to ensure this. 

While this will not keep your supplier “alive,” it could be very helpful to a 

transition.


Analyze COVID-19 Impact on Your Supplier’s Market
If your supplier is in a market which is undergoing a significant decrease in 

demand, clearly the financial risk of the supplier will increase. 

Analyze the Impact of Layoffs
There are websites that track layoffs in the venture space. If your supplier 

has implemented large cuts, it raises questions about their future ability to 

deliver and do so in a timely manner.


Ask the Tough Questions
If the analysis shows that the supplier is at risk, contact the 

supplier and ask probing questions about their financial situation. 

They are not likely to be thrilled about sharing this information 

but at the end of the day, it is their responsibility to allay any 

concerns you might have about their financial viability. Even if 

you conclude that there are no immediate concerns with respect 

to supplier viability, in this environment it pays to take additional 

risk mitigation steps through the contracting process and 

contingency planning.


Understand Supply Chain Risk
Many of your suppliers are in turn supported by a supply chain. 

For Critical 1 and Critical 2 suppliers, diligence should include an 

understanding of their supply chain vulnerabilities and the risk 

mitigation steps they are taking.

Analyze Your Supplier’s Executive Leadership
For many startup founders, this is their first experience with an economic 

downturn. The presence of individuals on the leadership team with 

experience with prior downturns is a positive sign.

For more on evaluating a startup’s financial risk, check out this 

article written by our General Partner, 

Jonathan Lehr.  

Wall Street Journal 

https://blogs.wsj.com/cio/2015/02/24/evaluating-startup-financial-risk-a-framework-for-fortune-500s/


#2: CONTRACT PROTECTION 
& FLEXIBILITY 

Examples

Contract terms are an important means of risk mitigation. However, it is important to keep in mind that a supplier’s liability is only as good as its ability to pay, so 

onerous terms do not necessarily translate into risk mitigation. The key is adding terms that reduce your exposure and enhance your flexibility. The easiest time 

to add these terms are when a new contract is signed or a contract is renewed. Additionally, depending on your leverage, you may be able to negotiate mid-term 

amendments to your agreement.   

While the net effect of implementing these changes is reducing corporate concerns in buying from startups, in most instances these revisions also benefit 

startups by recalibrating expectations. Many contractual disputes result from mismatched expectations. 

Avoid pre-payments as much as possible. Try to identify milestones and tranche payments when those milestones are reached. However, this strategy has 

limits because a partial deliverable may have minimal/no value to you.

Tranched/Milestone Payments1

Supply chain disruptions may prevent suppliers from fulfilling all pending orders. An allocation clause requires the supplier to allocate a defined percentage 

of its output to you.

Allocation Clauses2



The COVID-19 crisis has likely exposed vulnerabilities in 

your contractual relationships. Update your Force Majeure 

clause so that it covers these vulnerabilities and, critically, 

addresses what happens when these vulnerabilities 

impact the contract.

Force Majeure Clause3

If your supplier is struggling, consider modifications to the 

termination clause that give you more flexibility. Where 

applicable, termination clauses should also focus on 

transition to another supplier. For example, in a SaaS 

agreement, detail the supplier’s obligations with respect to 

data transfer to the new supplier. Consider whether you will 

need a non-exclusive IP license from your outgoing supplier 

to allow another supplier to step in.

Termination Clauses4

For a struggling startup, one of the few financial resources it 

may have to cover liabilities is its insurance policies. Make 

sure your agreements require the right kinds of insurance, 

with appropriate coverage amounts. If possible, seek to be 

named as an “additional insured.”

Insurance Clauses5

For Critical 1 and Critical 2 suppliers, it is important to have 

periodic “temperature checks” through scheduled periodic 

meetings with senior management. This will give you some 

color as to whether the supplier is struggling. 

Periodic Meetings6

This is a classic case of a solution only a lawyer could love. 

Found in some software agreements, it requires the supplier 

to place a copy of its source code with a third party escrow 

agent to be released in the event the  

supplier fails. While this sounds great in theory, the reality is 

that in 99% of the cases it is incredibly impractical. Let’s say 

you are licensing HR software. If the supplier fails, are you 

really going to go out hire a team, have it learn the software 

and start managing the software in-house? No, you’ll get a 

new software package from another company. In a study 

done by a leading software escrow agent several years 

back, it found that releases from escrow are very rare. This 

highlights that risk mitigation has to be practical, theoretical 

fixes are of little help.

Escrow Agreements7



#3: CONTINGENCY PLANNING

Hopefully, good diligence has limited your exposure to suppliers on shaky ground.   

However, for Critical 1 and Critical 2 suppliers, it is imperative to have a well thought out and written Plan B:

It is critical to understand the lead time required to replace the supplier and what the impact of a failure will be. Contingency planning should identify 

alternative suppliers and any changes in business processes that will be required to work with a new supplier. Finally, the contingency should identify roles 

and responsibilities in the transition and allocate responsibilities to designated individuals.

By the time you realize a supplier is failing, it will be too late to plan. 

These contingency plans should address situations where the failure occurs with some advanced warning and also situations where it comes 

out of the blue. 

Keep in mind that in the case of startups, failure sometimes means the actual locking of the doors, so contingency plans should not be overly 

reliant on ongoing support and cooperation from the startup.



THANK YOU 
Work-Bench is an enterprise-focused venture capital firm based in New York City. Work-Bench was founded in 2013 with a unique, thesis-driven 
approach that flips traditional enterprise venture capital upside down by first validating Fortune 500 IT pain points through our extensive corporate 
network and then investing in the most promising companies addressing these challenges. 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