
VISELIO AG, LAUPENSTRASSE 4, BERN 3008, SWITZERLAND
EMAIL: HELLO@VISELIO.COM
TELEPHONE:  +41 31 539 12 14

Viselio AG Privacy Policy & Personal Data
Processing Information

1. What is the scope of this Policy?
This Privacy Policy ("Policy") describes Viselio’s personal data processing operations by

● defining the types of personal data we collect;
● explaining how and why we collect and use your personal data;
● explaining when and why we will share your personal data with third parties (including data

transfers to third countries);
● explaining the rights and options that you have when it comes to your personal data; and
● discussing other issues, such as server logs, cookies, and analytics tools.

We want you to understand when this Policy applies to you and to the processing of your personal data.
The Policy applies when you are:

● a Website User, meaning when you use the www.Viselio.com website ("Website");
● a Customer, meaning when you purchase our visa brokerage or ancillary services, in particular

through our Website or when you are a Customer Representative representing the Customer;
● a Potential Customer, meaning when you are interested in purchasing our visa brokerage or

ancillary services or when you are a Potential Customer Representative representing a Potential
Customer;

● a Recipient of Marketing Activities, meaning when you contact us or we contact you regarding
our services or when you take part in promotions and contests organized by us;

● a Contractor, meaning when you provide us with goods or services (as a Logistics Partner or
otherwise) or when you are our corporate Client (Dashboard Partner), or a Contractor's
Representative representing the Contractor.

Please note that these roles are context-based and various combinations may occur, meaning that
depending on the situation you can be, at the same time, our Website User as well as Customer and
Recipient of Marketing Activities.

We process your personal data in accordance with the General Regulation on the Protection of Personal
Data of the European Union (2016/679) ("GDPR") and other applicable provisions on the protection of
personal data that complement and/or implement the GDPR. For Swiss nationals, we process personal data
in accordance with Swiss data protection legislation (Swiss Data Protection Act, hereinafter “DSG”).
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2. Who is the personal data controller?
Within the meaning of the GDPR and other data protection laws, your personal data controller is

Data controller EU Representative Data Protection Officer (DPO)

Viselio AG

Laupenstrasse 4

3008 Bern

Switzerland

Web: www.viselio.com

e-mail: hello@viselio.com

Tel .: +41 31 539 12 14

Advovox Lawyer GmbH

Arkonastr. 45-49

13189 Berlin

Germany

e-mail: inbox@advovox.de

Tel .: +49 - (0) 30 - 22 48 75 28

Mr. Tomasz Gwara, LL.M.

Luisenstrasse 6

3005 Bern

Switzerland

e-mail: viselio@discretia.pl

Tel .:+41 31 528 16 88

(„We”, „us”). In matters related to the processing of personal data, you can contact us by mail or at the
above e-mail addresses.

3. What information and from what sources do we collect?

If you are a Website User, we collect information obtained from you in connection with your activity on the
Website, e.g. IP address, the information contained in cookie files, location data, information about the
device you use (i.e. brand, model, operating system, browser type, mobile device identifiers, and others).

If you are a Customer or a Customer Representative, we collect information saved when you place
orders, when we execute them, or when you submit complaints. These vary from case to case but in most
cases include:

● type of visa sought through our brokerage service (including number of visits);
● your contact information such as your first name, middle name, last name, permanent home

address, delivery address, e-mail-address, telephone number;
● your passport including contents thereof (passport number, date of issuance and validity, all visas

and stamps in the passport, passport photograph) and separate passport photographs;
● your gender, citizenship and country of residence, birthplace and date of birth;
● your employment information: occupation, employer’s address, job title;
● information on your relatives and emergency contacts;
● visit information: entry and exit data, cities to visit, type, name and address of accommodation,

means of transport for entry;
● name of health insurance company;
● personal data of special categories (such as biometric data or data revealing religious beliefs,

ethnicity, health or convictions) requested by the visa issuing country;
● information on orders and complaints.
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Your payment data is handled by payment processors and we don’t collect it. We use Stripe/Loylogic to
process your purchase. All transactions are subject to the Stripe/Loylogic privacy policy available at
https://stripe.com/ch/privacy | http://www.loylogic.com/privacy-policy. The legal basis for passing on your
payment data is Art. 6.1(b) of the GDPR.

If you are a Potential Customer or a Potential Customer Representative, we collect information obtained
from you during the application process via our website, business talks, or other activities aimed at
establishing cooperation. These may include, in particular: your contact information such as your first name,
middle name, last name, permanent home address, delivery address, e-mail address, telephone number or
selected data from the data listed above for Customers.

If you are a Contractor or a Contractor's Representative, we collect information provided to us in the
documents sent by you, during business talks, exchanges of e-mails, and meetings, including in particular
information necessary to conclude and perform the contract. These may include, in particular: name,
surname, position, name, and address of the business entity, correspondence address, tax and other
identification numbers, bank account number, e-mail address, telephone number, information about the
concluded contract. Your data may also come from public sources.

If you are the Recipient of our Marketing Activities, we collect information obtained from you during
ongoing conversations and correspondence regarding the services we offer, as well as during contests and
promotions. These are, in particular, data such as: name, surname, correspondence address, telephone
number, e-mail address, data on your orders we delivered in the past.

In order to protect your data from manipulation, loss and unauthorized access by third parties, for example,
we use technical and organizational measures to ensure an appropriate level of protection of your personal
data. These measures include the use of firewalls and antivirus programs as well as manual security
precautions. We continuously review and improve our security measures in accordance with the current
state of the art. In addition, the strictest privacy settings are preset when you log in for the first time, in
accordance with the "data protection by default" principle.

4. What is the purpose and the basis on which we process your data?

If you’re a Website User, we process your personal data:

● for the purpose of Website administration and optimization as the legitimate interest pursued by us
(Article 6.1(f) of the GDPR).

If you’re a Customer, we process your personal data:

● in order to conclude and perform the contract with you, including customer service operations
(Article 6.1(b) of the GDPR);

● where certain countries require you to provide personal data of special categories (such as
biometric data or data revealing religious beliefs, ethnicity, health or convictions) as part of the visa
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application process, we, acting as your visa broker handling and transmitting this information to the
relevant embassy or visa center, must ask for your explicit consent (Article 9.2(a) of the GDPR);

● in order to comply with legal obligations to which we are subject (Article 6.1(c) of the GDPR), for
example, to store financial records such as invoices;

● in order to pursue our legitimate interests (Article 6.1(f) of the GDPR) related to maintaining
business relationships, ongoing contact, marketing activities, as well as processing complaints,
claiming payment and defending against your potential claims.

If you’re a Contractor, we process your personal data:

● in order to conclude and perform the contract with you (Article 6.1(b) of the GDPR);
● in order to comply with legal obligations to which we are subject (Article 6.1(c) of the GDPR), for

example to store financial records such as invoices;
● in order to pursue our legitimate interests (Article 6.1(f) of the GDPR) related to maintaining

business relationships, ongoing contact, marketing activities, as well as processing complaints,
claiming payment and defending against your potential claims.

If you’re a Customer Representative, Potential Customer Representative or Contractor
Representative, we process your personal data:

● in order to pursue our legitimate interests (Article 6.1(f) of the GDPR) related to the conclusion and
performance of the contract, as well as taking necessary actions before concluding the contract
with the entity you represent, maintaining business relationships and ongoing contact, conducting
marketing activities, as well as pursuing claims and defending against them.

If you’re a Potential Customer, we process your personal data:

● based on your consent, as long as it is a valid and effective basis for data processing (Article 6.1(a)
of the GDPR), for the purpose of marketing our services;

● in order to pursue our legitimate interests (Article 6.1(f) of the GDPR) related, for example, to
responding to the content of the inquiry or making contact at your explicit request;

● in order to take actions prior to entering into a contract or prior to establishing cooperation (Article
6.1(b) of the GDPR).

If you’re a Recipient of our Marketing Activities, we process your personal data:

● based on your consent, as long as it is a valid and effective basis for data processing (Article 6.1(a)
of the GDPR), for the purpose of marketing our services;

● in order to pursue our legitimate interests (Article 6.1(f) of the GDPR) related to conducting direct
marketing.

5. Who do we share your data with?

When it is necessary to achieve the purposes in which we process your data, we can provide it to:

1. the relevant embassy or visa center of the visa issuing country you apply to (sometimes also a
consulate or immigration authority);

2. entities entitled to receive them on the basis of the Member State or European Union law (for
example, we may be required by law to disclose data in individual cases by order of a competent
authority if and insofar as this is necessary for the purposes of criminal prosecution);
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3. entities that process personal data on our behalf, i.e. companies providing certain services to us,
the implementation of which is related to personal data processing, such as our dashboard partners

4. (key clients) and logistics partners (local visa agencies or couriers handling the physical
documents), IT services providers, hosting or cloud application providers (for more information, see
Section 12), software developers, advisors and consultants etc. We carefully select these
subcontractors (data processors) in accordance with GDPR requirements to keep your data safe.
Our key subcontractors include in particular:

○ our hosting services provider Hetzner Online GmbH, located in Gunzenhausen, Germany;
○ our group company focused on back-office operations and customer service, Viselio doo

located in Belgrade, Serbia;
○ our photo processor Hager Media located in Davao, Philippines.

In any event, disclosure of your data will ensure that only the minimum information necessary to achieve the
purpose of data processing is transferred.

6. How long do we store your data?

If you are a Website User, we store your personal data for as long as it is necessary for administering the
Website.

If you’re a Customer or Contractor, a Customer Representative, or a Contractor Representative, we
store your data for the period of the performance of the contract concluded with you or the entity you
represent. After this period, we will keep your data to the necessary extent for a period of time resulting from
applicable legal requirements (e.g. from the obligation to store financial records for 5 years), rules on
limitation of claims (3 years for limitation of claims arising from business operations) or the period necessary
for the implementation of other purposes data processing indicated in this document.

If you are a Potential Customer or a Potential Customer Representative, we store your personal data for
the period of their usefulness, but no longer than until the revocation of your consent or of the consent of the
entity that you represent (if it constitutes a valid and effective premise for data processing). In the absence
of a contract or cooperation, your personal data will be deleted immediately.

If you are a Recipient of Marketing Activities, we store your personal data for as long as it is useful for
marketing purposes but no longer than until the revocation of your consent (if it constitutes a valid and
effective premise for data processing).

7. Where is the data processed? Transfer of data to third countries (outside the
EEA)

In principle, we process data in Switzerland (data transfer at the conclusion of the contract, server log files,
contact form, registration, cookies) and in Germany, where our hosting services provider is located.

Processing personal data in Switzerland is based on an EU adequacy decision 2000/518/EC: Commission
Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and of the Council on
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the adequate protection of personal data provided in Switzerland (notified under document number C(2000)
2304) pursuant to Article 45.1 of the GDPR.

Processing personal data in the United States of America is based on the participation of our service
providers in the so-called Privacy Shield program (Commission Implementing Decision (EU) 2016/1250 of
12 July 2016 pursuant to Directive 95/46/EC of the European Parliament and of the Council on the
adequacy of the protection provided by the EU-U.S. Privacy Shield (notified under document C(2016)
4176)). This applies to some of our IT service providers, whose plug-ins and tools we use. This is further
clarified within this data privacy policy in the information about the plug-ins/tools used.

Processing personal data in third countries in the absence of an adequacy decision or Privacy Shield is
based on providing appropriate safeguards, and on the condition that enforceable data subject rights and
effective legal remedies for data subjects are available, pursuant to Article 46.1 of the GDPR. Further to
Article 46.1(c) of the GDPR, these appropriate safeguards are provided for in every case by the contracts
we executed with our data processors that include standard data protection clauses adopted by the
Commission in accordance with the examination procedure referred to in Article 93(2) of the GDPR. A copy
of the standard data protection clauses mentioned above can be found here  (EU Controller to Non-EU or
EEA Processor):
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-pe
rsonal-data-third-countries_en

8. What rights do you have?

You can exercise your data subject rights by requesting the following from us:

1. if we process your personal data based on your consent, you can withdraw your consent at any
time; the withdrawal of consent does not affect the lawfulness of the processing we have made on
its basis until its withdrawal;

2. you can request access to your personal data and obtain a copy thereof (Article 8 of the DSG / 15
of the GDPR);

3. you can exercise your right to data portability. i.e. receive the personal data you have provided to
us in a structured, common and machine-readable format, and have us transfer this data to another
controller without hindrance, provided that the processing is based on consent or contract and the
processing is carried out by automated means (Article 20 of the GDPR);;

4. you can request rectifying or completing your personal data if it is incorrect or incomplete (Article 5
of the DSG / 16 of the GDPR);

5. in connection with your special situation, you may object to the processing of your personal data if
we process it by invoking our legitimate interest;

6. in cases specified by law - e.g. if your data is out of date, unnecessary, unlawfully processed, and if
you withdrew your consent to processing them (if consent was the basis for such processing) or
successfully filed an objection to the processing of your personal data (Article 21 of the GDPR) -
you can request erasure of your personal data (Article 17 of the GDPR);

7. you can also request a restriction of data processing (Article 18 of the GDPR).
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In order to exercise the above rights, please contact us by mail or e-mail at: viselio@discretia.pl We may
require proof of your identity before we implement your request. This serves to protect your data from
manipulation or deletion by third parties.

In any case where you believe that the processing of your personal data violates the provisions of GDPR,
you also have the right to lodge a complaint with the competent court or data protection supervisory
authority in your country of residence. Swiss data subjects can avail themselves of the legal remedies set
forth by Article 15/25/27/29 of the DSG.

9. Whether you need to provide us with your personal data and their source if they
were not provided by you

Providing your personal data is voluntary in every case but remember that failing to provide them will
prevent us from achieving the purposes for which the data are collected, in particular, it will prevent or
significantly hinder contact with you or will prevent the conclusion of the agreement with you.

If you are the Customer Representative, Potential Customer Representative or Contractor
Representative and you have not provided us with your personal data, they were provided by the entity you
represent or have been collected by us from public sources (e.g. from a website).

10. Server log files

When you visit our website, the company we use to operate the website processes and stores technical
information about the terminal device used by you (operating system, screen resolution, and other
non-personal features) and about the browser (version, language settings), in particular the public IP
address of the computer you use to visit our website, including the date and time of access. The IP address
is a unique numeric address under which your terminal device sends/retrieves data to/from the Internet.
Unless you share data that allows us to identify you while using our website, our service provider or we are
generally unable to know to whom an IP address belongs. Furthermore, a user may be identified if legal
action is taken against them (e.g. in the case of attacks on website) and we become aware of their identity
during the investigation. As a rule, you need not worry about us being able to assign your IP address to you.

Our service provider uses the processed data in a non-personally identifiable manner for statistical
purposes so that we can trace what kind of terminal devices, with which settings, are used to access our
website, and then optimize them accordingly. These statistics do not contain any personally identifiable
data.

The IP address is further used so that you can technically access and use our website, and to detect and
ward off attacks against our service provider or our website. Unfortunately, attacks designed to harm
website operators or their users (e.g. to prevent access, spy on data, distribute malware [e.g. viruses], or for
other unlawful purposes) are repeatedly carried out. Such attacks would impair the proper functioning of the

7



data center of the company we have commissioned, the use of our website or its features, and the security
of visitors to our website.

The IP address and the time of access are processed to ward off such attacks. By means of this processing,
we – by way of our service provider – pursue the legitimate interest of ensuring the functionality of our
website and preventing unlawful attacks against us and our website visitors.The stored IP data is deleted
(by means of anonymization) as soon as it is no longer required for the detection of or defence against an
attack.

11. Cookies
We use cookies and similar technologies (local storage) for operating our website to ensure the website’s
technical functionality, to understand how visitors use our website and to store users’ predefined settings in
their browser. A cookie is a small text file that your browser stores on your computer when you access our
website. If you re-visit our website later, we can read these cookies again. Cookies are stored for different
periods of time. You may at any time configure which cookies your browser shall accept. This may, however,
cause our website to no longer function properly. Furthermore, you can delete cookies yourself at any time.
If you do not delete them, we can specify for how long a cookie is to be stored on your computer. Distinction
is made here between so-called session cookies and persistent cookies. Session cookies are deleted by
your browser when you leave our website or close the browser. Persistent cookies are stored for the period
that we specify during the storage.

We use cookies for the following purposes:

○ Technically necessary cookies that are required for the use of the functions of our website
(e.g. to identify that you have logged in). Certain functions cannot be provided without
these cookies.

○ Functional cookies that are used to technically perform certain functions that you want to
use.

○ Analysis cookies that serve to analyze your user behavior.
○ Third-party cookies. Third-party cookies are stored by third parties whose functions we

integrate on our website to enable certain functions. They can also be used to analyze
user behavior.

○

Most of the browsers used by our users allow us to configure which cookies are to be stored and make it
possible to delete (certain) cookies. If you restrict the storage of cookies to certain websites or do not allow
cookies from third-party websites, it may no longer be possible to make use of the full functionality of our
website. Information on how to customize cookie settings for the most common browsers is available here:

○ Google Chrome (support.google.com/chrome/answer/95647?hl=en)
○ Internet Explorer

(https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage
-cookies)

○ Firefox (https://support.mozilla.org/en/kb/cookies-release-and-claim)
○ Safari (https://support.apple.com/kb/PH21411?locale=en_US)4. Transmission or transfer

of your data to third parties / transmission abroad

8



12. Analysis Tool "Google Analytics"
We use in the framework of a data processing agreement a service provided by Google LLC (“Google”),
Amphitheatre Parkway, Mountain View, CA 94043, USA, possibly via the Google Tag Manager Google
Analytics. As the order processor, Google uses a so-called “cookie” for this – a small text file stored on your
computer by your browser. This cookie provides Google with information about which website you have
accessed and, in particular, the following information: browser type/version, operating system used,
technical information about the operating system and the browser as well as the public IP address of the
computer you are using. We use Google Analytics in such a way that your IP address is only used in
anonymous form. This anonymization occurs after notification from Google in the European Union or a
Member State of the EEA. The full IP address will only be sent to a Google server in the USA and truncated
there in exceptional cases. According to Google, the IP address is anonymized before it is ever stored on a
permanent data carrier. For details, please refer to Google’s privacy policy available at:
https://support.google.com/analytics/answer/6004245?hl=en.

Google Analytics allows us to compile usage statistics for our website, as well as demographic data on
visitors and their user behavior, in non-personally identifiable form. Statistics are also compiled to help us
better understand how visitors find our site so that we can improve our search engine optimization and
advertising efforts. You can find information on how to opt-out of using Google Analytics at
https://tools.google.com/dlpage/gaoptout?hl=en. As an alternative to the browser add-on or within browsers
on mobile devices, please click this link to prevent Google Analytics from collecting data from this website in
the future (the opt-out only works on this browser and only for this domain). An opt-out cookie shall then be
stored on your device. If you delete your cookies in this browser, you must click on this link again. Click here
to opt out of Google Analytics. Google is a member of the PrivacyShield program and has entered into a
data processing contract with us. Pseudonymous data will be deleted after 14 months.

13. Current version and changes to this Privacy Policy

This is version 2.0 of the Viselio Platform data protection regulation in effect from 1 May 2019.

We are constantly developing the Viselio platform to provide you with an ever-improving service. We will
always keep this data protection regulation up to date and adapt them accordingly, if and as far as this
should become necessary.
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