
Security & compliance on Polly -
Accelerating drug discovery securely

Polly is a data-centric Ml-Ops platform for life sciences R&D that bolsters the ever-growing data
management needs of pharmaceutical and diagnostic companies. Being a cloud platform, our users
have been able to grasp several advantages of cloud adoption. Some of these include reliability,
mobility, faster development & collaboration. However, storing data on an R&D cloud comes with its
own caveats. Unlike inhouse servers, computational resources and data storage are shared among
multiple stakeholders on a cloud setup. Addressing security concerns that arise from this shared
system is therefore critical. 

At Elucidata, we deal with biomedical/healthcare data from various research labs and organizations.
Concerns around the security of such data are generally much more, mainly because unauthorized
access can result in loss of the valuable intellectual property tor revealing a competitive study area.
Therefore, a key focus has been given to scientific collaboration, ensuring data provenance and
privacy while developing the platform. In addition, government compliance requirements, such as
HIPPA (U.S Health Insurance Portability and Accountability Act) & SOC 2 are also critical to a secure
cloud. This paper outlines how we deal with security, data privacy & compliances on Polly. 

WHITEPAPER

Data Privacy & Protection 

As soon as the healthcare and life sciences industry began jumping on the digital bandwagon, data
privacy and security concerns followed along. The concerns are understandable considering data in
these industries carries high stakes. Data breaches can lead to serious outcomes where Intellectual
property (IP) of an organization may be revealed. With AWS as our cloud provider of choice, the platform
adheres to industry-standard best practices for data protection and security.

Virtual Private Cloud

All AWS compute resources are in a separate Virtual Private Cloud(VPC). VPC’s are logically isolated
sections of the AWS cloud which we can define as per our requirements of a virtual cloud. We have
complete control over your virtual networking environment, including the selection of your own IP
address range, creation of subnets, and configuration of route tables and network gateways. 

1. The principle of least privilege

All Resources across our microservices follows the Principle of Least Privilege(POLP). This states that
any resource will have only the bare minimum amount of access needed for it to function adequately.
The same principle also applies to users who have access to the production systems at Elucidata
barring system admins who are responsible to keep these systems in check.

2. Encryption at rest

All data at rest in distributed file systems or in ephemeral storage volumes during processing is
encrypted using AES 256 encryption. Also, all other implicit storage volumes are encrypted using AWS
encryption keys
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3. Encryption in transit

Protects your data if communications are intercepted while data moves between your site and the
cloud provider or between two services. This protection is achieved by encrypting the data before
transmission; authenticating the endpoints, and decrypting and verifying the data on arrival. We have
encrypted all data transfers with TLS.

4. Database Security

Relational Databases have been hidden behind a firewall and only accessible from within the same
Virtual private cloud or by system admin from an already provisioned bastion host. Only necessary in-
bound traffic from other microservices to the database is allowed and SSH ports are closed. 

5. Private docker domain

All Docker Images pushed to Polly’s Docker Domain are private by default. No other user, either internal
or external has access to these Docker images barring system admins. Upon a mail request, we can
delete the data within 60 days.

Avoiding unauthorised access

In the context of data breaches, companies invest significant effort in mitigating risks associated with
system vulnerabilities. In doing so, they usually neglect one of the key risks in data breaches which is
unwanted privileged access. It is estimated that over 70% of the enterprise breaches begin with weak
and stolen credentials. Keeping that in mind, Polly has been designed by embracing Zero Trust Policy as
one of its core security principles. Several safety measures have been put in place even for cases where
an attacker might have access to compromised credentials. 

1. Multifactor authentication

All Administrators on the production Account for AWS have Multi-Factor Authentication(MFA) enabled
to mitigate the possibility of a break-in. 

2. Access logs

Upon the users' request and use-case, we have the capability to provide you with access to AWS logs
for both resources and users who had access to the production environment.

3. Encrypted passwords

We do not store users' passwords in our database. They are salted and stored within AWS Cognito
wherein no member of Elucidata has the ability to view them. Encryption of secrets like STS
tokens(temporary authorization tokens) is done at rest.

4. Role-based access control

To enforce the Principle of Least Privilege Access(POLP) in a more effective way, resources, and
operations are managed by a robust Role-based access control system (RBAC). The system allows an
admin in an organization to create teams, map Polly components to these teams and assign data access
levels depending on user roles. 
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5. Health Monitoring

We use prometheus to monitor our kubernetes clusters, resource usage (RAM, CPU and disk), pods,
nodes and kubernetes services. We have also configured alerts for unexpected events on the Polly
Health Dashboard, which is used to learn about the availability and operation status of Polly’s services.
AWS is responsible for protecting Polly's infrastructure under their shared Responsibility Model.

6. Risk Assessment

We do VAPT (Vulnerability Assessment and Penetration Testing) audits biannually. Vulnerability
Assessments are done every quarter. We also perform third party risk assessment annually to monitor
and mitigate risks across the organization.

Disaster management and recovery

Even though AWS offers an SLA agreement with >99.9999% durability, there will always be uncertainty
in the case of a complete region blackout. It is not always due to unforeseen circumstances, but also
due to human error, that can result in the accidental deletion of precious data. To ensure we don't lose
customers and clinical data, we have the following contingency plan in place. 

1. Automated backups

Daily Backup of persistent storage is performed for both SQL and NoSQL databases and EFS
Filesystems. Recovery has been given key importance here, to make sure the downtime can be reduced
to a few hours in case of a serious unwanted event. We use AWS backup services for Dynamo, RDS,
EFS, EBS, and S3 storage services. In instances where AWS backup services are not available / feasible
(eg. Opensearch) we have a custom in-house support process in place. We have a 120 days point in time
restoration which allows us to restore any desired data within this time period. The data is encrypted at
rest and has a cross regional backup.

2. Versioning of files

Versioning of files is enabled for S3 to recover accidental file deletions upon a users' request.

Compliance Offerings

Government Compliance programs lay down a robust framework that makes a business feel confident
about the security features offered by their business associates. Of the several regulatory compliances,
HIPAA is one of the most important for gaining customer trust around privacy and data security.
Elucidata is SOC 2 Type 1 complaint against the Security Pillar. We are also capable of executing a
standalone Polly Deployment which is HIPAA compliant. 

SOC2

SOC 2  is a voluntary compliance standard for service organizations developed by the American Institute
of CPAs (AICPA) to evaluate an organization’s information systems. SOC 2 audits are done annually and
attest to assertions made by the client in their report. The standards are based on the following criteria:
security, availability, processing integrity, confidentiality, privacy. Depending on its specific business
practices, each organization can design controls that follow one or more principles of trust. 
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Privacy Rule: The HIPAA Privacy Rule sets national standards for patients’ rights to PHI.

Security Rule: which sets national standards for the security of electronically protected health
information. 

Breach Notification Rule: This requires covered entities and business associates to provide
notification following a breach of unsecured protected health information. 

Public Safety Rule: This protects identifiable information being used to analyze patient safety events
and improve patient safety. 

HIPAA

Regulations issued pursuant to the US Health Insurance Portability and Accountability Act (HIPAA),
which aim to protect all “Protected Health Information” (PHI) and consist of four parts

Final thoughts

Polly offloads the burden of security and tech, by doing major heavy-lifting with our expertise in
technology, so that the organizations can focus on science and efficient drug development. This has
been done by following widely acknowledged security standards & principles and getting necessary
compliances. Security is something that is as important as speed and user experience of the application
and should not be taken for granted. To learn more about Security on Polly, you can reach out to us at
polly@elucidata.io 


