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The HIPAA Security Rule
is specific to electronic
PHI (ePHI), focusing on
three categories of
safeguards:
administrative, physical,
and technical.

 The HIPAA Breach
Notification Rule outlines
the requirements for
reporting breaches of
ePHI as well as physical
copies of PHI.

The US is a patchwork of information privacy laws including both federal
and state regulations. Here is a guide to some of the most important - and
most commonly misunderstood - regulations that govern healthcare.  

Protecting Personal Health Information
in the United States

The HIPAA Privacy Rule
protects the privacy of
protected health
information and sets
limitations on how that
information can be used. 

HIPAA is the most prominent federal healthcare law which covers the lawful use and 
disclosure of personal health information (PHI). 3 key rules from HIPAA are:

Federal Laws

Some PHI state laws are more restrictive than PHI federal laws, for example:

State Laws

California's Patient Access to Health Records Act (PAHRA) governs a patient’s
access to their health records 

California's Confidentiality of Medical Information Act (CMIA) protects the
confidentiality of PHI obtained by health care providers, health insurers, and their
contractors 

 

 

 Texas' HB 300 expands the HIPAA definition of a covered entity to include any entity
or individual that possesses, obtains, collects, assembles, collects, analyzes,
evaluates, stores, or transmits PHI in any form.



How Does Thrive Health Work to Protect Your Organization's PHI?

Thrive Health provides administrative, physical and technical safeguards to protect
personal health information. These entail providing compliance education to any person
having access to the organization’s PHI, providing physical protections for PHI and
technology-based protections for ePHI.

Digital transformation success depends on the secure access and exchange of
electronic health information and the privacy and integrity of that information.

To that end, at Thrive we:

Why is proper management of PHI so important?

Healthcare organizations experienced the highest
average cost of a data breach, for the 12th year in a
row. The average cost increased by 9.4% from
$9.23 million in 2021 to $10.10 million in 2022.

Ransomware and destructive attacks account for
28% of breaches within critical infrastructure
industries, of which healthcare is a part. Other
leading causes include IT failures (25%), human
error (22%), and supply chain attacks (17%).*
  

Deploy identity governance and administration
solutions to ensure safe access by all users to
IT resources.

Enable 24/7 security monitoring and incident
response to track both internal and external
threats.

Embed security and privacy by design
practices in all development and operational
activities.

Complete company wide audits for SOC 2 &
ISO [27001: 2013, 27017:2015, 27018:2019]

Keep user data safe while users maintain
ownership of all personal health information
on our platform.

Are enterprise-ready, as governments, health
authorities, & large organizations use our
platform to keep their communities safe.

*The above statistics come from IBM's 2022 "Cost of a Data Breach" Report.

www.thrive.health discover@thrive.health 

http://www2.thrive.health/
mailto:discover@thrive.health
mailto:discover@thrive.health

