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Part 1- IT 
 
Security must be addressed regardless of your size. 

• The goal is not perfection but to move the needle. 
o 25% more secure is a huge gain. 

• See below on what it means to be secure 
• You can “move the needle” significantly by adding zero cost 

 
You Should Not Be Paying for E-mail 

• You can get it free through Google or Microsoft. (I prefer Microsoft) 
• https://www.microsoft.com/en-us/microsoft-365/nonprofit 

 
Most Vendors have Non-Profit Pricing 

• Ask them. They don’t always advertise it. 
• Check out TechSoup 

 
Use Macs? Set up an Apple Business Account 

• Discounts aren’t huge but they’re more than what you get when you purchase retail 
• And buying tax exempt is easier 

 
Lock Down Computers 

• Your employees should not be able to install anything they want 
• This will significantly up your computer repair costs 
• Make one staff member in charge of entering the admin password so people can install. 

 
Use a Content Filtering Service 

• Do you want kids accessing inappropriate content on your church internet? 
• Check out Cloudflare. The service is free 

o https://blog.cloudflare.com/introducing-1-1-1-1-for-families/ 
• You will need a tech-savvy person to help install this 

 
Know the Privacy Laws for Your State 

• You likely have a legal duty to care for data in a way that protects the privacy of your attenders. 
• See Florida’s law below 

 
 

Part 2- Database 
• Your database isn’t just a database…it’s a ministry tool. 
• If it’s not simple, people won’t use it…period.  



o If people don’t use it, all the advantages of being a data-driven church are gone. 
• Think of the “least of us” when deciding on a database solution. 
• Don’t be scared of switching 

o Yes, it’s a giant job but well worth it if your current solution isn’t working. 
• Tough Love: You have to learn it before you judge it.  

o Databases are complicated. You won’t become an expert overnight 
 
New Guests 

• Have an automated system for new guests 
o They fill out a form, the form becomes a workflow, a staff member works the workflow the 

same way for every new guest. 
o Define the goal before building the workflow 
o https://connect.mybayside.church 

 
Prayer Requests 

• Have a form that people complete. 
o Again, this goes into a workflow that includes praying and follow-up.  

 
Volunteer Onboarding 

• Sensing a theme? You need a form that leads to a workflow. 
o This form will be extensive and includes legal questions related to their background. 
o Don’t just ask if they were convicted of a felony. Ask them if they have been convicted or 

accused of ANY crime other traffic violations. 
o Background check should go to them automatically without you having to do anything. 
o Background check anybody that is in the presence of minors. 
o Instead of a bunch of ministry leaders contacting them, one person should start the process and 

hand them off to the appropriate person as necessary. 
o Each ministry workflow will be different. 
o https://serve.mybayside.church 

 
Clean Data 

• You don’t have time to tend to the accuracy and cleanliness of your data but it’s vitally important. 
There are apps and services that can help. 

o Cleanmypco.com 
• Ask people to verify their data any time you have a touch point with them. 
• Mass update drives don’t work well. 

o People know not to give their personal information unless absolutely necessary. 
§ Ask for what is needed only. 

 
Other Topics 

• How to give out permissions 
o Confidential Information Access Agreement form 

• How to handle new employee training 
o Make screen videos, utilize vendor videos and help pages. 
o Don’t give access until they verify that they’ve trained properly 

• Custom Reports 
o No database will do everything you want 



o Modern databases will have an API that will allow for ways to get the data out and create 
custom reports. 

§ This will require a programmer most of the time. 
• Keeping Things Manageable 

o The bigger it gets, the less people will like it. 
o You don’t need a custom field for everything 

§ Let ministries track some data on their own. 
• Get help 

o Data entry, merging of records, cleaning records—these are perfect tasks for admin minded 
people looking for a way to serve. HINT: Retired admin assistants!!! 

 
 
 
 
 
  



FLORIDA DATA BREACH LAW 
 

501.171 Security of confidential personal information.— 

(1) DEFINITIONS.—As used in this section, the term: 
(a) “Breach of security” or “breach” means unauthorized access of data in electronic form containing personal information. 

Good faith access of personal information by an employee or agent of the covered entity does not constitute a breach of security, 

provided that the information is not used for a purpose unrelated to the business or subject to further unauthorized use. 

(c) “Customer records” means any material, regardless of the physical form, on which personal information is recorded or 

preserved by any means, including, but not limited to, written or spoken words, graphically depicted, printed, or electromagnetically 

transmitted that are provided by an individual in this state to a covered entity for the purpose of purchasing or leasing a product or 

obtaining a service. 

(d) “Data in electronic form” means any data stored electronically or digitally on any computer system or other database and 

includes recordable tapes and other mass storage devices. 

(g)1. “Personal information” means either of the following: 

a. An individual’s first name or first initial and last name in combination with any one or more of the following data elements for 

that individual: 

(I) A social security number; 

(II) A driver license or identification card number, passport number, military identification number, or other similar number 

issued on a government document used to verify identity; 

(III) A financial account number or credit or debit card number, in combination with any required security code, access code, or 

password that is necessary to permit access to an individual’s financial account; 

(IV) Any information regarding an individual’s medical history, mental or physical condition, or medical treatment or diagnosis 

by a health care professional; or 

(V) An individual’s health insurance policy number or subscriber identification number and any unique identifier used by a 

health insurer to identify the individual. 

b. A user name or e-mail address, in combination with a password or security question and answer that would permit access to 

an online account. 

(2) REQUIREMENTS FOR DATA SECURITY.—Each covered entity, governmental entity, or third-party agent shall take reasonable 

measures to protect and secure data in electronic form containing personal information. 

(3) NOTICE TO DEPARTMENT OF SECURITY BREACH.— 

(a) A covered entity shall provide notice to the department of any breach of security affecting 500 or more individuals in this 

state. Such notice must be provided to the department as expeditiously as practicable, but no later than 30 days after the 

determination of the breach or reason to believe a breach occurred. A covered entity may receive 15 additional days to provide 

notice as required in subsection (4) if good cause for delay is provided in writing to the department within 30 days after 

determination of the breach or reason to believe a breach occurred. 

(4) NOTICE TO INDIVIDUALS OF SECURITY BREACH.— 

(a) A covered entity shall give notice to each individual in this state whose personal information was, or the covered entity 

reasonably believes to have been, accessed as a result of the breach. Notice to individuals shall be made as expeditiously as 

practicable and without unreasonable delay, taking into account the time necessary to allow the covered entity to determine the 



scope of the breach of security, to identify individuals affected by the breach, and to restore the reasonable integrity of the data 

system that was breached, but no later than 30 days after the determination of a breach or reason to believe a breach occurred 

unless subject to a delay authorized under paragraph (b) or waiver under paragraph (c). 

(d) The notice to an affected individual shall be by one of the following methods: 

1. Written notice sent to the mailing address of the individual in the records of the covered entity; or 

2. E-mail notice sent to the e-mail address of the individual in the records of the covered entity. 

(e) The notice to an individual with respect to a breach of security shall include, at a minimum: 

1. The date, estimated date, or estimated date range of the breach of security. 

2. A description of the personal information that was accessed or reasonably believed to have been accessed as a part of the 

breach of security. 

3. Information that the individual can use to contact the covered entity to inquire about the breach of security and the personal 

information that the covered entity maintained about the individual. 

(5) NOTICE TO CREDIT REPORTING AGENCIES.—If a covered entity discovers circumstances requiring notice pursuant to this 

section of more than 1,000 individuals at a single time, the covered entity shall also notify, without unreasonable delay, all consumer 

reporting agencies that compile and maintain files on consumers on a nationwide basis, as defined in the Fair Credit Reporting Act, 

15 U.S.C. s. 1681a(p), of the timing, distribution, and content of the notices. 

(a) A violation of this section shall be treated as an unfair or deceptive trade practice in any action brought by the department 

under s. 501.207 against a covered entity or third-party agent. 

(b) In addition to the remedies provided for in paragraph (a), a covered entity that violates subsection (3) or subsection (4) shall 

be liable for a civil penalty not to exceed $500,000, as follows: 

1. In the amount of $1,000 for each day up to the first 30 days following any violation of subsection (3) or subsection (4) and, 

thereafter, $50,000 for each subsequent 30-day period or portion thereof for up to 180 days. 

2. If the violation continues for more than 180 days, in an amount not to exceed $500,000. 

 

 

TAKEAWAYS: 
 

1. Volunteers who are granted access can cause a data breach that you have to clean up. 

2. If a volunteer or staff member separates from your church and downloads all of your data and uses it illicitly, that’s a 

data breach. 

3.  If you suffer a breach, you have to tell people. Reputational damage will result in giving going down (probably) 

drastically. 

4. It’s going to take a lot of time to clean it up. It will be expensive and you will do less ministry during this season. 
  



What Does “Secure” Look Like? 
100% Secure doesn’t exist. Only more secure and less secure 

 
Culture: 

• Leadership stresses that loving our people means protecting their data 

• Yearly training on cybersecurity topics. (https://www.cisa.gov/national-cyber-security-awareness-month) 

• You have a healthy respect for the risks without operating in fear 

• Least access. People are only given as much access as they need to perform their assigned duties. Access is not 

assigned by rank. The lead pastor probably has a low level of access since they aren’t “in the weeds” of church 

operations. 

• Somebody is in charge of cataloging employee access and will immediately close access when they separate 

from the church. 

• Strong passwords. (Your church name is not allowed to be used) 

 

Building Network 

• Properly configured Unified Threat Management device installed in place of the router that came with your 

internet service. Popular brands include Fortinet, Sophos, Watchguard (You will need an IT pro to do this) 

• Building wifi networks set up to limit access to high value data stores.  

• Production equipment is highly secured and isolated from other networks 

• All network devices are centrally managed 

• All network devices have the most appropriate version of firmware installed 

 

Endpoints (Computers, phones, tablets, etc.) 

• Church devices are locked down to prevent employees from installing software 

• Content filtering installed for inside and outside the building network 

• Can only access servers and data stores through a VPN. 

• Personal devices are not allowed access to high value data 

• Finance, HR, Executives, and others with high value data have a second form of ID installed. (Yubikey) 

 

Physical Security 

• Network equipment is locked and access is only given to certain people. 

• Appropriate access control installed on exterior and select interior doors. 

 

Website 

• No identifying information stored on your website. (Church directory = NO) 

• You don’t need a complete staff list 

• Website was built with security safeguards. 

• Software and plugins kept up to date automatically 


