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ABOUT ROSGEO
RosGeo is the largest geological holding in Russia. It includes over 
40 subsidiaries.

The subsidiaries carry out prospecting and exploration activities in all 
geological areas and climatic conditions, including on-shelf operations.

RosGeo includes a research and production cluster with unique 
competences and a wide scope of geological information. It also boasts 
an advanced consulting center for geological support for projects of any 
complexity.

The company’s services cover all stages of seeking, exploring, developing, 
and commercially using deposit fields.

Moreover, customers reach out to RosGeo to receive scientific support, 
use RosGeo’s proprietary IT solutions, and benefit from engineering 
achievements in land seismic surveys and deep-sea geological exploration.

INDUSTRY

Geology

FOUNDED IN

2011

ACTIVITY

All types of geological prospecting  
and exploration activities, extraction 
support, and deposit field  
decommissioning.

40+ 1,000+ $382 mln
regions in Russia and 

other countries 
deposit fields were 

discovered by RosGeo 
subsidiaries

is the company’s annual 
turnover (2019 figures)
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PROJECT BACKGROUND
Among its strategic goals, RosGeo emphasizes digitization and innovation:

• ●Creating a digital ecosystem: Geology 4.0

• Integrating new technologies and services

• Providing its subsidiaries with high-tech equipment

• Promoting digitization in operations and business processes

All of the above involves accumulating and processing hundreds 
of terabytes of data (from digitization of paper archives to geological data 
received from modern equipment); updating IT infrastructures; creating 
a lab for processing information digitally; integrating a digital platform for big 
data projects, and much more.

Developing these areas actively opens up opportunities for geology 
stakeholders, but also for threat actors.

Targeted espionage attacks, theft and encryption of data, sabotage, 
subsequent reputational and financial damage… A company with such 
a high level of projects and responsibility must mitigate or ideally eradicate 
such risks.

The approach to protecting against such threats must be comprehensive. 
Threat actors actively use all available penetration vectors as part of their 
attacks, including email, web traffic, and removable devices. For RosGeo, 
the ability to protect against all of the above was a key criterion in choosing 
a cybersecurity solution.

Geology 4.0: a 
digital ecosystem
Advanced technologies and services, 
business process digitization, and 
accumulation and processing 
of hundreds of terabytes of data

Stanislav Ignatov, Head of Information Security  
Department, RosGeo

Continuously updated data about new successful targeted 
cyberattacks on major companies, widespread malware that 
traditional security tools are powerless against, and an increasing 
risk of data loss and leaks — all these factors prompted us to look 
for a powerful cybersecurity solution.

We started searching for a tool that would help us effectively 
counter modern threats considering existing limitations: personnel, 
time, etc.

Our criteria were user friendliness, quick integration, the vendor’s 
overall experience and interaction with customers, and price. In our 
view, Group-IB’s solution had an advantage over their competitors 
on all of these points.
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GROUP-IB’S SOLUTION
Threat Hunting Platform is a comprehensive solution that 
detects and stops threats overlooked by standard security 
tools. In the case of RosGeo, the standard tools (which 
had already been deployed in the infrastructure) included 
antivirus software, firewalls and IDS.

Group-IB  
THF Sensor 

Group-IB THF

Group-IB  
THF Huntpoint

Group-IB  
THF Polygon

Group-IB  
THF Huntbox

THF Sensor analyzes network traffic to detect anomalies, 
hidden communication channels, threat actor movement 
within the network, and data extraction. For example, the 
solution identifies non-standard connection times and 
unexpected increases in the volume of data in packets sent 
from the RosGeo network. Thanks to machine learning, the 
module detects when users engage in non-standard network 
activity.

THF Huntpoint is installed on user workstations. It logs all 
activity and searches for signs of host infections. If an attack 
starts by compromising a RosGeo’s endpoint, the module 
automatically takes the first steps to respond to the incident 
(terminates the process or isolates the host from the 
company’s corporate network) and conducts a forensic 
analysis (collects data about the incident and sends 
it to RosGeo’s Information Security Department).

THF Polygon uses isolated environments to launch files 
and links that circulate between employee workstations 
through email and other channels. The virtual environment 
is fine-tuned to make threat actors believe that they 
are in RosGeo’s environment. Together with advanced 
technologies (machine learning, computer vision, user 
activity emulation), it practically guarantees that malware will 
be detonated for analysis.

Thereafter, RosGeo’s team receives a detailed report about 
a specific sample, including information about the process 
tree, network activity, attribution, and other data.

THF Huntbox helps RosGeo’s Information Security 
Department control and manage the entire security system 
in a single window. The module correlates separate events 
and provides the team with tools to promptly respond 
to incidents and hunt for threats.
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Nikita Kislitsin, Head of Network Security Department, Group-IB

Fighting modern targeted attacks is a multifaceted issue that 
involves various areas from the point of view of technology: 
network traffic analysis, behavioral analysis on endpoints, dynamic 
file analysis, email security, automation of incident response 
processes, threat hunting, and more.

We are delighted that our solution Group-IB Threat Hunting 
Framework, which uses a comprehensive approach, has 
successfully passed the proof-of-concept stage and has been 
integrated in RosGeo’s systems to protect our highly valued 
multidisciplinary customer every day.
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INTEGRATION AND OUTCOME
RosGeo’s Information Security Department is actively using all the 
capabilities offered by the deployed modules to monitor and promptly detect 
malicious activity in the company’s network.

The company’s employees did not need any special training to start working 
with the product. Within a short time, RosGeo’s specialists independently 
learned how to use the system by studying wiki materials provided 
by Group-IB.

Grouping malicious activity by alerts and incidents together with additional 
tools available in Group-IB THF Huntbox significantly reduces processing time. 
At the same time, information is exchanged directly between the RosGeo team 
and CERT-GIB analysts to identify priorities and areas on which to focus.

NTEGRATION TIMEFRAME

1-2 days

DEPLOYMENT:

Cloud and on-premises

PLANS

Scaling the current solution, using  IRR, 
and undertaking cyber education

https://www.group-ib.com/incident-response/retainer.html
https://www.group-ib.com/cyber-education.html
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Stanislav Ignatov, Head of Information Security  
Department, RosGeo

In terms of effectiveness and user friendliness, the product meets 
all our expectations. We would like to highlight how easy it is to use 
the system overall. The amazing interfaces are a bonus.

In my view, the integration process has been made as simple as 
possible. The system works, agents do not create conflicts on the 
hosts, and our team is happy.

Our plans are to scale the integration, which can be done easily 
thanks to the solution’s cloud elements and flexible licensing. We 
are also considering working with Group-IB in the area of training 
courses to help our team hone their skills. We are also planning to 
use the pre-paid analyst work hours to guarantee the promptest 
support in case of an emergency.
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PREVENTING AND  
INVESTIGATING  
CYBERCRIME  
SINCE 2003

Group-IB is a global leader in high-fidelity Threat Hunting and 
Intelligence, best-in-class fraud prevention solutions, and high-
profile cyber investigations.

According to Gartner, IDC, and Forrester, Group-IB is one of 
the world’s key providers of Threat Intelligence, with a database 
containing more than 11,000,000 profiles of cybercriminals.

Group-IB’s clients include major banks, financial organizations, 
industrial and transport corporations, IT and telecommunications 
providers, and retail and FMCG companies in 60 countries.

group-ib.com/thf 
thf@group-ib.com

Learn more about Group-IB’s 
Threat Hunting Framework

65,000+
hours of incident response

1,200+
cybercrime investigations  
worldwide

mailto:aps%40group-ib.com?subject=

