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What is Cyber Insurance 
and why does it matter?
Cyber crime is one of the most pervasive threats facing Australia, and the most
significant threat in terms of impact to businesses. In PwC Australia’s 2022 CEO Survey, 
cyber security risk is identified as the number one threat to business growth.   

Whilst many businesses 
operate on the assumption 
that some of their cyber 
exposures are covered by 
existing insurances, this 
is not always the case. A 
robust cyber insurance 
policy works to complement 
existing IT security teams  
to protect your organisation 
against damages that can 
result from:

Costs associated with 
response and recovery

Data security breaches 
and privacy issues

Cyber attacks, direct or indirect 
Cyber attacks can spread through suppliers and/or 
outsourced providers – your business doesn’t have to 
be the target to be affected.

The potential 
exposure, reputational 
damage, business 
interruption and 
financial costs  to your 
organisation following 
a cyber incident are 
too great to ignore. 

Not concerned Slightly concerned

Very concerned Extremely concerned
Moderately concerned

2% 27% 53% 18%



What is happening
in the market?
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CYBER MARKET OVERVEW

INCIDENT TYPES 2021

32%

2%41%

Ransomware

Inadvertent 
disclosure

Business email 
compromise

2%
Network outage

10% 9%
Misdirected 
funds

Third party 
system

3%
Data loss

The cyber insurance market is in a state of flux as insurers try and remediate against 
increasing frequency and severity of attacks. As evidenced by insurer claims data, business 
email compromise and ransomware attacks are the most frequent types of incidents, with 
ransomware causing the most severe losses.   
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Top 3 factors shaping cyber security strategies in 2022

State sponsored attacks

Increasing complexity
of cyber threats82%

Cybersecurity
& date privacy
regulations69%

Vulnerabilities in
supply chain and of
business partners69%

Source: PwC Australia's 2022 CEO Survey

Source: Clyde & Co

The war in Ukraine is an unprecedented situation of active warfare between two major nation 
states. This fast-evolving situation has potential implications to accelerate cyber attacks globally 
– emphasising the need for organisations to be more diligent than ever. 
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cyber insurance

23%

20-80%

50%

Organisations 
purchasing 

Premium increase

Increase in 

AUSTRALIAN CYBER 
INSURANCE MARKET
SNAPSHOT

67,500
cybercrime reports, an increase of 
nearly 13%  from the previous year.

Over

In their Annual Cyber Threat Report over the 2020–2021 financial year the Australian Cyber
Security Centre (ACSC) observed:   

$33 billion

Self-reported losses from 
cybercrime  totaling more than

An increase in the average
severity and impact of reported
cyber security incidents, with
nearly half categorised
as ‘substantial’.    

 RANSOMWARE 
A malicious attack preventing access to networks 
/ computers until a ransom has been paid. The 
average length of a ransomware incident is 15 days.

BUSINESS EMAIL COMPROMISE 
Criminals deceiving their victim(s) to subsequently 
defraud an organisation. This form of attack is 
increasing in its sophistication with criminals 
frequently hiding behind seemingly legitimate 
digital infrastructure, and has been seen to by-
pass multi-factor authentication.

NATION STATE ATTACKS
A cyber-attack initiated by a nation-state; North 
Korea and Russia have been responsible for some 
of the most high-profile attacks in recent years. 

frequency of claims

$81 million
was stolen from Australians by 
cybercriminals using Business 
Email Compromise with the 
average loss per incident 
increasing by 54% to over $50,000.

Over

thousands to millions of dollars.

compared to the prior Financial 
Year, with demands ranging from 

15%
RISE IN  
RANSOMWARE 
REPORTS

ACSC

No sector of the Australian economy is 
immune from the impacts of cybercrime 
and other malicious cyber activity   

What is happening in the market?�
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What if we experience 
a cyber incident?
•  Do we have a documented 

Cyber Incident Response 
Plan or Playbook and is it 
reviewed annually?

•  Are roles and 
responsibilities clearly 
understood?

Do we have best practice 
policy, processes and 
procedures in place?
•  Is our software up to date? Are 

we staying aware of scams and 
keeping staff informed?

•  Do we have Multifactor 
Authentication and is this enforced 
for employees, contractors and 
vendors?

•  Are we protected against Malware 
within the internet gateway?

•  Are patches applied as soon as 
possible to limit exposure to 
known software vulnerabilities? 

•  Do we remove unnecessary 
or outdated software and user 
accounts and ensure default 
passwords are changed?

What do we need to protect?
•  Do we understand what our critical assets are 

that need protection?
•  Do we monitor these systems and scan for issues?
•  Do we stress test our plans around protecting 

these assets?

Do we effectively manage  
third party risks?
•  Do we understand our suppliers 

cyber security controls and what data 
and networks they have access to?

•  Is there a documented plan for how 
to respond if one of our suppliers is 
compromised?

Is cyber security embedded in 
our business and culture?
•  Does cyber security have board-

level visibility; is it part of our 
business risk management process?

•  Do we have the right cyber 
expertise and clear ownership of 
responsibilities?

•  Do we have a dedicated team who 
monitor systems, services and 
network activity to identify any 
malicious or unusual activity?

•  Do we regularly engage our people 
on cyber security?

MANAGEMENT RISK MITIGATION APPROACH 
Businesses need to establish clear breach prevention and reactive measures in order to reduce 
the impact of an attack. Critical questions for management include:

01

02

03

0405

What does the future hold?

Clyde & Co insight (December 2021)

Australia will continue to experience significant 
cyber threats as we develop new  ways of using 
technology. There is a strong need for greater 
resilience, and for Australian organisations and 
individuals to prepare to respond to and recover 
from any cyber attack to their networks 
(Australian Cyber Security Centre, Sept 2021).

Forecasts suggest 2021-22 will be the first 
consecutive years of hardening market conditions 
for cyber insurance, with risk selection and 
underwriting criteria being key imperatives for 
insurers. Risk management around ransomware 
attacks is at the forefront of renewal negotiations. 
Insurance carriers and cyber underwriting 
practices continue to evolve from a traditionally 
narrow focus on risk factors such as revenue, 
number of employees, record count and industry 
class,  to a wider underwriting lens encompassing
an increased use of loss modelling tools and 
continual system scanning; both in-house and 
via outsourced IT security. 

Insurers are delicately balancing the dual 
objectives of growing their portfolio, whilst
remaining disciplined in the face of surging
claims and deteriorating profitability.  

Cyber will be a D&O hotspot in 2022
with ever-increasing scrutiny on board 
decisions in respect of cyber systems
and controls with a particular focus on 
payments ransomware attackers.

2022 is unlikely to see authorities ban 
ransomware payments outright, but the 
mood is darkening. We are likely to see a 
fragmented response from the insurance 
industry with risk appetite varying not just 
by carrier, but by carrier and jurisdiction 
depending on which jurisdictions and 
which insureds the are writing,"
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Market developments 
by industry.

Common claims:
Social – Hacking & Phishing

Common claims:
Human Error & Social - Phishing

Common claims:
Hacking & Human Error

Financial institutions attain 
heightened vulnerabilities and cyber 
risk exposures due to a number of 
reasons. Hacktivism, cyber crime and 
sophisticated hackers carrying out 
extortion on behalf of a beneficiary 
are just some of the risks to consider. 
Furthermore, financial institutions are 
dependent on highly interconnected 
networks and critical infrastructures. 
This high dependency on technology 
will continue to place the industry at 
the forefront of cyber risk exposures.

Due to the amount of sensitive data 
collected by professional services 
firms, this industry is a primary 
target for cyber attacks. For example, 
information and funds stored by a law 
firm or accountancy can be highly 
lucrative for attackers. Alongside 
financial damage, the reputational 
consequences to such firms in the face 
of breaches can be dire. An uptick in 
ransomware claims has fuelled an 
increase in cyber events impacting this 
industry of late.

Exposed either online or via brick and 
mortar stores, ACSC data suggests the 
retail industry is significantly exposed to 
cyber losses. Retailers often have large 
store footprints that may or may not 
operate on centralised IT systems. As 
a result, retailers rely on complicated 
networks of critical IT service 
providers. A potential dependency on 
websites often results in personal 
information exposures (including 
customer data) via online sales 
transactions and loyalty programs.

Professional Services Retail

Common claims:
Social – Phishing & Human Error

Common claims: 
Human Error & Hacking

Common claims:
Hacking & Social - Phishing

Financial Institutions

Like professional services, educational 
operators hold sensitive data on 
students and staff alike. With limited 
budgets and resources, universities 
and schools often lack the systems and 
supports they required to protect their 
assets. Threats are experienced both 
externally and internally, via students 
unknowingly introducing malware, 
or staff members not following data/
privacy protocols, leading to a breach.

This industry often is fronted with 
cyber extortion threats targeting 
sensitive material and content. 
Distributed Denial of Service (DDoS) 
attacks or computer systems outages 
may create significant impacts to 
broadcasting activities and timely 
content on news site delivery.

Trusted by their clients and customers 
to be leaders in the field for cyber 
security and protecting data, the 
resulting reputational damage to tech 
companies that experience a cyber 
breach can be particularly severe. 
Such events within tech companies 
can also have negative impacts on 
their technology errors and omissions 
insurance coverage (cyber cover 
can often be tied in with technology 
liability products).

Hospitality

Common claims: 
Hacking & Social - Phishing

Healthcare Manufacturing

Common claims:
Malware & Social – Phishing

Common claims: 
Human Error & Misuse

Hospitality covers an expanded range 
of operations; from hotels to bars and 
restaurants. Cyber related exposures 
typically stem via large volumes of 
customer and employee information. 
Heavy dependency on websites 
(exacerbated by Covid) for customer 
bookings and loyalty program 
communications can lead to privacy 
exposures – often the target of social 
engineering and phishing attacks.

The healthcare industry has seen 
rapid digitisation of late. From patient 
medical records to online scripts 
and more, medical providers and 
entities are increasingly reliant on 
computer systems to collect and 
transact highly sensitive health and 
medical information. Healthcare is also 
experiencing heightened exposures to 
human admin errors due to employees 
inputting incorrect data into digital 
systems. 

With technology integrations shifting 
how manufacturers operate their 
businesses, manufacturing is now 
one of the largest industries pursued 
by cyber criminals. By transitioning 
much of their business to an online 
environment, heightened cyber events 
- typically via control systems (ICS), 
supervisory control and data acquisition 
systems (SCADA) - have witnessed 
crippling effects on operations. 

Education Media/Entertainment Technology
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Regulatory initiatives to watch: 

What regulatory 
changes are coming?

From both industry 
and consumer 
advocates alike, the 
Australian Government 
is under pressure to 
reduce the impacts 
of cyber crime on the 
Australian economy.  

01 04

05

06

02

03

 

The Office of the 
Australian Information 
Commissioner (OAIC) is 
increasingly active in 
incident investigation, 
with legal counsels 
experiencing a surge in 
Request for Information 
(RFI)

The Federal 
Government has 
allocated $11 million to 
privacy initiatives in the 
(FY22) budget, including 
the appointment of a 
Freedom of Information 
Commissioner

The Federal Treasury is 
considering whether 
cyber terrorism that 
causes physical property 
damage should be added 
to the National Terrorism 
Insurance Scheme.

On 21 June, 2021, Labour MP Tim Watts introduced the 
private members Ransomware Payments Bill 2021 (Cth) 
(the Bill) into Parliament. If implemented, the Bill will 
impose reporting obligations on certain entities looking 
to pay cyber criminals ransom demands following a 
ransomware attack, with penalties for non-compliance.

The Australian Federal Police (AFP) has formed a 
taskforce to centralise law enforcement efforts in the 
fight against ransomware. The AFP will lead the 
operation to target ransomware attacks with direct 
links to organised crime groups operating within 
Australia and overseas.

2022 will see cyber regulation in Australia becoming 
increasing onerous. Under the Security Legislation 
Amendment (Critical Infrastructure) Bill 2021, asset 
owners and operators in the substantially broadened 
application of ‘critical infrastructure’ must be 
prepared to identify a relevant cyber incident and 
report it to the Australian Signals Directorate within 
12–72 hours, depending on the severity of the incident. 
They must also comply with government directions to 
disclose information or undertake an action during and 
after a cyber incident.

Clyde & Co Insight.
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How can Honan help?
A global cyber solution, tailored to your business. 
In the face of rapidly changing, increasingly sophisticated cyber threats, businesses require leading 
insurance expertise, advice and support to both understand their risks, and mitigate against them. With 
extensive experience in cyber placement and management of complex claims for businesses the world over, 
Honan is ready to guide you in this space.  

Our specialist cyber team draws on deep industry knowledge to create insurance programs acutely tailored 
to your business. Applying exceptional rigour, we pride ourselves on developing market-leading cyber 
insurance programs for businesses of all sizes, from all regions and industries. 

OUR DUE DILIGENCE:
•  Insurance liability review
•  Analysis of effectiveness of existing  

insurance solutions
•  Identify and establish the extent and 

need to insure uninsured risk
•  Benchmark existing programmes 

against best practice
•  Recommendations for optimum 

risk transfer solutions, including 
estimated costs

•  Structures bespoke insurance 
solutions using Honan’s market 
knowledge, expertise and buying 
power

•  Analysis of risk awareness within 
the company, including insurance, 
risk management and operating 
structure

•  Review contractual agreements 
and advise on related insurance 
and liability issues, as well as 
indemnification provisions

•  Assessment of self-retention 
programmes.

OUR RESOURCES & 
TECHNOLOGIES:
•  Cyber Risk Management App – 

Real Time Threat Intel (offering 
targeted push notifications where 
our partners have identified threats 
pertinent to their business) 

•  Data breach, business interruption 
and notification cost calculators

•  Loss scenarios and claims examples 
•  Fines, penalties and settlements
•  Guides on ransomware safeguards, 

stress tests and self-assessment 
surveys.

OUR CLAIMS SERVICE: 
•  Legally qualified, highly experienced claims team 

with specialised cyber claims capabilities
•  Dedicated claims manager for the lifecycle of a claim
•  Analysis and policy response to ensure a smooth 

claims experience.

OUR EDUCATION & 
INSIGHTS OFFERING:
•  Provision of market leading content 

on cyber news, threat intelligence, 
security, legal, compliance and 
regulatory changes

•  Webinars and one-on-one 
discussions with leading technical 
and legal practitioners from our 
partners Clyde & Co.
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What sets 
us apart?
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Since 1964 we’ve 
put our clients’ 
needs first.  We are 
passionate about 
supporting people and 
organisations with the 
advice, insight and 
protection they need to 
grow and thrive with 
confidence.

Proven  
Track Record 
A Cyber 
Snapshot
•  Settled AUD $1.5 million 

cyber attack claim for 
ASX company following 
loss of Information by 
third party provider.

•  Settled USD $1.75 
million ransomware 
attack on client’s 
customer information. 
Expenses incurred in 
managing the privacy 
breach obligations, 
communication to 
customers, regulators 
of various jurisdiction, 
forensic investigation 
and remediation costs.

•  Settled AUD $1.1 
million ransomware 
attack on client system. 
Engagement of an 
incident response to 
assist in investigation 
and privacy assessment.

AUSTRALIAN
FOUNDED  
INDUSTRY LEADER

Established in 1964, and with over
300 staff and growing, we’re the largest
independent broker in Australia. We
understand the local market and
legislative frameworks.   

ESTABLISHED 
NETWORKS

The TechAssure network underpins our 
market-leading risk management tools 
and information to technology clients, 
while TA Associates shareholding in 
Honan offers access to significant 
capital, an established growth strategy 
and world class technology.

CARRIER MARKET 
LEVERAGE

Placing over $350 million in insurance 
premiums annually, and partnering 
with over 130 insurance companies 
globally, we bring exceptional buying 
power to every engagement.

With offices in Australia, New Zealand, 
Singapore and Malaysia, we’re deeply 
rooted across Asia-Pacific.

REGIONAL 
SOLUTIONS

With our in-house claims division lead 
by industry and legal experts, we know 
how facilities management, services 
policies and coverages will respond.

CLAIMS 
SOLUTIONS

Holistic risk and insurance solutions; 
from program placement and claims 
management, to risk consulting.

FULLY INTEGRATED 
SOLUTIONS

We’re known for our placement of 
unique and complex risk profiles, 
and drawing on data to make timely, 
informed decisions. 

SPECIALIST
KNOWLEDGE, DATA- 
DRIVEN DECISIONS

GLOBAL REACH 
& INSIGHTS

As the exclusive Australian member 
of the Worldwide Broker Network 
(WBN), we offer clients the gold 
standard in global insights, products 
and trends.

INNOVATION

Winner of the Insurance
Business Magazine 2021 5-Star
Insurance Innovator Award

DIVERSITY
AND INCLUSION 

is a key focus for Honan, both within
our organization and through
supporting community organizations
as captured in our inclusion charter.
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What makes up a 
cyber policy?

First-party  coverage for the Insured own financial loss:

Breach Response Expenses
Coverage for the direct costs to an organisation responding to a cyber 
event, generally including: 
• IT forensics
• Legal advisory 
• Notification
• Call centre 
• Credit monitoring / ID theft redemption 
• PR consultancy 

Network Interruption
Indemnity for loss of income linked to the unavailability of IT systems as 
a result of an event. 

Data Asset Recovery
The cost of external experts to recover or reconstitute lost data or 
software. 

Cyber Extortion
•  The costs of IT experts to validate the threat. 
•  The cost of external experts to assist in negotiations. 
•  The actual monetary amount of a ransom payment. 

Contingent Business Interruption (CBI), Security & System Failure
•  A cyber CBI loss occurs when an insured suffers lost income as a 

result of an interruption in service performed by a specific IT service 
provider. 

Bricking & Betterment
During a cyber attack, physical equipment may be compromised, 
damaged, or rendered useless due to malware. Anything from a USB 
drive to a laptop or a server may be damaged so badly that it can no longer 
function as anything other than a ‘brick’. Bricking coverage may replace 
those items. 

If an insured needs to replace damaged software and it is no longer 
available to purchase, a policy can cover the cost to update that software, 
typically subject to a cap of 125% of the cost of your original software. 

Third-party cover  for liability actions against the Insured:

Data privacy liability 
•  Liability claims arising from the unauthorised disclosure of personally 

identifiable information. 
•  Liability claims arising from the unauthorised disclosure of 3rd party 

confidential information. 
•  Failure to initiate a timely breach response. 
•  Legal fees associated with defence costs. 
•  Fines and penalties (where insurable by law). 
•  Regulatory charges and costs of dealing with regulators as a result of 

a data breach. 

Network security liability 
•  Negligent transmission of a virus by the insured. 
•  Denial of authorised access to third parties / customers. 
•  The Insured’s participation in a distributed denial of service attack 

(DDOS). 
•  The destruction of a third party’s digital assets stored by the Insured. 

Multimedia liability  
•  Defence and settlement of liability claims from 3rd parties due to the 

Insured’s content on its website. 
•  Forms of electronic content e.g. email, intranet, newsletters etc. 
•  Cover can be extended to content from non-electronic sources. 

COMMON COVERAGE

Reputational Harm 
Damage to reputation which results in a loss of income, can be covered 
as well as the increased costs of working and PR costs involved. 

Social Engineering / E-Theft  
Threat actors have developed increasingly sophisticated methods to 
defraud companies. In a typical case of social engineering, fraudsters 
pose as legitimate individuals such as a company director or senior 
manager, supplier or even a customer. They then leverage the social 
status or business relationships of the individual to illicit a fraudulent 
bank transfer from an unwitting victim. 

Physical Damage / Bodily Injury 
Physical damage as a result of a cyber event. This is either provided 
through a carve back or affirmative clause. Capacity continues to 
increase for this coverage option. 

Cryptojacking (service fraud)  
•  Cyber criminals have increasingly turned to malware that mines 

cryptocurrency to hijack the processing power of large numbers of 
computers, smartphones and other electronic devices to generate 
revenue. 

•  Service fraud coverage provides reimbursement the Insured for direct 
financial loss resulting from charges for fraudulent use of electricity 
and other business services. 

Voluntary Shutdown Coverage 
•  Affirmative cover for the associated costs of willingly shutting down 

part of an Insured’s network (typically on the order of a CISO or 
regulator), in order to protect the network from damaging prospect of 
an expected breach. 

•  With this added clarity, businesses can protect their systems and 
make more timely, informed decisions. 

Risk Management Budget  
This can sometimes be provided to the Insured when purchasing the 
policy in the form of a return premium (RP). The RP must be spent on 
relevant services that will improve the Insured’s security posture. 

Loss Mitigation  
Coverage can be extended to include any professional fees charged by 
particular third party providers to avoid or mitigate the consequences of 
a breach.



As a result of large-scale losses, insurers have had no choice but to take a portfolio or 
“catastrophic loss” approach to pricing and are heavily imposing preventative security 
controls on organisations.

How to prepare
for upcoming renewal
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Policyholders are now required to demonstrate their commitment to Cybersecurity Risk 
Mitigation in order to maintain insurance. Insurers are pressing organisations for proper 
documentation to verify their security measures. Organisations that cannot provide 
evidence of ‘basic controls’ are at risk of non-renewal or additional restrictions in coverage.

Proactive preparation is key and will put your organisation in a better position for renewal. 
The following security controls can help your organisation reduce the likelihood of falling 
victim to a cyber-attack and/or mitigate the impact of such an event. Insurers expect these 
‘basic controls’ to be implemented:

        Multifactor authentication (MFA) for all remote access to the network and privileged user  
        accounts. This significantly increases the security of your system, especially if you use an 
        authentication application.

        Offline back-ups that are fully disconnected and inaccessible from the organisation’s live 
        environment or cloud back-ups secured by MFA.

        Email filtering software to scan and filter all inbound and outbound messages for spam  
        and malicious content.

        Phishing training and simulated attacks for all employees. 

        An endpoint detection and response (EDR) solution deployed across all endpoints.

        A network monitoring solution to alert the organisation to any suspicious activity or   
        malicious behaviour on the network.

        Regularly updating computer systems and carrying out critical patches relating to  
        vulnerabilities as soon as they are released by the vendor.

        Cyber Incident Response Plan implemented - Tried and Tested at least annually

        Business Continuity Plan implemented – Tried and Tested at least annually

        Disaster Recovery Plan implemented – Tried and Tested at least annually

        End-of-life Systems replaced or protected. 

Insurers are being more diligent and prudent than ever which means they are now reviewing 
submissions for longer and requesting more detailed information. We highly recommend early 
engagement with your Account Manager.
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honan.com.au

Any advice in this brochure is general in nature and does not take into account the particular needs or circumstances of your business. Insurance cover is subject to policy 
terms, conditions, limits and exclusions.

Find out more - our cyber specialists are working with clients 
across the globe to create cyber insurance solutions. 

Benjamin Robinson
Benjamin.Robinson@honan.com.au
+61 490 861 187 

Monique Reibelt 
Monique.Reibelt@honan.com.au 
+61 499 490 081

MELBOURNE  |  SYDNEY  |  BRISBANE  |  PERTH  |  ADELAIDE  |  NEW ZEALAND  |  SINGAPORE  |  MALAYSIA

Industry experience 
and expertise

Honan Insurance Group Pty Ltd (“Honan”) ABN 67 005 372 396, AFSL 246749.


