
Recapped.io - The Sales C
ollaboration Platform

In the event that w
e part w

ays, w
e’ll 

m
ake sure your data is safe. To cancel 

or delete your data, please contact your 
account m

anager or the C
ustom

er 
Success team

. C
ancelling your account 

w
ill grant access to historical data 

w
ithin Recapped. Recapped can delete 

your data upon request.

A
ccount C

ancellation

Recapped takes the privacy of our 
custom

ers very seriously. A
ccess our 

full privacy policy here

Privacy Policy

Recapped is fully com
m

itted to be 
com

pliant w
ith guidelines outlined in 

the C
alifornia C

onsum
er Protection A

ct 
(C

C
PA

)

C
C

PA
 C

om
pliance

W
e are taking continuous steps to 

uphold G
eneral D

ata Protection 
Regulation (G

D
PR

) standards. Please 
contact us if you plan to use Recapped 
in the EU

 or U
K

.

G
D

PR C
om

plicance

Regulatory C
om

pliance and Legal

Recapped enables users to fully control 
external client access to your content, 
com

m
ents, and activity trails.

U
ser A

ccess and C
ontent C

ontrols

Recapped provides com
pany-w

ide 
team

 perm
issions and adm

in user 
controls including creation, 
m

odifi
cation, and deletion of data and 

users. 

A
dm

inistrative A
ccess C

ontrols

To ensure further access to 
w

orkspaces, users w
ill be able to set 

and m
anage unique passw

ords.

Passw
ord Protection

Your content is only accessible via the 
Recapped platform

 and access to 
uploaded resources is lim

ited to 15 
m

inute session tim
eouts.

C
ontent Tim

eout Policy

A
ccess to Recapped w

orkspaces are 
not searchable on the internet, and 
w

orkspaces are protected w
ith uniquely 

generated hashes to ensure security.

U
nique G

enerated H
ashed Links

To ensure the right end-users are 
accessing your w

orkspaces, users are 
notifi

ed in real-tim
e w

henever content 
is engaged. A

ll custom
er engagem

ent is 
tracked and logged.

Engagem
ent Tracking

A
dditional Enterprise-Level Features

In addition to our infrastructure, w
e 

take m
ultiple steps to prevent 

eavesdropping betw
een your system

s 
and ours. A

ll netw
ork traffi

c runs over 
SSL and H

T
TPS.

N
etw

ork Security

Recapped leverages containerized 
technology, allow

ing us to act quickly to 
resolve any issues w

ith our instances in 
case of failure. In addition, our 
databases and servers are separated to 
prevent and avoid single points of 
failure.

A
pplication Level Security

W
e log all interactions w

ith our 
application in A

W
S and are com

m
ited 

to constantly im
proving the w

ay w
e 

store and track issues in our 
application. 

Logging

W
e take m

axim
um

 precautions to 
protect our ow

n system
s. Recapped 

offi
ces are protected behind m

andatory 
netw

ork fi
rew

alls from
 w

ell-know
n 

security vendors and prem
ises access  

is secured by keycards.

Internal IT Security

W
e restrict access to key personnel. 

O
ur production system

 access is lim
ited 

to key m
em

bers of the Recapped 
engineering team

.

Restricted A
ccess

Recapped is consistently m
onitoring 

and updating our system
s to ensure 

your data is protected and that our 
im

ages, application infrastructure and 
confi

gurations are up to date.

System
 Security

Recapped is proud to never have had a 
security incident in our history. But if an 
incident w

ere to occur, Recapped is 
com

m
itted to reacting and rem

ediating 
the issue im

m
ediately.

Security O
perations

W
e are alw

ays w
orking to include new

 
privacy features to allow

 our users to 
have control over w

hat inform
ation is 

shared w
ith Recapped or w

ith their 
clients.

Privacy and Safety Features

Recapped does not access or store or 
access any of your passw

ords. W
e 

leverage O
A

uth2 to securely authorize 
your third party SaaS services w

ith your 
explicit perm

ission. 

Integrated Services

Recapped stores your data in its ow
n 

secure database hosted on A
W

S, w
hich 

is m
anaged according to security best 

practices and security com
pliance 

standards.

D
atabase Security

Your data belongs com
pletely to you. 

Recapped never deletes data in your 
account w

ithout your perm
ission, and 

w
ithout giving you reasonable tim

e to 
export it fi

rst.

D
ata O

w
nership

Your data is autom
atically and routinely 

backed up in our A
W

S hosted 
databases for up to 7 days.

D
ata Recovery

W
e only use custom

er data to provide 
you and your clientele the service. W

e 
have access controls in place, and do 
not look into your account w

ithout your 
perm

ission.

D
ata Privacy

Recapped does not sell or otherw
ise 

utilize your data for third party 
advertising purposes in any w

ay.

D
ata U

sage

Recapped ensures your sensitive data is 
fully segregated and encrypted on A

W
S 

using A
ES-256 industry standard 

encryption.

D
ata Encryption

Recapped is hosted on A
W

S (Platform
 

as a Service) providing custom
ers w

ith 
robust data center security and physical 
environm

ent controls.

Physical Security

C
ore Infrastructure and D

ata Security O
verview

W
e take your security seriously. Recapped is built for the enterprise and has 

been focused on enterprise-grade security since day one.

W
e’re cognizant of the fact that far too often, too little thought has been given in enterprise sales 

organizations around data privacy and security w
ith regard to the m

utual plans your team
 is sending 

via em
ail today. 

Recapped is built to not only accelerate your deal cycles, but also drastically im
prove security and 

com
m

unication channels in place w
ith clients. Recapped enables end-to-end adm

in, end-user, and 

client controls. W
e have full access logging, content security, and secure all data and inform

ation 

w
ith the follow

ing core policies below
.

Your security is our top priority

H
ave additional questions? Sim

ply reach out to your A
ccount M

anager
or em

ail sales@
recapped.io


