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Executive summary
This document updates the Chartis report KYC/AML Data Solutions, 2020: Market
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and Vendor Landscapeand Vendor Landscape. It outlines the key trends and dynamics in the market for
Know Your Customer (KYC) and anti-money laundering (AML) data solutions and
provides a snapshot of the vendor landscape.

Monitoring the flow of data is a key concern for financial institutions and corporates,
and nowhere is this more important than within KYC and AML processes and
procedures. Counterparties and individuals are increasingly defined by complex
information, at both the corporate and individual levels. In addition, the ways in which
individuals are identified and defined have evolved to include information such as
addresses, device identities and even biometrics. Financial institutions are now
expected to account for the structure and hierarchies of their counterparties
(including ultimate beneficial owners [UBOs]), and to record corporate actions.

The ways in which data is used are dictated by two types of requirements:

Regulatory requirements. By law, institutions must know who they are dealing
with and perform due diligence on their counterparties.

Privacy requirements. Firms may only be allowed to know limited or specific
information about companies and individuals.

These requirements often conflict and depend on regional differences, creating a
geographically distinct marketplace for data and data solutions. This report examines
some of these regional differences in detail.

While the COVID-19 pandemic no longer dictates market priorities like it did in 2020
and 2021, it has accelerated the demand for data as more financial firms use remote
onboarding and identification processes. However, privacy requirements around data
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have also become more stringent, and this is influencing institutions’ responses and
technology vendors’ strategies.

Against this background, the market for KYC/AML data is in flux. As different use
cases or regulatory requirements arise – including more data around trade and the
emergence of relatively high-risk businesses (such as cannabis dispensaries in
areas where marijuana has been legalized) – related ecosystems of data form
around them. This report also examines some of these developments.

This report uses Chartis’ RiskTech Quadrant  to explain the structure of the market.
The RiskTech Quadrant  uses a comprehensive methodology of in-depth
independent research and a clear scoring system to explain which technology
solutions meet an organization’s needs. The RiskTech Quadrant  does not simply
describe one technology solution as the best risk-management solution; rather, it has
a sophisticated ranking methodology to explain which solutions would be best for
buyers, depending on their implementation strategies.

This report covers the following providers of KYC/AML data solutions:  Diligencia,
Dow Jones Risk & Compliance, Dun & Bradstreet, Encompass, GBG, Kharon,
LexisNexis Risk Solutions, Moody’s Analytics, NominoData, S&P Global, Sayari and
Xapien.

We aim to provide as comprehensive a view of the vendor landscape as possible

within the context of our research. Note, however, that not all vendors we

approached responded to our requests for briefings, and some declined to

participate in our research.
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Market update

Context: data and privacy
Financial institutions have a variety of challenges and priorities around data
management. Firms have a heightened focus on where and why consumer data is
used, and this is informing both institutional and vendor strategies. Several factors
are causing this (see Figure 1):

Increasing regulation.

More specificity and detail around customer data.

A stronger focus on individual consumer rights.

®

®

®

1

Page 3 of 31



Figure 1: Market dynamics and data management

Source: Chartis Research

While institutions have been looking at gaining more complete views of individuals
and corporate counterparties, they have run afoul of data privacy regulations, which
seek to reduce the amount of information an institution can hold on an individual.
The tension between these factors has an important impact on the data market.
While Europe, for example, has relatively strong data privacy laws, it also requires
significant corporate disclosures, and company registry data is relatively accessible
in some European countries.

As such, it can be more challenging to access individual or retail data in Europe than
in the US. This report examines the market dynamics around these two types of data
– retail and commercial – in more detail.
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Market dynamics: retail data
Managing data privacy regulations – the geography factor
Financial institutions must abide by privacy laws and regulations when conducting
KYC checks on clients because of the sensitive personal information being collected
during the process. Firms must also be transparent about what happens to the data
after it is assessed and used. The European Union’s (EU) General Data Protection
Regulation (GDPR) has led the way, and compliance among financial institutions has
been relatively smooth compared with firms in the corporate sector. This is because
financial institutions have comparatively higher levels of governance and consumer
data control.

In this context, financial institutions, when managing their data streams, must
balance competing priorities:

Following different laws. International companies are required to follow the data
privacy laws of the jurisdictions in which they are present.

Addressing the cost of data privacy. For firms, implementing cybersecurity
requirements, storing relevant data and ensuring they remain compliant can be
costly. There are also costs associated with ensuring that the data transferred to
third parties for processing or storing complies with regulations – if breaches are
detected, fines can be imposed.

How financial institutions manage these issues depends on the region(s) in which
they operate. The following section provides an overview of data privacy laws in
several major regions, which dictate what – and how much – data institutions and
vendors can hold (additional regions are considered in Appendix A).

Europe

GDPR  and KYC. GDPR regulations give consumers more control over their
information and require financial institutions to clearly communicate their data
storage policies. The GDPR also gives individuals the right to ask for all of their
information to be deleted from a particular source.

To comply with the GDPR, financial institutions can take the following steps to
ensure data security:

Avoid storing any data in a public cloud by blocking unauthorized cloud tools.

Adopt policies (such as Bring Your Own Device [BYOD] schemes) to protect

2
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against the unauthorized storage of KYC data.

Update their IT security protocols.

Ensure third-party vendors are GDPR-compliant.

Automate the KYC process to reduce the risk of employee errors or mistakes.

Data security. One of the risks associated with holding all of a customer’s personal
information collected during the KYC process is that criminals could gain access to
it. To add another level of safety to counter this, financial institutions have resorted to
homomorphic encryption, which allows them to analyze data without decrypting it.

GDPR – expanding beyond Europe

The following countries have adopted many aspects of the GDPR into their own data
privacy laws:

Australia.

Brazil.

Canada.

Chile.

Ecuador.

India.

Japan.

New Zealand.

South Africa.

South Korea.

Switzerland.

Thailand.

The US

The US is essentially a piecemeal data market in terms of its regulation: data laws
tend to be implemented on a state-by-state basis. In some states, companies can
use, share and sell data without notifying customers, and are not always required to
notify individuals if their data has been breached or leaked.

Nevertheless, the following three US states have implemented comprehensive
consumer privacy laws.
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California. The California Consumer Privacy Act (CCPA) and the California Privacy
Rights Act (CPRA) amendment.

Virginia. The Virginia Consumer Data Protection Act (VCDPA).

Colorado. The Colorado Privacy Act (ColoPA).

The laws passed in these three states contain similar provisions. Companies
operating in these jurisdictions must tell customers if they intend to sell their data,
and give them the choice of whether to allow it. Customers also have access to their
data, and can delete, correct or move it.

The UK

Since Brexit, the UK government has indicated that it will change its data protection
and privacy laws to ‘promote innovation and economic growth’ , and in September
2021, it published its consultation paper on the proposals. Currently, the UK has two
data protection laws: the UK GDPR (which is similar to its EU counterpart) and the
Data Protection Act 2018.

China

The Personal Information Protection Law (PIPL), which came into force on 1
November, 2021, has been described as one of the strictest data privacy laws in the
world. It is broadly similar to the GDPR – one key similarity is that companies
operating outside China but using data gathered in the country must still abide by the
PIPL. Local companies and small and medium-sized enterprises (SMEs) may find
compliance a challenge, particularly because of the compressed timeline of the
PIPL’s release compared with the GDPR.

The PIPL requires specific consent from individuals in the following cases:

Sensitive personal information is being processed.

The personal information being processed is disclosed publicly.

Personal information is passed from one processor to another.

Personal information is likely to be transferred outside China.

The expansion and transformation of the IDV data landscape
As a result of a rise in digital onboarding over the past several years, financial

3
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Aadhaar’s e-KYC service

The Indian government launched
Aadhaar, India’s e-KYC database, in
2008. It gives Indian nationals a unique
biometric identifier and holds personal
information that includes name, date of

institutions have increased their spending on digital ID verification (IDV) solutions
and associated technology. Contributing factors to this rise include:

Increased demand during the pandemic. Financial institutions significantly
increased their investments in digital ID solutions to facilitate remote onboarding.
Institutions with digital verification solutions are now able to onboard more
customers.

Security. Firms need to reassure customers that digital verification is secure,
guards against fraud, provides data privacy and is aligned with compliance
requirements.

Increase in online transactions. The overall volume of online transactions has
risen – again, because of the pandemic. Firms’ ability to verify identities online can
help to limit fraud.

More ways to identify individuals. These include geolocation, social media
accounts, fingerprints, iris scans and/or facial recognition.

Not only has the data landscape changed dramatically as a result of regulatory
changes, but many regions also have policies that define the choice of IDV available.
The key issue is whether a central ID source exists that can serve as a ‘golden
source’ of truth in a particular region. In essence, this means that:

If there is a central source of data in a region, vendors must work around it.

If there isn’t, then vendors themselves may be considered the ‘golden source’.

The extent to which this is true in different regions varies: all geographies will have
something between these two extremes. Increasingly, this will produce a
geographically polarized data market, with distinct vendor strategies and technology
stacks.

The ‘golden source’ of data – regional differences

The most significant ‘golden
source’ of data is in India, where
the Aadhaar database can be
accessed via banks (and
potentially other institutions). This
provides a centralized data
source with which data providers
cannot compete – they can only
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birth, gender and address. Indian financial
institutions with access to the database
use it to populate account-opening forms
and verify individuals’ identities.

Backed by the government, e-KYC
defines financial institutions’ obligations
for two Financial Action Task Force
(FATF) KYC-customer due diligence
(CDD) requirements: identification of the
customer and IDV. Non-banks do not
have access to the e-KYC database
because of previous misuse. In
September 2020, however, a source
familiar with the matter said

said

said

said

said

said

saidsaid access may
be given to microfinance companies.

Aadhaar has its risks: if its e-KYC data
were subject to a cyberattack or
information was leaked, the impact could
affect most of the Indian population.

provide sources of data around
the Aadhaar system (tying
property and device IDs, for
example, to the central ID
system).

In the UK, there are centralized
IDs (such as the National Health
Service ID login), but traditionally
these have been inaccessible to
IDV vendors. The same is true in
China, where the government
retains central access, but does
not grant it to vendors.

The challenge of

centralization

There are several potential
challenges with centralized ID
systems of this kind:

Mistakes. A database may
contain inaccurate information – a spelling mistake in someone’s name, for
example. In this case, information loaded from the database (when someone opens
an account, say) would be wrong, potentially limiting an individual’s access to
financial firms.

Updating information. If individuals do not update their information in a central
repository, financial institutions receive outdated or inaccurate data when referring
to the system.

Data privacy and access. A centralized source of data gives institutions and
governments an unprecedented level of control over their customers and subjects –
and over which firms are allowed to access the data.

Nevertheless, regardless of these potential flaws, the simple fact is that centralized
data repositories can outperform many commercial data offerings.

Market dynamics: commercial data
This section details some of the notable changes in commercial data for KYC, as
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globally, politicians and regulators require ever more detailed corporate information
from counterparties.

The US

Regulations regarding the Corporate Transparency Act will go into effect in 2023 and
2024. They require all US-registered entities (and foreign entities operating in the
US) to disclose information on UBOs, including full name, date of birth, current
residence and government-issued ID number. The US Treasury will create a register
with the information provided. This will not be made public and will only be shared
with the following entities:

US federal law-enforcement agencies.

Certain other enforcement agencies, with court approval.

Non-US law-enforcement agencies, prosecutors or judges, based on a request
from a US federal law-enforcement agency.

The following entities are exempt from the regulations:

Employers with more than 20 full-time employees in the US.

Organizations that filed federal income tax returns that show more than $5 million in
gross receipts or sales (in aggregate) in the previous year.

Organizations that operate within a physical office in the US.

The EU

The EU’s adoption of the Fifth Anti-Money Laundering Directive, which was issued
on 30 May, 2018, meant that all EU member states were required to pass legislation
creating publicly accessible registers of beneficial ownership information by 10
January, 2020. However, the following countries have yet to provide a publicly
accessible registry:

Hungary, Italy, Lithuania (no registry).

Cyprus, Czech Republic, Finland, Greece, Romania, Spain (registry not made
public).

Belgium, Croatia, Portugal, Sweden (restricted access for nationals and some EU
nationals).

Austria, Belgium, Estonia, Germany, Ireland, the Netherlands, Sweden (require a
fee to access).
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New corporate data streams
The corporate data that financial institutions and corporates are ingesting has
continued to expand, and now includes a number of specific datasets, detailed in the
following section.

Cannabis-related businesses

Cannabis trading is illegal under US federal laws. In recent years, however, some
states, including California, Washington, DC, and Colorado, have legalized the sale
and use of cannabis locally. In April 2021, the US Congress passed the SAFE
Banking Act, which prohibits federal banking regulators from penalizing financial
institutions for providing banking services to cannabis-related businesses.  Financial
institutions still consider cannabis-related businesses to be high-risk, however, due
to the possibility that illegally gained funds could flow into the business. Several
issues can cause problems for financial firms in this area:

Determining real beneficial owners. Because of the complex ownership 
structures and layers of cannabis companies, financial institutions can struggle to 
determine the real beneficial owner(s). Operating agreements seldom specify who 
the real owner of the cannabis license is, or the identity of the UBO.

Daily monitoring. Because of the high level of risk associated with the cannabis 
industry, financial firms need to conduct daily monitoring to understand where cash 
comes from. Firms must also understand every step in cannabis production and 
how much income is generated from different operational models.

Increases in suspicious activity reports (SARs) and due diligence reviews. 
Financial institutions conducting business with cannabis-related businesses are 
increasingly subject to a higher volume of SAR filings and enhanced due diligence 
reviews. This requires more staff, increasing the strain on firms’ compliance teams.

Typically, solutions fall into two areas of focus:

‘Seed-to-sale’ solutions. Monitoring occurs at every step of the production-to-sale
process involved in cannabis-related businesses. By using seed-to-sale solutions,
government agencies and cannabis companies can account for every gram
produced, where it was moved to, who handled it and where it was sold.

Solutions that serve individual parts of the business. Focused solutions that
operate in a specific part of the business, and can be integrated with other software
in different parts of the organization.

4
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Trading data and vessel analytics

Since December 2004, all passenger vessels – and commercial vessels above a
certain weight – have been required by the International Maritime Organization to
carry transponders to monitor their position and movement. Vessel tracking like this
was implemented to minimize collisions and help port authorities control marine
traffic more efficiently.

Vessel tracking solutions provide the following data:

‘Dynamic information’: data on position, speed, status and course.

‘Static’ data: name, ID number and size.

Voyage data, including destination, expected time of arrival and cargo.
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Vendor landscape

Overview
When examining the vendor landscape, we consider the variety of solutions offered
by vendors to help financial institutions meet their KYC/AML data and process
issues, and identify some of the challenges vendors themselves face. Broadly, for
initial onboarding and customer analysis, vendors access their data largely through
publicly available registries. Different vendors have varying strengths in terms of
their geographical coverage.

Chartis RiskTech Quadrant  and vendor
capabilities for KYC/AML data solutions, 2022

Quadrant commentary
Figure 2 illustrates Chartis’ view of the vendor landscape for KYC/AML data
solutions. Table 1 lists the completeness of offering and market potential criteria we
used to assess the vendors. Table 2 lists the vendor capabilities in this area.

As in Chartis’ previous KYC/AML data research, vendors with strengths across
multiple data verticals tend to stand out in the landscape – a dynamic reflected by

5
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the high level of mergers and acquisitions in the data market. One key theme
reflected in the quadrant is the divergence between retail and corporate data. Note
that, given Chartis’ historical focus on corporate and investment institutions, we have
weighted corporate data capabilities more heavily than those related to retail
(individual) data.

Notably, a strong positive correlation exists between market potential and
completeness of offering in the quadrant. This supports the view that the
marketplace is driven by strong network effects: as more data is gathered (and/or
more discrete data-gathering companies emerge), more profits can be reinvested
into gathering more data, creating a virtuous cycle.

All category leaders in the quadrant display strong strategies and integration plans
for their data products. While each typically has multiple business products, most
have also found ways to integrate these within a commercial framework.
Partnerships are also a key theme in the vendor landscape. Many firms, particularly
category leaders, provide capabilities to other providers in the market.

The point solution and best-of-breed areas of the market are populated by vendors
with a core focus on particular datasets. Chartis is seeing a diversification in the
geographical focus for data provision: corporate data is no longer a ‘global’
phenomenon, but one with distinct regional characteristics. Many regional corporate
registers are not easily accessible, and some vendors have differentiated
themselves from their competitors by providing corporate registries in specific
markets such as Europe, the Middle East and Africa (EMEA) and Asia-Pacific.
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Figure 2: RiskTech Quadrant® for KYC/AML data solutions,
2022

Source: Chartis Research
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Table 1: Assessment criteria for vendors of KYC/AML data
solutions, 2022

Sanctions and watchlist
data. Customer satisfaction.

Negative news and PEPs. Market penetration.

Traditional ID. Growth strategy.

Electronic and digital ID. Financials. 

Corporate structure. Business model.

Entity relationships.  

Trade-related Tnancial crime risk.  

High-risk business.  

Completeness of offering Market potential

Source: Chartis Research
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Table 2: Vendor capabilities for KYC/AML data solutions, 2022 

Diligencia ** ** * * **** ** * *

Dow Jones
Risk &
Compliance

**** **** * * ** **** **** ***

Dun &
Bradstreet **** ** * * **** **** * *

Encompass * * * * **** ** * *

GBG * * **** ** ** ** * *

Kharon **** * * * ** **** ** *

LexisNexis
Risk
Solutions

**** *** **** **** ** ** ** **

Moody’s
Analytics **** **** * * **** **** ** ****

NominoData **** **** * * * **** **** ****

S&P Global **** ** ** ** ** ** *** **

Sayari **** ** * * *** *** * *

Xapien * ** * * *** *** * *

Vendor

Sanctions
and

watchlist
data

Negative
news
and

PEPs

Traditional
ID

Electronic
and

digital ID

Corporate
structure

Entity
relationships

Trade-
related

Tnancial
crime
risk

High-risk
business

Key: **** = Best-in-class capabilities; *** = Advanced capabilities; ** = Meets industry requirements; * = Partial
coverage/component capability

Source: Chartis Research
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Appendix A: Data privacy regulation
Chartis’ research for this report identified the following laws that cover data collection
and privacy.

The US

Electronic Communications Privacy Act (ECPA). Restricts government wiretaps
on telephone calls and other electronic signals. Also includes a broad set of rules
around how employers can monitor employees’ communications. (Critics indicate
that the ECPA is outdated – it was passed in 1986 – and does not protect against
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modern surveillance tactics.)

Fair Credit Reporting Act (FCRA). Regulates the collection and use of credit
information.

Family Educational Rights and Privacy Act (FERPA). Governs who can request
and obtain students’ education records.

Federal Trade Commission (FTC) Act. Enforces privacy laws. Regulators can
take action to protect customers from entities that fail to provide sufficient security
for personal data, for example, or that fail to implement and maintain reasonable
data security measures.

Gramm-Leach-Bliley Act (GLBA). Governs the personal information collected by
banks and financial institutions. Requires providers of consumer financial products,
including loans or investment advice, to explain how they share data, and to give
customers the right to ‘opt out’. The law does not restrict how the data can be used,
however, as long as an institution discloses its usage beforehand.

Health Insurance Portability and Accountability Act (HIPAA). Governs the
collection of health information (although not that from applications or devices such
as Fitbit).

Other global regions
The following regions and jurisdictions have implemented new data privacy rules and
regulations for 2021/2022:

6

7

8

9

10

11

Australia is reviewing its Privacy Act of 1988, and is expected to make changes. These 
include expanding the scope of information that is regulated and individuals’ rights 
regarding the information being collected.12 13 14

Ecuador published its Organic Law on the Protection of Personal Data in May 2021. 
Companies were given two years to comply with the new law, which is largely based on 
the GDPR.

Saudi Arabia implemented a new data protection law in September 2021, designed to 
protect personal data such as an individual’s name, ID number, address, contact 
number, photographs and video recordings. Under the new law, personal data cannot be 
transferred outside Saudi Arabia unless it complies with any agreement in which the 
country participates.15

South Africa’s Electronic Communications and Transactions Act came into effect in 
June 2021. The new law regulates the processing of personal information that is 
recorded. Failure to comply can result in a large fine and/or a 10-year jail sentence.16 17
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South Korea. Data protection laws in South Korea have changed, and now give
regulators more power. This has led to the EU allowing firms to share personal
information with the country.

Switzerland revised its Federal Data Protection Act to ensure compatibility with the
GDPR. It is expected to come into force in the second half of 2022.

Thailand. The Personal Data Protection Act came into effect in June 2021, but the
enforcement date was changed to June 2022. The law is strongly influenced by the
GDPR, with some local differences. It covers any entity with operations in the
country (apart from weather-related organizations) that collects data from residents.

Uganda has updated its laws relating to complaints around data collection, the
storing of personal data, and requests to confirm the possession of personal data.

Uzbekistan has amended its personal data rules, which went into effect in January
2021. Under the amendments, personal data collected in Uzbekistan must be
stored and processed in the country.

Corporate data

Cayman Islands. Authorities in the Cayman Islands have indicated that they will
introduce a central register, including names of UBOs, by 2023. This will be made
public.

Czech Republic. In June 2021, the Czech government issued a law requiring
entities in the country to declare their UBOs. The new registry will be made
public.

Egypt. The government has amended the legal requirements for reporting on the
UBOs of Egyptian-registered entities. As per the new regulation, a UBO registry will
be made public. It will also display information about an entity’s UBO throughout its
life and five years after the entity has been dissolved.

Indonesia. In 2018, the Indonesian government announced that it will require all
entities registered in the country to declare information about their UBOs.

Malaysia. The Companies Commission of Malaysia has issued the Guideline for
the Reporting Framework for Beneficial Ownership of Legal Persons. All companies
(local and foreign), limited-liability partnerships (local and foreign) and businesses
(sole proprietors and partnerships) had until 31 December, 2020, to obtain and
update their beneficial ownership information.

18
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Philippines. Since 28 February, 2021, all entities have been legally required to
report their UBOs.

Qatar. In April 2021, the Ministry of Commerce and Industry indicated that entities
were required to submit UBO information, including copies of government-issued
documents for factors such as ID, nationality and address.

UAE. On 27 August, 2020, the government issued Cabinet Resolution No. 58 of
2020. This indicated that all UAE-registered entities – apart from entities registered
in the Abu Dhabi Global Market, the Dubai International Financial Centre (DIFC)
and UAE government-owned entities – must submit UBO information. The registry
created will not be made public.

Ukraine. In October 2021, the Ukrainian parliament passed a law requiring all
entities to register their UBOs by July 2022.

Notes
1. Note that references to companies in the text of this report do not constitute
endorsements of their products or services by Chartis.
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Appendix B: RiskTech Quadrant  methodology
Chartis is a research and advisory firm that provides technology and
business advice to the global risk management industry. Chartis provides
independent market intelligence regarding market dynamics, regulatory
trends, technology trends, best practices, competitive landscapes, market
sizes, expenditure priorities, and mergers and acquisitions. Chartis’
RiskTech Quadrant  reports are written by experienced analysts with
hands-on experience of selecting, developing and implementing risk
management systems for a variety of international companies in a range of
industries, including banking, insurance, capital markets, energy and the
public sector.

Chartis’ research clients include leading financial services firms and Fortune 500
companies, leading consulting firms and risk technology vendors. The risk
technology vendors that are evaluated in the RiskTech Quadrant  reports can be
Chartis clients or firms with whom Chartis has no relationship. Chartis evaluates
all risk technology vendors using consistent and objective criteria, regardless of
whether they are a Chartis client.

Where possible, risk technology vendors are given the opportunity to correct
factual errors prior to publication, but cannot influence Chartis’ opinion. Risk

®

®

®

technology vendors cannot purchase or influence positive exposure. Chartis
adheres to the highest standards of governance, independence and ethics.

Inclusion in the RiskTech Quadrant
Chartis seeks to include risk technology vendors that have a significant presence
in a given target market. The significance may be due to market penetration (e.g.,
large client base) or innovative solutions. Chartis does not give preference to its
own clients and does not request compensation for inclusion in a RiskTech
Quadrant report. Chartis utilizes detailed and domain-specific ‘vendor evaluation 
forms’ and briefing sessions to collect information about each vendor. If a vendor 
chooses not to respond to a Chartis vendor evaluation form, Chartis may still 
include the vendor in the report. Should this happen, Chartis will base its opinion 
on direct data collated from risk technology buyers and users, and from publicly 
available sources.

®

®
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Source: Chartis Research

Research process
The findings and analyses in the RiskTech Quadrant ® reports reflect our analysts’ 
considered opinions, along with research into market trends, participants, 
expenditure patterns and best practices. The research lifecycle usually takes 
several months, and the analysis is validated through several phases of 
independent verification. Figure 3 below describes the research process.

Figure 3: RiskTech Quadrant
®

 research process 
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Chartis vendor evaluation forms. A detailed set of questions covering
functional and non-functional aspects of vendor solutions, as well as
organizational and market factors. Chartis’ vendor evaluation forms are based
on practitioner-level expertise and input from real-life risk technology projects,
implementations and requirements analysis.

Risk technology user surveys. As part of its ongoing research cycle, Chartis
systematically surveys risk technology users and buyers, eliciting feedback on
various risk technology vendors, satisfaction levels and preferences.

Interviews with subject matter experts. Once a research domain has been
selected, Chartis undertakes comprehensive interviews and briefing sessions
with leading industry experts, academics and consultants on the specific domain
to provide deep insight into market trends, vendor solutions and evaluation
criteria.

Customer reference checks. These are telephone and/or email checks with
named customers of selected vendors to validate strengths and weaknesses,
and to assess post-sales satisfaction levels.

Vendor briefing sessions. These are face-to-face and/or web-based briefings
and product demonstrations by risk technology vendors. During these sessions,
Chartis experts ask in-depth, challenging questions to establish the real
strengths and weaknesses of each vendor.

Other third-party sources. In addition to the above, Chartis uses other third-
party sources of information such as conferences, academic and regulatory
studies, and collaboration with leading consulting firms and industry
associations.

Evaluation criteria
The RiskTech Quadrant (see Figure 4) evaluates vendors on two key 
dimensions:

1. Completeness of offering
2. Market potential

®

Chartis typically uses a combination of sources to gather market intelligence. These 
include (but are not limited to):
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Figure 4: RiskTech Quadrant®

Source: Chartis Research

We develop specific evaluation criteria for each piece of quadrant research from a
broad range of overarching criteria, outlined below. By using domain-specific criteria
relevant to each individual risk, we can ensure transparency in our methodology and
allow readers to fully appreciate the rationale for our analysis.

Completeness of offering

Depth of functionality. The level of sophistication and number of detailed features
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flexible workflow, domain-specific content). Aspects assessed include:
innovative functionality, practical relevance of features, user-friendliness,
flexibility and embedded intellectual property. High scores are given to firms that
achieve an appropriate balance between sophistication and user-friendliness. In
addition, functionality linking risk to performance is given a positive score.

Breadth of functionality. The spectrum of requirements covered as part of an
enterprise risk management system. This varies for each subject area, but
special attention is given to functionality covering regulatory requirements,
multiple risk classes, multiple asset classes, multiple business lines and multiple
user types (e.g., risk analyst, business manager, CRO, CFO, compliance
officer). Functionality within risk management systems and integration between
front office (customer-facing) and middle/back office (compliance, supervisory
and governance) risk management systems are also considered.

Data management and technology infrastructure. The ability of risk
management systems to interact with other systems and handle large volumes
of data is considered to be very important. Data quality is often cited as a critical
success factor and ease of data access, data integration, data storage and data
movement capabilities are all important factors. Particular attention is given to
the use of modern data management technologies, architectures and delivery
methods relevant to risk management (e.g., in-memory databases, complex
event processing, component-based architectures, cloud technology, software-
as-a-service). Performance, scalability, security and data governance are also
important factors.

Risk analytics. The computational power of the core system, the ability to
analyze large amounts of complex data in a timely manner (where relevant in
real time), and the ability to improve analytical performance are all important
factors. Particular attention is given to the difference between ‘risk’ analytics and
standard ‘business’ analytics. Risk analysis requires such capabilities as non-
linear calculations, predictive modeling, simulations, scenario analysis, etc.

Reporting and presentation layer. The ability to present information in a timely
manner, the quality and flexibility of reporting tools, and ease of use are
important for all risk management systems. Particular attention is given to the
ability to do ad hoc ‘on-the-fly’ queries (e.g., what-if analysis), as well as the
range of ‘out-of-the-box’ risk reports and dashboards.
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Business model. Includes implementation and support and innovation
(product, business model and organizational). Important factors include size and
quality of implementation team, approach to software implementation and post-
sales support and training. Particular attention is given to ‘rapid’ implementation
methodologies and ‘packaged’ services offerings. Also evaluated are new ideas,
functionality and technologies to solve specific risk management problems.
Speed to market, positioning and translation into incremental revenues are also
important success factors in launching new products.

Market penetration. Volume (i.e., number of customers) and value (i.e.,
average deal size) are considered important. Rates of growth relative to sector
growth rates are also evaluated. Also covers brand awareness, reputation and
the ability to leverage current market position to expand horizontally (with new
offerings) or vertically (into new sectors).

Financials. Revenue growth, profitability, sustainability and financial backing
(e.g., the ratio of license to consulting revenues) are considered key to
scalability of the business model for risk technology vendors.

Customer satisfaction. Feedback from customers is evaluated, regarding
after-sales support and service (e.g., training and ease of implementation),
value for money (e.g., price to functionality ratio) and product updates (e.g.,
speed and process for keeping up to date with regulatory changes).

Growth strategy. Recent performance is evaluated, including financial
performance, new product releases, quantity and quality of contract wins, and
market expansion moves. Also considered are the size and quality of the sales
force, sales distribution channels, global presence, focus on risk management,
messaging and positioning. Finally, business insight and understanding, new
thinking, formulation and execution of best practices, and intellectual rigor are
considered important.

Quadrant descriptions
Point solutions
Point solutions providers focus on a small number of component technology
capabilities, meeting a critical need in the risk technology market by solving
specific risk management problems with domain-specific software applications
and technologies.

They are often strong engines for innovation, as their deep focus on a relatively

Market potential

Page 27 of 31



narrow area generates thought leadership and intellectual capital.

By growing their enterprise functionality and utilizing integrated data
management, analytics and BI capabilities, vendors in the point solutions
category can expand their completeness of offering, market potential and market
share.

Best-of-breed
Best-of-breed providers have best-in-class point solutions and the ability to
capture significant market share in their chosen markets.

They are often distinguished by a growing client base, superior sales and
marketing execution, and a clear strategy for sustainable, profitable growth. High
performers also have a demonstrable track record of R&D investment, together
with specific product or ‘go-to-market’ capabilities needed to deliver a competitive
advantage.

Focused functionality will often see best-of-breed providers packaged together as
part of a comprehensive enterprise risk technology architecture, co-existing with
other solutions.

Enterprise solutions
Enterprise solutions providers typically offer risk management technology
platforms, combining functionally rich risk applications with comprehensive data
management, analytics and BI.

A key differentiator in this category is the openness and flexibility of the
technology architecture and a ‘toolkit’ approach to risk analytics and reporting,
which attracts larger clients.

Enterprise solutions are typically supported with comprehensive infrastructure
and service capabilities, and best-in-class technology delivery. They also
combine risk management content, data and software to provide an integrated
‘one-stop-shop’ for buyers.

Category leaders
Category leaders combine depth and breadth of functionality, technology and
content with the required organizational characteristics to capture significant
share in their market.

Category leaders demonstrate a clear strategy for sustainable, profitable growth,
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matched with best-in-class solutions and the range and diversity of offerings,
sector coverage and financial strength to absorb demand volatility in specific
industry sectors or geographic regions.

Category leaders will typically benefit from strong brand awareness, global reach
and strong alliance strategies with leading consulting firms and systems
integrators.
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Advisory services

Advisory services and tailored research provide a 
powerful way for Chartis clients to leverage our 
independent thinking to create and enhance their 
market positioning in critical areas. 

Our offering is grounded in our market-leading 
research, which focuses on the industry and 
regulatory issues and drivers, critical risk 
technologies and leading market practices 
impacting our sector. We use our deep insight 
and expertise to provide our clients with targeted 
market and industry analysis, tailoring content 
to assess the impact and potential of relevant 
regulatory and business issues, and highlighting 
potential solutions and approaches.

Chartis’ advisory services include:

Market dynamics

The markets that our clients – vendors, institutions 
and consultants – address are changing at an 
ever-increasing pace. Understanding the market 
dynamics is a critical component of success, 
and Chartis uses its deep industry and technical 
knowledge to provide customized analysis of the 
specific issues and concerns our clients are facing.

Market positioning

In today’s highly competitive market, it is no 
longer enough simply to have a leading product 
or solution. Buyers must be able to appreciate 
the differentiating capabilities of your brand and 
solutions, and understand your ability to help them 
solve their issues.

Working with our clients, we generate compelling, 
independent co-branded research, targeting critical 
business issues. This helps our clients to position 
their solutions effectively, ‘own’ key issues and 
stand out from the crowd.

Collaborating closely with our clients, we develop 
pragmatic, resonant thought-leadership papers 
with immediate industry relevance and impact.

Our offerings include:

• Co-branded research on key market topics 
to provide a unique and compelling point of 
view that addresses a key industry driver and 
highlights the relevant issues. Reports can 
be tailored to varying levels of depth and can 
be powered by quantitative survey fieldwork, 
qualitative industry interviews, our deep domain 
expertise or a blend of all three.

• Chairing roundtables and/or facilitating 
events and workshops to support clients in 
hosting compelling events that put them at the 
heart of the discussion.

• Targeted marketing through our sister 
brands, leveraging the power of our parent 
group – Infopro Digital – to reach across leading 
brands such as Risk.net, WatersTechnology, FX 
Week and Central Banking.

Competitor analysis

Our unique focus on risk technology gives us 
unrivalled knowledge of the institutions and 
vendors in the sector, as well as those looking 
to enter it. Through our industry experts, Chartis 
clients can tap our insights to gain a much deeper 
understanding of their competitors and the 
strategies they should pursue to better position 
themselves for success.

Regulatory impact analysis

The analysis and assessment of regulatory 
change and implementation is one of Chartis’ core 
strengths. We can apply our insights to assess 
the impact of change on the market – either as it 
applies to vendors and the institutions they serve, 
or on a client’s specific product and customer 
base. We can also provide insights to guide 
product strategy and associated go-to-market 
activities, which we can execute for internal use 
to drive our clients’ strategy or as a co-branded 
positioning paper to raise market awareness and 
‘buzz’ around a particular issue.

How to use research and services from Chartis

In addition to our industry reports, Chartis offers customized information and consulting services. 
Our in-depth knowledge of the risk technology market and best practices allows us to provide 
high-quality and cost-effective advice to our clients. If you found this report informative and 
useful, you may be interested in the following services from Chartis. 
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KYC/AML Data Solutions, 2020: 
Market and Vendor Landscape

KYC/AML Software Solutions, 
2020: Market Update and 
Vendor Landscape

CLM Solutions, 2022: 
Corporate and Investment 
Banks and Markets 
Institutions; Market and 
Vendor Landscape

Financial Crime Risk 
Management Systems: 
Enterprise Fraud; Market Update 
and Vendor Landscape, 2021

Big Bets 2022 RiskTech100® 2022

For all these reports, see www.chartis-research.com

Further reading
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