
 

Comfort with Crypto Compliance 
Executive summary 

The situation 
Exponential development of cryptocurrencies and other digital assets has left financial 
institutions and fintechs with questions about how to remain compliant while doing business 
with the non-traditional organizations. 

The solution 
Effective know your customer (KYC) processes can reduce the uncertainty around regulatory 
requirements and provide clarity about reputational risks, allowing crypto firms to build trust 
and traditional organizations to feel comfortable doing business with them. 
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Market domination      

Cryptocurrencies'  total market capitalization was $900 billion in June 2022 and $1 trillion by August, according to 
CoinMarketCap, up from $1.5 billion in January 2013. Despite falls and gains, increasing numbers of businesses have entered the 
industry, fueling growing uncertainty around financial risk. An effective KYC program allows you to build trust and find new growth 
opportunities in the crypto space. 

Crypto: the big idea 

Crypto continues to evolve rapidly. It can feel hard to keep up, and with that a sense of mistrust can develop. A lack of 
understanding has also led to misconceptions about the world of cryptocurrencies and digital assets. The more you know about it, 
the more confidence you can have to participate in this fast-growing industry, and the greater the opportunity to benefit from 
onboarding crypto businesses.  

Below, we debunk some of the most prevalent myths about crypto: 

“Crypto is a black box” 

» Crypto transactions are, in principle, transparent, as they are run on blockchain ledgers. These digital ledgers capture each 
transaction, which can be traced back to a wallet address. Transactions are time-stamped and immutable because to alter 
something in a ledger every single block in the chain, across all its distributed versions, would need to be altered.  

“Crypto is only for criminals hiding transactions” 

» Only a small minority of crypto transactions are criminal. Blockchain analysis company Chainalysis reported that just 0.15% 
of cryptocurrency transaction volumes related to crime in 2021, down from 3.37% in 2019 and 0.62% in 2020.  

“Cryptocurrencies are vulnerable to cyberattacks” 

» Despite one recent attack, the blockchain technology that facilitates and records cryptocurrency transactions is nearly 
impossible to edit and is rooted in cryptography. Cryptocurrency wallets, however, do need to be secured to protect them 
from attack. Wallets are owned and accessed by people, and are therefore vulnerable to fraudsters and cybercriminals hacking 
accounts.  

“Cryptocurrency is a fad” 

» Cryptocurrency adoption jumped by 567% in 2021, according to Chainalysis, and Allied Market Research forecasts its 
compound annual growth rate will be 12.8% between 2021 and 2031. This fast growth is partly the result of cryptocurrencies’ 
relative accessibility in both emerging and established markets.  

 

With crypto here to stay, some negative stereotypes should go – especially considering its positive impacts. For example, people in 
economies battling hyperinflation have avoided devaluation of their hard-currency wages by exchanging them for digital 
currencies, which can be used to pay for food and other products. And in economies with high remittance-based GDPs, crypto has 
proven a fast and reliable way to transfer funds overseas when compared to traditional alternatives, which may offer poor 
exchange rates. The big players in finance have also recognized the opportunities to mobilize in crypto investing, while smaller 
companies are filling financial access gaps in regions where the traditional finance market is more limited. 

KYC in crypto  

Crypto is transparent in principle; provides opportunities for international economic development; is a legitimate alternative to 
traditional finance; and, most importantly, is here to stay – so why do you need KYC processes? Where are the risks?   

Unlike the complete anonymity of cash, crypto transactions can be traced back through the blockchain, and crypto wallets are 
represented by a numbered key rather than held in a natural or legal person’s name. Providers of wallets to businesses and 
individuals should aim to have an accurate and perpetual KYC record of who they are onboarding and servicing. Should something 
illegal happen, law enforcement can trace the behavior and know who is behind it.   

https://coinmarketcap.com/charts/
https://blog.chainalysis.com/reports/2021-crypto-crime-report-intro-ransomware-scams-darknet-markets
https://blog.chainalysis.com/reports/2022-crypto-crime-report-introduction/
https://cisomag.com/cryptocurrency-wallet-security/
https://cisomag.com/cryptocurrency-wallet-security/
https://blog.chainalysis.com/reports/2021-crypto-crime-report-intro-ransomware-scams-darknet-markets
https://www.alliedmarketresearch.com/crypto-currency-market
https://www.reuters.com/technology/venezuelas-economy-regresses-crypto-fills-gaps-2021-06-22/#:%7E:text=But%20a%20major%20part%20of,among%20businesses%2C%22%20said%20Olmos.
https://eversend.co/
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Though blockchain analysis can show the transaction history of a cryptocurrency coin or crypto wallet, criminals still find ways to 
obfuscate their source of funds and identities. The same risk and transaction pattern indicators used in KYC for traditional financial 
products show evidence of money launderers, cybercriminals, and traffickers adapting to, and using the efficiencies of, this new 
technology.  

Change drivers 

As the cryptocurrency industry and its accessibility continue to grow, so does evidence of criminal activity. International financial 
compliance regulators such as the Financial Action Task Force (FATF), the Financial Crimes Enforcement Network (FinCEN), and 
the European Union are taking the lead on developing regulatory approaches to virtual currencies. 

FATF FinCEN European Union 

June 2019 – Updates Recommendation 
16, applying the Travel Rule to virtual 
asset service providers (VASPs). These 
now must collect and exchange real-
name user information. 

November 2021 – Finalizes revised 
guidance on virtual assets and VASPs, 
continues monitoring the virtual asset 
and VASP industry, and makes technical 
amendments regarding proliferation 
financing.  

 

May 2019 – Mandates VASPs should 
follow Bank Secrecy Act compliance rules.  

June 2021 – Issues first National 
AML/CFT Priorities list.     

Acting Director Michael Mosier said: “The 
Priorities reflect the US Government’s 
view of the threat landscape – 
highlighting longstanding threats like 
corruption, fraud, and international 
terrorism, as well as rapidly evolving and 
acute threats, such as domestic terrorism, 
ransomware, and other cybercrime.”  

January 2020 – Fifth Anti-Money 
Laundering Directive comes into force.  

June 2021 – European Commission 
publishes a regulatory proposal covering 
the Travel Rule for crypto asset transfers 
over €1,000.  

The Commission said: “Today’s 
amendments will ensure full traceability 
of crypto-asset transfers, such as Bitcoin, 
and will allow for prevention and 
detection of their possible use for money 
laundering or terrorism financing.”  

 
Some national and regional regulators on the other hand are developing more slowly in response to the rapid rise of crypto.      

The growth of Bitcoin ATMs (BATMs) has proven faster than the development of regulation. In June 2022, there were more than 
38,000 BATMs available worldwide, according to Coin AMT Radar, up from approximately 300 in January 2015.  

Meanwhile, a 2021 investigation into BATMs by the State of New Jersey found more than 70% of BATM companies required users 
to provide only a cellphone number to purchase cryptocurrency up to the value of $900. Some BATM companies and blockchain 
industry leaders are working to improve industry KYC practices, with requirements such as providing government-issued 
identification upon enrollment. However, regulation is patchy and lacks international cohesion.        

Privacy coins, which obfuscate their owners’ public key or blockchain transaction history, or both, are a good example of disparate 
regulation between countries. They cannot be listed on crypto exchanges in Australia and South Korea, and are completely illegal 
in Japan. Most other countries lack concrete regulation regarding privacy coins. Payment processors, crypto investment funds, 
wallet providers, coin mixers, and coin miners are still sparsely regulated.      

With a lack of comprehensive regulation, it is critical that banks and financial institutions develop their own best practices and 
manage anti-money laundering (AML) strategies to mitigate the risks bad actors pose, making sure due diligence is as complete as 
possible. Cryptocurrency has rapidly changed from a niche investment to an economic force with the power to reconfigure entire 
economies. Kazakhstan rose to be the second-largest crypto mining economy in the world after China outlawed cryptocurrency 
mining in June 2021. El Salvador became the first country to use Bitcoin as legal national tender in September 2021. With such an 
array of emerging crypto economies, financial institutions can’t afford to do nothing while they wait for regulation. 

https://coinatmradar.com/
https://www.nj.gov/sci/pdf/SCI%20Bitcoin%20Report.pdf
https://www.prnewswire.com/news-releases/top-bitcoin-atm-operators-and-blockchain-industry-leaders-forge-new-cryptocurrency-compliance-cooperative-ccc-301362382.html
https://crypto3c.org/
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How to distinguish a risky cryptocurrency from a safer one 

Assessing risks associated with cryptocurrencies has proven challenging for regulators and AML/KYC specialists alike, but one 
reliable measure of risk is traceability. The blockchain provides a record of transactions and ownership. But what if that history is 
hidden, or nobody is reviewing it? Traceability in cryptocurrency, and digital assets more broadly, varies. Some of the ways 
ownership can be obscured in crypto technologies include:  

» Mixers. Also called ‘tumblers’, mixers aim to hide the origin of their users’ funds by obscuring the transaction history of 
cryptoassets. An example is Bitcoin Fog, which allowed users to transfer funds from their crypto wallets into ‘the fog’, where 
the assets would be mixed with other users’ currencies to anonymize the funds. After the currencies were mixed, the original 
user would receive a random number of payouts, each containing a random amount of cryptocurrency. Until the US 
government took down Bitcoin Fog in 2021, the site mixed 1.2 million Bitcoin (worth more than $300 million), most of which 
could be traced back to darknet marketplaces.   

» Decentralized finance (DeFi). This is a growing area within cryptocurrency. Decentralized exchange services (DEXs) are a key 
component of DeFi. Based on the blockchain, they allow users to connect with one another directly and exchange crypto 
assets more easily and securely. Traditional centralized exchanges require an intermediary to complete transactions, whereas 
DEX users can exchange currency from wallet to wallet. However, the drawback of decentralized exchanges is that they do 
not have a central administrator, so suspicious activity can be challenging to address. The 2020 Kucoin hack, committed by 
North Korean hacking organization the Lazarus Group, illustrates the KYC risks associated with DEXs. In the wake of the hack, 
the Lazarus Group laundered approximately $19.5 million of the approximately $275 million worth of crypto assets through 
DEXs. DEXs are not without risk, but thorough KYC can mitigate the risk for entities transacting with them.  

» Privacy coins vary – some coins are only traceable some of the time. Some allow users to turn their privacy functions off; 
others, such as Monero, do not. Coins like Zcash record the transaction data but don’t publicize the transaction history or 
wallet address.  

» Non-fungible tokens (NFTs) are digital assets – often works of art – that use blockchain to authenticate digital content and 
prove ownership. NFTs can be used by bad actors to conceal ownership. For example, certain NFTs were being held by Office 
of Foreign Assets Control-sanctioned cryptocurrency addresses belonging to the REvil ransomware group. Such associations 
are concerning, but AML screening enables you to navigate NFTs with greater confidence.  

As governments improve crypto regulation, you can identify more powerful risk insights to overcome issues of traceability. When 
assessing a cryptocurrency business for potential money laundering and compliance risks, you should conduct due diligence. The 
following questions are essential:  

1. Do you know who you are dealing with and their previous risk history?  

2. Does the entity have its own KYC best practices in place for crypto transactions?  

3. When receiving cryptocurrency or fiat money earned by trading crypto, is the source of funds known? 

4. Is the transaction behavior normal, or does it include peculiar or suspicious patterns?  

 
Don’t miss out on crypto 

When it comes to cryptocurrency, data is power. Risk mitigation requires distilling data from multiple sources, such as company 
registries, regulatory lists, and adverse media screening lists. Moody’s Analytics KYC synthesizes risk information on companies in a 
flexible workflow so you can distinguish digital asset opportunities from cryptocurrency risks in your compliance practices. This 
includes: 

» Comprehensive KYC data such as company structures, ultimate beneficial owners, sanctions, politically exposed persons, and 
adverse media. 

» Information on virtual currencies and related businesses, including virtual currency exchanges, BATMs, custodians and 
payment processors, initial coin offerings, crypto funds, and published information on crypto-related crime. 

» Partners in blockchain analytics who provide indicators of risks, check the source of wealth funds based on coin and wallet 
addresses, and perform transaction monitoring for cryptocurrencies.

https://www.justice.gov/opa/pr/individual-arrested-and-charged-operating-notorious-darknet-cryptocurrency-mixer
https://blog.chainalysis.com/reports/lazarus-group-kucoin-exchange-hack/
https://www.elliptic.co/blog/kucoin-thief-sells-out-millions-in-crypto-tokens-on-decentralized-exchanges
https://www.elliptic.co/blog/crypto-addresses-holding-nfts-worth-532k-are-among-latest-sanctioned-by-ofac
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20211108
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» A flexible, adaptable, and intuitive onboarding and screening solution that can package all of the above capabilities into an 
easy-to-use single platform. 

Moody’s Analytics KYC has the technology, the data, and the experienced ecosystem to support your transforming business, so 
you can harness the power of crypto with confidence.      

Get in touch 
Regulated businesses worldwide use Moody’s Analytics KYC solutions to control their risk management and compliance processes. 
We orchestrate an automated workflow of checks, with access to leading, real-time KYC and AML data so you can complete due 
diligence efficiently.  

If you are creating digital compliance journeys to onboard and monitor individuals or entities for risk across your business network, 
please get in touch – we would love to help.  

 
 

 

 

 

https://kyc.moodys.io/form
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