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Abu Dhabi Global Market (“ADGM”) announced on 14 February 2021 that it has enacted the Data Protection  
Regulations 2021 (the “ADGM DP Regulations”), which will replace the current ADGM Data Protection Regulations 
2015. The latter will be repealed, allowing for the ADGM DP Regulations to become enforceable in accordance with the  
following timeline:
• in respect of existing establishments in ADGM, following a 12-month transition period, namely on 14 February 

2022; or
• in respect of new establishments that are registered in ADGM, following a 6-month transition period on or after 14  

February 2021, namely on 14 August 2021.

The purpose of the ADGM DP Regulations is to align the ADGM’s legal framework for the processing of personal data  
with the Regulation (EU) 2016/679 of 27 April 2016 on the protection of natural persons with  
regard to the processing of personal data and on the free movement of such data (the “GDPR”), 
the latter being regarded as the leading international standard and best practice in data  
protection legislation. It is to be noted that the newly established independent ADGM Office of Data Protection, 
 headed by a commissioner, is currently revising and updating its guidance in line with the ADGM DP Regulations.
In July 2020, Dubai International Financial Centre (“DIFC”) paved the way by adopting its most recent DIFC Data 
Protection Law No. 5 of 2020 (the “DIFC DP Law”) in a similar effort to adapt its data protection legal framework 
with the GDPR. The DIFC DP Law became fully enforceable after a 3-month transition period, i.e. on 1 October 
2020.

While both the DIFC DP Law and the ADGM DP Regulations pursue analogous objectives, the below table aims 
to underline some of their key features in a comparative manner. Please note that DIFC and ADGM have each 
appointed a commissioner as the supervisory authority in relation to data protection matters (a “Commissioner”).
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TOPIC DIFC DP LAW ADGM DP REGULATIONS

Concept of personal data Personal data means information referring to an  
identified or identifiable natural person; the  
latter being a natural living person who can be  
identified, directly or indirectly, in particular by  
reference to an identifier such as a name, an  
identification number, location data, an online 
identifier or to one or more factors specific to 
his biological, physical, biometric, physiological,  
mental, genetic, economic, cultural or social  
identity.

Personal data means any information  
relating to a data subject; the latter being an  
identified or identifiable living natural person 
who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a 
name, an identification number, location data, 
an online identifier or to one or more factors  
specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of that 
natural person.

Concept of special  
categories of personal data

Special categories of personal data means personal 
data revealing or concerning (directly or indirectly) 
racial or ethnic origin, communal origin, political 
affiliations or opinions, religious or philosophical 
beliefs, criminal record, trade-union membership 
and health or sex life and including genetic data 
and biometric data where it is used for the purpose 
of uniquely identifying a natural person.

Special categories of personal data means  
personal data revealing racial or ethnic origin,  
political opinions, religious or philosophical  
beliefs, genetic data, biometric data for the  
purpose of uniquely identifying a natural  
person, data concerning health or data concerning  
a natural person’s sex life or sexual orientation and 
personal data relating to criminal convictions and 
offences or related security measures.

Definition of high risk  
processing activities

High risk processing activities means processing of 
personal data where one or more of the following 
applies:
i. the processing includes the adoption of new 

or different technologies or methods, which  
creates a materially increased risk to the  
security or rights of a data subject or renders it 
more difficult for a data subject to exercise his 
rights;

ii. a considerable amount of personal data will 
be processed (including staff and contractor  
personal data) and where such processing is 
likely to result in a high risk to the data subject, 
including due to the sensitivity of the personal

High risk processing activities means the  
processing of personal data where one or more of 
the following applies:
i. the processing includes the adoption of new 

or different technologies or methods, which  
creates a materially increased risk to the  
security or rights of a data subject or renders 
it more difficult for a data subject to exercise 
their rights;

ii. a considerable volume of personal data will be 
processed;

iii. the processing is likely to result in a high risk to 
the rights of data subjects;
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data or risks relating to the security, integrity or  
privacy of the personal data;
iii. the processing will involve a systematic  

and extensive evaluation of personal aspects  
relating to natural persons, based on  
automated processing, including profiling, and 
on which decisions are based that produce legal  
effects concerning the natural person or similarly  
significantly affect the natural person; or

iv. a material amount of special categories of  
personal data is to be processed.

iv. the processing will involve a systematic and 
extensive evaluation of personal aspects  
relating to natural persons, based on  
automated processing, including profiling, and 
on which decisions are based that produce  
legal effects concerning the natural person or 
similarly significantly affect the natural person; 
or

v. the processing includes special categories of 
personal data, except where processing of such 
data is required by applicable law.

Scope The DIFC DP Law applies to:

i. the processing of personal data by a controller 
or processor incorporated in DIFC, regardless 
of whether the processing takes place in DIFC 
or not; or

ii. a controller or processor, regardless of its place 
of incorporation, that processes personal data 
in DIFC as part of stable arrangements, other 
than on an occasional basis.

The ADGM DP Regulations apply to:

i. the processing of personal data in the  
context of the activities of an establishment of a  
controller or a processor in ADGM, regardless 
of whether the processing takes place in ADGM 
or not; or

ii. the processor who is processing personal data 
for a controller outside of ADGM.

Principles Personal data shall be:

i. processed in accordance with the appropriate 
legal base for processing;

ii. processed lawfully, fairly and in a transparent 
manner in relation to a data subject;

iii. processed for specified, explicit and legitimate 
purposes

Personal data shall be:

i. processed lawfully, fairly and in a transparent 
manner in relation to the data subject;

ii. collected for specified, explicit and  
legitimate purposes and not further processed 
in a manner that is incompatible with those  
purposes;



5

NEWSLETTER   11 MAR 2021

TOPIC DIFC DP LAW ADGM DP REGULATIONS

• determined at the time of collection of  
personal data;

iv. processed in a way that is not incompatible 
with the purposes referred to under (ii) above;

v. relevant and limited to what is necessary in 
relation to the purposes referred to under (ii) 
above;

vi. processed in accordance with the application of 
the applicable data subject rights;

vii. accurate and, where necessary, kept up to date, 
including via erasure or rectification, without 
undue delay;

viii. kept in a form that permits identification of a 
data subject for no longer than is necessary for 
the purposes referred to under (ii) above; and

ix. kept secure, including being protected against
x. unauthorised or unlawful processing  

(including transfers), and against accidental  
loss, destruction or damage, using appropriate  
technical or organisational measures.

iii. adequate, relevant and limited to what is  
necessary in relation to the purposes for which 
they are processed;

iv. accurate and, where necessary, kept up to 
date provided that every reasonable step must 
be taken to ensure that personal data that is  
inaccurate, having regard to the purposes for 
which they are processed, is erased or rectified 
without delay;

v. kept in a form which permits identification of 
data subjects for no longer than is necessary 
for the purposes for which the personal data is 
processed; and

vi. processed in a manner that ensures  
appropriate security of the personal data,  
including protection against unauthorised or 
unlawful processing and against accidental 
loss, destruction or damage, using appropriate 
technical or organisational measures.

Legal bases for processing Legal bases include the following:

i. consent;
ii. necessary for the performance of a contract;
iii. necessary for compliance with legal obligations;
iv. necessary to protect vital interests of a data 

subject or

Legal bases include the following:

i. consent;
ii. necessary for the performance of a contract;
iii. necessary for compliance with legal obligations;
iv. necessary to protect vital interests of a data 

subject or
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• another natural person;
v. necessary for performance of a task carried 

out in the interest of DIFC or in the exercise of  
official authority; and

vi. necessary for the purpose of legitimate  
interests.

another natural person;
v. necessary for performance of a task carried out 

in the interest of ADGM or in the exercise of 
official authority; and

vi. necessary for the purpose of legitimate  
interests.

Consent Consent shall:

i. be freely given by a clear affirmative act that 
shows an unambiguous indication of consent;

ii. be demonstrated by the controller as being 
freely given;

iii. be obtained for each purpose in a manner that 
is clearly distinguishable, in an intelligible and 
easily accessible form, using clear and plain  
language;

iv. be withdrawn at any time if the data subject  
requests so;

v. be subject to appropriate and  
proportionate measures by the controller to  
assess its ongoing validity; and

vi. be reaffirmed by the data subject, to remain 
valid, where the assessment referred to under

vii. above concludes that a data subject would no 
longer reasonably expect the processing to be 
continuing.

Consent shall:

i. a freely given, specific, informed and  
unambiguous indication of the data subject’s 
consent;

ii. be evidenced by silence, pre-ticked boxes or 
inactivity;

iii. be demonstrated by the controller;
iv. be requested in a manner which is clearly  

distinguishable from the other matters, in an 
intelligible and easily accessible form, using 
clear and plain language, where given in the 
context of a written declaration which also  
concerns other matters;

v. be withdrawn at any time if the data subject  
requests so;

vi. not be deemed freely given if the data subject 
is unable to refuse or withdraw consent without 
detriment and the performance of a contract 
is conditional on consent to the processing 
of personal data that is not necessary for the  
performance of that contract.
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Rights of data subjects Data subjects are granted the following:

i. right of access;
ii. right to rectification;
iii. right to erasure;
iv. right to restriction of processing;
v. right to data portability;
vi. right to object to processing;
vii. right not to be subject to a decision based 

solely on automated processing, including 
profiling; and

viii. Right not to be discriminated.

Data subjects are granted the following:

i. right of access;
ii. right to rectification;
iii. right to erasure;
iv. right to restriction of processing;
v. right to data portability;
vi. right to object to processing; and
vii. right not to be subject to a decision based  

solely on automated processing, including  
profiling.

Breach notification If there is a personal data breach that  
compromises the confidentiality, security or privacy 
of a data subject, the controller shall, as soon as 
practicable in the circumstances, notify the breach 
to the Commissioner.

If the breach is likely to result in a high risk to the 
security or rights of a data subject, the controller 
shall communicate the breach to the affected data 
subject as soon as practicable in the circumstances.

In case of personal data breach, the controller 
must without undue delay and, where feasible, not  
later than 72 hours after having become aware of it,  
notify the breach to the Commissioner.

If the breach is likely to result in a high risk to 
the rights of natural persons, the controller must  
communicate the breach to the data subject  
without undue delay.

Fines for non-compliance Administrative fines, non-exhaustively listed in the 
DIFC DP Law, vary between USD 10,000 and USD 
100,000, however the Commissioner may issue 
a general fine for contravention of the DIFC DP 
Law outside this range, in an amount he considers  
appropriate and proportionate.

The Commissioner may impose administrative 
fines in respect of the contravention of the ADGM 
DP Regulations of such amount as he determines 
to be appropriate but without exceeding USD 
28,000,000.
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Records of processing  
activities

The controller must maintain a record of  
processing activities under its responsibility and 
containing mandatory information.

The controller must maintain a record of  
processing activities under its responsibility and 
containing mandatory information.

Data protection impact 
assessment

Prior to undertaking high risk processing activities, 
the controller must carry out an assessment of the 
impact of the proposed processing operations on 
the protection of personal data, considering the 
risks to the rights of the data subjects concerned.

The controller must consult the  
Commissioner where the data protection  
impact assessment indicates that the risks, despite  
taking measures to mitigate them, remain  
particularly high.

The controller must, prior to undertaking  
processing activities that are likely to result in 
a high risk to the rights of natural persons, carry 
out an assessment of the impact of the envisaged 
processing activities on the protection of personal 
data.

The controller must notify the Commissioner  
prior to carrying out any processing where a data 
protection impact assessment indicates that the 
processing would likely result in a high risk to the 
rights of natural persons.

Data protection officer 
(“DPO”)

The controller or processor must appoint a DPO if:

i. it is a DIFC body other that the DIFC courts  
acting in their judicial capacity;

ii. it is performing high risk processing activities 
on a systematic or regular basis; or

iii. it is required so by the Commissioner.

The DPO:

i. can be a staff member of the controller or  
processor or its group, or a third party under a 
service contract;

ii. can be a single DPO appointed for the group 
provided that he is easily accessible from each 
entity in the group;

The controller or processor must appoint a DPO if:

i. a public authority, except for courts acting in 
their judicial capacity;

ii. the core activities of the controller or  
processor consist of processing operations 
which, by virtue of their nature, scope and  
purposes, require regular and systematic  
monitoring of data subjects on a large scale; or

iii. the core activities of the controller or the  
processor consist of processing on a large scale 
of special categories of personal data; being 
understood that such an obligation does not 
apply to an establishment employing fewer 
than five employees, unless it carries out high 
risk processing activities.
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iii. must reside in the UAE unless he is employed 
within the group and performs a similar  
function for the Group on an international  
basis; and

iv. must have knowledge of the DIFC DP Law 
and its requirements.

The DPO shall undertake an assessment of the 
processing activities, at least once per year, 
which shall be submitted to the Commissioner.

The DPO:

i. may be appointed in respect of a single entity, 
a group or multiple, independent entities; 

ii. may perform additional roles in addition to 
performing the role of DPO;

iii. does not need to be an employee of the  
relevant controller or processor provided it  
enters into an agreement in writing;

iv. does not need to reside within ADGM; and
v. must be appointed on the basis of professional 

qualities and, in particular, expert knowledge of 
data protection law and practices; and

vi. is easily accessible by each relevant entity it acts 
for, and no other role held by him conflicts or 
is likely to conflict with his obligations as DPO.

International transfers Transfers of personal data from the DIFC can take 
place if the recipient is located in a jurisdiction with 
adequate level of protection.
If the recipient is not located in a jurisdiction with 
adequate level of protection, certain safeguards 
must be in place such as:
i. legally binding instrument between public  

authorities;
ii. binding corporate rules;
iii. standard data protection clauses as adopted by 

the Commissioner;
iv. approved code of conduct; or
v. approved certification mechanism.

Compared to ADGM, DIFC recognizes the same  
jurisdictions as having an adequate level of  
protection, as well as the following ones:
i. Japan and
ii.  Faroe Islands.

Transfers of personal data from the ADGM can take 
place if the recipient is located in a jurisdiction with 
adequate level of protection.
If the recipient is not located in a jurisdiction with 
adequate level of protection, certain safeguards 
must be in place such as:
i. legally binding instrument between public  

authorities;
ii. binding corporate rules;
iii. standard data protection clauses as adopted by 

the Commissioner;
iv. approved code of conduct; or
v. approved certification mechanism.
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Fees Controllers and processors must pay a fee,  
between USD 10 and USD 1,250, in respect of the 
registration, annual renewal of the registration and 
amendments to the notification.

Controllers must pay a fee, of an amount to be  
determined by the Commissioner, in respect of the 
registration and renewal of the registration.
The foregoing does do not apply to an  
establishment employing fewer than five  
employees, unless it carries out high risk  
processing activities.

In order to ensure compliance with the DIFC DP Law or anticipate the application of the ADGM DP Regulations, organisations 
will have to consider some key actions:

• audit the processing activities and establish records of processing activities;
• review and update the content of the data protection policy and the privacy notice to be delivered to data subjects;
• assess the need to appoint a DPO;
• review and update agreements in place with employees and third parties; and
• review and update organisational procedures, among other things in relation to the rights of the data subjects and personal 

data breaches.

Author:
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