
Alliance Medical Portal System  - Terms and
Conditions of Use

Alliance Medical (AML) is committed to protecting the privacy and security of its patients’ medical

records and other health information. AML has developed a Portal System, a system which holds

electronic imaging data that can be accessed by authorised physicians via the AML Portal for the

purposes of enabling physicians to view imaging details electronically that are specific to their

patients only(AML Portal)

AML grants permission to authorised clinicians ,clinician authorised representatives and referring

entity authorised representatives to access and use the AML Portal, for the purposes  of viewing the

electronically stored imaging data subject to such use of the AML Portal being strictly in accordance

with the terms and conditions specified below.

Each clinician and clinician authorised representative and/or referring entity representative who is

granted permission  to access and use the AML Portal for the purposes of viewing certain imaging

data and records agrees to be bound by the following Terms and Conditions of use, in addition to the

terms and conditions of use, acceptable use policy and privacy policy produced on the Alliance

Medical.com website  :

1. You agree to use the AML Portal solely to access the electronic medical records of patients

for whom you are either: (a) the referring clinician, (b) a clinician authorised representative

or (c) an authorised representative of the commissioning entity responsible for the care of

the patient . Clinician authorised representatives and other authorised users shall only be

entitled to access and use the AML Portal whilst in the employment of the referring entity or

within the initial authorised scope of the permitted access.  Such access and use of the AML

Portal is limited to authorised representatives with a need to know, to the extent necessary,

to perform their patient care related duties and/or as permitted by their authorised role.

[You agree to immediately inform AML when you or your authorised representative have

terminated employment with your organisation so AML may inactivate the access to protect

health information. ]

2. You agree to access and use the AML Portal solely through the use of your allocated

individual username and password and two factor authenticating process via a token that

will be emailed to your e-mail address. Access will be given for a 24 hour period each time

that you access the system with your username and password. You agree not to share your

individual password or authentication token with any other individual or allow any other

individual to use the website once you have accessed it. If you have reason to suspect the

confidentiality and security of your individual password or tokens may have been

compromised, you agree to report this information to AML as soon as possible.

3. By using your individual password to access and use the AML Portal, you acknowledge that

you have received instruction on proper use and consequences of any misuse. You

understand that you may not use, download or print material from the AML Portal for any

personal, public or commercial purpose, including distributing, selling, using, modifying, or

transmitting information contained on the AML Portal. You understand you may not post or

transmit any unlawful, threatening, libellous, defamatory, obscene, scandalous,

inflammatory, harmful, pornographic or profane material, any proprietary information
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belonging to others or any material that could be deemed as to encourage criminal activity,

give rise to civil liability or otherwise violate the law.

4. You agree to handle all information provided through the AML Portal in accordance with the

Data Protection Legislation and as contractually obliged. You understand that all referrals

that are submitted with your individual password will be treated as if this was the original

written referral with signature and  all the ethical, business and legal implications, applying

when and if applicable. You understand that the AML Portal will maintain a log of all access

to patient medical records. In addition, you understand that the AML Portal will capture and

retain your user account details name, validation details, electronic signature when and if

applicable and any other pertinent information required by AML, and AML will conduct

routine reviews of the AML Portal user accounts to ensure proper use.

5. You understand and agree that all patient identifiable data and medical information

contained on the AML Portal must be held in strict confidence and not accessed or

disseminated for any purpose other than for the patient’s medical care and that violation of

this confidentiality may result in a breach of Data Protection Legislation and may subject you

to disciplinary, criminal or civil action.

6. You agree to ensure that personal data is safeguarded at all times in accordance with the

Law, and this obligation will include (if transferred electronically) only transferring Personal

Data (a) if essential, having regard to the purpose for which the transfer is conducted; and (b)

that is encrypted in accordance with any international data encryption standards for

healthcare, and as otherwise required by those standards applicable to the Authority under

any Law and Guidance (this includes, data transferred over wireless or wired networks, held

on laptops, CDs, memory sticks and tapes).

7. You agree not to use the AML Portal for hacking, attack, Trojan, worm, virus distribution or

any other malicious act with the exception of authorised penetration testing.

8. You understand that AML reserves the right to terminate both you and your authorised

representatives’ access to the AML Portal due to any act that, in its sole discretion,

constitutes a violation of these terms and conditions.

9. You understand that AML may revise these terms and conditions at any time. In the event

that any revisions are made your continued use of the AML Portal indicates your continued

agreement with these terms and conditions.

Agreement

I confirm that I agree to be bound by the above terms and conditions, and others which may be
reasonably imposed from time to time at the discretion of AML.

Print Name: _____________________________________________________________________

Position: ________________________________________________________________________

Commissioning Entity: _____________________________________________________________

Signed: _________________________________________________________________________

Date: ___________________________________________________________________________
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