
Blockchain:

Love It or Hate It, You Can’t Ignore It
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WHILE IT’S NOT EASY TO PREDICT

WITH ANY ACCURACY THE 

IMPACT OF BLOCKCHAIN 

TECHNOLOGY OVER THE NEXT 

FIVE, 10 OR 20 YEARS, A 

CLEARER PICTURE IS EMERGING 

ABOUT HOW ITS SEEMINGLY 

LIMITLESS POTENTIAL WILL 

REVOLUTIONISE THE WAY 

ORGANISATIONS, INSTITUTIONS 

AND, INDEED, WHOLE NATIONS 

GO ABOUT THEIR DAILY LIVES. 

Blockchain’s current growth and adoption 

trajectory around the world also provides clues 

as to its speed and direction of travel. And if 

we identify and understand some of the big 

challenges preventing blockchain technology 

from becoming mainstream - organisations, 

Governments and regulators we’ll be better 

able to work together to overcome them.

Moreover, the world has been here before – 

many times. From the railways to the internal 

combustion engine to powered flight to 

computers to the mobile phone to the internet, 

understanding and predicting how 

foundational technologies evolve is, by 

definition, tricky. This is usually because these 

technologies often attract numerous investors 

and developers, often tackling wildly varying 

challenges, and often across disparate 

countries. It all combines to make it harder to 

anticipate where new technology is going.

What’s crystal clear, however, is that 

Blockchain’s evolution is set to accelerate 

exponentially as investment pours in. In fact, 

according to Grand View Research, the global 

blockchain technology market size was valued 

at USD 5.92 billion in 2021 and is expected to 

grow at a compound annual growth rate 

(CAGR) of 85.9% from 2022 to reach more 

than USD 1.4 trillion in 2030. 
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Blockchain technology is still in its infancy and 

may take many years to fully mature and its 

potential is fully realised. But so far, its 

evolution can be characterised into four 

distinct phases.

Blockchain is primarily used as a peer-to-

peer platform to trade Bitcoin. The focus 

is very much on finalisation rather than 

transactions per second speed. Uses 

Proof of Work (PoW) to validate blockchain 

transactions.

First-generation blockchain

2008 - 2015 2015 - 2018

Led by the likes of Ethereum, this phase 

sees additional capabilities added to the 

blockchain, in particular smart contracts. 

These self-executing contracts become a 

mainstay for some leading 

cryptocurrencies.

Second-generation blockchain

2019 - 2021

To become more robust, sustainable and 

business-friendly, blockchain moves to 

Proof of Stake (PoS) and becomes more 

focused on scalability, transaction speed, 

security, and load balancing.

Third-generation blockchain

2021+

Led by Concordium, blockchain offers a 

regulatory compliant platform with fast 

finalisation and no roll backs and with the 

potential to redefine the interactions 

between businesses and customers, 

brands and consumers, and Governments 

and citizens.

Fourth-generation blockchain
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Blockchain has many uniquely valuable 

characteristics for commerce, government 

agencies, and not-for-profit organisations. As 

well as its ability to share data quickly and 

securely without any one organisation having 

to take responsibility for either safeguarding 

data or managing transactions, other key 

benefits include:

Being a distributed ledger, the blockchain 

records transactions and data in multiple 

locations. Authorised participants in the 

network see the same information at the 

same time, providing full transparency.

Transparency and traceability

This reduces points of weakness to zero 

as there is no single point of failure in the 

network as all members have a copy of 

the exact same data on the distributed 

ledger.

Decentralisation

All the above create a sense of trust and 

accountability between different entities 

that don’t know each other, but want to 

simplify and accelerate business 

relationships.

Trust and accountability

This provides an indelible and unalterable 

history of transactions, so it can track 

information over time securely and 

reliably. If a ledger is tampered with in any 

way, it will be rejected by other members 

in the network.

Immutability of data
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Even though modern supply chains 

already use technology in all sorts of 

ways, they still face significant 

challenges:

INDUSTRIES FACING 

CENTRALISATION CHALLENGES
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KEY OPPORTUNITIES 

IN BLOCKCHAIN

BEFORE COMPANIES DECIDE TO 

INVEST IN BLOCKCHAIN, IT 

STANDS TO REASON THEY 

SHOULD FOCUS ON SPECIFIC USE 

CASES AND THEIR MARKET 

POSITION. BUT BEFORE THAT, IT’S 

WORTH LOOKING AT THREE KEY 

AREAS WHERE BLOCKCHAIN’S 

UNIQUE CHARACTERISTICS CAN 

PROVIDE A COMPETITIVE OR 

OPERATIONAL ADVANTAGE FOR 

ORGANISATIONS.

        A complex ecosystem – over time, 

global enterprises have developed a 

sophisticated network of suppliers and 

logistics channels, operating at regional, 

national, and international levels.

        Lack of traceability – the more 

complex the supplier network, the more 

difficult it can be to pinpoint where goods 

and services have come from.

        Lack of responsiveness – process 

mismatches within and between individual 

countries and continents, as well as 

operating companies, can cause 

disruption and delays.

        Lack of visibility – if processes are 

mismatched, barcodes may not be 

enough to keep track of goods in transit.

        Data reconciliation – typically, non-

standardised processes record data in 

different ways, which again makes 

traceability, responsiveness and visibility 

hard.

        Lack of trust – if systems and 

processes aren’t transparent, there is less 

chance of a single source of reliable truth 

for organisations and suppliers right along 

the supply chain.



Industries such as agriculture require a 

detailed audit trail to track and trace 

products to prove path, quantity, and 

touch points – for example, the journey of 

a certain cut of beef produced in one 

country and exported to another. Or 

another example, an autonomous vehicle 

whose data is used for decision making.

        Registration costs – many 

provenance use cases are only 

commercially viable if data registration 

costs are low and predictable.

The key challenges facing these kinds of 

industries include:

DATA-HEAVY INDUSTRIES WHICH REQUIRE 

IMMUTABLE/NON-CHANGEABLE DATA
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        Finalisation – data has to be finalised 

immediately, roll-back prevented to ensure 

immutability.

        Managing the “last mile” efficiently 

and effectively – for example, from “farm 

to fork”.

        Proof of ID – data writers are often 

required to, prove their identity to ensure 

they are who they say they are and are 

therefore accountable. It’s non-sensical to 

make false tracking data immutable.



Specifically, where performance is measured against industry regulations and compliance, for 

example an enterprise’s ability to own, prove and share trusted ESG and sustainability reporting data 

to a wide range of net-zero transition stakeholders. And in the process, eliminate corporate 

“greenwashing".

INDUSTRIES WHICH REQUIRE GREATER TRANSPARENCY
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BEHIND BLOCKCHAIN’S GROWTH
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KEY OPPORTUNITIES IN BLOCKCHAIN

Incredibly, investment in blockchain 

technology start-ups accounted for 4% of 

global VC investment, or USD $25 billion, in 

2021. A huge leap up from just 1% in 2020. 

This is expected to rise substantially again in 

2022 based on the growth of NFTs, crypto, 

and web 3.0 start-ups.

Venture Capital

The success of large-scale and fast-growing 

industries, such as banking, cyber security 

and IoT, rely heavily on the secure, traceable 

and efficient exchange of large amounts of 

data. They see blockchain’s potential to 

provide a more reliable, more efficient, and 

more cost-effective way to achieve this and 

are investing accordingly.

Web 2.0

More and more organisations and 

governmental agencies are looking at 

blockchain’s potential to provide simpler and 

more efficient ways to manage, track, and 

trace payments, smart contracts, and digital 

identities.

Digital Identity Tracking

In an increasingly digitally connected world, 

people are demanding fairer economic and 

political participation, along with assurances 

their privacy is protected and secure. 

Blockchain has the rare ability to provide 

inclusion, representation, and anonymity.

Diversity/Empowerment



In the late 1990s, the internet boom 

spawned some of the most valuable 

and profitable companies in the world 

today. Think Google, Apple, Amazon, 

Meta, Paypal, Salesforce to mention a 

few. Adoption-wise, it took 7.5 years for 

the internet to go from 130 million users 

to one billion. For blockchain, it’s 

estimated it will take just four years, 

making it the fastest technological 

adoption in history.

But more importantly is how the underlying 

distributed ledger technology (DLT) of 

blockchain is now catching the attention of 

many of the world’s largest corporations 

and major companies. The promise and 

potential of a decentralised global 

ecosystem, with no intermediaries is real 

and extremely attractive to enterprises 

and governmental organisations because 

of the huge efficiency benefits and cost 

savings it would bring. 

And these enterprise companies are not 

only legitimising the use of blockchain 

technology, they’re also helping to create 

better and more refined use cases.

Of course, full decentralisation using DLT 

and blockchain technology is still a long 

way off, not least because traditional 

systems are so interconnected with 

intermediary services it will take years to 

disentangle them. However, many forward-

thinking companies are investing 

increasingly large sums behind the scenes 

to explore, test, and trial blockchain in their 

own operations and supply chains.

While cryptocurrencies and NFTs of apes 

capture most of the column inches written 

about blockchain technology, these use 

cases merely scratch the surface of what’s 

already happening in the blockchain 

landscape. In fact, 81 of the world’s 100 

largest public companies are actively 

researching blockchain technology for a 

range of applications.
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USE CASES: UNLOCKING 

THE BLOCKCHAIN FOR 

BUSINESS



Reg DeFi (Decentralized Finance)

Cross-border transactions

Capital markets

Trade finance

Insurance

Regulatory audit

Peer-to-peer transactions

Track and trace

Monitoring storage conditions

Distribution alignment 

and redistribution

Supply Chain Management

Music

Gaming

Art

More…

Creator Economy

Anti-money laundering

Anti-fraud

Anti-corruption

Child protection

Law Enforcement
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USE CASES: UNLOCKING THE BLOCKCHAIN FOR BUSINESS

Here are a few examples:



Perhaps because it’s so new, its applications 

so varied, and its implementation so 

fragmented and untested on a large scale, 

enterprises have yet to invest in, or explore, 

blockchain’s true commercial potential. But 

with web 3.0 on the horizon (the next 

generation of internet technology that brings 

together AI, machine learning and blockchain), 

decentralisation, openness, and incredible 

user utility are well within reach.

But this creates some key questions and 

challenges for organisations looking to adopt 

blockchain or, indeed, embrace the new 

market and first-mover opportunities that will 

arise from web 3.0. For example:

        Fit for purpose – which platform will 

provide the best fit in terms of security, 

privacy, scalability, integration, and customer 

experience?

        Team up or go solo – it’s also hard to 

know whether to try and create a consortium 

with likeminded organisations with 

complementary skills, or whether to join an 

existing one.

        Battling inertia – redefining and 

redesigning organisational structures and 

business models requires extensive 

communication, interaction, and change 

management efforts, which can feel 

overwhelming.

        Planning – adoption blockchain 

technology will mean addressing various 

tactical and technological issues, including 

performance and scalability, data 

governance, enterprise architecture, change 

management, and business process design.

        Compliance – there is still a lot of 

uncertainty about the regulatory and 

compliance implications of deployment and 

operation, not to mention questions about 

ownership and interoperability with other 

technologies such as the cloud.

       Use cases – in such a young ecosystem, 

it’s hard for organisations to identify and 

develop their best potential use case, 

understand how comprehensive it should be, 

or, more importantly, how to structure the right 

business case around it.
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BUSINESSES HAVE 

YET TO INVEST
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OVERCOMING OBSTACLES 

TO GLOBAL ADOPTION

Regulators and regulations have always 

struggled to keep up with advances in 

technology, and blockchain is no different. 

Web 2.0 applications have given rise to 

questions around privacy, self-

sovereignty, accountability and 

responsibility. For a long time now, 

blockchain and cryptocurrencies have 

been scrutinised for ML (money 

laundering) and TF (terrorist financing). 

The fact is, that many blockchains allow 

users to operate under pseudonyms.

A unique ID mechanism – with an 

ID-layer at the protocol level.

As blockchain gains momentum, 

regulators are becoming increasingly 

nervous that it’ will be used for tax evasion 

purposes.

This creates a strong argument for 

blockchain applications to work within 

existing regulations (especially in heavily 

regulated industries like financial services 

and healthcare). It also creates a strong 

argument for blockchain developers to 

develop applications and services on 

blockchain infrastructure that readily 

complies with any existing and potential 

regulations. 

There remain several obstacles, which if 

not rectified, will limit global adoption.

REGULATORY UNCERTAINTY

THE SOLUTION:

REGULATORY COMPLIANCE
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By design, the blockchain is built for 

transparency. This raises important 

questions about privacy and security of 

data stored on the shared ledger. Most 

companies these days have to abide by 

strict privacy regulations around sensitive 

information, which consumers have come 

to trust. But if this information is stored in 

a public ledger – even if it is more secure 

than traditional computer systems – will 

consumers continue to trust their data 

won’t be stolen or exploited?

Using a network of trusted identity 

validators and identity ‘revokers’ 

allows blockchains, like Concordium, to 

authenticate the identity of users 

without saving their data onchain. 

When required by a court of law, the 

identity ‘revokers’ reach out directly to 

the validators to revoke privacy.

The fact that the information is not 

stored on-chain ensures a healthy 

balance between privacy and 

accountability.

PRIVACY, SECURITY, 

TRANSPARENCY

Because of their decentralised nature and 

consensus mechanisms, blockchains can 

be slow compared to established payment 

systems like debit and credit cards. 

Ultimately, this limits their scalability and 

commercial viability for large-scale 

applications. For example, Visa can 

process over 10,000 transactions per 

second, whereas the fastest 

cryptocurrencies can only reach 1500 a 

second. And the more transactions there 

are on the network the longer 

transactions take to process and 

perhaps, more importantly, finalise.

TRANSACTION SPEED

THE SOLUTION:

BALANCE PRIVACY WITH 

ACCOUNTABILITY

Many of today’s layer-1 blockchains 

use probabilistic consensus methods 

to finalise transactions. These can 

take hours, if not days, and can be 

rolled back. That’s why it’s essential to 

work with a blockchain platform with a 

dual-consensus mechanism, which 

prioritises finalisation alongside 

transaction speed (tps), and which can 

guarantee finalisation within seconds 

and with no rollbacks.

THE SOLUTION:

FAST FINALISATION

OVERCOMING OBSTACLES TO GLOBAL ADOPTION



13

To transact on the blockchain network, a 

user is charged a transaction fee. In many 

cases these fees are pegged to the 

predominant cryptocurrency value on the 

chain, which makes trades difficult, 

potentially expensive, and volatile. In 

some cases, this volatility in valuation can 

actually slow down transaction speed or 

make the transaction unappealing.

However, blockchains that have a 

native token pegged to fiat currencies 

such as the USD or Euro help to 

mitigate currency volatility and keep 

transactions fees low, stable, and 

predictable.

TRANSACTION FEES

Many of the first generations of 

blockchains still use Proof-of-Work (PoW) 

as a consensus mechanism for validating 

transactions, for staking and baking and 

more. These types of blockchains require 

a lot of computing power to verify and 

process transactions and to secure the 

network. Add to this the energy consumed 

by computers competing to bake and the 

energy required to cool computers and the 

costs increase exponentially. Both Bitcoin 

and Ethereum, still heavily rely on energy 

to operate.

SUSTAINABILITY

THE SOLUTION:

LOW, STABLE TRANSACTION FEES

As well as sourcing electricity from 

renewable sources, blockchain 

applications could aim to achieve 

consensus on the blockchain using a 

light version of Proof of Stake (PoS). 

This is sometime up to 8 times more 

energy efficient than Proof of Work 

approaches. It also uses fewer nodes 

and, along with compiled programming 

languages make for an energy efficient 

blockchain.

THE SOLUTION:

LOW CARBON IMPACT

OVERCOMING OBSTACLES TO GLOBAL ADOPTION
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Blockchain represents a huge opportunity 

for almost every type of business and for 

almost every type of industry or sector, 

whether public or private. However, the 

technology is still in its infancy and there’s 

a long and winding road ahead before 

blockchain becomes mainstream. 

Choosing the right blockchain 

infrastructure and developer platform to 

create the blockchain solutions of 

tomorrow will be crucial.

But perhaps the biggest obstacle will be 

implementing a global regulations 

framework to govern and standardise the 

blockchain ecosystem and ensure its 

compliance across borders and 

jurisdictions. A framework similar in 

scope, flexibility and reach to the current 

global financial system, but which 

individuals and organisations can trust 

even more to protect their privacy and 

anonymity. A framework that allows 

governments to regulate in a way that 

encourages innovation, deters criminal 

endeavour, yet encourages the 

democratisation of economic and political 

activity the world over.

Concordium’s regulatory compliant, open-

source, decentralised blockchain 

technology is the first with layer-one ID 

built into the protocol. This offers 

unrivalled security, privacy, transparency 

and regulatory compliance to forward-

thinking businesses and application 

developers.

CONCLUSION



MADE FOR THE FUTURE 

ECONOMY

contact@concordium.com www.concordium.com @concordiumnet


