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London Youth Rowing (“LYR”) Data Protection Policy 

 

1. Introduction 

This data protection policy details how London Youth Rowing (‘LYR’) will approach complying with its 

obligations under  

i)  the EU General Data Protection Regulations (‘GDPR’) and any associated legislation which 

applies in the UK 

ii) the Privacy and Electronic Communications Regulations (2003) and any related legislation 

iii) all other applicable laws and regulations relating to the processing of personal data and 

privacy, and guidance issued by the Information Commissioner’s Office (“ICO”).  

LYR recognises that Data Protection is of vital importance and will endeavour to put in place processes 

and procedures to ensure compliance with the GDPR and associated legislation. 

 

2. Definition of Terms 

 

The following terms used in this policy and in the LYR Data Audit are defined below: 

A Data Subject is a living individual that LYR holds personal data about. All data subjects have legal 

rights in relation to their personal data. 

Personal Data means any information relating to a living person who can be identified directly or 

indirectly from that information (or from that information and other information in our possession).  

Special category personal data is information relating to a person's racial or ethnic origin, political 

opinions, religious, philosophical or similar beliefs, trade union membership, physical or mental health 

or condition, sexual life or orientation, genetic data, biometric data or such other categories of 

personal data as may be designated  as “special categories of personal data” . Special Category data is 

subject to additional requirements in relation to Data Processing. 

Data Processing is any activity that involves use of personal data, whether or not by automated 

means. Collection and storage of data is included within the concept of Data Processing. 

A Data Controller is a person or organisation which decides the purposes and the means for which 

any personal data is processed. They have a responsibility to process personal data in compliance with 

GDPR and other relevant legislation. 

A Data Processor is a person or organisation who processes personal data on behalf of a Data 

Controller (excluding employees of the Data Controller). 

The EEA (European Economic Area) comprises the European Union, Norway, Iceland and 

Liechtenstein. 

The ICO is the Information Commissioner’s Office, which oversees data protection in the UK. 
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A Data Audit is a document that details all the types of persons that we collect data about, what we 

collect, the rationale and legal basis for collecting and processing the Personal Data and the types of 

Data Processing undertaken. 

 

3. Scope 

As required by GDPR, this policy applies to the personal data of anyone resident in the EU that LYR 

processes in the conduct of its operations.  

The requirements set out in this policy apply to all employees of LYR who are involved in processing 

that information. All staff are required to make themselves familiar with and follow this policy. Any 

breach of this policy will be taken seriously and may result in disciplinary action. 

This policy and associated documents will be reviewed on an annual basis by the Risk Committee, or 

as required when LYR’s operations or programmes require the policy to be updated. 

 

4. Data Protection Principles 

LYR is committed to following the key data protection principles, as outlined in the GDPR. 

The key principles are: 

• Lawfulness, fairness and transparency 

LYR will identify a valid lawful basis for collecting and using Personal Data. 

LYR will ensure the work we do with Personal Data is not in breach of any other laws. 

LYR will use Personal Data in a way that is fair and ensure that our use of Personal Data is not unduly 

detrimental, unexpected or misleading to the individuals concerned. 

LYR will be clear, open and honest with people from the start about how we will use their personal 

data. 

• Purpose limitation 

LYR will clearly determine the purpose for processing Personal Data. LYR will record these purposes 

and specify them in privacy information for individuals. LYR will only use Personal Data for a new 

purpose if it is compatible with the original purpose(s) defined, or where we have a clear obligation or 

function set out in law. 

• Data minimisation 

LYR will ensure the Personal Data we are processing is adequate to fulfil the stated purpose, that it is 

relevant and has a rational link to the purpose and is limited to the information required to fulfil the 

purpose. 

• Accuracy 
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LYR will take reasonable steps to ensure the Personal Data held is not incorrect or misleading as to 

any matter of fact. Where necessary, we will update the Personal Data we hold. If we become aware 

that we are holding Personal Data that is incorrect or misleading, we will take steps to correct or erase 

it as soon as possible. 

• Storage limitation 

LYR will not store Personal Data for longer than we need it. As part of our Data Audit, we will consider 

how long we need to store relevant personal data relating to our programmes and employees and 

other partners, based on the original purpose for holding the data. We will record the standard 

retention periods for the information we hold. On an annual basis or more frequently, LYR will review 

the data we hold, and erase or anonymise any that is no longer needed. LYR will respond carefully to 

any challenges to our retention of data and recognise that individuals have a right to erasure if we no 

longer require their data. 

• Integrity and confidentiality (security) 

LYR will ensure that we have appropriate security measures in place to protect the Personal Data 

held. 

• Accountability 

LYR will take steps to ensure that all staff and those working with the company will take responsibility 

for what they do with Personal Data and how LYR as an organisation complies with the other 

principles. 

LYR will develop appropriate measures and records to be able to demonstrate our compliance with 

the principles and GDPR in general.  

 

5. Roles That LYR Plays 

Under the provisions of GDPR, LYR acts as a Data Controller. 

LYR has suppliers that act as Data Processors for information for which LYR is the Data Controller, 

primarily relating to Employee information (e.g. payroll). These are identified in the Data Audit. 

Note: Many of LYR’s partner organisations (primarily schools) may consider LYR to be a Data Processor 

for information for which they are the Data Controller. It is our view that this is not the case, as LYR 

does not take instruction from schools as to how it should process data collected in relation to our 

programmes, or routinely return processed data back to schools. 

 

6. Responsible Person 

LYR has determined that it is not required to appoint a Data Protection Officer (DPO), as none of the 

following apply 

• LYR is not a public authority 
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• LYR’s core activities do not include large scale systematic monitoring of individuals 

• LYR’s core activities do not include large scale processing of special categories of data or 

data relating to criminal convictions and offences. 

Note: LYR collects and processes special category and criminal conviction data, but this is not done at 

large scale and is only undertaken to enable our core activity of delivering physical activity programmes 

for young people through anonymised reporting to funders. 

LYR has appointed its Chief Operations Officer (COO) as the person within the organisation responsible 

for Data Protection on a day to day basis. 

Ultimately, the LYR Board has responsibility for compliance with Data Protection regulations. A sub-

committee of the Board (The Risk Committee) has delegated authority to provide oversight of Data 

Protection within LYR. Data Protection is included on the Risk Register reviewed by the committee on 

a regular basis. 

 

7. Data Audit 

LYR has completed a Data Audit process to identify the scope of personal data that is collected, stored 

and processed by LYR. The latest version of the LYR Data Audit is attached as an Appendix to this 

policy.  

LYR’s Data Audit will be reviewed for material changes on an annual basis, or when LYR’s activities 

change in a way that could reasonably be expected to change the nature or volume of personal data 

collected, stored and processed by LYR. 

LYR collects, stores and processes personal data for eleven groups of individuals.  

# Group 

1 Programme Participants (Including NJIRC) 

2 Parents 

3 Volunteers 

4 Employees (Current and Ex-Employees) 

5 Candidates for Employment 

6 Board Members 

7 Members 

8 Supporters and Suppliers - Contract or Equivalent In Place 

9 Supporters and Suppliers - Potential Future Relationship 

10 Individual supporters and individuals/teams signing up for courses/events 

11 People accessing LYR’s online websites / webforms / payment systems 

 

Where “Legitimate Interests” has been identified as the lawful basis for processing data, a Legitimate 

Interests Assessment will be completed.  
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Treatment of Special Category Data 

Ethnicity and Health Information 

LYR collects and holds Special Category Data for individuals in some of the above groups, specifically 

• Information relating to Ethnicity – groups one, four and six 

• Information relating to Health – groups one, three, four, five, ten 

The special condition basis for collecting and processing this data is detailed in the LYR Data Audit. 

 

Criminal Record Data 

LYR collects and holds criminal record data for individuals in groups three, four and six. 

LYR is permitted to complete this activity under the requirements of the Rehabilitation of Offenders 

Act, as part of our duty to safeguard the young people we work with. 

 

Marketing 

LYR does not routinely engage in mass marketing of its products and services using personal 

identifiable data. 

Where we do engage in this type of activity (for example in distributing our quarterly newsletter), we 

will use Consent as the legal basis for processing data.  

 

8. Data Collection, Storage and Deletion 

Currently LYR collects and stores Personal Data using a wide variety of separate systems and 

processes, as outlined in the data audit.  

Wherever possible, LYR will work to consolidate these collection and storage systems and processes 

into a single solution, to reduce the risk of accidental data loss and to ensure that LYR has a clear 

understanding of what Personal Data it holds. The planned future solution(s) for each group of 

individuals is outlined in the data audit. 

Data for each group will be held for the period outlined in the data audit and then deleted. 

 

9. Data Processing 

For each group of individuals identified, the scope of Data Processing activity is detailed in the Data 

Audit. 

10. Transmission of data beyond the EEA 

The GDPR requires that when organisations transfer personal data outside the EEA, the organisation 

transferring the data must take steps to ensure that the data is properly protected. The Data Audit 
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identifies personal information and systems for which information could be transmitted outside the 

EEA. LYR will assess these on a case by case basis to ensure that the requirements are being met. 

 

11. Measures to Protect Data from and respond to Unintentional Disclosure (“Data Breaches”) 

LYR will ensure that appropriate measures are in place to protect data from unintended disclosure 

(“Data Breaches”) 

a. Third Parties 

Third Parties that LYR shares Personal Information with are identified in the Data Audit. Where we 

share information with Third Parties we will ask for and review information relating to how they 

manage data protection. All data will be transferred with (at a minimum) password protection to 

prevent accidental data breaches. 

b. Training 

All LYR staff will receive training on at least an annual basis covering at a minimum 

• Principles of data protection 

• GDPR’s key requirements  

• LYR’s current processes and procedures to comply with GDPR 

• What a subject access request is and how to respond to one 

 

c. Physical protection 

 

Where physical copies of Personal Information are stored, LYR will ensure that appropriate physical 

barriers and controls are in place to prevent information loss.  

 

d. Electronic protection 

LYR will ensure that appropriate controls are in place to prevent electronic information loss. 

 

e. Response to Data Breaches 

Where a Data Breach is identified, LYR will immediately  

i) review the breach to understand the scope 

ii) take steps to stop or limit the impact of the breach 

iii) assess and document the materiality of the breach  

iv) report the breach to the ICO, if required, in accordance with the ICO’s guidance 

v) conduct an internal review to identify improvements required to prevent a recurrence  

 

f. Data Protection Action Plan and Continuous Improvement 
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LYR will use the Data Audit and actions arising from investigations into any Data Breaches identified 

to create and update a “Data Protection Action Plan”. This will be used to continuously improve LYR’s 

data protection processes. 

12. Data Subject Access Rights 

LYR recognises and takes seriously its obligations under GDPR to allow individuals to exercise their 

rights over their personal data. These rights include; 

• the right to be informed;  

• the right of access;  

• the right to rectification;  

• the right to erasure;  

• the right to restrict processing;  

• the right to data portability; 

• the right to object;  

• the right not to be subject to automated decision-making including profiling. 

To ensure individuals can exercise these rights, LYR will  

• clearly acknowledge these rights in all privacy notices 

• maintain an easily accessible page relating to data protection and access requests on its 

website, including details of how to submit requests relating to the above rights 

• monitor social media and other forms of communication including email to identify and 

respond to subject access requests 

• Provide training for all staff to help them recognise a request relating to the above rights and 

know how to respond to it 

All requests from individuals received relating to the above rights will be passed to the person at LYR 

responsible for data protection to review and manage. 

All enquiries will be responded to in line with the requirements outlined under GDPR. 

Responses to information requests will be provided in an easily readable, portable format. This will 

typically be a .csv or similar format, although the precise format used will depend on the nature of the 

information held for the requesting data subject. 
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Appendix 1 – Data Audit Summary 

See attached excel document 


