
What are your personal 
cyber-crime threats in 2020?    

Cyber-crime against private individuals and families is rapidly becoming a new growth area in the US. For 
example, the FBI reported that cyber-crime in 2019 had affected almost 470,000 complainants with suspected 
losses in excess of $3.5 billion, roughly $7,000+ per complainant. 

This is why, Neil Gurnhill, CEO, of Node International, a leading cyber underwriter at Lloyds of London has 
launched an innovative insurance product, CYBERMAN3651, and also why Neil is sharing his expertise in coping 
with the crime to the US audience.2 



Which US States are more at risk in 2020?

For all the US States, the national average loss is about $7,000+ per complaint. In the higher risk States above, 
the $ loss is substantially more, $12,000+. Also, the wealthier you are, the more you tend to lose.

Which age groups are more at risk?
In terms of dollars lost, it is the younger, under 20’s, that suffer the highest loss, almost $40,000 per 
complaint. As the age rises, the loss increases from $4,000+ in the aged 20’s group to $12,000+ in the 50’s+ 
and 60’s age groups. Again, amount of money lost would be substantially more in the higher-risk States.

I wish to outline the personal and family cyber-threats you face in 2020 and beyond. In my view, these threats 
are substantial and growing rapidly. I don’t want to scaremonger but I do want to give you the best facts that 
are available so that you are confident of coping well, now and in the future. All the facts in this article are 
based on the FBI, 2019 Internet Crime Report.3

OVERVIEW

The US States are not at equal risk when it comes to personal cyber-crime.

- The highest risk State is California, where the FBI received 30,000+ complaints in 2019.
- The high-risk States were Texas, New York and Florida, 20,000+ complaints.
- The fairly high-risk States were Pennsylvania, Virginia, Illinois and Washington, 10,000+ complaints.



The FBI lists 30 common cyber-scams and cyber-crimes that affect individuals and families in 2019. It is useful 
to look at a top selection of these crime types in terms of their numbers of victims.

In my text above, there are six highly prevalent cyber-crimes that are likely to form major threats to US citizens. 
This is the factual reality we all face. However, another matter overlaps, the ‘top of the mind’ crimes that create 
very high anxieties, and from which citizens want protection.

Which top crime types account for the highest losses?

140,491 victims of Phishing and Spoofing. 
Phishing emails are designed to trick you into giving the criminal information which they will then 
use to steal personal and financial information or put malware on your computer. Spoofing is very 
similar but normally disguises an email address, sender name or a website URL. 

Often, phishing and spoofing are used in combination. For example, you receive an email that looks 
like it’s from a trusted source (a friend or a bank). The ‘trick’ could be as simple as a misspelling of 
your friend’s name or the URL of your bank. Once you click on a link you are then at a very high risk 
of money theft, ransomware, or worse, identity theft.

43,101 victims of extortion. 
This is unlawful extraction of money or property through intimidation, the undue exercise of au-
thority, threats of physical harm, criminal prosecution, or public exposure. In addition, there were 
2,047 specialist extortions of ransom attacks that disable your access to 
computer files unless a ransom is paid. 

38,218 victims of Personal Data Breach. 
This is a leak or theft of data from a secure location by a criminal or criminal organisation. It covers 
an individual’s sensitive, protected or confidential information (e.g. social security number, bank de-
tails, passwords etc.). Generally, a personal data breach is a precursor to identity theft, money theft 
from bank accounts, ransom attacks and extortions. 

In addition, there were 16,053 victims of identity theft.

23,775 victims of BEC/EAC. 
BEC is Business Email Compromise perpetrated on business organisations, a rapidly rising threat in 
its own right. EAC is the equivalent scam that targets individuals. Generally, these are sophisticated 
scams focused on compromising emails accounts by social engineering or computer intrusion 
techniques. For example, a wealthy individual is researched on social media and then various at-
tempts are made to gain access to the person’s computer and email files, with the intention of theft 
by bank transfers. 



I hope this article gives an objective view of the cyber-risks you face in 2020. 

It is clear, that although cyber-crime is prevalent in all US States, where it is most prevalent and rising most 
quickly is in California, Texas, New York and Florida. In these risk States, the minimum $ loss will likely be 
$7,000+ but the most likely sum would be $12,000, on average. Apart from the special feature of the under 
aged 20’s group, in general, the older you are the more at risk you are, not just in terms of prevalence but also 
in terms of loss amount and harm. 

I hope you’ve found this article useful. 

summary

The crimes which individuals and families fret about the most and create the most anxieties are4:

 Gaining access to banking details and suffering financial loss

 Identity theft that then leads to financial loss, taking out loans, credit score damage etc.
 
 Illicit publication of personal data (principally pictures) online
 
 Harassment and bullying of children on social media
 
 Reputational damage due to social exposure of personal information

As you can see, what people fret about the most, overlaps with the day to day cyber-crimes that people face. In 
fact, it’s a double whammy, not only do victims loses substantial sums of money, time loss and inconvenience 
but they also face psychological and emotional loss. Most people can recover from a $ hit, but it’s much harder 
to recover from the scars of criminal intrusion and the loss of security about what could happen tomorrow, next 
week, next month. We are all at high risk everyday and we need to prevent and protect ourselves every day.

HIGH ANXIETY CRIMES
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