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cl-open-source-cloud-based-ai-
analyst-material-f27925-202103.pdf 
(redhat.com)

Red Hat and Pulse surveyed 100 
enterprise IT and data leaders 
who use AI and ML to uncover 
why they implemented the 
technology, the types of AI/ML 
tools they rely on, and the most 
popular initiatives they’re 
investing.

Quality assurance: Remediation of problems

https://www.redhat.com/rhdc/managed-files/cl-open-source-cloud-based-ai-analyst-material-f27925-202103.pdf
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Machine Learning, Deep learning and Data Science computing relies on 

computing architectures that involve reusable components. 

A typical knowledge acquisition involves inquiring

• Has anyone solved the problem on a different data set?

• Has anyone solved the problem in a different domain?

• Is the problem known as being intractable at this point?

• What would make it possible to solve the problem? 

In practice, quality assurance is restricted to problem remediation rather 
than problem prevention. Practitioners rely on community support. 

• At which point is it necessary to dig deeper into the building blocks 
and start building new ones? 

Quality assurance: Focus on problem remediation
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New approaches and technologies serve 

as differentiators 

 Start-ups often bring disruptive technologies and 

business models into the market place 

Once established and proven beneficial, 

the new technology becomes a 

requirement

 If not included, the product is outdated.

https://builtin.com/artificial-

intelligence/artificial-intelligence-

healthcare

AI-powered, Fully Automated Products | 

Cruncho

Innovation: Committing to AI in core products

https://builtin.com/artificial-intelligence/artificial-intelligence-healthcare
https://cruncho.com/ai-powered-products/
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AI Technology Ecosystem
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Core technology 
providers

System 
integrators

AI product 
providers

DELIVERY TO 
SPECIFIC 
MARKET 
SEGMENTS 

Operational and business considerations

• System reliability     (SR)

• Quality assurance   (QA)

• Quality control        (QC)

• Accountability  (A)

• Responsibility   (R)

• Liability             (L)
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DELIVERY TO 
SPECIFIC 
MARKET 
SEGMENTS 

Operational and business considerations

System 
integrators

AI product 
providers

AI METHODS
AI-AS-A-SERVICE AI SOLUTION PROVIDERS AI IN SPECIFIC USE CASES

A R LA

QA QC SRSR QA

Core technology 
providers

• System reliability     (SR)

• Quality assurance   (QA)

• Quality control        (QC)

• Accountability  (A)

• Responsibility   (R)

• Liability             (L)
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• Accountability is 

answerability – one is 

compelled to or called to 

account for one’s action

• Applies to all those involved

in a specific action 

• Assessed from the nature of 

an action and the relationship 

of the person to the action’s 

outcome. 

ACCOUNTABILITY

• One’s voluntary actions 
have morally 
significant outcomes 
that would make it 
appropriate to blame or 
praise them

• Assessed by establishing 
a link between a person 
and someone or 
something that is 
affected by the actions 
of the person. 

MORAL RESPONSIBILITY

• Liability is focused on a 
person who is to blame 
and needs to 
compensate victims for 
damages suffered after 
the event

• Liability is rooted in the 
suffering of victims

• The starting point for 
assessing liability is the 
victim’s condition. 

LIABILITY

Actions and consequences
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Value chain

Core technologies

• Algorithms and methods

• Data

• Performance metrics

Product design and development

• Use scenarios

• Method selection 

• Data selection 

• Validation processes

Technology suppliers Technology adopters

Cloud services (AIaaS)

• Pre-trained AI models 

• Service and service APIs
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Qualified staff AI technology
Processes and 

computing 
infrastructure

Quality 
assurance

Data

AI application and system design

Deployable and operational system and service

Key factors in AI/Data Science based operations
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Case study: Google Cloud Vision APIs (AI-as-a-service)

Incorporating API calls into a 

program that can submit images 

to Google Vision to characterize 

objects in images. 
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Qualified staff AI technology
Processes and 

computing 
infrastructure

Quality 
assurance

Data

AI application and system design

Innovation: General purpose vision APIs

Object detection
Automated emotion 

recognition  
Landmark detection 

and recognition 

Applications across industry sectors: Publishing, Marketing, Hospitality, Tourism, 
Law Enforcement, Surveyance 
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Data problem: Celebrity face recognition 

• Insufficient data to detect individuals as they age

• Generalization across data sets is a fundamental and well known problem in machine 

learning. 

INCOMPATIBILITY OF 

TRAINING AND TEST DATA

Training data did not 

have images of actors 

at different age. 
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Data problem: Imbalanced representation entities

• Not all the objects are equally represented in the databases. 

• Problem of imbalanced classes is a well known machine learning problem. 

HIGHLY IMBALANCED 

REPRESENTATION OF 

OBJECTS IN DATA

Many more images of 

individuals with dark skin 

colour holding a gun than 

holding a thermometer. 

Generally very few images 

of hand-held 

thermometer. 
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Lessons learnt: Quality assurance is key

Qualified staff AI technology
Processes and 

computing 
infrastructure

Quality 
assurance

Data

Error investigations showed systemic problems with the 
data preparation and model training

! !!



AI Assurance: Quality evidence 
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Government interventions
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EU Commission: 
Rules and actions for excellence & trust in AI

“The combination of the first-

ever legal framework on AI and 

a new Coordinated Plan with 

Member States will guarantee 

the safety and fundamental 

rights of people and businesses”

Europe fit for the Digital Age: 

Artificial Intelligence (europa.eu)

21 APRIL 2021

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1682


19

United Kingdom: AI Assurance through AI Governance

“The UK intends to establish 

the most trusted and pro-

innovation system for AI 

governance in the world”

The roadmap to an effective AI 

assurance ecosystem - GOV.UK 

(www.gov.uk)

8 DECEMBER 2021

https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem
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UK AI Assurance Focus

The roadmap to an effective 
AI assurance ecosystem
Artificial intelligence (AI) offers transformative 
opportunities for the economy and society, 
but these benefits will only be realised if 
organisations, users and citizens can trust AI 
systems and how they are used.

AI assurance provides the 
tools to build trust and 
ensure trustworthy adoption
Assurance is about building confidence or 
trust in something, for example a system or 
process, documentation, a product or an 
organisation.

Assurance services help people to gain 
confidence in AI systems by evaluating and 
communicating reliable evidence about 
their trustworthiness.

The roadmap to an effective AI assurance 
ecosystem - GOV.UK (www.gov.uk)

https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem
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UK AI Assurance Audits and Regulations

To provide meaningful and reliable assurance for AI, organisations 
need to overcome:

▪ An information problem: reliably evaluate evidence to assess 
whether an AI system is trustworthy.

▪ A communication problem: communicate the evidence at the 
right level, to inform assurance users’ views on whether to trust 
an AI system.

The roadmap to an effective AI assurance 

ecosystem - GOV.UK (www.gov.uk)

https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem
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United Kingdom: AI Assurance services 

Mechanisms for assuring AI systems 

The role of assurance 

in building justified 

trust in AI systems

The roadmap to an effective AI assurance 

ecosystem - GOV.UK (www.gov.uk)

https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem


Thank you!
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1. Select an ML/Data Science project.

2. Provide a list of requirements for reproducibility 
of the computational set up and the experiments. 
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Exercise:


