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Working with a black box: Reproducibility 
and quality assurance in AI 

“AI systems are complex. Their performance depends on intricate 
interactions of parameter settings and data characteristics that are 
practically intractable. They are black boxes for all practical purposes.” 

Dr Natasa Milic-Frayling
CEO & Founder, Intact Digital   



Topics

▪ AI Project Example: Single digit recognition 

▪ Modularity and reusability: Use of libraries and data resources  

ConnectAI Digital Masterclass: 

“Working with a black box: Reproducibility and quality assurance in AI” 

COMPLEXITY OF AI SYSTEMS

▪ Stability of systems configurations and performance 

▪ Reproducibility: Quality evidence and assurance 

REPRODUCIBILITY & AI ASSURANCE 



AI programming

▪ Problem: Train a neural network model to recognize single digits
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Real challenge: Recognition of Korean characters

▪ Data preparation: Providing training data for each character

▪ Training models for text segmentation and character recognition

▪ Historical hand-written documents with different character styles
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AI programming: Modular and reusable 

▪ Problem: Train a neural network model to recognize single digits

import numpy as np
import matplotlib.pyplot as plt
%matplotlib inline

import keras
from keras.models import Sequential
from keras.layers import Dense, Dropout

from sklearn.metrics import confusion_matrix
import seaborn as sns
import tensorflow as tf

np.random.seed(0)

from keras.datasets import mnist
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Feed Forward Neural 

Network

4 layers, including the

Dropout

Cross Entropy Loss 

function with Adam 

optimizer



Performance 

0 1 2 3 4 5 6 7 8 9

Test Loss: 0.068174876272678
Test Accuracy: 0.978799998760224
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Quality: Consistent performance

▪ Application: Pre-trained model used to recognize US postcodes 

▪ Issue: Hand-written digits are significantly different and system 
underperforms.
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MODEL TRAINED AND 
TESTED ON DATASET A 

NEW 
DATASET B

A B



Quality assurance: Remediation of the problem

Practical approaches

▪ Use the same model structure and 
retrain on additional labelled data 
from the new data set

▪ Change the structure of the model, 
e.g., number of layers

▪ Change the representation of the 
images (i.e., features) used to 
represent the content. 
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At which point is it necessary to dig deeper into the building blocks 
and start building new ones? 

Knowledge acquisition

▪ Has anyone solved the problem on a 
different data set?

▪ Has anyone solved the problem in a 
different domain?

▪ Is the problem known as being 
intractable at this point?

▪ What would make it possible to 
solve the problem? 



AI Assurance: Quality evidence 

Government interventions
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EU Commission: Rules and actions for excellence & trust in AI
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“The combination of the first-ever 
legal framework on AI and a new 
Coordinated Plan with Member 
States will guarantee the safety 
and fundamental rights of people 
and businesses”

Europe fit for the Digital Age: Artificial 
Intelligence (europa.eu)

21 APRIL 2021

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1682


United Kingdom: AI Assurance through AI Governance

“The UK intends to establish 
the most trusted and pro-
innovation system for AI 
governance in the world”

The roadmap to an effective AI 
assurance ecosystem - GOV.UK 
(www.gov.uk)
8 DECEMBER 2021
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https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem


UK AI Assurance Focus

The roadmap to an effective 
AI assurance ecosystem
Artificial intelligence (AI) offers 
transformative opportunities for the economy 
and society, but these benefits will only be 
realised if organisations, users and citizens 
can trust AI systems and how they are used.

AI assurance provides the 
tools to build trust and 
ensure trustworthy adoption
Assurance is about building confidence or 
trust in something, for example a system or 
process, documentation, a product or an 
organisation.

Assurance services help people to gain 
confidence in AI systems by evaluating and 
communicating reliable evidence about 
their trustworthiness.

The roadmap to an effective AI assurance 
ecosystem - GOV.UK (www.gov.uk)
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UK AI Assurance Audits and Regulations

To provide meaningful and reliable assurance for AI, organisations 
need to overcome:

▪ An information problem: reliably evaluate evidence to assess 
whether an AI system is trustworthy.

▪ A communication problem: communicate the evidence at the 
right level, to inform assurance users’ views on whether to trust 
an AI system.

The roadmap to an effective AI assurance 
ecosystem - GOV.UK (www.gov.uk)
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United Kingdom: AI Assurance services 
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Mechanisms for assuring AI systems 

The role of assurance 
in building justified 
trust in AI systemsThe roadmap to an effective AI assurance 

ecosystem - GOV.UK (www.gov.uk)

https://www.gov.uk/government/publications/the-roadmap-to-an-effective-ai-assurance-ecosystem/the-roadmap-to-an-effective-ai-assurance-ecosystem


Life Sciences: 
Reproducibility as a regulatory requirement

Pre-requisite: computer system validation
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Regulated sectors: Computing System Validation
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▪ Computer System Validation (CSV) is a process used to ensure 
(and document) that a computer-based system will produce 
information or data that meets a set of predefined requirements.
o Organizations are required to keep the system in the validated states at all 

times. 

▪ CSV includes a technology retirement strategy, i.e., the plans for 
system decommissioning and data management. 

▪ CSV and system decommissioning are documented and 
documented steps are strictly followed. 



Regulated sectors: Long-term data retention

Attributable

Legible

Contemporaneous

Original

Accurate

Document must clearly identify who has created 

and contributed to them, and be protected 

against falsification or forgery of those details

Stored documentation must be legible and 

easy to read

Documentation should demonstrate and 

support contemporaneous record-keeping

Storing original copies of documentation 

guarantees accuracy and confidentiality

The processes and procedures by which 

companies record and keep their documentation 

up to date must ensure accuracy and reliability

All documentation must 

have an audit trail to show 

no data has been deleted 

or lost

Documentation must be 

date and time stamped and 

stored in such a way to 

prove it has been 

assembled in the expected 

sequence

Data must be available for 

as long as the regulation 

requires

+Complete

+Consistent

+Enduring

+Available

ALCOA+
Data integrity requirements 

▪ Raw data used in pre-clinical and clinical 
research must be retained for decades 
after the studies are completed 

▪ Organizations must comply with Good 
Laboratory Practices (GLP) and able to 
re-construct the studies from raw data

▪ Organizations are regularly audited for 
compliance with GLP regulations
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Software integrity: Long-term reliable use of software
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▪ Issue: Software is subject 
to rapid obsolescence if 
not regularly updated

▪ Using alternative 
software cannot  
guarantee the same 
output as the original 

software version.   



Technology obsolescence impact

e-Archive 

RAW DATA

PRESERVED DIGITAL OBJECTS

ELECTRONIC 
RECORDS

METADATA
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SYSTEM
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RY

TOOLS
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VIEWING

E-ARCHIVE
Stand-alone PC

Specialty 

software

PHYSICAL 

DATA 

TRANSFER ▪ Unsupported PC hardware 
▪ Unsupported operating system  (Windows XP, Windows 7) 
▪ Unsupported application
▪ Compatible software may not be available.

Technology obsolescence
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Approach: Re-install software in virtual machines
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▪ Validated software installations
▪ Remote access through Virtual 

Desktops (in standard browsers).

▪ Data is transferred secure for 
study reconstruction 

SOFTWARE TRANSITION
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Safe data transfer for use with validated software
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e-Archive 
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E-ARCHIVE SOFTWARE LIBRARY

Data Transfer Desktop

Virtual 

Desktop 

Virtualized 

software

Secure transfer of raw data



Software Library 

Long-term maintenance of computing environments
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Reproducibility of AI 

Performance optimization and benchmarking
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AI system audits, validation and reproducibility

What would it take to ensure long-term use and impact assessment of 
an AI system?  

ConnectAI Digital Masterclass: 

“Working with a black box: Reproducibility and quality assurance in AI” 

▪ Code and code documentation

▪ Software components (building blocks)

▪ Tools (e.g., for writing and executing code)

▪ Configuration setting

▪ Training and test data, or relevant representations of data

▪ Documentation



Framework for technology life-cycle management  
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Complexities due to use of AI cloud platforms 
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Use of AI environments with pre-installed machine 
learning modules and tools: 

▪ Components constantly change

▪ There is complex relationship between versions of 
various software and tools
o For example, some versions of Python are not 

compatible with computational packages (TensorFlow) 
and tools. 

▪ Cloud platforms cannot promise long-term 
maintenance of specific environments. 

Operational use

Long-term 
retention for 

validation and 
compliance



Complete and self-contained installations

Replicating configurations of AI cloud installations
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Reproducibility and quality of assurance

Looking ahead
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Key considerations for AI validation and assurance

▪ Reproducibility of AI processes is 
important for benchmarking and 
validation

▪ Systems are complex, with many 
building blocks and resources that 
are not fully accessible – black 
boxes 

▪ System properties can be 
understood only through repeated 
and systematic observations of a 
stable system. 

▪ AI Assurance will involve system 
audits and evaluation based on 
evidence of system performance

▪ AI impact will lead to requirements 
for long-term system retention and 
use and require management of  
technology obsolescence

▪ Cloud based installations do not 
support long-term use of AI systems 
and separate archiving installations 
of the system are required.

AI VALIDATION AI ASSURANCE 
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Thank you!

Natasa Milic-Frayling

Intact Digital Ltd
natasamf@intact.digital
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