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6.16 Archive. When legacy systems can no longer be 
supported, consideration should be given to the 
importance of the data, and if required, to maintaining   
the software for data accessibility purposes. This may be 
achieved by maintaining software in a virtual 
environment.

Implementing OECD Data Integrity Guidance: 
Maintaining legacy software in virtual environments 
to keep archived dynamic data GLP compliant
Natasa Milic-Frayling, Intact Digital Ltd 

BACKGROUND
GLP regulatory requirements on long-term data 
retention and data integrity state that ‘raw data 
associated with a specific study and the specimens 
generated from that study are the only means that  
can be used to reconstruct the study’ (OECD No.15). 

OECD Guidance No.22 advises on long-term 
maintenance of software:

▪ Raw electronic data needs to be kept readable 
and usable for the duration of the retention 
period. 

▪ Electronic data cannot be used without 
adequate software.

▪ Reconstruction of archived studies depends on 
both data integrity and software availability. 

ALCOA+ regulatory requirements for data integrity mean 
that electronic data needs to remain in digital form, 
dynamic and interactive in order to ensure it remains 
complete, enduring and available. 

In practice, availability of software for archived data
reading is achieved by maintaining an existing
computing system in its original form. However, over
time that leads to

DATA INTEGRITY REQUIREMENTS

▪ Hardware failure. Hardware is unsupported and 
may stop working. 

▪ Security threats. Operating system of the
computing system becomes obsolete and
unsupported. Thus it has to be kept isolated from
the organizational network.

▪ Data transfer issues. Data needs to be physically
transferred from the data archive to the obsolete
computing system using input devices compatible
with the old hardware, e.g., floppy disks,
diskettes, etc. which require use of obsolete
hardware and device drivers.

COMPUTER SYSTEM MAINTENANCE

Installation and use of software in virtual
environments can address these issues. However,
long-term software management for regulatory
purposes requires a principled approach considering
multiple aspects.

METHOD
Due to inherent security risks of legacy software 
use, we introduce Software Library platform and 
services to separate archived data management 
from software installation management.  

LONG-TERM SOFTWARE MANAGEMENT FRAMEWORK

Technology
▪ Infrastructure for storing 

software assets, back and 
disaster recovery. 

▪ Infrastructure and services 
for hosting validated 
software installations

▪ Services for remote access 
control and security. 

Quality assurance activities include risk 
assessment and risk mediation related to all 
four aspects of the long-term software 
management, installation and use.  

IMPLEMENTATION

Software transition from operational use to the
Software Library involves a systematic approach that
follows Computer System Validation (CSV) procedures
originally applied at the time of the system and
software deployment.

Legal
▪ Licenses for operating 

systems, hypervisors and 

remote access

▪ Provisions for managing 

DRM protection of 

software to enable re-

installations. or re-

installations. 

Operations
▪ Management of software 

transition from operational 
to archival use, including 
detailed documentation. 

▪ Services for installation, 
validation, delivery, 
maintenance and re-
installation of virtualized 
software. 

Software Library design follows a Long-term 
Software Management (LongSM) framework 
comprising technology, legal, operations, human 
factors and quality assurance activities to ensure 
reliable use of software installations beyond 
standard service contracts and operational use.

Human factors
▪ Provisions for 

knowledge  transfer and 
long term management 
of the archive 

▪ Community building 
and user graining

▪ Technical staff training.

Quality assurance
▪ Monitoring and periodic testing of platform 

components 
▪ Review and update of the platform services and 

procedures in response to ecosystem changes. 

Software Library Management Portal
▪ Organizational account management 
▪ User account management
▪ Software registration records
▪ Service and usage reports. 

Software Library Platform
▪ Validated software installations and virtual desktops
▪ Access to software installation console 
▪ Transfer Desktop for software assets and data 

transfer
▪ Software Validation Desktop for testing and creating 

installation documentation.

Digital Vault
▪ Deep storage of software files and software 

documentation 
▪ Storage of software installation images, test data

and test scripts
▪ Integrity checks of stored files and documentation

Digital Vault is not directly accessible to end users. A read-
only version of documentation is available through a secure
Digital Vault virtual desktop.

SOFTWARE LIBRARY COMPONENTS

Software installation in a virtual environment involves 

▪ Requirements and specification of the virtualized 
installation and remote access

▪ Implementation, validation and deployment of the 
virtualized installation 

▪ Periodic performance qualification

▪ Re-installation and re-validation if the changes to 
the virtual environment affects the performance of 
the software.  

The process includes creation of the Installation
Qualification (IQ), Operational Qualification (OQ) and
Performance Qualification (PQ) documents for the
virtualized software.

Virtual desktops are configured 
for secure data transfer and 
study reconstruction.

CONTEMPORARY COMPUTER

Hypervisor software enables legacy operating system 
(guest) to communicate to the operating system (host) on 
the computer with contemporary hardware and software. 

Through virtualization, the legacy system is allocated 
computing resources on the host computer to run legacy 
software applications. 

Long-term stability of the virtual software installation 
depends on the properties of the hypervisor. 

Remote access software enables 
use of legacy software through 
virtual desktops in the browser tabs.

VIRTUAL DESKTOPVIRTUAL COMPUTER WITH LEGACY SOFTWARE
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