| B
systems i [l
intelligence [

Utility-Grade
Systems for

Substation al
Applications ;

{
J
/sy {
\
¢ " X
)
7/

Discover the various applications
of utility-grade monitoring systems
in electric power substations.
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Utility Grade Systems for
Substation Applications

As the demand for electricity continues to
growy, it is essential to ensure the reliable and
efficient operation of electric power
substations. One key aspect of achieving this
goal is the use of utility-grade monitoring
systems. These systems play a crucial role in
ensuring the reliable and efficient delivery of

Standards for Substations

Electric Power Substations are the most
challenging industrial environments for
electronic devices to operate in, due to the
presence of high voltage, and their location in
remote and exposed areas. The environmental
conditions where substations are located are
extreme enough that specific standards have
been developed by the Institute of Electrical
and Electronics Engineers (IEEE) and the
International Electrotechnical Commission
(IEC) committees to ensure that electronic
equipment that is compliant will provide
reliable operation in substation environments.

The standards known as IEEE 1613 and |IEC
61850-3 provide the specifications for electronic
equipment to operate in the diverse and
challenging conditions of electric utility
substations. Electronic equipment that meets
these standards will not only operate more
reliably, but will also have a longer life
expectancy in a substation.
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electricity to end-users. This whitepaper
explores the various applications of
utility-grade monitoring systems in electric
power substations, including their role in
improving reliability, enhancing safety, and
reducing downtime.

Environmental Conditions
in a Substation

The electronic design of the equipmentin a
substation plays a critical role in ensuring the
proper functioning and safe operation of the
substation. The design must take into
consideration the environmental conditions
that the equipment will be exposed to, as these
conditions can have a significant impact on the
performance and lifespan of the equipment.
The following conditions are considered
extreme in electric power substations and the
electronic design must take these into
consideration in order to comply with the IEEE
and |EC standards.

Electromagnetic Radiation

A high voltage transmission substation can
operate at 500kV or higher. At this voltage
level, the electric current flowing through the
power lines produces an electromagnetic field
that can extend to over 300 meters.

The electromagnetic field (EMF) causes
interference and misoperation in electronic
equipment if the proper design is

not employed.
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The disturbances generated by high voltage
lines, switch gear, breakers and other apparatus
in the substation is known as Electromagnetic
Interference (EMI) or Radio Frequency
Interference (RFI). Electronic equipment that
operates in the vicinity of high voltage
apparatus must be designed with immunity to
this type of interference to avoid misoperation
and loss or corruption of data.

Electrostatic Discharge

Because there are large fields of
electromagnetic radiation present in
substations, there is a higher probability for
electrostatic discharge (ESD) charges to build
up and cause damage. The ESD charges are
released when there is contact or near contact
to a grounded object at lower voltage potential.
The contact can occur through the charged
body of a worker or tool that is being carried.

If the grounded object is a piece of electronic
equipment the high voltage will flow through
the circuits and cause damage or destruction
to components if the circuits are not properly
protected. To provide proper protection from
high levels of ESD, the chassis and all network
and communication ports on electronic
equipment must provide a path to ground that
avoids sensitive circuits.

Instability of Power Supply

Substations are where voltage supply is
transformed and switched to and from
different voltage levels and circuits. This
switching causes voltage ripples, surges,
interruptions or even outages on the primary
power supply that is used for electronic
equipment in the substation.

Load switching from faults in the electrical
system can also cause ground potential rise.
Electronic equipment in the substation must,
therefore, be designed to withstand
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interruptions and operate seamlessly under
many variations of power supply including
switching from primary AC power to backup
AC or DC power.

Arc Flash from a HV switch operation

Lightning

Due to the nature of substations being built
with tall metal structures in remote areas, they
are naturally more exposed to lightning strikes.
Even though many substations are designed
with sophisticated lightning protection and
grounding systems there are still substations
with no lightning protection. Lightning
protection generally covers a 30° arc under the
lightning protection cable and often does not
protect the fence line where the camera poles
can be located.

Even with proper lightning protection in the
substation, problems can still arise from
voltage surges and ground potential rise for
electronic equipment that is not designed to
withstand it. Electronic equipment must not
only be designed to withstand voltage surges,
but must also be installed correctly with
particular attention to proper grounding.
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Extremes in Weather
and Climate

While some modern substations have control
rooms that are climate controlled, the vast
majority of remote substations are unmanned
and without climate control. Even if the control
room is climate controlled, the electronic
equipment is expected to operate reliably in
outdoor environments with or without
equipment cabinets. The equipment must,
therefore, be able to withstand extremes in
high and low temperature and humidity.

Equipment that operates outdoors must have
the correct ratings to be protected from sun,
dust, dirt, wind, rain, snow and ice. The
operating temperature ratings must not rely on
the use of fans, as moving parts are usually the
first point of failure.

Lightning Protection: Making a Wise
Investment for your Smart Grid, Buildings.com

Designing for the Effects
of the Substation
Environment

Designing equipment for the substation
environment requires careful consideration of
the unique conditions that are present in these
facilities. This includes addressing issues such
as temperature extremes, instability of power
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supply, electromagnetic radiation, and the
potential for lightning strikes. By carefully
considering the effects of the substation
environment, designers can create equipment
that is reliable, durable, and safe for use in
these critical facilities.

Some things to consider are:

Eliminating the Most
Common Failures

The two components in electronic devices that
are most likely to fail are power supplies and
motors. High reliability equipment designed for
substation use should be designed with
redundant power supplies that can be powered
from independent sources. This provides
redundancy on the unit’'s own power supply as
well as from the power source. If the primary
AC source goes down the unit can draw DC
power from the substation battery to

keep running.

Secondly, the electronic equipment should be
designed without moving parts such as
spinning drives and cooling fans/filters.
Substations located in remote locations are
difficult to access and perform maintenance on,
and the mechanical components are among
the first things to fail. The substation standard
specifies equipment must operate at full
specified temperature ratings without cooling
fans so they are virtually maintenance free.

Substation Standards

Substation engineers recognized the fact that
intelligent electronics devices, (IEDs), would be
increasingly used in substations. They also
knew that they had to be designed differently
to work reliably in the challenging
environmental conditions. As a result, the IEEE
created a standard known as “IEEE 1613
Standard Environmental and Testing
Requirements for Communications
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Networki ng Devices Installed in Electric IEC 61000-3-2 Eletrostatic Discharge - 8kV Contact Disharge (Direct & Indirect)
] . IEEE €37.903 - 15KV Air Discharge
Power Substations.
IEC 6100043 Radiated RF Immunity - 20 V/m, 80-1000 MHz, 1kHz 80% AM Modulation
IEEE €37.902 -20Vjm, Spot Frequencies, 80, 160, 450, 300 MHz
Along the same lines, the International 20Vim, 300 Tz Pulse
E|eCtrOteChhlca| CommISSIOH, (IEC), :EE:;.::O;—: Electrical Fast Transient -* 4 kV on AC Mains and /O Lines
created a standard known as |[EC 61850-3.
. “ . IEC 51000-4-5 Surge Withstand Immunity -+ 4 kV Common Mode on AC Lines
This standard, “defines the general %2 kV Differantial Mode on AC Lines
. . . -+ 2 kV Common Mode on /0 Ports
requirements, mainly regarding
. . . IEC 51000-3-6 Conducted RF Immunity - 10 Vrms, 0.15-80 MHz, 1 kHz, 80% AM Modulation
construction, design and environmental
Condltlons for ut|||ty CommunlcatIOﬂ and IEC 61000-2-8 Magnetic Field Immunity - 50 Hz and &0 Hz, 100 A/m and 1000 A/m
automation IEDs and systems in power Voltage Dips, Short interruptions,
. . " IEC 61000-4-11 Voltage Variations - Dip 30% - 30 and 25 Cycles
plant and substation environments. - Dip 60% - 12nd 10ycies
- Dip 0-0.5 and 1 Cycle
- Dip 80% - 300 and 250 Cycles
IEEE standards are more recognized in o v
the U'S' Whlle IEC Standards are more IEC 61000-4-16 Mainsz Frequency Voltage - 30 Vrms Continuous Duration - DC, 50 & 60 Hz
recognized globally. It is generally a 207rms Shert Durstion- G, 50 & 60 e
. . . - ms Jweep est z to Iz
requirement for IEDs being used in a
. . IEC 61000-2-17 Ripple on DC Power Supply - Level 4 -15%
substation to meet the requirements of
. Voltage Dips, Short Interruptions,
elther one or bOt h Of th ese Sta nd a rds IEC 51000-4-29 Voltage Variations - Dip 30% for 10ms, 30ms, 100ms, 300ms, 1000ms
For a manufacturer that markets products j ::efﬂl’:;";:r"l":; e e
g |Oba | |yY |t is common for them to ensure - Voltage Variations - 20% for 0.1z, 0.3s, 15, 35, 10s
their products meet both standards. IEC 60255 Dielectric Strength and HV Impulse |- AC to Chassis - 2828VDC
IEEE C37.50 - Secondary to Chassis - 500 Vrms
- Relay to Chassis - 2000 Vrms
- High Veltage Impulse * 5000 V Peak

IEEE and IEC test standards for Utility Grade electronic equipment

Utility-grade equipment that is tested to IEEE
1613 and |EC 61850-3 uses higher quality
components and has a more expensive design
that is required to meet the standards.

This provides the assurance that the
equipment is designed for the conditions in a
substation and will provide low maintenance,
high performance and long life.

Commercial grade equipment may initially be
more attractive due to its low cost but the
return on investment may not be as expected
if the equipment cannot perform or last long
in the harsh conditions of a substation.

The cost of maintenance, repair and
replacement at remote substations is both
costly and inconvenient and can surpass any
savings that were had on less expensive
electronic equipment.
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Systems With Intelligence Inc. is a global
provider of Touchless™ Monitoring Solutions for
electric utility applications. SWI systems collect
and analyze the data that allows utilities to
increase safety and reliability while reducing
operating costs. Coupling thermal monitoring
and visual imaging technology with advanced
analytic algorithms, Systems With Intelligence
solutions automate remote site monitoring.

Systems With Intelligence products are
engineered to operate in the harshest
environments, withstand high levels of
electromagnetic interference, static discharge
and voltage surges found in industrial
applications to ensure uninterrupted
operation. Providing a monitoring system

that operates reliably and connects seamlessly
allows customers to remain focused on

their operations.

For more information about Utility
GCrade Video Automation Solutions
for Substations please contact:

Sales@SystemsWithintelligence.com
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