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Copyright

COPYRIGHT © 2021 Systems With Intelligence Inc. ALL RIGHTS RESERVED.

Dissemination or reproduction of this document, or evaluation and communication of its contents, is not
authorized except where expressly permitted. Violations are liable for damages. All rights reserved, particularly
for the purposes of patent application or trademark registration.

This document contains proprietary information, which is protected by copyright. All rights are reserved. No part
of this document may be photocopied, reproduced or translated to another language without the prior written
consent of Systems With Intelligence Inc.

Disclaimer of Liability

We have checked the contents of this manual against the hardware and software described. However, deviations

from the description cannot be completely ruled out.

Systems With Intelligence shall not be liable for any errors or omissions contained herein or for consequential
damages in connection with the furnishing, performance, or use of this material.

The information given in this document is reviewed regularly and any necessary corrections will be included in
subsequent editions. We appreciate any suggested improvements. We reserve the right to make technical
improvements without notice.

Contacting Systems With Intelligence

|
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6889 Rexwood Road, Unit #9, Mississauga, Ontario, L4V 1R2 Canada
Phone: +1-289-562-0126 Email: info@SystemsWithintelligence.com
www.SystemsWithintelligence.com

Technical Support

International +1-289-562-0126 Fax: +1-289-562-0152
Email: support @SystemsWithintelligence.com
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Federal Communications Commission Radio Frequency
Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be
required to correct the interference on his own expense.

CAUTION

This product contains no user-serviceable parts. Attempted service by unauthorized personnel shall
render all warranties null and void. Changes or modifications not expressly approved by Systems With
Intelligence Inc. could void the user's authority to operate the equipment. Should this device require
service please contact Systems With Intelligence.
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2 Terminology

These are terms and abbreviations used in this document:

Alarm e The detection of a state change is recording a new entry in the log. E.g.
Digital Input wired to door contact is changing state from closed to open;
the average temperature is above threshold value.

Event e Repetitive action based on a time schedule; E.g. snapshots every one hour.

A one-time action triggered by an Alarm. E.g. turn on buzzer when Door
opens.

Digital Input/

A Digital Input (DI) monitors the state of a contact and the output is passed

Output to the processing application as a binary signal 1 or 0. E.g. A door open is ‘0’
(DI/O) and a door closed is binary "1".
e The Digital Output (DO) executes a binary command by operating a relay.

E.g. the relay output is closed to turn the lights on.

DNP3 e Distribute Network Protocol v3: Real-time communication protocol (Ethernet
or Serial) used by the SCADA systems.

Modbus e Simple industrial communication protocol used for communication between
PLC/RTU/Controllers and SCADA.

SCADA e Supervisory Control and Data Acquisition: a control system for supervisory

management of electric utilities and processing plants.

Web browser

A web browser is a software application for accessing information on the
World Wide Web. Currently supported Chrome and Firefox.

LAN / WAN

Local Area Network / Wide Area Network

RS485

Serial communication using 2 or 4 wires that allows daisy-chaining multiple
electronic devices.
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3 Read Me First

This chapter describes how the guide is organized and how to use it. The document is divided into
sections ordered chronological and frequency of use.

Section 5 - One-time configuration

This section will guide you through the user registration process.

Section 6 — Administration tasks

This section contains administration instructions required to maintain your organization.

Section 7 - Everyday operation

You will learn how to do the everyday tasks and use all the features of the system.

Section 8 - IM500 Configuration

Instructions for configuring the IM500 for temperature measurements and thermal alarm
reporting.

Section 9 - SM500 Configuration

Step-by-step instructions to configure the SM500 to monitor and report measurements
from your installation.

Section 10 — Data Visualization

Instruction for building a customized Dashboard for viewing your data.

Throughout this manual you will find two distinctive paragraphs:
Best practice — recommendations based on FAE experience and customer feedback.
Troubleshooting - tests and solutions for most common situations.
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The IM500 Industrial loT Module monitors and collects asset health data from remote sites. Thermal
monitoring mitigates the risks of failure from overheating assets and connection points. Analytics detect

anomalies and provide automatic warnings. The visual camera provides situational awareness in remote

locations.

The SM500 IoT Module is a data concentrator and protocol converter equipped with a wireless

communication that collects data from remote sensors and makes it available for online viewing and

SCADA integration.

INDUSTRIAL IOT ARCHITECTURE

IM500

@ .38 =52 I

LTE-(Y)

Visual and Thermal Y

Cameras &
_ -
|

= l

SENSORS:

1. Thermal Image

2. Visual Image

3. Thermal Data

4. Two Digital Inputs

Dashboard
e Thermal/Visual Snapshot

e Temperature Data
e Thermal Analytics
e Temperature Trending

5. One Digital Output /

Figure 4-1 Industrial loT Architecture

ISG500 Gateway

~

=
Tk

~ 2w
.

Asset Management

The Figure 4-1 presents the IoT architecture and how data is collected, processed and visualized.

IM500 and SM500 Digital Input/ Output Interface
e IM500 has two digital inputs and one output.
e Digital inputs are wet contact (12VDC input to activate).
¢ Digital output is rated to maximum 500mA at 30VDC.

e SMS500 only: RS485 serial communication with Modbus protocol.

DASHBOARD - Data Visualization
e Monitor the site and control remote sensor module.
e Thermal trending of monitored assets.
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e Thermal and visual snapshots
e Configure thermal analytics and alarms.
WIRELESS COMMUNICATION
e LTE-M or 3G wireless communications.
e Secure encrypted connection to SWI Application Cloud.
e Bi-directional data flow.

INTEGRATION
e Data collected by IM500 and SM500 can be integrated with a SCADA system or other asset
monitoring software, by using the optional ISG500 (Intelligent Sensor Gateway).

UTILITY GRADE
¢ Designed for the harsh conditions found in electric power environments.
e Immune to the effects of EMI, ESD and voltage surges.

10
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5 First Time Setup
This setup is required only once by each member of your organization. This chapter will guide you through

the first time setup and registration. The "SWI Dashboard” grants access two types of accounts:

e Administrator — this account is for adding new devices and new users to organization.
e Operator — this account is for day-to-day operation: view and configuration.

<« &y https://iot-systemswithintelligence.com/login
EE
systems win NN
intelligence []
Please sign in
9 New User Request
user@example.com If there are people at your organization that have
already registered/claimed devices, please
Password contact them to request an invitation instead of

submitting this form.

Full Name

Reset Password Create Account user@example.com

New Password
e Create Account '
Verify Password h
user@example.com

Organization/Company

Verify Password Device Serial/PO Number h
Invitation Code Submit 10 I

Return to Login Request Access "*

Figure 5-1 First Time Administrator

5.1 Initial Administrator

The initial organization creation request is done through the dashboard (https://iot-
systemswithintelligence.com/login/request, this URL may change in the future), not by sending an email.
The person who submits this request would be the initial administrator and is responsible for adding new
Administrator and Operator accounts. There can be multiple administrators.

11
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To complete this task you must have internet access via WI-FI, Cell or Ethernet. Follow the instructions
below (5.3) and then proceed to section 6:

Using your preferred web browser go In https://iot-systemswithintelligence.com/ .

Click “Create Account”.
Click "Request Account”.
Type in your name.

Type in your e-mail address.

Type the same password for verification.

Enter the name of your company.

Enter the Device Serial (ID) if you have access to any device or type in the P.O. Number.
0. Press the "Submit” button.

1
2
3
4
5.
6. Type a new password.
7
8
9.
1
5.2 Setup Operator

The Operator account has full access to configuration and data but cannot add new users. An
Administrator of your loT Dashboard organization must send you an invitation then follow the
instructions below.

5.3 Registration

You register after you receive the e-mail from noreply@iot-systemswithintelligence.com - see Figure

5-2. The e-mail contains an invitation code and a website link — arrow 2. Click the link and your web
browser will open the “New user log-in” page as seen in Figure 5-3.

b | R L 2K o | = Invitation to Register - Message (Plain Text) o B 2R
1 (4 (5)

PN Messgoe | > @
From: SystemsWithIntelligence IoT <supporti@systemswithinteligence .com= Sent: Tue 2019-02-26 10:55
To: Your.Name@Company.com
Ce
Subject: Invitation to Register

&
Hello,
User support@systemswithintelligence.com has invited yvou to sign perator user at
10T Systems with Intelligence. Your invitation code is|RRwweUBO|P this code to sign
up at https://www.iot-systemswithintelligence.com/login/newuser?tode=RRwweUBO. Please
note that the invitation code will expire in 24 hours.

Figure 5-2 Registration e-mail

12
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Create account instructions — follow Figure 5-3:

1.

2.
3.
4

Type your e-mail address Create Account

Type a password; must be at least 8 characters long. h
Retype the password. ‘ h
Copy and paste the invitation code from the e-mail if not already ' h
filled.

.

Figure 5-3 New user log-in

Click the “Sign in” button. You will receive a registration confirmation e-mail.

Troubleshooting: If you do not receive the invitation e-mail in the next 24 hours please contact SWI for
assistance. Also check your "Spam” folder; the e-mail may be filtered out.

13

www.SystemsWithIntelligence.com supportSystemsWithintelligence.com

© 2020 Systems With Intelligence. All rights reserved.


http://www.systemswithintelligence.com/
http://www.systemswithintelligence.com/

L]
systems.... < e
intelligence [ IM500-SM500 User’s Guide [D017-0025-200-02]]

6 Administration Tasks

The Administrator is responsible for activating new IM500/ SM500 IoT units and for adding new users to
the organization. The instructions in this section can be performed only by an Administrator.

6.1 Add New Device via ID

One of the first task of an Administrator is to add new devices to the Dashboard. The first method to add
a loT unit is to use the ID of the device which is located on the back label of the enclosure. You could do
this setup with the unit powered off. The second method requires the use of the built-in video camera
and is described in section 6.2.

User Settings

. evice List + Add New Device

List All Devices

DEMO Room @

Alarms and Events

< IM500-DEMO @
Histarical Alarm Triggers
DNP Configuration u DTECH @
User Settings .
Add New Device

st All Devices "
List All Devit Device ID:
Alarms and Events

Histarical Alarm Triggers

DNP Configuration

Figure 6-1 Add New Device

You must have internet access via WI-FI, Cell or Ethernet. Using your preferred web browser go to
https://iot-systemswithintelligence.com/login and log-in using the Administrator credentials. Press the

“List All Devices” in the menu then follow the instructions in Figure 6-1:
1. Click “List All Devices” in the menu.
2. Click the "Add New Device” button located on the top-right of the window.
3. Type the "Device ID" in the new window or copy and paste from the e-mail. This info is provided
by SWI. Also, this information is on the label on the back of the device.
Press the “Submit” button and a confirmation message is displayed at the bottom of the page.
5. Press “List All Devices” and verify that the device is listed.

Once you complete this task the device is shown on the “List All Devices” page and you could proceed
to configuration.

14
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6.2 Add New Device via Camera Scanning

The second method to add a device is to scan the label on the unit using the built-in video camera of a
smart phone or a laptop; also PC with external video camera. You could do this setup with the unit
powered off. If you don't have a functioning video camera use the method in section 6.1.

File Edit

"%« Add New Device

ji= )
systems ... B
intelligence

Ings

List All Devices
Alarms and Events

Historical Alarm Triggers

)2 C 0O Oma m

Wwill you allow systemswithintelligence
.com to use your camera?

Camera to share:
| |HP HD Webcam [Fixed] -
. Remember this decision
\

o

Device ID

Submit

w.iot-systemswithintelligence.com/devices /a

n Video device 1

oo
a~

g S tiN0s

Add New Device

Device ID

Video device 1

Alarms and Events

Historical Alarm Triggers

DNP Configuration

u—t g ON =
P oL 200 8020120 wew S lame Wi ntaliigence com

Figure 6-2 Scan New Device

You must have internet access via WI-FI, Cell or Ethernet. Using your preferred web browser go to
https://iot-systemswithintelligence.com/login and log-in using the Administrator credentials. Press the
“Add New Device” and the window shown in Figure 6-1 (A) will be displayed. Follow the instructions in
Figure 6-2.

1. Click the icon-button to the right of the "Device ID" field and a pop-up dialog box will ask for
permission to use the camera.

2. In the drop-down list select the video camera that will be used for scanning.

3. Press the "Allow” button and the pop-up dialog box will close. The video stream will be
displayed at the right of the window under the "Video device 1" drop-down.
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4. Place the IM500/SM500 unit with the label facing the camera and held it until the image is in
focus. After a successful scan the video stream stops and the ID is placed in the “"Device ID” field.
Press the "Submit” button”.

Once you complete this task the device is shown on the “List All Devices” page and you could proceed
to configuration.

6.3 User Profile — Operator Page

You access your “User Profile” by clicking the “User Setting” button in the left menu. From this page the
Operator can change password and leave the organization.

6.4 User Profile - Administrator Page

You access your “User Profile” by clicking the “User Setting” button in the left menu. As the
Administrator you manage your organization accounts performing these actions:

e Add new users: Administrators and Operators.

e Promote Operators to Administrators roles.

e Delete Operators account. You cannot delete Administrators accounts.
e Monitor users.

e Change your password.

e Leave Organization (delete account).

companyfem- (@ User Profile
I Email: Admin@Company.com Organization: Company Role: administrator 2-FactorAuthenticalion:

List Al Devices e Change Password D Administrative Settings

Data Visualization Current Password h Q IUser Activity Logs | Upload Logo ]h

Alarms and Events
kil h Organization Accounts, |+ Ads Acsount|
Historical Alarm Triggers e g I

) Verify Password h J.North@Company.com
DNP Configuration K.South@Company.com (operator)

M.East@Company.com (administrator)
Lpdste 8wt 6 N.Pole@Company.com (administrator)

I_e Account Options

This action cannot be undone. You can still be
invited to organizations in the future.

re played in
ne unless Leave Organization h

Figure 6-3 User Profile — Administrator Page
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To access the Administrator settings log-in using the Administrator credentials. The “User Profile”
window is shown in Figure 6-3 and these are the elements:

No vk wh =

8.
9.

Top-left shows the name of your organization.

Press the “User Settings” in the left menu.

(B) Change password: enter your current password.

Type your new password.

Retype the new password for verification.

Press the "Update Password” to complete the change.

Press the “Leave Organization” to remove your account from this organization. Once logged out
you will not be able to log-in. To get access to the Dashboard another Administrator must send
you and invitations.

Press the “User Activity Logs” button to see user activity — details in section 6.10.

Press the “"Upload Logo” button to change to logo — details in section 6.9.

10. Press the “Add Account” button to create new accounts — details in section 6.5.

11. Press on the account link (red) to configure or cancel invitation — details in section 6.6.
12. Press on the account link (blue) to configure permissions — details in section 6.7.
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To perform this task, log-in using the Administrator credentials and press the “User Settings” menu. Press
“Add Account” button (Figure 6-3 arrow 10) and the window shown if Figure 6-4 will be displayed.

Company v

User Settings

List All Devices

Data Visualization q
Alarms and Events

Historical Alarm Triggers

DNP Configuration '

} «Back ‘

Invite New Users

User Type @
operator v

Email(s) to Invite Devices Allowed to Access
J.North@Company.com X ‘ Belect... u v I
user@example.com X Select All h

‘T‘ QA_SMS500

__ TEng_Top_1 h

@

Figure 6-4 Add New Users

Instructions — follow the steps in Figure 6-4:

1. Click on the “User Ty

pe” drop-down list and select the “administrator” or “operator”. Select

"administrator” to add a new administrator; all units are accessible by default. Select “operator”

to customize which devices are accessible. For future devices you need to update the list

following the “Accou

Press the "+" sign to
Operator only - click
Operator only - click

o vk~ W

nt Permission” described below in Figure 6-6.

Click in the edit box and type the user’s e-mail address.

add a new e-mail field. Repeat 2 and 3 for all new users.
on the "Devices” drop-down list to display available units.
on the “Select All” to make available all units.

Press the "Submit” button and an invitation is sent to these e-mail addresses. Each user will have

to register following the instructions in section 5.

uy,n

Note: Press the “x" to remove this e-mail field and no invitations is sent. An invitation can be canceled
later using the instructions in section 6.6.

www.SystemsWithIntelligence.com

18

supportSystemsWithintelligence.com

© 2020 Systems With Intelligence. All rights reserved.


http://www.systemswithintelligence.com/
http://www.systemswithintelligence.com/

L]
systems.... . Gui
intelligence [ IM500-SM500 User’s Guide [D017-0025-200-02]]

6.6 Pending Invitation: Update or Delete

You can delete a pending invitation before the account is created. A pending invitation is listed in red
and has to user type in brackets; see Figure 6-3 arrow 11. Click on the account name (red) and the window
shown in Figure 6-5 will be displayed.

«Back ‘

Invitation for J.North@Company.com

User Type Devices Allowed to Access

h [ QA_SM500 X | ﬂ v J
| administrator p

operator

Select All

QA_SMS500

Update

TEng_Top_1
Delete Invitation

Figure 6-5 Delete Invitation

Update invitation - follow steps 1 to 6 as shown in Figure 6-5:

1. Click on the “User Type" drop-down list if you want to change the account type.
Select “"administrator” if you want to upgrade from “operator” or vice-versa.
"Operator” only — click on the "Device” drop-down list to see the units available.
"Operator” only — click on the “Select All" for full access.

"Operator” only — click on individual units to select from the list.

o v A WD

Press the "Update” button for the new settings to take effect.

Delete invitation - Figure 6-5 (arrow 7) press the “Delete Invitation” button to cancel the creation of the
account.

Press the "Back” button to return to “User Settings” page.
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6.7 Operator Account Management

The "operator” type is listed in brackets after each account in blue; see Figure 6-3 arrow 12. Click on the
account name (blue) and the window shown in Figure 6-6 is displayed. On this page you can configure
access permissions, delete the user or promote to administrator.

Operator Account Management K.South@Company.com

Access Permission o User Control G

l IMS00-DEVZ X IM500-HW-Z X ﬂ X v} Submit Delete User | Promote to Administrator

Select All 2

IM500-DEV?2

IMS00-HW-Z

LTE-TEST-EXT ﬂ

SM500_LTE-M2

Figure 6-6 Configure Operator Account Permission

6.7.1 Configure Access Permission
Select the use and follow the instructions in Figure 6-6, Area A:

v s =

6.7.2

Click on the “Access Permission” drop-down list to view the available devices.
Click on the “Select All” to grant full access to this user.

Optional — click on each individual unit to grant selective access.

Press the "Submit” button to update the user’'s account.

Press the “Back” button to return to “Users Settings” window.

Delete User or Promote to Administrator

Please note that the following operations cannot be undone. In Figure 6-6 Area B, there are two special
functions:

e "Delete User” - press this button to remove this account.
e "Promote to Administrator”- press this button to grant administrator rights to this account.
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6.8 Accept Invitation

This is a rare situation: you have your own organization and get invited into another organization. E.g.
you belong to the electric utility which shares a yard with the water utility that has its own organization.
In Figure 6-7 is shown the Administrator’'s page and where the pending invitation is located. Click "Accept”

button to be part of the organization listed to the right (arrow 2). Click the "Reject” button to deny the
invitation.

User Profile
Email: Organization: Role: administrator ~ 2-Factor Authentication: 0
Change Password Pending Invitations

Current Password q Accept  Reject Swil p

New Password Administrative Settings

verity Password [ User Activity Logs | Upload Logo ]

T — Organization Accounts

. J.North@Company.com
Account Options K.South@Company.com (operator)

This action cannot be undane. You can still be invited to organizations M.East@Company.com (adminsitrator)
in the future. N.Pole@Company.com (adminsitrator)

Delete Account

Figure 6-7 Accept Invitation
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6.9 User Activity Logs

As Administrator you can view Dashboard activities of all users. Log-in using the Administrator credentials,
click on the "User Settings” menu and then click the "User Activity Logs” button located at the bottom of
the page (Figure 6-3 Area D). The window shown in Figure 6-8 will be displayed.

Electric Co. ~ | +Back |
User Settings U Se r Log S
_ User n Device ﬂ Keyword E’ Start Date n End Date E'
Device List
All Users v All Devices v 2021-01-25 0  2021-01-26 (O

Data Visualization

Alarms and Events l ﬂ ﬂ d Reset Search

Historical Alarm Triggers Timestamp User Activity
DNP Configuration 1/26/2021, K.South@ElectricCo.com || logged in (ip  000.000.000.000browser:Chrome,
10:06 AM os:Windows 10.0,device:desktop)

1/25/2021, updated interval snapshot for device

229 PM 3 Norhi@EREmican. shm ¢ |IM500 AA_YK_MS-1(27002a000773333332)
112512021, J.North@ElectricCo.com ||¢| deleted an alarm |

2:26 PM

Figure 6-8 View User Activities

Navigation: see Figure 6-8. Optional: follow steps 1 to 6 to perform an advanced search.
1. Select a specific "User”; default: "All Users”.
Select a specific "Device”; default: "All Devices".
Enter a Keyword to search in the log.
Start Date — default: today.
End Date — default: yesterday.
Press the “"Search” button to display the results. Press the “Reset” button to return to default

o U~ W

values.
Timestamp when the event occurred.

& N

User - identifies the user by the e-mail address.

9. Activity — displays details of the specific activity. Typical activities include:
A. Logged in/ out.
B. Update settings.
C. Delete alarms.

10. Press the "Back” button to return to main window.
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This section is optional. Here you will learn how to customize the Dashboard by loading your company

logo on the top-left of the web page.

ETE
systems .. M
intelligence (] ‘

3 File Upload

l Sign Out ’

Ser oetings /
sl 7Set Logo C) mosses -

v & I Search Desktop

List All Devices

This will be displayed on top lef} of the page  oganize v  New folder

Alarms and Events Choose file Browse X Favorites
Logo can be jpofjpeg - Desktop
Historical Alarm Triggers x}p;—:;ggn‘vt-vm;:u, and no larger than & Downloads

| Recent Places
DNP Configuration

4 Libraries
<| Documents

@' Music

B e b

|»
|

r

Computer

5 COMPANY amtwo,
LOGO.png

4

Wi
Libraries

File name: I

fod
:] IImageFiIes(".jpe : s ;"’.gﬂ
Open v
A |

Figure 6-9 Set Logo

Log-in as Administrator, click on the “User Settings” in the left-menu and click the "Set Logo” button at
the bottom of the page and the window shown in Figure 6-9 will be displayed. Follow the instructions in

Figure 6-9:

1. Click on the “Browse” button and the explorer dialog box will open. You have to browse to the

location of the file.

2. Select the "Company Logo.png” file. The picture must no larger than 1 Mbyte and be in format

Jpg: jpeg, png or bmp.
3. Press the “Open” button and you the dialog box will close.
4. Press the “Submit” button and the web page will update.
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6.11 Enable 2-Factor Authentication

The single factor of authentication is your password and used in conjunction with your username to
log-in and access the Dashboard. Two-factor authentication (2FA) adds an extra step to your basic log-
in procedure. The second factor makes your account more secure by requiring you to enter an access

P[=] E3 4 | alala |5 Werification ' Messac = B &3
Flle Vessage a
O Mg e

E From: SWI Customer Support Team Sent: 2019-06-1
To:

Ca
‘ Sign Out 1 - Subject: Verification m@

Your verification code: 329447

code that is e-mailed to you.

P IEF

4

2-Factor Authentication:

o S —

= =
systems . I
intelligence [}
User Settings . .
Enable 2-Factor Aut :ntication
LstrilDeviine Please enter the verification code that we sentto mail address
Alarms and Events Verification Code

Verification Code

Historical Alarm Triggers

o _ Validate
e DNP Configuration

Figure 6-10 Enable 2-Factor Authentication

Follow the instructions in Figure 6-10 to enable this feature:

Click the "Enable” button on the top right of the window.

A verification code is sent to your e-mail. You will receive a new code for each new log-in.
Enter the "Verification Code”.

Press the “Validate” button.

Hwn =
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=] 3 ' Y 2K 4 |5 Werification ' Messac = [E 53\
= ninlaliniolk :
AEessac a
. r-1_m_a|36 0
= From: SWI Customer Support Team Sent: 2019-06-1
To:

Ca
‘ Sign Out ‘ ‘ act | Subject: Verification Coc£

2-Factor Authentication: ReEEEE

» EF1

Your verification code’ 621893

A

==
systems v Il
intelligence

User Settings

List All Devices

Alarms and Events
Historical Alarm Triggers

DNP Configuration

B

' S

Disable 2-Factor Aut ntication

Please enter the verification code that we sentto y nail address

Verification Code

621893

Validate

Figure 6-11 Disable 2-Factor Authentication

Follow the instructions in Figure 6-11 to disable this feature:

1. Click the "Disable” button on the top right of the window.

2. A verification code is sent to your e-mail.
3. Enter the "Verification Code” in the "Disable 2-Factor” window.
4. Press the "Validate” button. From this moment on only the password is required for log-in.

6.12

Contact Us

For a quick and convenient way to send us a message use the “Contact Us” button on the top right of

the window. Fill in the form displayed in Figure 6-12:

www.SystemsWithIntelligence.com
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Contact Us (B) (C]
Name Systems With Intelligence Inc.
Michael East h Address
6889 Rexwood Road, Unit 9, Mississauga
Email ON, L4V 1R2, CANADA
M.East@Company.com Email

support@systemswithintelligence.com

Phone
+1-289-562-0126

Phone Number
(123) 456-7890

Subject
Important subject h

Message

This is the behavior of the
device with ID.

ma

N\

%

Figure 6-12 Contact Us

6.13 Snapshot Limit Alert

In Figure 6-13 is shown an e-mail where the 80% limit was reached. It is important to note that by default
each device has a data limit of 62 snapshots per month; you could increase this number by upgrading
your data package. You are notified by e-mail when you reach a configurable usage warning threshold
(75%-95%) - see Figure 8-1. Also, you will receive an e-mail when the 100% limit is reached (Figure 6-14).
The current usage is displayed on the Dashboard and described in Section 7.3. The temperature
measurements and alarm monitoring will continue to operate but no snapshots will be recorded.

~’1J AR @ @ |+ 80% Snapshot Limit Alert for Device IMS00_DEV-2 27... o (XS

Message o @

From: SWI Customer Support Team Sent: Tue 2019-06-18 14:48
SWI Customer Support Team; J.North@Company.com; K.South@Company.com

Subject: 80% Snapshot Limit Alert for Device IMS00_DEW-2 (270 103 '3430: 132)

» &P

Dear Customer,

(]

You have used 50 of 62 snapshots for your device IMS00_DEV-2

(27C 103 3430: 32) this month. It will automatically reset on the
first day of next month. If you want to raise the limit, please contact us:
support@systemswithintelligence.com

Figure 6-13 Snapshot Limit Alert
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Al E 9 U @ @ |5 100%Snapshot Limit Alert for Device Test1 (310 10d-

Message

SWI Customer Support Team Sent: Thu 2019-06-27 14:00
J.North@Company.com; K.South@Company.com

Subject: 100% Snapshot Limit Alert for Device Testl (310 0d 7333 136)

Dear Customer,
" You have used 62 of 62 snapshots for your device Test1 (310 Ide 331 136)
this month. It will automatically reset on the first day of next month. If you want to
| raise the limit, please contact us: support@systemswithintelligence.com

Figure 6-14 Snapshot Limit Reached

6.14 Notifications of Organization Change

All administrators receive e-mail notifications if a user is leaving or if a new user is joining your
organization (see Figure 6-15).

z) ’T‘ \L < New User Has Joined Organization - Me

File Message Help Q Tell me what you want to do

New User Has Joined Organization

v < e
SystemsWithintelligence 1oT {(No-Reply) <noreply@iot-syst w2l i | 2
To 2021-01-14

»

Dear Customer,

This email is to inform youthat J.North@electric.comhas created a new SystemsWithintelligence loT
account in your organization Electric Company.

This email has been sent froma mailbox that cannot accept incoming mail, for any support inquires please contact
pot.support@syste ms withinte llige nce .com -

Figure 6-15 Organization change notification
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In this section you will learn how to quickly view data, measurements and alarms using the Dashboard
interface. It is recommended that you log in as Operator when performing daily tasks.

7.1 Log-in

To access the data open in your browser
https://www.iot-systemswithintelligence.com. A
Log-in page will be displayed — see Figure 7-1.
You fill in the information for your Operator
account and have the option to allow the
browser to save your credentials and have a
quick log-in next time. A successful log-in will
open the main page shown in Figure 7-2.

Best practice: Is good practice to use Operator
credentials for day-to-day operations even if
you are an Administrator.

Yy

Figure 7-1 Log-in

Bookmarks  Tools

iot-systemswithintelligence.com

g |
systems i Il 0

intelligence [

Please sign in

www.SystemsWithIntelligence.com
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7.2 List All Devices - Main Page

The “Device List” shown in Figure 7-2 is the main page displayed. It is divided in three areas based on

functionality:

A.

The Menu is located on the left side of the page (Area A) and it is used for quick access to
configuration and events history.

The Device List is in the center (Area B) and lists all the units that are configured.

The Map is located to the right of the page (Area C) and presents the locations of all configured
devices. Click on the "+"/"-" buttons (arrow 4) to zoom in or out.

"8= Device List

< C (O & iot-systemswithinteligence.com/devices % e
o= , .
systems ...l Logged in as Sign Out Contact
intelligence | :
Systems With A Dev | ce L | St B Edit Device List | + Add New Device C
2 Montre
User Settings v All Devices @ s Map Satellite ‘ AllDevices | >
< IM500_-_DTECH_-1F ® . TororY] Ll
r%
4 lNlGOO___DTECH_-Q o NEWAYOR kel
< SM500_-_Demo2 @ Chicago Dol MA
Alarms and Events ¥ North America Q@ X !v ¢
PENNSYLVANIA e orl
) ) . v Utlllty ° LLINOIS | INDIANA OHIO P Phuladoelphxa
Historical Alarm Triggers » Legacy @ s e AR LAND: -
Data Visualzat v Transformer cabinet @ |, DIV ES Washington
i n
e vttt 4|MSOO 160 KENTUCKY VIRGINIA
Data Export <7 IM500 18 @ Nashvile
¥ Transformer outside Q TENNESSEE o CAROLINA
DNP Configuration 7 IM500 08 @& | isas e T i
anta SOUTH
< IM500 1308 TP arT ° CAROLINA
¥ Underground ALABAMAL Georaia
s ° G
» Sales Units ° ISTANA Jacksgnvule o
v SM500 Q New Orleans
Orlando
SM500_Demo ® Sy q +
s 3| timezone unle Miami -
e nrian nrisi Gotale @ AccuWeather -

Figure 7-2 List All Devices

There are three ways to navigate to display the Device Page (Figure 7-4) of a specific unit:

1. Click on the name in the list or use step 2 and 3.

2. Click on the map the triangle that points the location of the device. Use the +/- to zoom in and
select if there are more than one in the same location or use step 1 and 3.

3. Click on the "All Devices” button to zoom out and show all units. Use the “<” and “>" to circle
until you find the specific unit to display. Pressing “All Devices” zooms out the map and displays
all units.
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The Dashboard allows you to quickly know the status of all devices by inspecting the color of the circle
located at the right of the unit’'s name. To obtain more details place the mouse over the envelope or

circle as shown in Figure 7-3. Legend:

Green - indicates that the unit is online. E.g. “Last comm: 31 minutes ago”
2. Red -indicates that unit is offline. E.g. “Last comm: a day ago”

3. Black - indicates the unit was registered and never sent any message. E.g. “Last comm: Not

known".

Device List

v
<« M500-DEV-F
« \M500-DEY
¥ |M500 DEV-E

Y

< M500-DEv | »
v F.‘i‘“"[z.:;e \'
o7

n BBl Last comm: 31 minutes ago

IMA00-HW-Z @ 1

o 2P eliite < |wiod
ae" (+27]
X<
’\(\o Un
&(0 Guel
MALT
no Wood
| ot
Y
itional Centre o V

Figure 7-3 Unit Status

The Summary will turn red when there is an active alarm (closed digital input or output), license expiry

soon (within 3), or the snapshots limit is reached.

www.SystemsWithIntelligence.com
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This “Device Page” shown in Figure 7-4 displays all the information pertaining to selected unit. The page
is divided in in four functional areas:

A. Area A -Title, quota and setup buttons.

B. Area B - Historical data graphed and customization controls.
C. Area C - The latest snapshots; detailed description in section 7.5.4 and 7.5.5.
D. Area D - The latest temperature measurements and status of the Digital Input/output — see

section 7.7.
Logged in as: } Sign Out | ‘ Contact ‘
TEng Top 1 ) { Alarms/Events | Digital I/O | Device Setup | IRCam Setup | Gallery J
License expiry: 1/31/2021 Snapshots remaining: 50 Celsius v [ Live Update
5 . Thermal Snapshot
HIStOI'Ical Data [ Box Type ~ H Box Selection ] P
B
v
£ 26 |
v
=3
5
= 24
- 26. Jan 02:00 04:00 06:00 08:00 10:00
»- box T1_PhaseA max -+ box T1_PhaseB max box T1_PhaseC max
box T2_PhaseA max ~* box T2_PhaseB max -® box T2_PhaseC max 172172021, 1:14 PM =
Latest Data
tamp Box Minimum Maximum Average Visual Snapshot
021, 11:50 AM T1_PhaseA 24 .54 25.63 25.07
1/26/2021, 11:50 AM T1_PhaseB 2519 25.85 25.36
1/26/2021, 11:50 AM T1_PhaseC 25.73 26.2 25.95
1/26/2021, 11:50 AM T2_PhaseA 24 .91 259 25.58
1/26/2021, 11:50 AM T2_PhaseB 25.38 258 25.62
1/26/2021, 11:50 AM T2 PhaseC 24.94 25.41 25.16 10/7/2020, 3:50 PM
Take New Snapshot
Digital I/O
Current State Last Updated
Input 1 open 1/6/2021, 12:12 PM
Input 2 open 1/6/2021, 12:12 PM
Output open 1/6/2021, 12:12 PM

www.SystemsWithIntelligence.com

Figure 7-4 Device Page
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7.5 Title, quota and setup buttons

Figure 7-5 legend:
The name of the unit - see section 8.1 for configuration.
The ping icon — see section 7.5.1 for instructions.
Quota — number of snapshots left.
Alarms/Events — see section 8.5 for detailed description.
Digital I/O — see section 7.7 for detailed description.

IRCam Setup — see section 8.2 for configuration.
Gallery — see section 7.8.
Sign Out — press this button to log out of the Dashboard.

1

2

3

4

5

6. Device Setup — see section 8.1 for configuration.
7

8

9

10. Select the measuring unit: Celsius or Fahrenheit.
1

—_ O -

. Check the “Live Update” box to receive data from the site continuously, according to the polling
interval and update time.

8 8

TEng Top 1& ﬂ,

License expiry: 1/31/2021 Snapshots remaining: 50

TEng Top 1 ) Alarms/Events I Digital I/O ‘ Device Setup ‘ IRCam Setup ‘ Gallery ]

License expiry: 1/31/2021 Snapshots remaining: 50 Celsius v (] Live Update

> 8

- =

Logged in as: ITAdmin@inc.com ‘ Sign out | | Contact ’

‘ Alarms/Events | Digital IO | Device Setup | IRCam Setup | Gallery ’

\ Celsius v m (] Live Update m )

Figure 7-5 Title and Setup Buttons
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7.5.1 Device Status - Ping Device

The Dashboard gives you the ability to check the status of the IM500 unit. In the "Device Page” click the
ping icon located at the right of the name of the unit — arrow 1 in Figure 7-6.

il
systems .. -
inte"igence - ° l ° l

e e IM500_DTECH-1 - IM500_DTECH-1 -

List Al Devices P"g devee g |
) Historical Data Historical Data -

Alarms and Events cous [ [V ‘ - coss ] —T-“ -

Historical Alarm Triggers

DNP Configuration

30 30

Temperature ("C)
Temperature (°C)

25

Device is online! Device did not respond in time

Figure 7-6 Ping device
Possible replies:

A. The "Device is online!” message is displayed at the bottom of the page after 5-15 seconds -
Figure 7-6 A (left).

B. The “Device did not respond in time” message is displayed at the bottom of the page after 30
seconds - Figure 7-6 B (right).
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7.5.2

Historical data

Historical Data llj\ Box Type ~ || Box Selection | ﬂ "r_»
d 26 Jan 2021, 4:13 AM a p— 1 hour
» box T1_PhaseA max: 23.8 y e
- ® box T]_PhaSeB max: 24.2 Download PNG image 2 hours
o 28 box T1_PhaseC max: 24.5 ‘ 12 hours
= box T2_PhaseA max: 24.4 Download JPEG image
g ® box T2_PhaseB max: 24.1 Download CSY 1 day
% 26 | ® box T2_PhaseC max: 23.8
g Download XLSX 2 days
- 4 days
7 days
V. 14 days
26. Jan 02:00 04:00 06:00 08:00 10:00 30 days
box T1_PhaseA max -+ box T1_PhaseB max box T1_PhaseC max Custom
box T2_PhaseA max -* box T2_PhaseB max -® box T2_PhaseC max =

Figure 7-7 Graphed Data

The graphed historical data (Area B - Figure 7-4) is shown in Figure 7-7 and contains the controls to
customize the view:

1.

Select what measurements to be displayed in the graph: Minimum, Maximum and Average. You

can select all or any combination.

Click the “Box Selection” and select boxes to be displayed, follow 7.5.3.

Select the time frame of historical data that will be displayed — 12 hours is the default. Selections

available: 1h, 2h, 12h, 1 day, 2 days, 4 days, 7 days, 14 days, 30 days or custom (select start and

end date).

Tthe mobile details box is displayed when the mouse is placed over the graph.

Legend of the measurements.

The “Menu” button allows you to save the data on the local PC/Laptop. There are two main

options:

a) Download image in PNG or JPEG format.

b) Download the data in CSV or XLXS format. Press the "Download CSV" button and the “Save
File” dialog box will open — see Figure 7-8. Click the “Save File” box and click OK. Browse to
the folder where to save the file and click OK.
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t ‘ > This PC » Downloads v 0 22 Search Downloads
Organize v New folder Bz - (7]
Screenshots A Name Date modified v Type
OneDrive - Syst :
S OnzBriveiiysteni| 4 Along time ago (3)
3 This PC : : A
== @ syslog.csv 2020-10-21 13:05 Microsoft Excel C
[ Desktop : 25 e . 2
£ @ violog.csv 2020-10-2113:04 Microsoft Excel C
@ Documents Cansec 2020-11-12 07:49 File folder
4 Downloads
v < >
File name: | IM500-Sub0A_2021-01-02_2021-01-30.csv v
Save as type: | Microsoft Excel Comma Separated Values File (*.csv) v|
~ Hide Folders Save Cancel

Figure 7-8 Export Data

The file is saved as text in a format commonly known as CSV — Comma Separated Values. To view the

file you can use a Text Editor (Notepad) or a Spreadsheet Editor (Excel).

"Feb
"Feb
"Feb
"Feb
"Feb

26,
26,
26,
26,
26,

2019,
2019,
2019,
2019,
2019,

1:

27:
1:32:
1:37:
1:42:
1:47:

35
36
34
36
34

PM",-10.
PM", -10.
PM",-12.

PM", -15

PM", -20.

48,-2.
31,-2.
48,-3.
.66,-4.
98, -4.

09,-6.24,-10.61,-1.08,-5.55,-9.88,-1.41,-4.6,-3.08,9.32,6.15,-
87,-6.57,-10.05,-2.03,-5.76,-9.42,-2.39,-5.1,-3.14,8.69,5.54, -
11,-7.58,-11.56,-2.48,-6.53,-10.95,-2.75,-5.59,-2.87,8.55,5.4, -
64,-9.72,-16.35,-3.94,-8.74,-15.63,-4.7,-8.32,-4.34,6.55,3.48, -
95,-12.39,-19.95,-4.15,-10.47,-18.55,-4.89,-9.5,-4.64,6.36,3.08, -

Figure 7-9 CSV Data
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7.5.3 Graph temperature difference

It is possible to view a graphic form the temperature difference between two boxes. Click on the "Box
Selection” Figure 7-7 arrow 3 and follow instructions in Figure 7-10:

Box Selection

C Box Temperatures

E#zm W2 E3H4 Hs o

@ Box Comparisons

8

The temperature of box = 2 :I minus box | 3 j x

+

14

Figure 7-10 Box Selection: Comparison

1. Click on the “Box Comparison”.

2. Select the first box in the drop-down list.
3. Select the second box in the drop-down
list.

4. Click the "+" to graph the difference
between other pair of boxes.

5. Click the "X" to remove this line.

6. Click the "Save” button and dialog box will
close and the graph will be similar to the one
shown in Figure 7-11.

3 —— max
hox1
hox3

o 2
-
s
=
>
2
&
2 1
. 12.00 200 400 600 800 10:00 1200 2:00 400 600 8:00 10:00
PM PM PM PM PM PM AM AM AM AM AM AM

Figure 7-11 Temperature Comparison

To return to temperature viewing, click on the "Box Selection” Figure 7-7 arrow 3 and follow instructions

in Figure 7-12.

B:Belection

@ Box Temperatures
Box# M1 M2 M3T4l5r e

€ Box parisons
The temperature of box 2 =] minusbox 5 7]

+

Figure 7-12 Box Selection: Temperature
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7.5.4 Thermal Snapshot

The Thermal Snapshot shown in Figure 7-13 displays the last captured image received. The snapshot
contains thermal measurements that can be displayed by placing the mouse on top of the desired point
on the image (arrow 2). The buttons on the top-right (arrows 3-7) are displayed only when the mouse
cursor is above the image.

a ﬂThermal Snapshot w

Iron j

box 1 = T1_PhaseA

Take New Snapshot

Figure 7-13 IR Snapshot
These are the controls available for the “Thermal Snapshot”:

1. Color scheme selections: iron, rainbow and grayscale.
Temperature of the pixel where the mouse cursor is pointing.
Toggles all thermal boxes visible or not.

Toggle the hot-spots functionality.

Zoom in/out.

Rotates the image 90 degrees clockwise after each button pressed.
Opens the image in a new tab.

© N O Uk W

Download the image in “png” format. Press this button and a new dialog box will prompt you to
select a location for the file; the file name includes the device ID and the timestamp. The file can
be opened with a photo viewer (Paint).
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Customize the temperature visualization:

a. Manual: press the up and down buttons on the Maximum temperature (arrow 9) and Minimum
temperature (arrow 10) to select the desired range; you can type the values. Pres the "Apply”
button (arrow 12) and the thermal snapshot will be update.

b. Automatic: press the "Reset” button (arrow 11) to auto-range the Maximum and Minimum
temperature.

13. The time stamp is displayed at the bottom of the image.

14. Press the "Take New Snapshot” button to take and retrieve a new snapshot.

15. Place the mouse over the legend icon to display the names of the boxes.

7.5.5 Visual Snapshot
The visual snapshot is shown in Figure 7-14. The buttons on the top-right (arrows 1-4) are displayed
only when the mouse cursor is above the image.

Legend for arrows 1 to 6 in Figure 7-14:
1.Zoom in / out.

2. Rotates image 90 degrees for each button
pressed.

3. Opens the image in a new tab.

4. Download the image in “png” format.
Press this button and a new dialog box will
prompt you to select a location for the file;
the file name includes the device ID and the
timestamp. The file can be opened with a
photo viewer (Paint).

5. Shows the time stamp.

6. Press the “Take New Snapshot” button to
take and retrieve a snapshot.

Visual Snapshw

LSW4/12/2019, 10:45:59 AM (EDT)

ﬁ Take New Snapshot

Figure 7-14 Visual Snapshot
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7.5.6 Data and Digital I/0 Status
Area D in Figure 7-4 is shown in Figure 7-15 displays the latest temperature measurements and the
status of the Digital I/O.

Latest Data l E
Timestamp Box Minimum Maximum Average
1/26/2021, 11:50 AM T1_PhaseA 24.54 25.63 25.07
1/26/2021, 11:50 AM T1_PhaseB 25.19 25.85 25.36
1/26/2021, 11:50 AM T1_PhaseC 25.73 26.2 25.95
1/26/2021, 11:50 AM T2_PhaseA 2491 259 25.58
1/26/2021, 11:50 AM T2_PhaseB 25.38 258 25.62
1/26/2021, 11:50 AM T2 PhaseC 24 .94 2541 25.16
Digitallo @ 71
Current State Last Updated
Input 1 open 1/6/2021, 12:12 PM
Input 2 open 1/6/2021, 12:12 PM
Output open 1/6/2021, 12:12 PM

Figure 7-15 Digital 1/0 Status
Legend for arrows 1 to 7 in Figure 7-15:

This column indicates the time and date of the temperature acquisition.
This column contains the names of box 1 to 6.

Minimum temperature.

Maximum temperature.

Average temperature.

This column indicates the current status of the digital input and output.

No vk wh =

This column contains the time stamp of the last acquisition.
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7.6 Historical Alarm Triggers

Click on the "Historical Alarm Triggers” located in the left menu to launch the main window as shown in
Figure 7-16. The list shows all the alarms for all devices.

Historical Alarm Triggers

Device l Alarm Type ﬂ Start Date ﬂ End Date u
All Devices All v 2021-01-01 0 2021-01-31 E

8 8 8 @ I e

Alarm Name Description Device Condition Timestamp Snapshot
Rel: (B5- B4) » 5C Relative: (B5-B4) > 5C  TEng_Top_1 The avg in box T2_PhaseB is > box T2_PhaseA by 5°C 1/21/2021, 1:14 PM
Manual IR Snapshot Snapshot taken by user  TEng_Top_1 1/21/2021, 1:04 PM

Manual IR Snapshot Snapshot taken by user TEng_Top_1 1/21/2021, ﬂ .
Box1_is_greater_than_38 Box1is greaterthan 38 TEng_Top_1 The maxin box T1_PhaseAis > 38°C 1/21/2021, 12:59 PM .
I0T_773 box2 > box1 change TEng_Top_1 The avg in box T1_PhaseAis > box T1_PhaseB by 5°C 1/21/2021, 12:59 PM

Figure 7-16 Historical Alarm Triggers

At the top of the Historical Alarm Triggers you can customize the search using the following
parameters: Device, Alarm Type, Start Date and End Date - follow Figure 7-16:
1. Click the Device drop-down list and select the device of interest; default is “All Devices".
2. Click the “"Alarm Type” drop-down list and select the alarm of interest; default is “All". Alarm
type: All, Thermal Alarm, Interval Snapshot, Daily Snapshot or Digital /0.
3. Enter the start date in the format "yyyy-mm-dd” (year-month-day) or click on the calendar icon.
The calendar dialog box will allow you to select the desired date. The default is yesterday.
4. Enter the end date in the format "yyyy-mm-dd” (year-month-day) or click on the calendar icon.
The calendar dialog box will allow you to select the desired date. The default is today.
Press the “Search” button and the main window will display the results.
This column displays the "Alarm Name”; you could click to sort them alphabetically.
This column displays the “Description” of the alarm.

© N o wu

This column displays the “Device” name.

9. This column displays the “"Condition”.

10. This column displays the “Time stamp” of the alarm; you could click to sort them chronologically.
11. Click on the snapshot and the dialog box will display the picture taken.
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Press the "Digital I/0” button and a dialog box as shown in Figure 7-17 is displayed:

e Top-area (arrows 1, 4 and 5): relay configuration and execution.
e Left-area (arrow 2 and 3): assign names to DI and DO.

e Right-area (arrows 6 and 7): status of DI1 and the DI 2 both are open (arrow 6). Status of digital

output is shown as closed — arrow 7.

‘ «Back ‘

Digital I/O Setup
Qutput Mode Manual Operation
Latched j Output Control

Open v ‘ Apply
Assigned Names

DIt € DI South Gate Current Status

DI2 DI2 Main Door

DO DO Outside Light

C - 13
Pulsed j

Output Delay Output Duration
(seconds) (seconds)

R E

DI1 South Gatg?  DI2 Mairy Door DO Qutsige Light
h open open h closed

Figure 7-17 Digital 1/0 Setup

In addition to status is possible to execute a manual relay command (operation). Follow these steps:

1. Select the relay "Output Mode” in the drop down list. There are two options:
A. arrow 1a - Latched output keeps the state open /closed of the last command; this is the

default setting.

B. arrow 1b - Pulsed output is active based on the set durations (arrow 1c) — default 5 seconds.
The default "Output Delay” is 0 seconds and can be adjusted using the up/down buttons if

this is required by the application.

In the "Assigned Names” column you can enter a description for each DI and DO.
3. Press the “Save” button to preserve this configuration.

4. Select the "Output Control”: open or close. In this example the output is already closed and

open is selected.

5. Press the "Apply” button and the command will be sent.

www.SystemsWithIntelligence.com
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7.8 Gallery

On the Gallery page you could search for snapshots based on date — see Figure 7-18.

1. Enter the date or press the calendar icon to select the desired date.
2. Press the search button.
3. Press the Back button to return to the Device page.

Electric Co. v

User Settings

Alarms and Events

Histaorical Alarm Triggers

Data Visualization

Data Export

DNP Configuration

kK 3

SubA T1 Snapshot Gallery
- e

2021-01-30

172172021, 1:14 PM /2172021, 1:04 PM 1/21/2021 2 PM
1/21/2021, 1:00 PM 1/21/2021, 12:58 PM 1/21/2021, 12:58 PM

www.SystemsWithIntelligence.com

Figure 7-18 Gallery
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On the "Data Export” page you can export the data of one or more IM500 devices.

Electric Co v

User Settings i

Select

Device List

Alarms and Events

a Start Date

Data Export

2021-01-29
Historical Alarm Triggers

End Date
Data Visualization

2021-01-30

DNP Configuration

All timestamps are display
your local timezone unless
otherwise noted

© SystemsWithintelligence

Data Export

Devices
Select v
"¢ Select All
IM500-SubA_T1
Start Date
O 2021 Negele 0
" January, 2021 v ™ J
D Mo Tu We Th Fr Sa Su
28 29 30 3 1 2 3
4 L] 6 7 8 9 10

iot-systemswithintelligence.com wants to

&  Download multiple files

Allow Block

Figure 7-19 Data Export

Navigation — follow Figure 7-19:

M wn =

Devices — click on “Select All” or select individual devices as shown in (A).

Start Date — enter the date or click the calendar icon to select the date (B).

End Data — enter the date or click the calendar icon to select the date.

Press the "Export” button and after few seconds the dialog (C) asks for confirmation. Press the

"Allow” button and then the standard “Save As” dialog box asks for the name and location — see

Figure 7-8.

Note: The maximum start-end date range is one month and the data is saved in CSV format — see

Figure 7-9.

www.SystemsWithIntelligence.com
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7.10 E-mail Alarm Notification

K) 'I‘ \L < Event Occurred: Box1_is_greater_than_26.5 - Message (PlainText) B — O X

Event Occurred: Box1_is_greater_than_26.5 1

10T r
G T? Support € Reply | €5 Reply All |—> Forward | | ===
- Thu 2020-05-07 01:03
thermal.png
361 KB

Description: Box1is greaterthan 26.5

Device: TEng_Top_1
Condition: The maxin B01_name{box1)is = 26.5°C {79.7°F)

ILD view this alarm please visit the followinglink: https:/ ot systemswithintelligence .com/alarms/triggers?
eviceld=310037000d4737333637396&time=2020-05-07T05:02: 32.1862#5161194456350720

Figure 7-20 Alarm Notification

As part of everyday operation, you will receive alarm notification as seen in Figure 7-20.

The subject of the e-mail contains the description of the alarm.

2. The thermal snapshot is attached, and you can downloaded to your local PC/laptop and view it
using an image viewer application.

3. This section contains the "Description”, the “Device” and the “Condition”.
This section contains a link to the image that you could see by clicking on it.
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8 IM500 Configuration

In this section you will learn how to customize and fine tune the IM500 configuration to meet the needs
of your application. There are two types of configuration:

1. One-time settings include: change the password (optional) and set the location.
2. Periodical settings include: redefine rules for the thermal camera and change snapshot interval.

8.1 Device Setup

In this section you will configure the name and the location of the IM500 unit. In the "Device Page”
(Figure 7-4) press the “Device Setup” button located at the top-right of the page. The “Device Setup”
page shown in Figure 8-1 is displayed and you must enter this information:

“Device ID": information only — the SIM number.

2. "Device Name": enter a name that will identify the location or the installation. E.g.
“Sub.Green_T1" identifies the substation on Green Street. Add installation details if more IM500
units are installed at the same location. E.g. Transformer, Bushings, Feeder 1, etc.

3. "Snapshot Rotation”: use this setting to rotate the image if the IM500 is mounted side-ways or
upside-down. Click on the drop-down list to select a rotation angle; selections — 0 (default), 90,
180 and 270 degrees.

4. "Snapshot Usage Warning”: use this setting to select the usage threshold that will trigger a
warning e-mail. Selections: disable (default), 75%, 80%, 85%, 90% and 95%.

5. "GPS Override": check this box and enter the coordinates of the installation.

Optional — "Street Address”: click and enter the address. By default the IM500 is using the
location provided by the cell towers.

7. "Connection Status Subscription”: lists the users that are notified via e-mail when the device is
online or offline.

8. "Configure Access Permission”: click this button and the dialog box shown in Figure 8-2 is
displayed. Follow the instructions in Figure 8-2 to select the users that are allowed to see and
configure this unit.

9. "Save": press the button at the bottom of the page for the settings to take effect.
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= 1o
Device Setup
Device ID ﬂ, Device “ameﬂ Administrative Settings

310037000d47373336373 Sub.Green T1
— Configure Access Permission
Snapshot Rotation Snapshot Usage Warnin£
90° v 95% v

GPS Override @

a Latitude Longitude
437764258 ng.%wsm

Enter coordinates or click here to use a street address

Connection Status Subscription @

V.East@CompEl.com "l -
N.West@CompEl.com X n

Figure 8-1 Device Setup

=
Access Permission for IM500-SOLAR

V.East@CompEl.com  x i
v
N.West@CompEl.com  x h ¢I

Select Al 3

J.North@CompEl.com

K.South@CompEl.com

Figure 8-2 Access Permission
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8.2 Edit Device List

The "Device List" page is the main page that shows the IoT units in a tree view and their position on the
map. The IoT units could be organized by location, functionality, or any other criteria you consider. In
Figure 8-3 is shown an example where the units are organized based on location. There are two
substations, one on Blue Street (A) and one on the Green Street (B). The three-view can be organized in

four levels deep as seen in (A):

IM500-SM500 User’s Guide [D017-0025-200-02]]

1. Level 1 - Substation.Blue.
2. Level 2 - Transf_110kV.
3. Level 3 - Bushings.
4. Level 4 - contains the loT unit “Tranf.B_IN".
Comp.EL v DeVice Ll St q Edit Device List | +Add New Device
" — wormiey. )
User Settings ¥ All Devices © - =
¥ Substation.Blue @ b Map  Satellite = C .
¥ Transformer.1 Q @) Vaughan (i) Markham
Alarms and Events ¥ Bushings @ @
P 4Tranf.B-IN @ (404) 5
istorical Alarm Triggers ¥ Substation.Green @ o~ (s07) Ry({
— SCARBORO!
Data Visualization ¥ TrautAN om sl
(427 P
Data Export Vit -
)
EAST YORK m
DNP Configuration
Toronto
(403)
[5?2 ETOBICOKE +
sissauga —

Best practice: It is recommended that you define your organizational pattern and follow the instructions
in Figure 8-4 to edit the tree-view. Press the “Edit Device List" button —arrow 2 in Figure 8-3 and the “Edit

Figure 8-3 Device List

Device List” page is opened.

Note: Empty labels are not displayed in in the tree-view.
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Comp.EL v | +Back | h

User Settings Edlt DeV|C9 LISt
« v All Devices \Z\‘.] Add a Device ol

Alarms and Events ARSI ‘EE‘ Tranf.A-IN FI v

- ¥ Transf_10kV| z | + |
Historical Alarm Triggers - — B
-V Transformer.1‘ 7 | + ‘

Data Visualization M Bushings‘ =z |+ ‘

Data Export = QJTranf.B-IN ‘E’ h

DNP Configuration o ¥ Substation.Green |

« O Tranf.A-IN \E\

Figure 8-4 Edit Device List

Navigation — follow Figure 8-4:
1. Click the "+" icon and select Label. Type the name of the location — in this example is
“Substation.Green".
Click the “+" icon and the dialog box will display two options: Label and Device.
Select “Device” and the “"Add a Device” field is shown (A).
In the "Add a Device” drop-down list select the device of interest.
Click the “Submit” button and the tree will be updated. Repeat steps 1 to 5 for all devices.
To move a device to a different branch, click the “Trash” icon to right of the device. This deletes
the entry, then repeat steps 2 to 5 to add the device to desired branch.
7. Click the “Back” button to return to main page.

o v A WD

8.3 Change Password

The following instruction shows you how to change the password.

Click the "User Settings” on the left menu to view the User Profile page.
Enter the current password.

Enter the new password minimum 8 characters.

Retype the new password.

Press the "Update Password” button.

s =
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8.4 Thermal Sensor Setup

The main functionality of the IM500 unit is based on measuring, monitoring and analyzing the
temperatures in specific areas, named “Thermal Boxes” — maximum six. In this section you will learn how
to draw, name and configure the thermal boxes.

e

3/1/2019, 2:00:43 AM RECREEIEEE © P
Thermal Boxes Interval And Deadband

1 Bushing F'h:ase% Polling Interval @ #
v

15m
2  Bushing Phase B Erase
Data Deadband @
Bushing Phase C Erase
05 z
4  Control hox Erase a

w

Default Palette

iron ;l

5 | poxname Erase

6 hoxname Erase
Update Device h

Figure 8-5 IRCam Setup

Click and drag on the image to draw thermal boxes over regions of interest. Ensure the snapshot is up to
date so drawings are accurate. Optional: you can press the “Take New Snapshot” button to retrieve a new
image. Note that the minimum size of the box is 3 x 3 pixels and is automatically adjusted for smaller
boxes.

8.4.1 Draw A New Box
Follow these instructions to draw a new box:

a) In the Snapshot area, arrow 1 Figure 8-5, place the mouse-pointer on any corner of the
rectangle you intend to draw (top-left/ right, bottom-left/right).
b) Click and drag the mouse towards the diagonal opposite corner of the rectangle (bottom-
right/ left; top-right/left).
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c) Release the button and the box is displayed on the screen.

d) If the rectangle is fitting the area of interest move to step e), else press the "Erase” button

(arrow 4) to remove the box and redraw the box (start at step a).

e) In the dialog box marked by arrow 3 type the name that easily identifies this area. E.g. "Phase

A - Bushing”.

8.4.2 Thermal Sensor Common Settings

Figure 8-5 legend:

Snapshot area.

Enter a name for the box.
Delete the box.

ik o=

Press the "Take New Snapshot” button to update current view.

Polling Interval: time period in-between two consecutive readings. Longer intervals are more

power efficient. Available values: 15m, 30m, 1h, 2h, 6h, 12h, 24h (m=minutes and h=hours).

6. Data Deadband: minimum temperature change for the measured temperature to be recorded.

7. Unit Celsius [C] or Fahrenheit [F]. The sensor measures in Celsius but will display data in the unit.

8. Click the “"Update Device” button after all boxes are drawn or the settings were changed.

Note: The thermal boxes are drawn in
sequential order, with first available index
allocated to the newly drawn box. E.g. If
you delete box 2, the next box drawn will
be marked 2.

Radiometry Parameters

These parameters are located on the right
of the main window of the Thermal Sensor
setup as shown in Figure 8-6 . The area
marked by arrow A shows the installation
and arrow B points to the time the image
was received. The visual snapshot can be
used as reference for drawing the thermal
boxes. Optional: you can press the “Take
New Snapshot” button to retrieve a new
image.

www.SystemsWithIntelligence.com

Radiometry Parameters
Units @ ﬂ' Target Emissivity

8

Metric j 0.95 ::]
Reflected Temperaturia Air Temperature ﬂ

= |l |-5 = | =c
Relative Humidity E’ Target Distance ﬂ

20 = | % 5 =M m
Window Temperaturel Window Transmissioﬂ

z ﬁ LT 1 ﬁ

-5
Update Parameters h

Figure 8-6 Radiometry Parameters
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These parameters must be customized for each installation in order to take into account the climate

and the surrounding elements of the site. Parameter description:

1

2.
3.
4

o

Units selection: Imperial (feet, F) or Metric (meters, C).
Reflected Temperature represents the background temperature.
Relative Humidity is used to compute the atmospheric transmission.
Window Temperature — represents the temperature of the physical window in front of the
sensor.
Target Emissivity is the emissivity of the source.
Air Temperature is used to compute the atmospheric transmission.
Target Distance measured from IM500 to the source; used to compute the atmospheric
transmission.
Window Transmission - fraction of IR radiation passed through the window.
Press "Update Parameters” to save the configuration.

The Window temperature and Window transmissions compensate for external viewing window.
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8.5 Setup Alarms and Events

This section is specific for configuring Alarms and Events for the IM500. Section 9.5 contains instructions

specific for the SM500 Setup of Alarms and Events.

In the "Alarms and Events” window (Figure 8-7) you can setup the thermal alarms, configure DI, interval

snapshot and daily snapshots.

1. In the drop-down list select the device that will be configured. The list shows all existing
configured alarms.

Click to add a new “Thermal Alarm”; details in section 8.6.

Click to configure digital inputs; details in section 8.7.

Click to add an “Interval Snapshot”; details in section 8.8.

Click to add a "Daily Snapshot”; details in section 8.9.

To edit an existing alarm place the mouse over it and the “Edit” button will be displayed to right

o Uk~ wN

of the window.
7. To completely remove an existing alarm click on the “Delete” button.

Sub.Green Tl + Thermal Alarm | + Configure DI | + Interval Snapshot | + Daily Snapshot
Name Description v Type Condition a i
3Way: (B1-B5-B6)>20C 3Way:(|B1-B5|>20)(|B1-B6|>20)(|B5- Thermal The difference in avg between boxes T1_PhaseA, T2_PhaseB, Za= (8 [ Delete

B6|>20C) T2_PhaseC is > 20°C
Delta: (B6 - B3) » 10C Delta: (B6 - B3) » 10C Thermal The difference in avg between boxes T2_PhaseC, T1_PhaseC is >

10°C

Abs:B1>35C Abs: Bl is greater than 35 C Thermal The min in box T1_PhaseA is >35C
Rel: (B5 - B4) > 5C Relative: (B5-B4) > 5C Thermal The avg in box T2_PhaseB is > box T2_PhaseA by 5°C

Figure 8-7 Setup Alarms and Events

8.6 Configure Thermal Alarm

The thermal configuration is closely related to the equipment that is monitored. It is very important that
you have a good understanding of the system you are monitoring and you should configure the IM500
based on that information. In this section you will learn how to configure the thermal monitoring. There
are three types of alarms that can be configured.

a. Absolute comparison

b. Relative comparison

c. Relative delta

d. Three way delta

52

www.SystemsWithIntelligence.com supportSystemsWithintelligence.com

© 2020 Systems With Intelligence. All rights reserved.


http://www.systemswithintelligence.com/
http://www.systemswithintelligence.com/

| |
systems.... Il
intelligence []

8.6.1 Absolute Comparison

IM500-SM500 User’s Guide [D017-0025-200-02]]

The "Absolute comparison” rule will trigger an alarm if the temperature in the box is bellow or above a

temperature threshold.

Configure Thermal Alarm

Name
B1 above 60C h
Description

Condition Type

Ahsolute Compatrison

The ming'of bhox
Email List AE

user@example.com

=

Temp of phase A is ahove Rh
1

greaterthan@
N EIRE

Snapshot.  Both jDigitaI Output:  NiA j

Lo} -
&

Figure 8-8 Absolute comparison

The rule of "Absolute comparison” in this example will trigger an alarm if: the “minimum” temperature

in "Box 1" is "greater than "60C". These are the configuration steps — follow Figure 8-8:

© 00N Ok wDNPE

www.SystemsWithIntelligence.com

Select the box of interest: Box 1.

Type a name for this alarm; “B1 above 60C"

Optional: add a detailed description.

Click on the “Condition type” drop-list and select “Absolute Comparison”.
Select “min” in the drop-box list. Also available: “maximum” and “average”.

Select the condition: "greater than” or “less than”.

Type the value of the temperature or use the up/down buttons to adjust.
Select the measuring unit: C or F.

Select Both, Visual or IR snapshot.
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10. Optional: you can configure the “Digital Output” to be activated when this condition is detected.
In this example is set to “N/A" (No Action).

11. Press the "Save” button to preserve this configuration or press “Cancel” to discard (no alarm will
be saved).

Optional: you can configure the system to send one or more e-mails when this alarm is triggered. Press
the "+" sign (arrow 11) and type the e-mail address in field pointed by arrow 12. For multiple e-mails

7] n

press the "+" again and type the new recipient.

8.6.2 Relative Comparison

The "Relative Comparison” rule will trigger an alarm if the temperature difference between two boxes is
above or below a temperature threshold.

Configure Thermal Alarm x
Name

o h
Description

b1 exceed b2 by 11C h

Condition Type

Relative Comparison

The rna:{‘qt)f hox 1S ureaterthangﬁ Zghy
T q =

Snapshot: IR v | Digital Output: N/A
Email List
USE‘I'I@C ompanyname.com m

Figure 8-9 Thermal Alarm: Relative Comparison

In the following example you will configure a “"Relative Comparison” alarm that triggers when Box 1
exceeds box 2 by 10C. These are the configuration steps — follow Figure 8-9

1. Type a name for this alarm; “b1 > b2".
2. Optional: add a detailed description; “Box 1 exceeds box 2 by 10C".
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3. Click on the “Condition type” drop-list and select “Relative Comparison”.
4. Select "max” in the drop-box list. Also available: “minimum” and “average”.
5. Select the first box of interest: Box 1.
6. Select the condition: “greater than”. Second option: “less than”.
7. Select the second box: Box 2.
8. Type the value of the temperature or use the up/down buttons to adjust.
9. Select the measuring unit: C or F.

12.

. Select IR snapshot, Visual or None.
. Optional: you can configure the "Digital Output” to be activated when this condition is detected.

In this example is set to “N/A” (No Action).
Press the “Save” button to preserve this configuration or press “Cancel” to discard (no alarm will
be saved).

Optional: you can configure the system to send one or more e-mails when this alarm is triggered. Press

the u+n

sign (arrow 12) and type the e-mail address in field pointed by arrow 13. For multiple e-mails

uo,n

press the “+" again and type the new recipient.
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8.6.3 Relative Delta Comparison
The "Relative Delta” comparison rule will trigger an alarm if the temperature in one box is below or above
the temperature of another box by set threshold.

Configure Thermal Alarm X
Name
(Box 1-Box2) »20C

Description

The difference between Box 1 and Box 2 is more than 20C

Condition Type a

Relative Delta

hox 1 =one, box 2 = two

The difference ¥ | hetween boxes

greater than

Snapshot: IR Dlgltal Output:  N/A _Im

Email List

+

Figure 8-10 Thermal Alarm: Relative Delta

In the following example you will configure a relative delta alarm that triggers when the difference
between average temperature of the box 1 and box 2 is greater than 20C. These are the steps — see
Figure 8-10:

1. Type a name for this alarm; "(Box1 — Box2) > 20C".
2. Optional: add a detailed description.
3. Click on the “Condition type” drop-list and select “Relative Delta".
4. Select "avg” in the drop-box list. Also available: “min” and “max".
5. Select the first box of interest: Box 1.
6. Select the second box: Box 2.
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7. Select the condition: “greater than” or “less than” in the drop-down list.

8. Type the value of the temperature or use the up/down buttons to adjust.

9. Select the measuring unit: C or F.

10. Select IR snapshot, Visual or Both.

11. Optional: you can configure the “Digital Output” to be activated when this condition is detected.
In this example is set to “Trigger”.

12. Optional: you could configure the system to send one or more e-mails when this alarm is
triggered. Press the “+" sign (arrow 13) and type the e-mail address in field pointed by arrow 12.
For multiple e-mails press the “+" again and type the new recipient.

13. Press the “Save” button to preserve this configuration or press “Cancel” to discard (no alarm will
be saved).
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8.6.4 Three Way Delta
This type of condition is designated to monitor three temperatures in an installation. E.g. 3-phase
equipment: buss-bar, ties, switches, etc.

Configure Thermal Alarm X
Name

3-way h
Description

Condition Type
Three Way Delta ﬂ a ﬂ
The difference in | avg j between boxes 1 J J j is

QQreaterthan j 5 q o | "C _Im
Snapshot  Both _'J Digital Output. ~ Trigger =
Email List w

user@example.com m x
+ E

Figure 8-11 Thermal Alarm: Three Way Delta

In the following example you will configure a three-way delta alarm that triggers when the difference
between average temperature of the box 1, box 2 and box 3 is greater than 5C. These are the steps —
see Figure 8-11:

1. Type a name for this alarm; “3-way".

2. Optional: add a detailed description.

3. Click on the “Condition type” drop-list and select “Three Way Delta".

4. Select "avg” in the drop-box list. Also available: “min” and “max".

5. Select the first box of interest: Box 1.

6. Select the second box: Box 2.

7. Select the third box: Box 3.

8. Select the condition: “greater than” or “less than” in the drop-down list.

9. Type the value of the temperature or use the up/down buttons to adjust.
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IM500-SM500 User’s Guide [D017-0025-200-02]]

12. Optional: you can configure the “Digital Output” to be activated when this condition is detected.

In this example is set to “Trigger”.

13. Press the “Save” button to preserve this configuration or press “Cancel” to discard (no alarm will

be saved).

Optional: you could configure the system to send one or more e-mails when this alarm is triggered.
Press the "+" sign (arrow 13) and type the e-mail address in field pointed by arrow 12. For multiple e-
mails press the "+" again and type the new recipient.

8.7 Configure Digital Input Alarm

The digital input must be wired to the IM500
before it is configured. In this example there is
a micro-switched installed at the South Gate
and is connected to DI1 (digital input 1).
Configuration:

1. Type the name.

2. Type the description; in this example the
switch is located at the South Gate.

3. Select the interface; in this example the
micro-switch is wired to DI1.

4. Select the snapshot action: Both, Thermal,
Visual or None.

5. Select a "Digital Output” action; there are
three options: N/A, Trigger and Reset. The
Digital Output is a relay that can be turned
on (Triggered) or off (Reset).

6. Optional: you could configure the system
to send one or more e-mails when this
alarm is triggered. Press the “+" sign (arrow
6) and type the e-mail address in field
pointed by arrow 7.

7. Press the "Save” button to preserve the
configuration. Press the “Cancel” button to
discard these settings.

www.SystemsWithIntelligence.com

Actions are triggered o

Configure Digital Input X
Name

S h
Description

DI1 South Gate

n CLOSE only ‘

Snapshot:  Both ;l Digital Output: ~ NiA

L

user@example.com
Close

Input #

Digital Input 1

Email List

hxmu

Save
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8.8 Configure Interval Snapshot

This configuration instructs the IM500 to take a _
. . Configure Snapshaot Interval

snapshot at a predefined interval.
1. Type a name to identify this event. Name
2. Optional: add details of the event. h ’
3. Select the interval from the drop-down box. o Y

Available settings: 1, 2, 4, 6, 8 and 12 hours. ClRsERpUon
4. Snapshot selection: IR, Visual or Both. h ﬂ
5. Optional: The Digital Output can execute a

Command Take a scheduled snapshot every  hour ¥
6. Email List: click on “+" marked by arrow 6 to add Snapshot IR «| pigital Output N,;\ -

an entry in the “Email List”. Type the email

address in the new field. Email List AE
7. Press the "Save” button to preserve the +

configuration. Press the “Close” button to discard i

the changes.

8.9 Configure Daily Snapshot

IM500-SM500 User’s Guide [D017-0025-200-02]]

Figure 8-13 Configure Interval Snapshot

This configuration instructs the IM500 to take a snapshot every day at a specific time.

1. Type a name to identify this event.

2. Optional: type a description.

3. Scheduled time: click on the drop down
list and select the time.

4. Select the time zone.

5. Snapshot selection: IR, Visual or Both-
default.

6. Optional: operate the digital output.
Default: No Action.

7. Email List: click on the “+" marked by
arrow 7 to add an entry in the “Email
List".

8. Type the e-mail address in the field

marked by arrow 8.

Press the “Save” button (arrow 8) to send the
data to the unit. Press the “Close” button to
discard the settings.

Configure Daily Snapshot

Name

Daily snapshot at 9am
Description

Daily snapshot at 3am

v

Take a scheduled snapshot every day at

in the following timezone  (GMT-04:00) America/Toronto

IR v! Digital Output: ~ N/A I
James North@lmportant.com

Snapshot: ﬁ
Email List
user(

@example.comn

+

Figure 8-14 Configure Daily Snapshot

Troubleshooting: Check your "Spam/ Junk” folder if you do not receive any emails. White list the

emails sender - mark it “Not spam”.

www.SystemsWithIntelligence.com
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9 SM500 Configuration

The SM500 is a data concentrator and protocol converter equipped with a wireless communication that
collects data from remote sensors and makes it available for online viewing and SCADA integration. In
this section you learn how to configure the SM500 and benefit from all the features. The instructions in
this guide created the dashboard shown in Figure 9-1.

8 8 8 8 8§

Water Reservoir Monitor [Alarms/Events Digital IO | Device Setup | Modbus Setup]

License expiry: 10/28/2021 (7 Live Update

Historical Data e d d Digital /O

30 |I|E:l' — Current State  Last Updated
Input 1 open 1/6/2021, 11:44 AM

m Input 2 open 1/6/2021, 11:44 AM

Output j:losed 2/16/2021, 11:46 AM

06:00 08:00 10:00 12:00 14:00

@ Reservoir_Monitor A1_30001_V.Solar -#-Reservoir_Monitor A1_30002_I.Pump h
Reservoir_Monitor A1 _40001 _Temp.1 Reservoir_Monitor Al _30003_T.Level

Latest Data e
Point ﬁ

Value ﬁ Timestampﬂ

1 (A1_30001_V.Solar) 13.55 2/16/2021, 3:14 PM
2 (A1_30002_I Pump) 0 21612021, 3:14 PM
3 (A1_30003_TLevel) 225 2/16/2021, 3:14 PM
4 (A1_40001_Temp.1) 933 21612021, 3:14 PM
5 (A1_40002_Temp.2) 9.85 2/16/2021, 3:14 PM
B (A1_10001_Batt_OK) 1 2/16/2021, 9:00 AM
7 (A1_10002_Main_OK 1 2/16/2021, 9:00 AM

Figure 9-1 SM500 Device Page

You must complete four configuration stages in order to have a functional data concentrator:

1. Add new SM500 - section 9.2.
2. Configure communication - section 9.3.2.
3. Configure Points - section 9.4.
4. Setup Alarms and Events — section 9.5.
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9.1 Introduction

The SM500 is designed to collect data from Modbus devices equipped with serial communication (RS485)
and sent wirelessly to the SWI loT Cloud. The data is available via the Dashboard to monitor from
anywhere. Also, data could easily be integrated with SCADA via the DNP3 protocol. The SM500 can
retrieve a maximum of 64 Modbus points and the supported functions see Table 9-1.

Table 9-1 Modbus support

# | Function | Function Register Size Register Address space
code Description address
A | 0x01 Read 1-bit coil 1-bit 0-9999 1-9999
0x05 Write 1-bit coll
B | Ox02 Read discreate input 1-bit 0-9999 10001-19999
C | 0x04 Read input register 16-bit signed/unsigned | 0-9999 30001-39999
D | 0x03 Read holding register 16-bit signed/unsigned | 0-9999 40001-49999
0x06 Write holding register

9.1.1 General Application
For the purpose of this manual a simple water reservoir installation is used to guide you through the
configuration process. The diagram of this installation is shown in Figure 9-2.

SOLAR PANEL
SM500

(Optional Antenna)

B
ii’:
i%:ﬁ

water wants to return

Pl.? to this level
: - Sensors .
Power )
n Battery GRID
I R == N
L H o
w—H—o S P9
. B , P
= s
] ~ b N
.o—-;-;;k:' : % Y S
:,777 — - \ e
. SM500
H >4
s P o)
g ] Pumping ,j
-> a > Station

water source

Figure 9-2 General Application
62

www.SystemsWithIntelligence.com supportSystemsWithintelligence.com

© 2020 Systems With Intelligence. All rights reserved.


http://www.systemswithintelligence.com/
http://www.systemswithintelligence.com/

systems

intelligence []

IM500-SM500 User’s Guide [D017-0025-200-02]]

A reservoir is filled by a pump with water extracted from a well and the system is controlled by a PLC

(Programmable Logic Controller). The water level is monitored, and the pump is turned on when the

level is below the minimum threshold and turned off when it reaches the maximum threshold. The

system also monitors the temperature of the water in the tank and sets an alarm when it is close to

freezing. The power supply main line is monitored, and a solar panel and battery provides backup. The

sensors and the PLC associated Modbus Register address are listed in Table 9-2.

Table 9-2 Water Tank Installation

# | Installation Function description PLC Input Sensor Modbus register
Element Type / Address
1 | Water tank Measure the water pressure in | Analog Input Analog Input
the water reservoir and convert | [4-20mA] 30003
it to water level
2 | Water tank Measure the temperature of PT-100 RTD with transducers | Holding register
the water [4-20mA] 40001
3 | Water pump | Measure the consumption of Split current transformer and | Analog Input
the water pump transducers [4-20mA] 30002
4 | Control Measure the temperature of PT-100 RTD with transducers | Holding register
house the control house [4-20mA] 40002
5 | Solar panel Measure the output voltage of | Analog Input Analog Input
the solar panel [0-10V] 30001
6 | Battery state | Output from the battery Digital Input Discrete Input
charger indicates that the Low=0V, High=12Vdc 10001
battery is OK or Discharged
7 | Main power | Output from the power supply | Digital Input Discrete Input
state indicates the presence of the Low=0V, High=12Vdc 10002
main power: OK/ Loss
8 | Pump control | PLC output controls the pump | PLC internal Digital Status Coil 1
that indicates pump is
ON/OFF
9 | Fan PLC output controls the fan of | PLC internal Digital Status Coil 2
control the control house that indicates light is ON/OFF
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9.1.2 Mapping
In Table 9-3 is presented the points that will be configured in this section. You need to consult the
manual of your device in order to procced with the configuration.

Table 9-3 Mapping Preparation

Index | Function Modbus Modbus Instructions
SM500 | description Register type Register address
1 Solar panel voltage 16-bit unsigned 0 Section 9.4.4
Analog Input
2 Pump current 16-bit unsigned 1
Analog Input
3 Water tank level 16-bit unsigned 1
Analog Input
4 Tank temperature 16-bit unsigned 0 Section 9.4.5
Holding register
5 House temperature 16-bit unsigned 1
Holding register
6 Battery state 1-bit 0 Section 94.3
Discrete Input
7 Main power state 1-bit 1
Discrete Input
8 Pump control 1-bit Coil 1 Section 9.4.2
9 Fan control 1-bit Coil 2
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9.2 Stage 1: Add New SM500 Device

“8» Device List X

& 5 C {) @& iot-systemswithintelligence.com/devices Qa &% 0 6

Logged in as { Sign Out y ‘ Contact ’

8 = =
e Device List _'

List All Devices

Data Visualization u Q

= T -
Alarms and Events 4 TEng_Top_1 @ =

Add New Device

Device ID:

DNP C DeV|Ce L| St 1234567890ABCDEF i EH

Histarical Alarm Triggers

Chosen Name:

Water_Reservoir_Monitor ||
optional a
eservoir_Monitor @ =

Figure 9-3 Add new device

In this chapter you will add the SM500 unit to your organization using the ID of the device. An alternate
method requires the use of the build-in video camera of your PC/laptop and is described in section 6.2.

This setup is required only once per device and you must be log-in with Administrator credentials and
the device can be off-line (not powered). Follow instructions shown in Figure 9-3

1. Click the “List All Devices” menu to reach the page where the “Add New Device” button is
available.

Click on the “Add New Device” button located on top right and a new page is displayed.
Enter the Device ID; this information is printed on the label located on the back of the device.
Enter a name that will easily identify the device; in this case "Water Reservoir Monitor”.

Click the “Submit” button and the new unit will be listed in the “Device List” page.

A A

Once you complete this task the device is shown on the “List All Devices” page and you could proceed
to section 9.3.
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9.3 Stage 2: Device Setup

This setup requires that the SM500 is powered and on-line (connected to SWI IoT Cloud). You could do
this configuration as Operator or Administrator.

9.3.1 SM500 Setup Page
Click the “List All Devices” button in the left menu and then click the name of the device that will be
configured. The main page for setting the SM500 device will be displayed as in Figure 9-1 and the
elements of top of the page are shown in Figure 9-4:

1. Name of the device entered in section 9.2 (Add New Device).

2. Alarms/Events button - see section 9.5.

3. Digital IO button — see section 9.6.

4. Device Setup button — see section 9.3.2.

5. Modbus Setup button — see section 9.4.
Water Reservoir Monitor ) ’ Alarms/Events | Digital I/O | Device Setup | Modbus Setup ’
License expiry: 10/28/2021 [ Live Update

Figure 9-4 SM500 Setup Page
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9.3.2 Communication Setup
This is the second stage in the setup. On the SM500 Setup Page (Figure 9-4 ) press the Device Setup
button (4) and a new page is displayed — see Figure 9-5.

1. Enter a Device Name that will identify the
unit function or location.

‘ 4 Back ‘

. 2. Optional: Grouping, will place together
Device Setup

units that have same location/ function.

@

Device ID Device Name . The Baud Rate must match the PLC
1234567890ABC Water_Reservoir_Monitor configuration. Available selections: 1200,
2400, 4800, 14400, 19200, 38400,
Py 57600bps.

Dundas Station

optional
Baud Rate @ Polling Rate

9600 v 30s

4. Polling Rate: 30s, Tm, 3m, 5m, 10m, 15m,
30m. This represents the interval between
Modbus requests.

v 5. The GPS Override allows you to enter a

specific location instead of the GPS.
GPS Override @

. o o
Address / Latitude Longitude 6. Optional: press the '+' to add an e-mail

that will receive notifications regarding the

00 .
Connection Status.

Gonnecion Sttus Subscriptons 7. Optional: enter the recipient e-mail. To

aaa@E

remove an e-mail field, press the 'X'.
@North@company.com p 8. Press the Save button to preserve the
. ﬂ settings. Press the Back button to discard
the changes and return to previous page.

Figure 9-5 Device Setup
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9.4 Stage 3: Modbus Setup

This setup requires that the SM500 is powered and on-line (connected to SWI IoT Cloud). You could do
this configuration as Operator or Administrator.

9.4.1 Add New Points

At this stage you will learn how to configure the SM500 in order to retrieve the measurements from the
Modbus slave. To start click on the left menu “List All Devices” button then click on the device name
(link) and you will reach the SM500 main page (see Figure 9-4).

‘ <« Back ’
Water_Reservoir_Monitor
Register Information  Report Rate Information
0 80088
Device Register Scaling Scaling
Index Name Addr Addr@  Type Deadband (Multiply) (Add)
1 A1_30001_V.Solar 1 1l 30001 | 4 5 0.01 0 Z Edit h
2 A1_30002_| Pump 1 i 30002 | 4 5 0.1 0
S A1_30003_TLevel 1 pA 30003 | 4 g 0.01 0
4 A1_40001_Temp.1 1 [a[1} 40101 JE 5 0.01 0
5 A1_40002_Temp.2 1 101 3 5 0.01 0
5 A1_10001_Batt OK 1 1] 10001 JREN 1 1 0
7 A1_10002_Main_OK 1 1 1 1 1 0
8 A1_10003_Door_On 1 p3 10003 | 1 1 1 0
8 Al_Coil.1_PumpON 1 il 1| 0 1 1 0
10 Al1_Coil.2_FanON 1 1 0 1 1 0
"

Figure 9-6 Modbus Setup
Figure 9-6 legend:
Index of the point in the SM500 list. There are a total of 64 points.
Name — you add this information for each point to easily identify.
Device address — the address of the Modbus device you will communicate.
Register address — the location of the Modbus register to be retrieve.

v s N =

Register Type — allocated in the device. These type can be retrieved by the loT SM500:
- 1 bit coil (0x01, base address 1)

- 1 bit discrete input (0x02, base address 10001)

- 16 bit holding register signed or unsigned (0x03, base address 40001)

- 16 bit input register signed or unsigned (0x04, base address 30001)
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6. Deadband — defines the smallest input change before the value is reported.

7. Scaling (Multiply) — to display in the dashboard the engineering values the SWI loT application
provides two coefficients: “Scaling (Multiply)” and “Scaling (Add)". The scaled values are used
only for the Data Visualization page; the collected data is sent unaltered to SCADA via DNP3.

8. Scaling (Add) — used for scaling the reading to engineering units. See Scaling example below.

9. Edit - press this button to configure a new point or edit an existing one. Optional, you can press
the Delete button to remove this entry from configuration.

10. Save — must press this button for the changes to take effect.

11. Reset — press this button to return to the last saved configuration.

12. Export — press this button to save the configuration as a file to your PC/Laptop. It is strongly
recommended not to alter the file using a text editor.

13. Import — press this button to use a previously exported configuration. The file can be used as a

restore point and/or to configure multiple sites that have the same setup.

Scaling example: The current sensor is reporting the measured value in milliamperes: 10m A= 1 count.
A reading of 423 represents: 423 x 1T0mA = 4230mA.

To display the values in engineering units [Amperes] you will use a multiplying factor of:
(10mA/count)/1000 = 0.01

The display will show 423 x 0.01 = 4.23A

The configuration windows contain these generic buttons:

Cancel - press this button to discard any changes and return to previous page.
Confirm — press this button to preserve this configuration and return to previous page. You
must press the “Save” button on the Point Setup page for the configuration to take effect.
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In this section you will learn how to configure a “coil register”. A writing to this register activates a relay
and, in this example, it controls the pump: turn on and off. In the SM500 Setup Page (Figure 9-4) press
the "Edit" button marked (5) located to the right of the page and the generic Configure Modbus Point is

displayed. Follow the instructions below:

Configure Modbus Point

| 0

Type

1 bit coil (0x01, base addr 1)

Deadband @

Scaling @
Multiply reading by value (can be a decimal for di

| 8

Index Name
9 A1_Coil.1_PumpONR
Device Address Register Address

-]

v
1 :
1
Add value to reading (can be negative for subtractio

Figure 9-7 Configure Coil

Index: displays the automatic value
allocated in the table.

Name: enter an identifier of the function.
In this example the name includes “Coil”
and "PumpON".

Device Address: enter the address of the
device. In this example is 1.

Register Address: enter the value of the
address. In this example is O (zero).
Type: select "1 bit coil” in the drop down
list.

Scaling Multiply — not available for this
type.

Scaling Addition — not available for this
type.

Cancel: press this button to discard the
configuration and return to previous
page.

Confirm: press this button to save the
configuration.
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In this section you will learn how to configure a “Discrete Input Register”. This is a read only register and

reflects the status of switch/electrical contact. In this example, the system provides the status of the

battery using a discrete input register. In the Points Setup page (Figure 9-4) press the "Edit" button

marked (5) located to the right of the page and the generic Configure Modbus Point is displayed. Follow

the instructions below:

Configure Modbus Point

Index l Name

1 bit discrete input (0x02, base addr 10001)

Deadband @

1

Scaling @
Multiply reading by value (can be a decimal for div

1

| 8

Figure 9-8 Configure Discrete Input

6 A1_10001_Batt QK
Device Address Reaqister Address

| 0
Type

Add value to reading (can be negative for subtraction

@

a @

8
1%
3.8

Confirm

Index: displays the automatic value
allocated in the table.

Name: enter an identifier of the
measurement. In this example the name
includes the register address and "Batt
OK".

Device Address: enter the address of the
device. In this example is 1.

Register Address: enter the value of the
address. In this example is 0 (zero).
Type: select "1 bit discrete input” in the
drop down list.

Scaling Multiply — not available for this
type.

Scaling Addition — not available for this
type.

Cancel: press this button to discard the
configuration and return to previous
page.

Confirm: press this button to save the
configuration.
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9.4.4 Input Registers [30001 - 39999]

In this section you will learn how to configure an “input register”. This register holds the measurement of
an analog input and, in this example is the voltage of the solar panel. In the SM500 Setup Page (Figure
9-4) press the "Edit" button marked (5) located to the right of the page and the generic Configure Modbus
Point is displayed. Follow the instructions below:

1. Index: displays the automatic value

allocated in the table.

Name: enter an identifier of the

measurement. In this example the

name includes the register address and

“V. Solar”.

Device Address: enter the address of

the device. In this example is 1.

4. Register Address: enter the value of the

address. Example - 0 (zero).

5. Type: select “16 bit input register” in
the drop down list.

6. Deadband: minimum change required
for the value to be reported.

7. Scaling Multiply: default value 1. This
coefficient is used to scale the value
displayed in the “Visualization” page.

8. Scaling Addition: default value 0. This
coefficient is used to scale the
displayed value in the “Visualization”
page.

9. Cancel: discard and close.

10. Confirm: saves the configuration.

Configure Modbus Point

o

Index Name

1 A1_30001_V.Solar,

Device Address ﬂ Register Address

1 0

@ e

Type

16 bit input register {(unsigned) (0x04, base addr 30001) v
Deadband @
0

Scaling @

Multiply reading by value (can be a decimal for divisio
0.01

Add value to reading (can be negative for subtraction)

lae @ g

Confirm

Figure 9-9 Configure Analog Input Register
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9.4.5 Holding Registers [40001 - 49999]

In this section you will learn how to configure a "holding register”. This is a read and write register and it
stores an analog value. In this example, it stores the temperature reading from a sensor. In the SM500
Setup Page (Figure 9-4) press the "Edit" button marked (5) located to the right of the page and the generic
Configure Modbus Point is displayed. Follow the instructions below:

1. Index: displays the automatic value
allocated in the table.

Name: enter an identifier of the
measurement. In this example the name
includes the register address and

4 A1_40001_Temp.1
ﬂ “Temp.1".
Device Address Register Address 3. Device Address: enter the address of

the device. In this example is 1.

Configure Modbus Point

@

Index Name

@@

1 100
4. Register Address: enter the value of the
Type address. E.g. 100 .

16 bit holding register (signed) (0x03, base addr 40001) v 5. Type: select 16 bit input register” in the

drop down list.
Deadband @ a 6. Deadband: minimum change required
0 for the value to be reported.
7. Scaling Multiply: default value 1. This
=eiing @ "Jl coefficient is used to scale the value
Multiply reading by value (can he a decimal for divisio displayed in the “Visualization” page.

0.1 8. Scaling Addition: default value 0. This
coefficient is used to scale the displayed
value in the "Visualization” page.

9. Cancel: discard and close.

10. Confirm: saves the configuration.

Add value to reading (can be negative for subtraction)

-40

la®

Confirm

Figure 9-10 Configure Holding Register
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9.5 Stage 4: Setup Alarms and Events

This setup requires that the SM500 is powered and on-line (connected to SWI IoT Cloud). You could do
this configuration as Operator or Administrator.

Press the "Alarms/Events” button (2) in “Figure 9-4 SM500 Setup Page” and the “Setup Alarms and
Events” is displayed as seen in Figure 9-11.

The SWI IoT application is processing the collected data based on the conditions you configure in this
section. The alarms and events are stored in the log and you can analyze to fine tune your installation.

These are few examples for this application:

Events: log when the pump is turned on and when is turned off.
Alarm: monitor the pump current and log if it goes beyond a specified threshold. This may
indicate that the pump needs maintenance. Also, you can be notified by e-mail when this

condition is detected.

Setup Alarms and Events

Water_Reservoir_Monitor v ‘ + Analog Alarm |+ Binary Alarm|+ Configure DI ‘

8 8 8 8

Door is open Door (10001) is Binary  The value of modbus point Pa= 8 [ Delete
open 8(A1_10003_Door_On)is 0

Pump Current  Pump: current over  Analog The value of modbus point
load 2(A1_30002_|.Pump) is > 500

Tank Tank T: freezing Analog The value of modbus point

Temperature warning 4(A1_40001_Temp.1) is < 20

8 8 8 8

Figure 9-11 Setup Alarms and Events

The top of the page contains the buttons to access the configuration:

1.

2.
3.
4.

Device selection: the drop-down list allows you to select the unit you want to configure.
Analog Alarm — instructions in section 9.5.1
Binary Alarm — instructions in section 9.5.2
Configure DI —instructions in section 9.5.3

The header of the list contains the following columns:

5.
6.

www.SystemsWithIntelligence.com

Name — identifier of function and/or location.
Description — additional information to complement the name.
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7. Type — Analog (temperature, pressure, current, etc.) or Binary (switch, relay).

8. Condition — definition of the state that activates the alarm.

9. To edit an existing alarm place the mouse over it and the “Edit” button will be displayed to right

of the window.

10. To completely remove an existing alarm click on the "Delete” button.

9.5.1 Analog Alarm

Any continuous measurement can be associated with an analog alarm. Example: a temperature reading,

pressure, water level etc. can be configured to trigger an alarm if the value goes beyond a threshold.

Follow instruction in Figure 9-12

www.SystemsWithIntelligence.com

. 2 1. Name: enter a short string that identifies the
Configure Analog Alarm -
measurement and the condition.
- 2. Description: optional, additional information.
i 3. Modbus Point: select the measurement that
Pump Current . .
will be monitored.
Descripton ﬂ 4. Condition and Threshold: select “greater
than” or "less than” and enter the value used
N ﬂ for comparation.
Congition 5. Optional: Output Modbus Point
The value of point  2(A1_30002_| Pump) v 6. Optional: Output Write Value
7. Optional: Digital Output
greaterthan v = 250
8. Optional: press the '+’ to add an e-mail
Output field; type the address where the notification
Modbus Point Write Value: is sent.
N/A 9. Cancel: press this button to discard the
Digital Output i configuration and return to previous page.
10. Save: press this button to confirm the
settings.
Email List ﬂ
user@example.com
Figure 9-12 Configure Analog Alarm
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9.5.2 Binary Alarm

Any digital (discrete) reading can be associate with a binary alarm. Example: state switch On/Off, door
Open/Close, power OK/Failed etc. It can be configured to trigger an alarm if the value is changing state:
[0->1] or [1->0]. Follow instruction in Figure 9-13

1. Name: enter a short string that identifies the

Configure Binary Alarm * measurement and the condition.
2. Description: optional, additional information.
Name l 3. Modbus Point: select the point that will be
Door Open monitor.
4. Trigger On: select "0” or “1"; indicates digital
Bsarp ﬂ input (switch) is open or close.

5. Optional: select an “Output Modbus Point”
N ﬂ where a value can be written.
Condition 6. Optional: type the “Output Write Value” to be

sent.
7. Optional: select if the Digital Output should be
activated -0 or 1.

8. Optional: press the '+’ to add an e-mail field
R i and type the address where a notification is
sent.
9. Cancel: press this button to discard the

configuration and return to previous page.
10. Save: press this button to confirm the settings.

Mod int  8(A1_10003_Door_On) v Trigger On

Output
Modbus Point

Digital Output i

N/A

Email List

Cancel Save

- Bg
| cerca | sev [

Figure 9-13 Configure Binary Alarm
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9.5.3 Configure DI
The SM500 is equipped with two built-in Digital Inputs (D) that are configured following instructions in
Figure 9-14.

. o 1. Name: enter a short name that identifies the
Configure Digital Input ” measurement and the condition.
2. Description: optional, additional information.
Narfie 3. Input selection: chose one of the two Digital
Cabinet D Inputs (1,2) available on the SM500.
abinet Losk 4. Trigger On: CLOSE or OPEN
Descnpton 5 Output MOdbUS POInt
6. Output Write Value
7. Digital Output
Condition 8. Optional: press the '+’ to add an e-mail filed
o and type the address where the notification is
Input Digital Input 1 v Trigger On CLOSE ~
sent.
9. Cancel: press this button to discard the
Output i . .
v _ configuration and return to previous page.
hakdlial SRR 10. Save: press this button to confirm the settings.
N/A v| N0
Digital Output: i
N/A g
Email List ﬂ
user@example.com X
: ﬂ ﬂ
Figure 9-14 Configure Digital Input

9.6 Digital I/0

The configuration of the Digital I/O is detailed in section 7.7.
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10 Data Visualization

Data Visualization is the tool that you use to customize how you view the data. In Figure 10-1 you could
see an example of a substation that displays data using a gauge (A), a table (B), and a line-chart (C).

You choose to display data in a table, line-chart, or gauge. The table gives you data with time stamp, the
line-chart gives you the trend of multiple measurements over a time range and the gauge gives a quick
view. You select how to display data from multiple units and multiple sites. For example, you could
customize a Data Visualization page to show measurements from three IM500 units on the same site:
temperatures of phase A, B, C on bushings of Feeder 1 on the same line-chart as phase A, B, C on bushings
of Feeder 2. In this section you will learn how to configure and use all features.

8 8

Green Substation . wewdme cosus v @ [TmeRange select-

ase.B (Trans... m
° T_Phase.A h le" (
- Al
50 2/8/2021, 12:57 PM 259 27 26.5
100

0 \ 2/8/2021,12:42 PM 271 285 278

150 2/8/2021, 11:53 AM 259 275 26.6

2/82021, 11:38 AM 24 289 28

device Transformer_110kV box T1_Ph

2/8/2021,12:57 PM 2/8/2021, 11:20 AM 26.3 281 271 -

Phase A+B+C (Transformer_110kV) Q 2days

28 A

W
: A A A A //\/

Temperature (°C)

WA

22

7. Feb 08:00 16:00 8. Feb 08:00
©- box T1_PhaseA max - box T1_PhaseB max box T1_PhaseC max

Figure 10-1 Dashboard view
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The Visualization page presents the following elements — see Figure 10-1:

w

© N o Uk

9.

Live Update - slide the button and data will be refreshed based on the polling rate.

IM500 only: select between Celsius and Fahrenheit.

Time range drop-down list selection: 1/ 2/ 12 hours, 1/ 2/ 4/ 7/ 14/ 30 days and Custom. This
setting is changing the range for all tables and line-charts in the current dashboard.

(A) Gauge view - Name of the measurement.

(A) Gauge view — Device, measurement and time stamp of the value reported.

(B) Table view — Range of data.

(B) Table view — header: time stamp, minimum, maximum and average.

(C) The Line-chart view displays multiple measurements for a specified time range on the same
scale. This is a great tool for seeing trends over time.

(C) Line-chart view menu allows you to save the data offline as a picture or spreadsheet.

10. (C) The Line-chart legend displays the how each measurement is plotted.

Please note that you can view only the measurements that you configured following the instructions in

section 9.
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10.1 Start: New View

In this section you will learn how to build a Visualization page. The first step is to create an empty
Visualization page as shown below in Figure 10-2 . The second step is to add the measurements by

following the instructions in sections 0 to 0.

+ New View
New View .
Historical Alarm Triggers

DNP Configuration Name ﬂ

Dundas -Water pump monitor

User Settings

B ) Visualization

Data Visualization

Alarms and Events

Import existing view (optional)

a

No file selected Browse

User Settings

- Visualization| pm
'] ¥ =
B .

ISR EVERG Dundas - Water pump monitor

Figure 10-2 New View
Follow instructions in Figure 10-2 to create the empty page:
1. Press Data Visualization button located on the left menu.
Press the "New View" button located on the right of the Visualization page.
Enter the name in the edit box.
Optional — "Browse": press this button to import an existing configuration file saved by following

> wn

the instructions in section.

Press “Cancel” button to discard and return to previous page.

Press “Save” button to keep the configuration and return to previous page.

Press the newly created link and proceed to section 10.2.

Optional: you could click the edit icon to change the name of page. Also, you could click the

© N o wu

trash icon to completely delete the page.
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10.2 Type: Display Box

The Display Box is the most common view — it shows the last received reading with time stamp and in

Figure 10-4 is shown the typical dashboard.

Display Edit

View Name a

Dundas-Water Pump Monitor

Solar Panel Voltage h
Type

< >

Display Name

Solar Panel Voltage display box

Data Sources a

Device

Point

Water_Reservoir_Monitor v 1(A1_30001_V Solar)

Figure 10-3 Configuration of the Display Box

Start by clicking the "Data Visualization” in the left menu, then the name of the page you created in

section 10.1and then press the Edit button on the right menu (arrow 8 in Figure 10-4). Follow

instructions in Figure 10-3:

1.
2.
3.

= © LN v A

Press the “Edit” button located at the bottom-right on the visualization page.

Optional: you can rename the page after the page was created creation.

Type the name associated with the measurement. E.g. Solar Panel Voltage, this is displayed in
the tab above.

Select in the Type drop-down list: “display box".

Select in the Device drop-down list the unit that collects the data.

Select in the Point drop-down list the measurement. E.g. V.Solar.

Press the “+” New" button to add a new configuration display box.

Press the arrow left or right to navigate to another tab to update the configuration.

Press “X” if you want to delete this entry.

. Press the "Update” button to preserve the configuration and return to previous page. To discard

the changes press the "Cancel” button.

11. Repeat steps 3 to 7 to add all measurements of interest.
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' « Back ‘

Dundas-\Water Pump Monitor - weusse [cesus +|@ [Tmerange seet-]

8 8

Solar Voltage [V] Pump current [A] Water level [m]
device Water_Reservoir_Monitor point 1 device Water_Reservoir_Maonitor point 2 é E device Water_Reservoir_Monitor point 3
{A1_30001_V.Solar) {A1_30002_|.Pump) (A1_30003_T Level)
1/6/2021, 11:45 AM 1/6/2021, 11:45 AM I 2/7/2021, 4:40 PM h

4.55 5.35

TankTemp[C] ii  HouseTemp[C] ! Battery [OK=1] Q
3 Edit
i ;

device Water_Reservoir_Monitor point 4 device Water_Reservoir_Monitor point 5 device Water_Reservoir_Monitor p

(A1_40001_Temp.1) mv (A1_40002_Temp.2) i (A1-10001_Batt_OK)

2/7/2021, 4:40 PM 2/7/2021, 4:40 PM i 1/6/2021, 11:45 AM

Figure 10-4 Typical Display Box Data Visualization

After you complete the configuration of the page using Display Boxes you will get a Data Visualization
like the one shown in Figure 10-4. These are the actions you can perform in the dashboard page:

1. Live Update — slide the button and data will be refreshed based on the polling rate.

2. IM500 only: select between Celsius and Fahrenheit.

3. Time range drop-down list selection: 1 hour to 30 days, days and Custom. This is selection
applies for the entire page and affects only the table and the line-chart.

4. Name of the measurement.

5. Last reported value after is scaled.

6. loT Device name, point number and point name.

7. Time stamp of the last reported value.

8. Press the “Edit” button to make changes to this visualization page and continue the
configuration of the dashboard, follow direction in Figure 10-3.

9. Press the "Export” button to preserve this configuration in the local computer.

10. Press the edit icon to make changes to this specific display.

11. "Back” — press this button to return to previous page.
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10.3 Type: Table

The Table view presents the readings and the acquisition time in two columns as seen Figure 10-6.
|

Display Edit -

View Name n

Green Substation

T_Phase A T_Phase.B T_Phase.C h ﬂ
< (e =
Display Name E Type ﬂ

T_Phase.Cl

table v

Data Sources

box 1 = T1_PhaseA, box 2 = T1_PhaseB, box 3 = T1_PhaseC, box 4 = T2_PhaseA, box § = T2_PhaseB, box 6 = T2_PhaseC

Device ﬂ Box # a
Transformer_110kV Vil 3 v

Box Type

] minimum
maximum
| average

aof oo [iom

Figure 10-5 Configure: Table

Start by clicking the "Data Visualization” in the left menu and then click on the name of the page you
created in section 10.1. Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow
instructions in Figure 10-5:
1. Optional: Rename the dashboard.
Type the name of the measurement. E.g. T_Phase.C, Water Level [m].
Select in the Type drop-down list: “table”.
Select in the Device list the unit that collects the data. E.g. Transformer_110kV.
Select in the Point drop-down list the measurement to be displayed. E.g. Box #3
Check which measurement to be displayed in the table.
Click the “+" icon to add a new display; repeat steps 2 to 6.
Click the “x" icon to remove this tab.
Use the left-right arrow to navigate to previous/next tab.

20 E NG A WD

0. Press the Update button to save the changes and return to main page. Press Cancel to discard
the last changes.
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WaterLevel [m] 12 ous - | (EHN
| e Wer ol iokrona |
Jan 17,2020 11:45 AM 5.01 ‘
Jan 17,2020 11:40 AM 4.78
Jan 17,2020 11:35 AM 429
Jan 17,2020 11:30 AM 381

Figure 10-6 View: Table

In In Figure 10-6 is shown the Table view for the SM500 Water Level Monitor:
1. Select in the drop-down list the period that will be plotted.
2. Header: left column displays the acquisition date and time; right column shows the data.
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The Digital I/O is a dedicated view for the hardware of the loT: two digital inputs and one digital output.

X

Display Edit
View Name

8

Dundas - Water Pump Monitor

8

oltac Purmp current e nJ I Termp [C House Temp [C] Battery [Ol
Main [OK=1] Door [Open=1] Pump Ctrl [ON=1] ! M pump vs. water Digital I/O [+
Display Name ﬂ Type ﬂ
Digital 1/0 digital I/O v
Data Sources
Device n
Water_Reservoir_Monitor v

3 3 Carcel ] Upaae

Figure 10-7 Configure Digital 1/0

Start by clicking the “Data Visualization” in the left menu and then click on the name of the page you

created in section 10.1. Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow

instructions in Figure 10-7:
1. Optional: you can rename the page after the page was created creation.
Type the name associated with the measurement. E.g. Digital In/Out
Select in the Type drop-down list: “digital I/0".
Select in the Device drop-down list the unit that collects the data.
Press the "+" button to add a new configuration tab.
Press the arrow left or right to navigate to another tab to update the configuration.

"ny,n

Press "X" if you want to delete this entry.

©® N O Uk~ W

the changes, press the “Cancel” button.
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10.5 Type: Gauge

The gauge gives a quick view of the data that shows where the last reading is positioned in reference to
the minimum and the maximum levels you set.

Display Edit -

View Namel
Green Substation a

T_Phase A Pt ‘ +B+ ansf '

< > {m 0 0
Display Name ﬂ Type ﬂ
T_Phase A

gauge v

Data Sources

box 1 =T1_PhaseA, box 2=T1_PhaseB, box3=T1_PhaseC, box 4 = T2_PhaseA, hox5=T2_PhaseB, box6=T2_PhaseC

Device n Box # a
Transformer 110kV v 1 v
Min Value ﬂ Max Value i

-40 150

Box Type
minimum
maximum

average

12 J carce T Cpaste

Figure 10-8 Configure: Gauge.

Start by clicking the "Data Visualization” in the left menu and then click on the name of the page you
created in section 10.1. Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow
instructions in Figure 10-8:
1. Optional: you can rename the page after it was created created.
Type the name associated with the measurement. E.g. T_Phase.A
Select in the Type drop-down list: “gauge”.
Select in the Device drop-down list the unit that collects the data.
Select in the Point drop-down list the measurement. E.g. Box #1.
Enter the minimum value that the measurement could reach.
Enter the maximum value that the measurement could reach.

®©® N O Uk W

Select which calculation to be displayed: min, max, avg.
9. Press the "+" icon to add a new configuration tab.

10. Press the left/right arrow to navigate to another tab.
11. Press X" if you want to delete this entry.
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10.6 Type: Line chart (IM500)

The Line chart view allows you to plot up to five data points on a graph to view correlations between
measurements and analyze trends over a time range. In Figure 10-11 you can see an example that plots
three thermal measurements. Note: this view is recommended for analog measurements.

Display Edit *

View Name n

Green Substation

T_Phase A T_Phase.B T_Phase.C Phase A+B+C h ﬂ
. (m =
Display Name ﬂ Type a

Phase A+B+C line chart (IM500)

Data Sources

box 1 = T1_PhaseA, hox 2 = T1_PhaseB, hox 3 = T1_PhaseC, box 4 = T2_PhaseA, box § = T2_PhaseB = T2 _PhaseC
Device ® Box Temperatures
Transformer 110kV . Box#@1 @2 @3'(0J4 05 (6

Box Type l ) Box Comparisons h

The temperature of box 1 v minusbox 2 v X

] average .
("] Show Thermal Alarms on Line Chart

g2 J v Lo

Figure 10-9 Configure: Line Chart (IM500)

Start by clicking the “Data Visualization” in the left menu and then click on the name of the page you
created in section 10.1. Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow
instructions Figure 10-9:
1. Optional: Retype the name of the dashboard view.
Enter the Name to be displayed for this graph (E.g. “Phase A+B+C", “pump vs. water”)
Select “line chart” in the drop-down list based on the IoT type: IM500 or SM500.
Select in the “Device” drop-down list the unit that collects the data.
Check the Box Temperature numbers for the values to be plotted.
Select which measurement will be plotted.

No vk w

Optional: the thermal alarm could be display on the line-chart.
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8. Optional: you could display the difference between two readings.

9. Click the "+" icon to add tab and edit a new display.

10. Click the "x" icon to delete this tab.

11. Use left/right arrows to navigate to previous/next tab.

12. Press the "Update” button to preserve the configuration and return to previous page.
Press the “Cancel” button to discard all the last changes.

10.7 Type: Line chart (SM500)

The Line chart view allows you to plot up to five data points on a graph to view correlations between
measurements and analyze trends. In Figure 10-11 you can see an example that plots two analog
values. Note: this view is recommended for analog measurements.

Display Edit *

View Name n

Dundas - Water Pump Monitor

Solar Voltage [V]  Pump current [&]  Water level [m] Tank Temp [C] House Temp [C] Battery [OK=1]

Main [OK=1]  Door [Open=1] Pump Ctrl [ON=1] Fan Ctrl [ON=1] pump vs. water m
Y 12 -

Display Name

Type
pump vs. water line chart (SM500)

Data Sources

Device ﬂ Point

e @

<
X

Water_Reservoir_Monitor v 2 (A1_30002_|.Pump)

Device Point

a

Water_Reservoir_Monitor v 3 (A1_30003_T.Level) v X

-

o

m Cancel | Update

Figure 10-10 Configure: Line-chart (SM500)

Start by clicking the "Data Visualization” in the left menu and then click on the name of the page you
created in section 10.1. Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow
instructions in Figure 10-10:
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1. Optional: Retype the name of the dashboard.
2. Enter the Name to be displayed for this graph. E.g. “pump vs. water”.
3. Select “line chart (SM500)" in the drop-down list.
4. Select in the "Device” list the unit that collects the data: “Water Reservoir Monitor”.
5. Select in the "Point” drop-down list the reading to be plotted: “I.Pump”
6. Click the “+" to add another reading to the plot.
7. Select in the "Device” list the unit that collects the data: “Water Reservoir Monitor”.
8. Select in the “Point” drop-down list the second reading to be plotted: “T.Level".
9. Optional: Press the “X" to delete this data from the graph.
10. Press the "+" icon to add another tab and configure.
11. Use left/right arrows to navigate to previous/next tab.
12. Optional: Press the “x” to delete this tab from the dashboard.

13. Press the "Update” button to preserve the configuration and return to previous page. Press the
“Cancel” button to discard the last changes.

fPIot:pump vs. water d r—
Sl 3

B Water_Reservoir_Monitor A1_30002_1.Pump

! i i .
W ‘Water_Reservoir_Monitor A1_30003_Water ._._.__>.\._.‘.’_.7.£.‘.
L]

Figure 10-11 View: Line Chart

In Figure 10-11 is shown the SM500 Water Tank Monitor line-chart view:
1. Place the mouse over the legend (top-left) and drag to a desired location.
2. Select in the drop-down list the period that will be plotted.
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10.8 Type: Write box (SM500)

The "Write box" is suitable for sending a value to a "Holding Register” or a "1-bit coil” output. In this
example the control of the pump is configured - follow instructions in Figure 10-12.

Display Name l Type ﬂ

Pump [ON=1] write box v

Data Sources ﬂ u
Device Point

Water_Reservoir_Monitor v 9 (A1_Coil.1_PumpONj) v

Figure 10-12 Configure: Write Box

1. Type the name of the control. E.g. Pump [ON=1].
2. Select in the Type drop-down list: “write box".
3. Select in the Device drop-down list the unit that controls the point.
4. Select in the Point drop-down list the control point.

Pump [ON=1]

Write to device
Water_Reservoir_Monitor point 9
(A1_Coil.1_PumpON)
Success

& The value has been written to
device point

Yalue to be written to device:0
This value is reverse scaled (if applicable) using
the scaling information provided during setup

is out of range for the

‘Elv[Z!EIIIfIEd point

o

Figure 10-13 View: Write Box

In Figure 10-13 is shown the Write Box view:
1. Enter the value that will be written. For a coil (relay) use: 0 and 1.
2. Press the "Write” button to send the value to the unit. A message will be displayed at the
bottom of the page to show the result of the operation: Success or Error. The Error message is
return when the value is set to “-1".
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10.9 Type: Snapshot (IM500)

The Snapshot-IM500 view allows you to view the last shot side by side with other relatable data:
temperatures in a line-chart, snapshot from other IM500.

IM500-SM500 User’s Guide [D017-0025-200-02]]

<

Display Edit »

View Name a
Green Substation ﬂ

T_Phase A T_Phase.B T_Phase.C Phase A+B+C Transformer 110kV

- B 0

Display Name ﬂ Type ﬂ
Transformer 110k\| snapshot (IM500) v
Data Sources

Device ﬂ Snapshot Type a

Transformer_110kV v Thermal v

o M caree J Lpcac |

Figure 10-14 Configure: Snapshot Box

Press the Edit button on the right menu (arrow 8 in Figure 10-4) then follow instructions Figure 10-14:

9.

10.
11.
12.
13.
14.
15.
16.
17.

18.

Optional: you can rename the page after the page was created creation.

Type the name associated with the measurement. E.g. Transformer_110kV

Select in the Type drop-down list: “snapshot (IM500)".

Select in the Device drop-down list the unit that collects the data.

Select the Snapshot Type: Thermal or Visual.

Press the "+" button to add a new configuration tab.

Press the arrow left or right to navigate to another tab to update the configuration.

Press "x" if you want to delete this entry.

Press the “Update” button to preserve the configuration and return to previous page. To discard
the changes, press the “Cancel” button.

Repeat steps 2 to 6 to add all measurements of interest.
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10.10 Export to file

The "Export” feature allows you save the configuration into a file in your local PC/laptop. This file can

later be use to restore a changed page.

Wate r P u m p M 0 n ito r Live Update  Celsius v @ |Time Range Select~

SOIar VOItage [V] ™ ‘ > ThisPC > Downloads > O Search Downloads
Organize v New folder = v o
1 4 56 I This PC A Name Date modified Ty A
) ) ) _J 3D Objects v
device Water_Reservoir_Monitor point 1 =
(A1_30001_V.Solar) | Documents
4 Downloads
v
[&] Pictures il =

File name: | |Water Pump Monitor.json v
Save as type: | JSON File (*,json) ﬂ v

1/6/2021, 11:45 AM : A Hide Folders Cancel

Tank Temp [C] House Temp [C] Batteryp K=1

Figure 10-15 Export to file

Follow the instructions below and see Figure 10-15:
1. Press the "Export” button and the "Save” file dialog box will open.
2. Type the name of the file and select the location of the file.
3. Press the “Save” button and you will return to the main page.
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