WHITE PAPER

Scientific IP and Setting
Standards for Digital Data
Environments
An overview of patent law and the required digital
controls in ELNs to establish and protect IP.

Most biotechnology and pharmaceutical companies find themselves in a constant race to conceive
a new invention, apply it to the industry, attain a protection and obtain commercial value from it. IP
law stands in the very centre of this race, often dictating its pace. With a plethora of technology and
innovation in the industry, understanding how to protect your intellectual property has never been
more relevant. The more advanced our discovery processes become, the more difficult it is to
maintain data integrity, with minute untracked changes in procedures potentially causing
invalidation of years of scientific research. Electronic lab notebooks (ELNs) and Lab Information
Management Systems (LIMS) can both aid in as well as hinder accurate process tracking. In this
white paper we explore the role ELNs and LIMS play and how to solve authenticity holes by using
digital innovations.

IP and Why It is Important
Intellectual property is the area of law that deals with the creations of the mind. These can be physical
inventions, literary and artistic works; designs and symbols, logos and images utilised in commerce. In
essence, IP law is a set of legal rules designed to deal with areas which are very
difficult to protect. One common aspect between all the areas protected by IP law is that they all are
intangible assets, meaning that they are not physical in nature. Intangible assets like the words one
has written down, sounds one has emitted or images one has created are difficult to protect and IP
law provides a set of legal rules that allows for a protection of such assets. There is an array of
documented cases of intellectual property in science, and particularly in biopharma, where the
market value of a company is constituted mostly of intangible IP-protected assets. Typically,
around 70% of biotechnology companies’ market value is some form of IP. Protecting intellectual
property is not only critical due to the commercial advantages it brings, but also because of the
issues it may impose should a company not comply with IP regulations.
In the highly aggressive litigious climate of the biopharma industry, companies are searching for ways
of retaining the competitive advantage. In compliance with existing IP rights in the industry causes
multi-million losses to biotechs in forms of legal fees, damages and lost revenues. In most cases IP
lawsuits are initiated by either knowledge dissemination, in which case IP-protected institutional
knowledge is shared outside of the organisation to the competitors; or by concurrent development of
product innovations, where several competitors claim IP rights of similar
Discoveries. Where does digital data governance fit in with these issues? If we consider the first of
the two above mentioned scenarios, having an unprotected asset be electronically
dispersed outside of the organisation, leads to difficulty proving ownership. Understanding the IP
rights and forms of protection as well as appreciating how this knowledge can be applied in the use of
digital research environments such as ELNs can prevent or alleviate the situation. Choosing an ELN or
LIMS solution that allows strong protection of the ownership rights is a monumental area for
organisations.

Forms of IP Protection
There are three main forms of IP protection
which are most likely to be encountered in the
biotech and pharma industry. To fully
appreciate the importance of IP in the lifecycle
of companies it is crucial to develop a general
understanding of legal standards in these
areas.

1. Patents
Patent is a type of intellectual property granted to the inventor by government authority, providing the
inventor with a legal right to exclude others from using, selling or producing the invention without the
consent of the inventor. Patents cover inventions that are new and useful such as processes,
machines, manufacturers or compositions of matter. In order to obtain a patent, the
inventor must show that their inventions meet the standards of patentability. These standards are
novelty, industrial applicability and non-obviousness. However, just because an invention falls within
the scope of patentability, it does not automatically mean that the patent will be granted. For
instance, we can consider a simple mouse trap and assess it for patentability. The patent does not
only cover the mechanical function of the mouse trap but also embeds the idea of a mousetrap
and its usefulness. It can be anything from a new chemical formula, a new structure or some sort of
device or material. Patents are granted for a limited time of 20 years from the filing date and apply to
countries or regions where they were granted.

2. Trademarks
Trademarks cover distinctive marks or product appearance. A trademark itself is not a product and is
not purchasable, however it creates an association with the underlying manufacturer in the minds of
the consuming public. A popular example of a strong trademark is the Nike swoosh. It is not a product,
but it creates the brand association for the customers. Importantly, the legal standard for trademarks
is distinctiveness – it creates a link that is distinctive. If we consider, for example, Aspirin, and why it
was a trademark in the past, but is no longer one. This is because due to the popularity of this drug,
people started associating the name ‘Aspirin’ with any pain-relieving product, and this name has lost
its distinctiveness. In order to obtain a trademark, similarly to the
patent, there is an application process that has to be complete, and, if something meets the legal
standard to be claimed a trademark, the trademark is granted and has to be renewed every 10 years.
Interestingly, most companies that have their trademarks recalled are the most famous companies
such as Xerox or Velcro, who have failed to contain their popularity and lost their distinctiveness as a
result.

3. Copyrights
Copyright covers literary and artistic works such as books, paintings, films and songs. Copyrights are
automatically granted and can be fixed in a tangible medium. This means that for example, for a
painting, it has to be perceived in some way or for a book it has to be printed or electronically
available for someone to read. Copyrights are granted for a lifetime of the author plus 70 years if the
creation is original, however, one must register the copyright with the registrar.

Going Electronic Should Not Mean Losing Your IP Protection
As discussed earlier, the most relevant form
of IP in the biotech and pharmaceutical
industries are patents. Patents are able to cover
a wide scope of inventions and processes in
biopharma, from the manufacturing methods to
a newly
discovered molecule. We have also suggested
that electronic laboratory notebooks (ELNs) can
play a crucial role in the intellectual property
protection of a company.
Research organisations have historically relied on paper notebooks for data
recording and process tracking. However, these are time-consuming and require a tremendous
maintenance effort. ELNs are now widely accepted in modern scientific
environments and by using digital audit trails and controls, have made tracking of intellectual
property easier for legal staff. This increasing importance of IP has had a
significant side effect on the industry – a reinforced focus on accurate record keeping
in general. This focus has established the baseline for digital features necessary to
secure IP and has exposed the shortcomings of some well-established data integrity and protection
systems.

ELNs from an IP Perspective
It is not always clear exactly what using an ELN can offer from a legal point of view. Most ELNs are not
designed around IP, but the vast majority of software available on the market offer some form of
protection. To provide effective IP protection, an ELN must:
●
●
●
●

Provide a platform for scientists where they can easily record and fully disclose any evidence of
every inventive activity;
Possess the ability to preserve the said evidence in such form that it can be easily translated and
introduced into court to enforce an invention or other forms of IP;
Provide secure and reliable protection of said evidence for a prolonged period of time so that the
evidence is defendable for the entire effect of the invention;
Provide an environment where protecting and recording the evidence is viewed as a standard
procedure. For instance, data integrity automated or in person assessments or inability to close
the data entry file without review.

The definitions above do not constitute any sort of industry standard and therefore can be easily
bypassed by ELN providers.

Considering IP Protection
Before making a decision between the best competing approaches to protecting the company’s IP,
we advise organisations to consider the following points:
●
●
●

Evaluate the current system used by the organisation. Identify ways of making the process more
secure and efficient. Evaluate the system for holes and inconsistencies in IP protection.
Trial the systems for one or two months with a small group, allowing the group to fully explore
and utilise the technology.
Consult with an IP professional before making the commitment to a system. Ensure the full
understanding of the protective system used by the ELN.

Strategies for Data Protection
With a confident and secure system in place, organisations should also consider developing a
strategy to remain litigation-ready and to protect their valuable IP portfolios.
An efficient system of ensuring admissible and authenticated business records is through the use of
digital timestamping. Digital timestamping is essentially a data-level security system which allows
the company to provide evidence that the electronic records were intact at a particular point of time.
The system is extremely valuable because it is independent of people and serves as a strong means
to stay litigation ready. When developing a timestamping method, these are the key features that
should be considered.

Long-term
Protection

Ensure future-proof
protection. This method
should be a highly reliable
proof of record
authenticity and data
integrity years into the
future.

Independency

Ensure that the selected
method can be
independently verified.
This is crucial for
defending the intellectual
property in court.

Invulnerability

Ensure that the selected
method will not be
compromised by
unauthorised intrusion or
expiration of access rights.

What’s Next for IP
Intellectual property law is a dynamic field where minute detail is everything. This white paper
discussed the key aspects of IP law, how IP can be applied to the biotechnology industry and in
particular electronic record keeping as well as provided key considerations for protecting IP for
a research organisation. Due to a dynamic and ever-changing nature of the field, it is crucial to
stay up to date with IP regulations and amendments in the country of operation.
In the era of technology, it is expected to see the intellectual property industry shift towards the
digitalisation and automation of litigation, prosecution and filing processes. Perhaps, sometime
in the near future, scientists will be able to register their inventive data in cloud-based
intellectual property office tools, simplifying the whole process. Until then, making sure data is
as easily presentable and transferable as possible should be the main point of focus. Digitising
end-to-end scientific workflows in a single, connected research environment is the first step in
that direction.

