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Security Operations Center (SOC) Use Cases

The challenges that SOC analysts and managers must deal with have been compounded in recent months by 
the explosion of new communication, collaboration, and file sharing channels that are being deployed to 
rapidly enable remote workforces. Each of these channels like Slack, Microsoft Teams, and Zoom create new 
vectors of attack for phishing, malware, and ransomware. 

Clearedin empowers your SOC with a rich set of tools to discover, analyze, aggregate, and remediate 
dangerous threats across all your cloud communication and collaboration channels.

• Rich AI-driven models (policies) that alert you to sophisticated threats

• Mitigate the risk from vendor compromise and lookalike domains

• Unified and real-time view of attacks across email, collab, file share, and video

• Threat-hunt by discovering patterns in attacks across multiple channels

• Remediate threats across channels with a few simple clicks

• Integrate with your SIEM / SOAR solution to leverage / drive ROI for existing investments

Key Capabilities

Protecting the Human Perimeter
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• Email from a newly created domain
• Email from a lookalike domain that is very similar to a trusted domain
• Sender impersonating a trusted external sender (e.g. vendor, partner)
• Anomalous behavior in an email from a trusted sender
• Unknown external user joining Slack / Teams channel
• Phishing links posted in Slack / Teams / Zoom chat
• Unknown or untrusted user joining a Zoom call
• File shared with an anonymous link on OneDrive, SharePoint, Box, etc.
• File shared with an untrusted user

Vendor-spoofing and 
compromise are two of 
the most effective 
attack vectors that 
hackers employ. 
Clearedin constantly 
monitors the health of 
domains that you trust 
and frequently 
correspond with. 

More importantly, 
Clearedin is constantly 
scanning for creation 
and reputation changes 
in “lookalike” domains 
that resemble domains 
that you trust as emails 
from such domains are 
significantly more likely 
to trick your employees 
into clicking or replying.

Clearedin provides 
over 50 types of AI-
powered threat 
detection models for 
your SOC. Many of 
these can be tuned 
for site-specific values 
and constraints.

Combined with the 
Identity Trust Graph, 
Clearedin gives your 
SOC advanced 
capabilities to detect 
emerging types of 
attacks against your 
organization.

Policy Examples

Clearedin: Better at Spotting Phish
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Clearedin arms your 
SOC team with powerful 
threat-hunting tools to 
analyze attacks and look 
for patterns to discover 
additional attacks that 
match that pattern.

In this example, after 
discovering an initial 
phishing attack, the SOC 
analyst looked for other 
incidents related to that 
sender and discovered 
additional incidents on 
Slack and OneDrive. 

Clearedin can help 
discover patterns across 
file names, geo-location, 
senders and domains, 
and other facets that 
can aggregate discrete 
attacks into a concerted 
campaign against your 
organization.

Clearedin gives you unified 
and real-time visibility into 
potential attacks across all 
the channels your 
employees use to 
communicate and 
collaborate internally and 
externally. 

This enables your SOC 
analysts to quickly identify 
what geo-location attacks 
are coming from, if specific 
channels or users are 
under attack, or if a 
specific tactic is being used 
across a broad variety of 
your employees.

It also enables you to see 
trends of how attacks are 
evolving across tactics and 
channels over time. 

Clearedin: Better at Hunting Phish
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The SOC is comprised of a 
variety of integrable tools 
that the team uses to 
monitor the environment, 
analyze threats, and take 
corrective actions as 
needed.

Clearedin is API-driven and 
can be easily integrated 
into the tools your team 
uses to perform their 
critical role as efficiently as 
possible. 

Here we see how 
Clearedin has been 
integrated with Palo Alto 
Networks’ XSOAR solution 
which the team uses to 
monitor threats up and 
down the technology 
stack.

Following from the previous example, Clearedin arms your SOC team with the ability to take fast, decisive 
actions against individual threats or aggregated campaigns. In this screenshot we see that the analyst has 
taken the three attacks from the same sender (across three different channels) and marked them all for 
purging. 

This will immediately use native APIs from the affected channels to remediate those threats in real-time. 
Emails will be purged, offending messages will be removed from Slack, and the inappropriate file share on 
OneDrive will be revoked.

Clearedin: Better at Killing Phish
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