
 

 

John D. Ostrander, OSB No. 87394, john@eoplaw.com 

William A. Drew, OSB No. 95253, billd@eoplaw.com  

ELLIOTT, OSTRANDER & PRESTON, P.C. 

707 SW Washington St., Suite 1500 

Portland, Oregon 97205 

Telephone:  (503) 224-7112 

Facsimile:  (503) 224-7819 

 

Emilio W. Cividanes, pro hac vice, ewcividanes@venable.com 

Matthew D. Field, pro hac vice, mfield@venable.com 

Elizabeth C. Rinehart, pro hac vice, lcrinehart@venable.com 

VENABLE LLP 

600 Massachusetts Avenue NW 

Washington, DC 20001 

Telephone:  (202) 344-8281 

Facsimile:  (503) 224-7819 

  

 Of Attorneys for Amici the Cybersecurity Coalition, the Cyber Threat Alliance, the 

Information Technology Industry Council, and BSA | The Software Alliance. 

 

UNITED STATES DISTRICT COURT  

FOR THE DISTRICT OF OREGON 

PORTLAND DIVISION 

IN RE: INTEL CORP. CPU MARKETING, 

SALES PRACTICES AND PRODUCTS 

LIABILITY LITIGATION 

Case No.: 3:18-md-2828-SI 

 

AMICI BRIEF OF THE CYBERSECURITY 

COALITION, THE CYBER THREAT 

ALLIANCE, THE INFORMATION 

TECHNOLOGY INDUSTRY COUNCIL, 

AND BSA | THE SOFTWARE ALLIANCE 

IN SUPPORT OF DEFENDANT 

 

  

Case 3:18-md-02828-SI    Document 234-1    Filed 03/02/22    Page 1 of 20



 

ii 

 

Table of Contents 

I. Identity and Interest of Amici Curiae .................................................................................... 1 

II. Introduction ............................................................................................................................ 2 

III. Argument ............................................................................................................................... 3 

A. The Opinion Could be Read to Create a New Legal Presumption that Requires 

Disclosure of Security Vulnerabilities within 90 days .................................................... 3 

B. Coordinated Vulnerability Disclosure ............................................................................. 5 

C. A Universal and Legally Enshrined Embargo Period Is Inconsistent with Current 

Established Cybersecurity Standards and Best Practices and Risks Degrading 

Cybersecurity ................................................................................................................... 8 

D. Certain Vulnerabilities Will Require Longer Disclosure Timelines.............................. 11 

E. A Legal Presumption Built on a Rigid Universal Timeframe Would Have Adverse 

Consequences for Industry and Consumers ................................................................... 12 

IV. Conclusion ........................................................................................................................... 15 

 

  

Case 3:18-md-02828-SI    Document 234-1    Filed 03/02/22    Page 2 of 20



 

iii 

 

TABLE OF AUTHORITIES 

 Page(s) 

Allen D. Householder et al., Executive Summary, The CERT Guide to 

Coordinated Vulnerability Disclosure (Sept. 10, 2019), 

https://vuls.cert.org/confluence/display/CVD/Executive+Summary .....................................5, 7 

Center for Cybersecurity Policy and Law, Improving Hardware Component 

Vulnerability Disclosure (April 2019), 

https://static1.squarespace.com/static/5acbb666f407b432519ab15e/t/5cc86f37

c830251f28d258fc/1556639544235/The+Center+for+Cybersecurity+Policy+a

nd+Law_Improving+Hardware+Component+Vulnerability+Disclosure_April

+2019.pdf ...........................................................................................................................11, 12 

Centre for European Policy Studies, Software Vulnerability Disclosure in Europe 

(June 2018), https://www.ceps.eu/wp-

content/uploads/2018/06/CEPS%20TFRonSVD%20with%20cover_0.pdf ............................11 

Cybersecurity Coalition, Comments to the Department of Homeland Security on 

the Cybersecurity and Infrastructure Security Agency’s Binding Operational 

Directive 20-01 (Draft), “Develop and Publish a Vulnerability Disclosure 

Policy,” (Dec. 26, 2019), 

https://www.cybersecuritycoalition.org/filings/request-for-comment-response-

to-office-of-management-and-budget-omb-draft-memorandum-improving-

vulnerability-identification-management-and-remediation ...............................................13, 14 

Cybersecurity Coalition, Request for Comment Response to Office of Management 

and Budget (OMB) Draft Memorandum, “Improving Vulnerability 

Identification, Management, and Remediation,” (Dec. 26, 2019), 

https://www.cybersecuritycoalition.org/filings/comments-to-the-department-

of-homeland-security-on-the-cybersecurity-and-infrastructure-security-

agencys-binding-operational-directive-20-01-draft-develop-and-publish-a-

vulnerability-disclosure-policy ................................................................................................12 

Cybersecurity Coalition, White Paper: Policy Priorities for Coordinated 

Vulnerability Disclosure and Handling (Feb. 25, 2019), 

https://www.cybersecuritycoalition.org/reports/white-paper-policy-priorities-

for-coordinated-vulnerability-disclosure-and-handling ................................................... passim 

Department of Homeland Security, Cybersecurity and Infrastructure Security 

Agency, Binding Operational Directive 20-01 (Sept. 2, 2020), 

https://cyber.dhs.gov/bod/20-01/ .........................................................................................9, 10 

ENISA, Good Practice Guide on Vulnerability Disclosure: From challenges to 

recommendations (Nov. 2015), 

https://www.enisa.europa.eu/publications/vulnerability-disclosure ............................10, 11, 13 

Case 3:18-md-02828-SI    Document 234-1    Filed 03/02/22    Page 3 of 20



 

iv 

 

European Policy Studies, Software Vulnerability Disclosure in Europe 25 ..................................14 

Global Forum on Cyber Expertise, Coordinated Vulnerability Disclosure (CVD) 

(2017), https://thegfce.org/wp-

content/uploads/2020/06/CoordinatedVulnerabilityDisclosure-1.pdf .....................................14 

IEC, What we do, https://www.iec.ch/what-we-do ..........................................................................6 

ISO, About Us, https://www.iso.org/what-we-do.html ....................................................................6 

ISO, ISO/IEC 30111 Information technology—Security techniques—Vulnerability 

handling processes, Section 7.2.5 ............................................................................................10 

ISO, Standards, https://www.iso.org/standards.html ......................................................................6 

ITI, Comments on CISA Binding Operational Directive 20-01 - Develop and 

Publish a Vulnerability Disclosure Policy (Dec. 26, 2019), 

https://github.com/cisagov/cyber.dhs.gov/issues/112 ................................................................2 

NIST, Cybersecurity Framework, https://www.nist.gov/cyberframework ...............................6, 14 

Regulation No. 460/2004 Establishing the European Network and Information 

Security Agency, Eur. Parl. (2004), https://eur-

lex.europa.eu/eli/reg/2004/460/oj ............................................................................................10 

Case 3:18-md-02828-SI    Document 234-1    Filed 03/02/22    Page 4 of 20



 

1 

 

I. IDENTITY AND INTEREST OF AMICI CURIAE 

Amici Curiae the Cybersecurity Coalition (the “Coalition”), the Cyber Threat Alliance 

(“CTA”), the Information Technology Industry Council (“ITI”) and BSA | The Software 

Alliance (“BSA”) (collectively the “Amici”), submit the following statement of identity and 

interest. 

The Coalition is composed of leading companies with a specialty in cybersecurity 

products and services dedicated to finding and advancing consensus policy solutions that 

promote the development and adoption of cybersecurity technologies.  As part of its mission, the 

Coalition promotes the adoption of coordinated vulnerability disclosure (“CVD”) principles.   

CTA is a 501(c)(6) non-profit organization working to improve cybersecurity in the 

global digital ecosystem by enabling near real-time, high-quality cyber threat information 

sharing among companies and organizations in the cybersecurity field.  CTA believes that 

rapidly identifying, reporting, and addressing hardware and software vulnerabilities and 

malicious activity is an essential component of any organization’s cybersecurity program, and 

CTA members commit to sharing intelligence in furtherance of this goal. 

ITI is the premier global advocate for technology, representing seventy-nine of the 

world’s leading information and communications technology (ICT) companies.  Founded in 

1916, ITI is an international trade association with a team of professionals on four continents.  

ITI promotes public policies and industry standards that advance competition and innovation 

worldwide, serving as the ICT industry’s premier advocate and thought leader in the United 

States and around the globe.  ITI’s membership includes leading innovative companies from all 

corners of the technology sector, including hardware, software, digital services (including 

cybersecurity), semiconductor, network equipment, and other internet and technology-enabled 

companies that rely on ICT to evolve their businesses.  Cybersecurity is a core priority 
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technology policy area for ITI’s members, and ITI has consistently publicly advocated for the 

adoption of sound CVD principles, policies and standards that are integral to cybersecurity.1   

BSA is the leading advocate for the global enterprise software industry before 

governments and in the international marketplace.  Its members are among the world’s most 

innovative companies, providing the products and services that power governments and 

businesses.  BSA members are also leaders in cybersecurity, having pioneered many of the 

software security best practices used throughout the industry today.  BSA developed a detailed 

Framework for Secure Software, which includes guidance on coordinated vulnerability 

disclosure. 

Amici have a substantial interest in this proceeding because the resolution of this matter 

could negatively impact cybersecurity by creating a legal presumption (or the perception of such 

a presumption) that would require compliance with an external, universal, and rigid timeline.  

This requirement would be contrary to established CVD standards and best practices, which 

counsel that mitigations and remediations should be developed as quickly as possible while 

considering the severity and complexity of the vulnerability, as well as the completeness and 

effectiveness of the mitigation.   

II. INTRODUCTION 

Amici submit that current best practices and policies militate against an arbitrary and 

mandatory time period for disclosure of vulnerabilities.2  This Court’s recent Opinion 3, however, 

                                                 
1  See, e.g., ITI, Comments on CISA Binding Operational Directive 20-01 - Develop and 

Publish a Vulnerability Disclosure Policy (Dec. 26, 2019), 

https://github.com/cisagov/cyber.dhs.gov/issues/112 (last visited March 1, 2022). 

 
2  Amici are available to provide on-going technical and industry insight and perspective 

throughout the pendency of this action, should the Court so desire. 
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could be exploited to argue that disclosure must be made within 90 days, regardless of the 

circumstances, or else there is a legal presumption that the conduct constitutes unfair 

competition.  See infra Part III.A.  Because Amici do not believe the Court intended to create 

such a presumption, Amici respectfully encourage the Court to clarify that aspect of the Opinion 

and grant Defendant Intel Corporation’s Motion to Reconsider to the extent the Opinion relies on 

the existence of a fixed timeline for resolution and disclosure of security vulnerabilities.  

III. ARGUMENT 

A. The Opinion Could be Read to Create a New Legal Presumption that 

Requires Disclosure of Security Vulnerabilities within 90 days  

The Opinion correctly recognized that the question before the Court at this stage of 

litigation is “whether Plaintiffs sufficiently have alleged that Intel’s conduct is ‘immoral, 

unethical, oppressive or unscrupulous and causes injury to consumers which outweighs its 

benefits.’”  Opinion at 23.  The Court found Plaintiffs met this burden, but only with respect to 

“persons who purchased or leased products with Intel processors after September 1, 2017, which 

is 90 days (what Plaintiffs allege is the ‘normal’ embargo period) from June 1, 2017, when 

Plaintiffs allege Intel learned about Spectre.”  Opinion at 22.     

The Opinion thus delineates between actions occurring fewer than and greater than 90 

days from the date that Intel was informed by Google of the Spectre flaw.  Importantly, the 

unfair conduct Plaintiffs allege is the same in both these time periods; the only difference is the 

expiration of the allegedly “normal” 90-day embargo period.  The allegations that Intel 

“advertis[ed] the performance and security of products knowing they were uniquely defective 

and would require extensive mitigation that would affect performance” and that Intel “charg[ed] 

                                                                                                                                                             
3  All citations to the “Opinion” refer to the Opinion and Order dated January 26, 2022 

[Dkt. No. 225].  All citations to the “Complaint” refer to the Second Amended Consolidated 

Class Action Allegation Complaint [Dkt. No. 210]. 
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a premium price” for its products after discovery of the Spectre vulnerability apply equally to the 

pre- and post-90-day periods after discovery of the flaw.  Opinion at 22-23.  The surviving 

unfairness claim, then, hinges solely on the allegation that Intel “manipulat[ed] the embargo 

period to a longer time than the normal 90 days.”  Opinion at 22.  The Court then determined that 

“[b]ased on Plaintiffs’ allegations, it is not clear that Intel had a countervailing business interest 

other than profit for delaying disclosure as long as it did,” and permitted Plaintiffs’ unfairness 

claims to survive the motion to dismiss for the subset of consumers who purchased products after 

September 1, 2017.  Opinion at 24. 

Thus, the survival of Plaintiffs’ unfairness claim appears to have turned on Plaintiffs’ 

unsupported allegation that Intel “manipulated the process for disclosing security exploits” by 

refusing to disclose the identified vulnerabilities for longer than the “typical” embargo period of 

90 days.  Compl. ¶¶ 915 and 539 (referring to a typical time period to mitigate software security 

issues).  Plaintiffs provide no citation or factual support for the claim that a 90-day embargo 

period is “typical,” in circumstances such as these, where a vulnerability impacts hardware 

(rather than software) and coordination is occurring between multiple parties.  Plaintiffs also 

provide no facts to support Intel’s alleged manipulation of an embargo period.  Indeed, the entire 

discussion of the typical length of the embargo period amounts to passing references in two 

paragraphs of the Complaint.   

By accepting Plaintiffs’ bare allegations that the “normal” embargo period is 90 days and 

concluding that Intel had no “countervailing business interest other than profit for delaying 

disclosure,” the Opinion could be interpreted to create a new legal presumption that the failure to 

disclose security vulnerabilities within 90 days of discovery creates a presumption of “immoral, 

unethical, oppressive or unscrupulous” conduct under California’s Unfair Competition Law 
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(UCL).  Relying on this precedent, complainants bringing unfair practices claims may be able to 

survive a motion to dismiss solely by alleging that a security vulnerability was disclosed more 

than 90 days from its discovery.  Conferring such a consequential legal presumption on a 

disclosure period of any set length, regardless of the circumstances, represents a significant 

departure from current standards in the cybersecurity environment and could have significant 

adverse impacts on the mitigation and remediation4 of future cybersecurity vulnerabilities.   

B. Coordinated Vulnerability Disclosure  

Because the claims surviving the Motion to Dismiss depend on when Intel disclosed 

vulnerabilities to the Plaintiffs, not directly to Intel’s product design, they stem in part from the 

implementation of a process known as coordinated vulnerability disclosure (“CVD”).  

Understanding the implications of Plaintiffs’ claims therefore requires an understanding of CVD 

processes, why they exist, and the considerations governing how they are implemented. 

Effective CVD processes are critical for addressing security vulnerabilities in hardware 

and software.  All software-based systems have vulnerabilities, which can be defined as 

“conditions or behaviors that allow the violation of an explicit or implicit security policy.”5  Bad 

actors can exploit vulnerabilities to serve ends at odds with those of developers and users of 

these systems and cause harm to the public.  CVD “is a process for reducing adversary advantage 

while an information security vulnerability is being mitigated”6 and includes formal internal 

                                                 
4  The terms “mitigation” and “remediation” are often used interchangeably but typically 

“mitigation” refers to actions taken while the more permanent “remediation” of the vulnerability, 

such as a patch, is developed and executed.    
5  See Allen D. Householder et al., Executive Summary, The CERT Guide to Coordinated 

Vulnerability Disclosure (Sept. 10, 2019), 

https://vuls.cert.org/confluence/display/CVD/Executive+Summary (last visited Feb. 27, 2022) 

(hereafter, “The CERT Guide”). 
6  Id. 
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mechanisms for receiving, assessing, mitigating, and remediating security vulnerabilities 

submitted by external sources and communicating the outcome to the vulnerability reporter and 

affected parties.7  Effective CVD minimizes risk to technology users by establishing processes 

that increase the likelihood that information about vulnerabilities becomes public simultaneously 

with patches or other remediations that enable users to protect themselves.  CVD principles are 

of such importance that they are a core practice in the National Institute of Standards and 

Technology Cybersecurity Framework (“NIST”)8 and are captured in international standards 

such as ISO/IEC 29147 and ISO/IEC 30111.9   

CVD coordinates actions from the discovery of vulnerabilities to interim mitigation to the 

deployment of remediation and disclosure.  Multiple parties can be involved in this process, 

occupying one or more of several roles.  These roles include the researchers that discovers the 

vulnerability (also referred to as “finders”); the entity that reports the vulnerability to the vendor; 

the vendor, which is the entity that creates or maintains the product with the vulnerability; the 

                                                 
7  See Cybersecurity Coalition, White Paper: Policy Priorities for Coordinated 

Vulnerability Disclosure and Handling 6-8 (Feb. 25, 2019), 

https://www.cybersecuritycoalition.org/reports/white-paper-policy-priorities-for-coordinated-

vulnerability-disclosure-and-handling (hereafter, “White Paper”). 
8  See NIST, Cybersecurity Framework, https://www.nist.gov/cyberframework (last visited 

Feb. 25, 2022).      
9  The International Organization for Standardization (“ISO”) is composed of the national 

standards bodies of 167 different countries, and its mission is to “bring together experts from all 

over the world to develop International Standards.”  ISO, About Us, https://www.iso.org/what-

we-do.html (last visited Feb. 28, 2022).  ISO publishes thousands of globally adopted standards, 

including quality management standards and IT security standards, among many others.  ISO, 

Standards, https://www.iso.org/standards.html (last visited Feb. 28, 2022).  Similarly, the 

International Electrotechnical Commission (“IEC”) “is a global, not-for-profit membership 

organization, whose work underpins quality infrastructure and international trade in electrical 

and electronic goods.”  IEC, What we do, https://www.iec.ch/what-we-do (last visited Feb. 28, 

2022).  “The IEC publishes around 10,000 IEC International Standards which together with 

conformity assessment provide the technical framework that allows governments to build 

national quality infrastructure and companies of all sizes to buy and sell consistently safe and 

reliable products in most countries of the world.”  Id. 
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entity that deploys the patch or takes other remedial action; and a coordinating entity that 

facilitates the coordinated response.10  Other entities may be stakeholders in the process, 

including users, integrators, cloud and application service providers, and governments.11   

Broadly, the CVD process involves several phases, which may overlap or recur:  

discovery, where the vulnerability is discovered; reporting, when the vendor receives a report of 

a vulnerability; validation and triage, when the vendor examines the accuracy and implications of 

the report; remediation, when mitigations are developed and tested; public awareness, when the 

vulnerability and its remediation are disclosed to the public; and deployment, when the 

remediation is deployed to systems.12  

CVD is the process of coordinating activities between these parties to efficiently mitigate 

vulnerabilities and appropriately disclose vulnerabilities with the aim of minimizing harm to 

systems.  As explained in The CERT Guide: 

CVD participants can be thought of as repeatedly asking these questions: What 

actions should I take in response to knowledge of this vulnerability in this 

product? Who else needs to know what, and when do they need to know it? The 

CVD process for a vulnerability ends when the answers to these questions 

are nothing, and no one.13  

Given the variety of stakeholders involved and the diversity of vulnerabilities that can exist, the 

CVD process may look different for each vulnerability.  The mitigations required, and the 

optimal timing for remediation and disclosure, will depend on the characteristics of a particular 

vulnerability and affected stakeholders.  CVD principles help define the roles and responsibilities 

                                                 
10  See The CERT Guide, Executive Summary, supra n.5. 
11  Id. 
12  Id. 
13  Id. 
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of the affected parties, including researchers and vendors, to set expectations and provide an 

agreed-upon framework to address vulnerabilities. 

The Coalition works to further the adoption of CVD processes because CVD minimizes 

risk to technology users by establishing processes that increase the likelihood that information 

about vulnerabilities becomes public simultaneously with patches or other remediations that 

enable users to protect themselves.  The Coalition’s position is that establishing a CVD process 

and publicly communicating the existence and scope of that policy helps organizations quickly 

detect and respond to cybersecurity vulnerabilities, whether reported by internal or external 

sources.14  There is a natural tension in the CVD process because the researchers often want to 

publish the details and push for mitigations and remediations to be quickly deployed.  

Establishing these processes protects users by increasing the likelihood of addressing existing 

vulnerabilities, as well as by raising awareness so technology manufacturers and users can take 

action to avoid risks posed by the vulnerabilities.15 

C. A Universal and Legally Enshrined Embargo Period Is Inconsistent with 

Current Established Cybersecurity Standards and Best Practices and Risks 

Degrading Cybersecurity 

  Cybersecurity vulnerabilities, as well as the operating environments of affected 

organizations, are diverse.  Standards and guidance governing discovery, mitigation, 

remediation, and disclosure of cybersecurity vulnerabilities almost universally recognize that any 

disclosure timeframe must respond to the facts of a situation.  Industry and governmental 

standards and guidance recognize the complexity of addressing security vulnerabilities and that a 

mandatory resolution period would be unworkable. 

                                                 
14  White Paper, supra n.7, at 2. 
15  Id.  
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The Cybersecurity and Infrastructure Security Agency (“CISA”) in the Department of 

Homeland Security, for instance, maintains a Binding Operational Directive that requires federal 

agencies to develop and publish vulnerability disclosure policies.16  This directive requires 

agencies to develop procedures for handling vulnerability disclosures that include “target 

timelines” for assessing, resolving, and notifying reporting entities (i.e., the entities that 

identified the vulnerability) of the outcome of vulnerability investigations.  While the directive 

recommends that reports be resolved and communicated to the reporter within 90 days from the 

report,17 this guideline is heavily caveated.  Agencies are encouraged “to resolve the issue as 

quickly as possible while considering the severity of the vulnerability, the importance of the 

system, evidence of exploitability, and the completeness and effectiveness of the proposed 

mitigation.”18  The directive further acknowledges that “[c]omplex situations, including those 

that involve multi-party coordination, may require additional time.”19  

Directive 20-01 emphasizes in its frequently asked questions section that it “does not 

mandate resolution timelines” for addressing and disclosing vulnerabilities.20  The timelines 

agencies are directed to establish “are meant to guide organizational behavior and enable 

performance tracking; they are not vulnerability resolution deadlines.”21  While Directive 20-01 

                                                 
16  See Department of Homeland Security, Cybersecurity and Infrastructure Security 

Agency, Binding Operational Directive 20-01 (Sept. 2, 2020), https://cyber.dhs.gov/bod/20-01/ 

(hereafter, “Directive 20-01”).  Although Directive 20-01 was developed for the federal 

government and CISA is not the authoritative arbiter of disclosure standards in the private sector, 

the concerns animating the CISA disclosure timeframe standards are present in the private sector 

as well.   
17  Id. at n.21. 
18  Id. 
19  Id. (emphasis added). 
20  Id.   
21  Id.  
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recognizes that prompt resolution is desirable, something that the Coalition agrees with, 

Directive 20-01 explains that meaningful communication with vulnerability reporters is more 

important than strict adherence to target timelines.22  It further cites survey data indicating that 

while timelines are important, the circumstances of a particular vulnerability should drive the 

resolution, not conformance to a fixed timeline.23 

Similarly, international standards do not recommend specific timeframes and instead 

recognize that affected parties should balance the need to develop remediation as soon as 

possible “with the overall testing required to ensure the remediation does not negatively impact 

affected users due to quality issues.”24 

The European Union Agency for Cybersecurity (“ENISA”)25 likewise recognizes that 

“[t]imelines must take into account the different nature of distinct vulnerabilities as well as the 

products in which they are discovered.”26  “There is no single universally appropriate timeframe 

                                                 
22  Id.  
23  Id. (citing findings in a National Telecommunications and Information Administration 

report). 
24  See ISO, ISO/IEC 30111 Information technology—Security techniques—Vulnerability 

handling processes, Section 7.2.5 (Remediation Development) (Aug. 2019), (“When determining 

the best remediation, the vendor should attempt to balance the need to create a remediation 

quickly, with the overall testing required to ensure the remediation does not negatively impact 

affected users due to quality issues.”); see also id. Section 7.2 (addressing vulnerability handling 

phases monitoring). 
25  ENISA was previously named the “European Network and Information Security 

Agency.”  Regulation No 460/2004 Establishing the European Network and Information Security 

Agency, Eur. Parl. (2004), https://eur-lex.europa.eu/eli/reg/2004/460/oj.  It has maintained its 

original acronym.  
26  ENISA, Good Practice Guide on Vulnerability Disclosure: From challenges to 

recommendations 59-60 (Nov. 2015), https://www.enisa.europa.eu/publications/vulnerability-

disclosure.     
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for investigating and remedying security vulnerabilities,”27 and timelines should therefore be 

established on a case-by-case basis.  

Likewise, good practices promoted by the Global Forum on Cyber Expertise include: 

“Agree on timelines on a case-by-case basis.”28  The guidance further explains that “Timelines 

for an individual CVD case should consider risk-based assessments and the differences between 

various vulnerability discovery cases as well as the products or systems affected.  There is not 

one size that fits all, but timelines must involve regular communication with the [vulnerability] 

reporter to ensure reporter confidence that efforts are ongoing, ideally facilitating coordination 

and a degree of flexibility should unexpected complications arise.”29 

D. Certain Vulnerabilities Will Require Longer Disclosure Timelines 

Vulnerabilities are diverse, and mitigation and remediation of some hardware and 

software can be more complex and may counsel for an even longer non-disclosure period, 

especially if patches must interoperate with a variety of legacy infrastructure.30  Remediating 

hardware vulnerabilities may require multiple patches to firmware, operating systems, and other 

system software.31  Likewise, operating system vulnerabilities may require multiple patches to 

                                                 
27  Id. at 60 (quoting Organization for Internet Safety).   
28  Global Forum on Cyber Expertise, Coordinated Vulnerability Disclosure (CVD) 12 

(2017), https://thegfce.org/wp-content/uploads/2020/06/CoordinatedVulnerabilityDisclosure-

1.pdf. 
29  Id. (emphasis added). 
30  See Centre for European Policy Studies, Software Vulnerability Disclosure in Europe 25 

(June 2018), https://www.ceps.eu/wp-

content/uploads/2018/06/CEPS%20TFRonSVD%20with%20cover_0.pdf (discussing the 

Netherlands’ Guideline for Responsible Disclosure).  Guidelines from the Netherlands, for 

example, recognize that while software vulnerabilities might reasonably be disclosed in 60 days, 

a response time for hardware vulnerabilities might be six months in normal circumstances.  Id.  
31  Center for Cybersecurity Policy and Law, Improving Hardware Component Vulnerability 

Disclosure 3 (April 2019), 

https://static1.squarespace.com/static/5acbb666f407b432519ab15e/t/5cc86f37c830251f28d258fc
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other system software and need to interoperate with various legacy programs.  Where affected 

vendors have different software architecture, they may need to take different approaches.32  A 

hardware mitigation can also depend on how the hardware at issue has been integrated with other 

systems, in what environments it has been deployed, and what operating systems are affected.33   

As the variety of affected devices, manufacturers, and systems increases, the complexity 

of developing the mitigation and remediation increases, requiring increased and often 

multilayered testing, distribution, and extensive coordination among parties to resolve.  Such 

coordination may involve several rounds of reviews and rewrites to avoid multiple, consecutive 

releases that may occur when there is publication without complete information.  This 

complexity can increase the time necessary to resolve vulnerabilities, and the time before 

disclosure that is appropriate, far beyond what one might expect in the context of patching that is 

relatively straightforward and often expeditious.34 

E. A Legal Presumption Built on a Rigid Universal Timeframe Would Have 

Adverse Consequences for Industry and Consumers 

While Amici agree that vulnerabilities should be mitigated and disclosed without undue 

delay, Amici’s position is that timelines should reflect the circumstances and allow for flexibility 

rather than establish mandatory deadlines.35  A legal presumption (or the perception of a legal 

                                                                                                                                                             

/1556639544235/The+Center+for+Cybersecurity+Policy+and+Law_Improving+Hardware+Com

ponent+Vulnerability+Disclosure_April+2019.pdf.  
32  Id. 
33  Id. at 5. 
34  Id. at 6. 
35  The Coalition has emphasized the need for flexibility in timelines for resolving 

vulnerabilities in comments filed with OMB and DHS and urges organizations to align their 

policies with international standards that reflect this flexibility.  Cybersecurity Coalition, Request 

for Comment Response to Office of Management and Budget (OMB) Draft Memorandum, 

“Improving Vulnerability Identification, Management, and Remediation,” (Dec. 26, 2019), 

https://www.cybersecuritycoalition.org/filings/request-for-comment-response-to-office-of-

management-and-budget-omb-draft-memorandum-improving-vulnerability-identification-
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presumption) premised on a rigid timeline could potentially eliminate any such flexibility when 

circumstances require, threatening liability while creating, among other things, additional risks 

of exploitation if unmitigated vulnerabilities are prematurely exposed as a result or patches are 

not appropriately tested.36 

For these reasons, Amici asks this Court to clarify that its intent in the Opinion was not to 

endorse any legal or factual presumption that a delay in mitigation, remediation, or disclosure of 

vulnerabilities beyond a certain number of days should be presumed to harm consumers, suggest 

a prioritization of profit over transparency, or be motivated by anything other than the exigencies 

of a particular vulnerability.  As recognized by the standards and best practice guidance 

discussed above, some vulnerabilities will simply take longer than others to address, and there 

may be good reasons to refrain from disclosing the vulnerability until a resolution is further 

along.   

Unlike the standards discussed above, a legal presumption of a universal timeline could 

preclude the recognition of the potential benefits of an extended embargo period in certain 

circumstances.  For example, public disclosure of vulnerabilities prior to mitigation or resolution 

could increase the likelihood of attacks exploiting the vulnerability.37  This risk is increased 

further when exploit code for the vulnerability is disclosed or available from other sources.38  For 

                                                                                                                                                             

management-and-remediation; Cybersecurity Coalition, Comments to the Department of 

Homeland Security on the Cybersecurity and Infrastructure Security Agency's Binding 

Operational Directive 20-01 (Draft), “Develop and Publish a Vulnerability Disclosure Policy,” 

(Dec. 26, 2019), https://www.cybersecuritycoalition.org/filings/comments-to-the-department-of-

homeland-security-on-the-cybersecurity-and-infrastructure-security-agencys-binding-

operational-directive-20-01-draft-develop-and-publish-a-vulnerability-disclosure-policy 

(hereafter, “DHS Comments”). 
36  See DHS Comments, supra n.35.   
37  White Paper, supra n.7, at 8; see also ENISA, supra n.26, at 59. 
38  White Paper, supra n.7, at 8. 
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this reason, the CVD process, in particular, seeks to avoid unnecessary public disclosure of 

vulnerabilities that lack mitigations while working to make a patch or fix available as early as 

possible.39  Although pre-mitigation disclosure may be warranted in certain instances, a per se 

legal rule that disclosure must be made within a specific timeframe—to avoid a “claim” for 

immoral, unethical, oppressive or unscrupulous conduct subject to civil liability—does not 

provide affected entities with the flexibility necessary to ensure the disclosure does not create 

greater risk of exploiting the identified vulnerability. 

Establishing a fixed, undifferentiated timeframe for the resolution of vulnerabilities can 

also harm consumers by pressuring entities to prematurely release patches, mitigations, or 

remediations that have not been adequately tested.  Indeed, Plaintiffs themselves have made 

similar allegations in this case, listing examples of consumer harm: poorly tested patches could 

create conflicts with other programs, create new vulnerabilities, reduce performance, or in 

extreme cases completely stop systems from working.  See Opinion at 10, 23.  The Coalition has 

emphasized “the need to balance remediation as soon as possible ‘with the overall testing 

required to ensure the remediation does not negatively impact affect users due to quality 

issues’—in other words, the completeness and effectiveness of the proposed remediation.”40  

Strengthening user trust in effective remediations that do not disrupt system functions is critical 

to improving cybersecurity; timely patching and use of supported software that receives patches 

is highlighted as a best practice in a wide range of NIST and CISA cybersecurity guidance.41 

In short, because each vulnerability is unique; the software or hardware that might be 

impacted varies widely; and the risk of premature disclosure of vulnerabilities to consumers, 

                                                 
39  Id.  
40  DHS Comments, supra n.Error! Bookmark not defined., at nn.11, 23. 
41  See, e.g., NIST, supra n.8. 
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industry, and the public is significant; the law cannot require all vulnerabilities to be disclosed in 

the same timeframe.  Consumers and the public are best served when affected parties have the 

flexibility to coordinate and tailor mitigation, remediation, and disclosure actions to the 

particular circumstances of the vulnerability, publicly disclosing the vulnerability only when the 

benefits of disclosure outweigh the harm.  To be clear, this coordination includes researchers and 

entities reporting the vulnerability who usually are interested in documenting and publishing 

their efforts, so there is significant pressure on the vendor to demonstrate progress toward 

resolution quickly. 

The perception of a new legal presumption for pleading unfair practices claims—one 

where a claim is sufficiently plead whenever the disclosure of a vulnerability occurs after more 

than 90 days—would only exacerbate the difficulties inherent in resolving complex 

cybersecurity vulnerabilities in a manner that protects all affected parties, without any 

countervailing benefit to consumers.  The risk of liability created by such a presumption could 

place increasing pressure on all parties to disclose vulnerabilities prematurely and undermine the 

good faith cooperation necessary to promptly and effectively resolve vulnerabilities affecting 

multiple parties.  The long-term harm to consumers that would result from disrupting the CVD 

process would far outweigh any harm to consumers from a delay in disclosure beyond an 

arbitrary timeline. 

IV. CONCLUSION 

The presumption that is likely to be read into the Opinion is at odds with existing industry 

and government standards and best practices.  A bare allegation that a defendant’s disclosure 

occurred after the “normal” embargo period “lacks sufficient factual allegations to state a facially 

plausible claim for relief [based on unfair competition],” Opinion at 4, because it does not allege 

that such disclosure “causes injury to consumers which outweighs its benefits,” Opinion at 23, 
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and because industry/government standards and practices setting “normal” embargo periods are 

flexible according to the circumstances.  Accordingly, the Coalition asks the Court to:  (1) clarify 

that the Opinion does not adopt a presumption based on any length of time between discovery of 

a vulnerability and disclosure, and (2) grant Defendant Intel Corporation’s Motion to Reconsider 

to the extent the Opinion relies on the existence of a fixed timeline for resolution and disclosure 

of security vulnerabilities.  
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