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Proposals for Regulating Consumer Smart Product 
Cyber Security - Call for Views July 2020 
Feedback Form 
 
The questions set out below seek your feedback on the government’s Call for Views on 
proposals for improving the cyber security of consumer smart products sold in the UK through 
legislation. 

Respondents are encouraged to provide answers to these questions using the feedback 
survey for this Call for Views. Alternatively, if unable to complete the survey, respondents can 
download and populate this feedback template and email their responses directly to 
securebydesign@dcms.gov.uk. 

We recommend reading the Call for Views in full before submitting feedback. You do not have 
to answer all of the questions. All responses should be submitted in advance of the closing 
date for this Call for Views, which is 23:59 Sunday 6th September 2020. 

 

Privacy notice 

The following is to explain your rights and give you the information you are entitled to under 
the Data Protection Act 2018 and the General Data Protection Regulation (“the Data 
Protection Legislation”). This notice only refers to your personal data (e.g. your name, email 
address, and anything that could be used to identify you personally) not the content of your 
response. 

1 - The identity of the data controller and contact details of our Data 
Protection Officer 
The Department for Digital, Culture, Media and Sport (“DCMS”) is the data controller. The 
Data Protection Officer can be contacted at dcmsdataprotection@dcms.gov.uk.You can visit 
the DCMS website to find out more about how DCMS uses and protects your information. 

2 - Why your personal data is being collected 
Your personal data is being collected as an essential part of the Call for Views process, 

so that the government can contact you regarding your response and for statistical purposes, 
such as to ensure individuals cannot complete the survey more than once. 

3 - The legal basis for processing personal data 
The Data Protection Legislation states that, as a government department, the department 

may process personal data as necessary for the effective performance of a task carried out 

in the public interest. i.e. a Call for Views. 

4 - How your personal data will be shared 
Copies of responses may be published after the survey closes. If this happens, the 
government will ensure that neither you nor the organisation you represent are identifiable, 
and any response used to illustrate findings will be anonymised. 

If you want the information that you provide to be treated as confidential, please contact 
foi@dcms.gov.uk. Please be aware that, under the Freedom of Information Act (FOIA), there 
is a statutory Code of Practice with which public authorities must comply and which deals, 
amongst other things, with obligations of confidence. In view of this, it would be helpful if you 
could explain why you regard the information you have provided as confidential. If the 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
https://dcms.eu.qualtrics.com/jfe/form/SV_5hYgWfhEZf66l8h
https://dcms.eu.qualtrics.com/jfe/form/SV_5hYgWfhEZf66l8h
mailto:securebydesign@dcms.gov.uk
mailto:dcmsdataprotection@dcms.gov.uk
https://www.gov.uk/government/organisations/department-for-digital-culture-media-sport/about/personal-information-charter
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government receives a request for disclosure of the information, the government will take 
full account of your explanation, but cannot give an assurance that confidentiality can be 
maintained in all circumstances. An automatic confidentiality disclaimer generated by your IT 
system will not, of itself, be regarded as binding on the Department. 

5 - How long your personal data will be kept for 
Your personal data will be held for two years after the survey is closed. This is so that the 
department is able to contact you regarding the result of the survey following analysis of the 
responses. 

6 - Your rights in relation to access, rectification and erasure of data 
The data that is being collected is your personal data, and you have considerable say over 
what happens to it. You have the right: 

● to see what data we have about you: 

● to ask us to stop using your data, but keep it on record; 

● to have all or some of your data deleted or corrected; 

● to lodge a complaint with the independent Information Commissioner if you think we 
are not handling your data fairly or in accordance with the law. 

You can contact the ICO at https://ico.org.uk/, or telephone 0303 123 1113. ICO, Wycliffe 
House, Water Lane, Wilmslow, Cheshire SK9 5AF. 

7 - Additional information 
Further to the above, you should also be aware of the following: 

● Your personal data will not be sent overseas. 

● Your personal data will not be used for any automated decision making. 

● Your personal data will be stored in a secure government IT system. 

If you need any further information related to the processing of your personal data please 
contact the DCMS Data Protection Team at dcmsdataprotection@dcms.gov.uk and specify 
which survey you have concerns about. 

--------------------------------------------------------------------------------------------------------------------------- 

Privacy Notice and Confirmation of Consent 

Please confirm that you have read and understood the Privacy notice, and consent to participating in the Call 
for Views. 

Please confirm by entering “x” in the box below 

Confirmation of Consent: x 

 

 

 

 

 

https://ico.org.uk/
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Demographic questions 

1) Are you responding as an individual or on behalf of an organisation? 

Please indicate your response by entering “x” in one of the boxes below 

Individual  

Organisation x 

 

2) [if individual] Which of the following statements best describes you? 

Please indicate your response by entering “x” in one of the boxes below 

Cyber security professional  

Employer/employed in the consumer goods sector  

Professional in another sector  

Public sector official  

Academic  

Interested member of the general public  

Other (please specify in the box below)  

 

 

3) [if organisation] Which of the following statements best describes your organisation? 

Please indicate your response by entering “x” in all boxes that apply 

Producer of consumer smart products  

Distributor of consumer smart products  

Cyber security provider  

An academic or educational institution  

A trade body representing “Producers”  

A trade body representing “Distributors”  

Other (please specify in the box below) x 

The Cybersecurity Coalition: a trade association representing the world’s leading cybersecurity companies. 

 
 

 



 

--------------------------------------------------------------------------------------------------------------------------- 

Proposals for Regulating Consumer Smart Product Cyber Security - Call for Views July 2020   4                

4) [if organisation] Which of the following statements best describes your organisation? 

Note that this information will be used to enable a view of how these proposals will impact businesses based 
in different countries in the UK, as well as those based outside of the UK. 

Please indicate your response by entering “x” in one of the boxes below 

UK only based organisation  

Multinational organisation based in the UK  

Multinational organisation based in an EU country outside of the UK, which 
operates in the UK 

 

Multinational organisation based in a non-EU country outside of the UK, 
which operates in the UK 

 

Other (please specify in the box below) x 

Trade association representing multinational companies that are headquartered in the USA and Europe, most 
of whom operate in the UK. 

[if organisation] Which country is your organisation’s head office based in? 

Please type your answer into the box below 

USA 

 

5) [if organisation] Which of the following statements best describes your organisation? 

Please indicate your response by entering “x” in one of the boxes below 

Cyber security x 

Production / Manufacturing  

Distributor / Wholesale / Retail  

Telecoms providers  

Information & communication technology (ICT)  

Health  

Critical National Infrastructure and National Security 
(please specify sector in the box below) 

 

 

Transport & Storage (including postal)  

Finance & Insurance  

Property  
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Construction  

Business administration & support services  

Education / Academia  

Public administration & defence  

Arts, entertainment, recreation  

Agriculture, forestry & fishing  

Civil society  

Accommodation & food services  

Other services 
 (please specify in the box below) 

 

 

 

6) [if organisation] Including yourself, how many people work for your organisation across the UK as a 
whole? Please estimate if you are unsure. 

Please indicate your response by entering “x” in one of the boxes below 

Less than 10 people x 

10-49  

50-249  

250-999  

1,000 or more  

 

7) [if organisation] What is the name of the organisation you are responding on behalf of? 

Please type your answer into the box below 

The Cybersecurity Coalition 
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8) Are you happy to be contacted to discuss your response and supporting evidence? 

Please indicate your response by entering “x” in one of the boxes below 

Yes x 

No  

 
 

9) [if organisation and yes to 8] Please provide a contact name and email address below: 

Please type your name in the box below 

Alexander Botting 

Please type your email address in the box below 

abotting@venable.com 
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Scope of regulation questions 

10) To what extent do you agree or disagree that the following categories of conventional IT devices 
should be included within the scope of the proposed regulation? 

Please indicate your response by entering “x” into the column that best represents your view in each of the 
three rows 

 
Strongly 
disagree 

Somewhat 
disagree 

Neither 
agree nor 
disagree 

Somewhat 
agree 

Strongly 
agree 

Laptops      

PCs      

Smartphones      

Please explain the reasons for your answers to the above question by typing your answer into the text box 
below 

Laptops The Coalition strongly agrees with the intent of the proposal to require that 
consumer smart products, whether IoT or general purpose computing 
(“conventional IT products”), should implement the best practices outlined 
in section 4 for authentication, vulnerability disclosure policies, and 
transparency of the anticipated minimum period for device security support. 
 
To help ensure that security requirements are future-proof and easier to 
update with evolving technology and threats, however, the Cybersecurity 
Coalition recommends that DCMS modify its proposed approach. 
 
Firstly, the Coalition recommends that the primary legislation outline the 
regulatory outcome the government seeks to achieve (i.e., ensuring 
consumer smart devices meet the three obligations in section 4), and 
empower DCMS and other appropriate regulatory bodies to issue 
regulations or secondary legislation to require implementation of the 
obligations in greater specificity. The secondary legislation and guidance 
should reference applicable international standards. Our rationale for 
recommending this approach is that primary legislation is more 
cumbersome to update than secondary legislation or regulation, 
international standards, or guidance. As a result, the iterative nature of 
security best practices may conflict with the fixed nature of statutory 
requirements, to the detriment of the former.  
 
Secondly, the above concern is made more acute by the fact that the 
proposals seek to cover two distinct categories of device: consumer IoT 
and conventional IT products (PCs, laptops, and smartphones). The 
implementation of authentication-related requirements differs between 
conventional IT products and low-cost IoT Devices. Accordingly, there is no 
international standard which is designed to be applicable to both. 
 
If the government is committed to incorporating both categories into a 
single piece of legislation (to account for converging product classes or to 
avoid creating a loophole through which manufacturers circumvent the 
security requirements) it must nevertheless account for differences 
between the categories when implementing the security requirements.  
 
We recognize that DCMS seeks alignment with international standards, 
including, but not limited to, ETSI EN 303 645. However, the proposal only 
references EN 303 645, which is an IoT standard. We urge DCMS to align 
with international standards and best practices for the conventional IT 
products covered by the proposal as well, not just IoT-specific standards.  
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Applicable international standards for consumer IoT devices exist today, or 
are in development. In addition to ETSI EN 303 645, extensive mapping is 
included in the C2 effort1 and NISTIR 8259. CTA is currently developing an 
international standard mapped into the C2 effort.2 The government should 
reference relevant international standards through supplemental guidance. 
 
As stated above, however, those standards are IoT-specific, and thus are 
not applicable to general purpose computing devices such as laptops, PCs 
and smartphones, specifically in the area of authentication. The 
government should engage in international standards bodies to develop 
applicable standards for this category of devices, as needed, and then 
reference them through supplemental guidance.  
 

PCs See above. 

Smartphones See above. 

 

11) The ambition of this regulation is to establish a robust baseline across all smart connected products 
and to protect consumers and the wider economy from a range of harms. Please detail any 
unintended impacts that this proposed regulation would have, beyond the ambition stated above, to 
your organisation / the wider economy. 

Please think about our proposed definitions of “Producers”, “Distributors” and any other organisations in the 
consumer smart product supply chain when answering this question. Please clearly state which types of 
organisation you are referring to in your response. 

Please type your answer into the boxes below: 

Producers 

Producers that adhere to the requirements may incur ongoing costs 
associated with implementing a vulnerability management program, as well 
as one-off costs associated with moving to changeable passwords. 
 
While this should not in itself outweigh the benefits of the Government’s 
proposed approach, it is important that enforcement mechanisms ensure 
universal compliance, so as not to put those companies that fully comply 
with the requirements at a competitive disadvantage to non-compliant 
companies. 

Distributors 

Given that a majority of consumer connected devices sold in the UK will not 
be produced in the UK, retailers/distributors are likely to be the main focus 
for compliance with these regulations. Implementing measures to monitor 
and test the full range of devices for compliance with the requirements will 
be a significant burden for distributors. While this may be necessary in 
order to achieve the objectives of the proposal, the Government should 
work with smaller distributors to ensure that they have the capability to 
manage compliance.  

Other organisations 
 (please specify)  

Wider economy 

The costs associated with compliance will ultimately be absorbed by 
companies, consumers, or a combination of both. While the benefits of 
such an approach likely outweigh the costs of compliance with the 
requirements that have been proposed, costs should not be ignored. These 
costs may be greater if the proposed regulation implements a one-size-fits-
all approach, rather than the bifurcated approach proposed in our answer to 
question 10. Where there are opportunities to achieve the better security 

 
1 https://securingdigitaleconomy.org/wp-content/uploads/2019/09/CSDE_IoT-C2-Consensus-Report_FINAL.pdf. 
2 https://standards.cta.tech/apps/group_public/project/details.php?project_id=594 
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outcomes in a more cost-effective manner, these should be leveraged.  

 

 

 

12) Please share your views on the suggested supplementary guidance to help businesses to implement 
the proposed security requirements (provided in section 4 - Obligations of the Call for Views). Are 
there any other forms of guidance you feel should be included? 

Please type your answer into the box below 

 

 

 

13) The proposed approach suggests using a broad definition of network-connectable product classes 
which could be in scope and specifying specific categories of products that are out of scope. 

Do you agree or disagree with this suggested approach? 

Please indicate your response by entering “x” in one of the boxes below 

Agree x 

Disagree 
(please explain in the box below) 

 

 

Don’t know  

Please share any views that you have on alternative wording, approaches, or ways to improve the 
proposed approach of using a broad definition of network-connectable product classes which could be in 
scope and specifying specific categories of products that are out of scope. 

Please type your answer into the boxes below: 

Given the increasing convergence of product categories such as IoT and conventional IT, we understand the 
government’s desire to develop a proposal that covers all consumer smart product categories, thereby future-
proofing the legislation and avoiding the creation of loopholes. In order to do so in a manner which is both 
workable for manufactures of different product categories and future-proofed against the iterative nature of 
security capabilities and best practices, separate implementing guidance should be provided for consumer IoT 
devices and conventional IT devices such as laptops, smartphones and PCs (as indicated in our answer to 
question 10). Although guidance for the two categories may be separate, the obligations described in each 
guidance should seek to fulfil the same three security objectives in the proposal. 
 
In addition, the Coalition would welcome clarification as to whether the Government will exempt additional 
categories from the scope of this regulation, if separate legislation imposes requirements on those specific 
product categories in the future.  

  

 

  

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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Security requirements feedback 

14) Please outline any further feedback on the security requirements, as set out in section 3.3 of the Call 
for Views. 

Please type your answer into the boxes below: 

Security requirement 1 - Ban 
universal default passwords 

The approach taken is good. However, the definitions and language used 
are in divergence from other international standards, including on the 
definition of the term password. To better align with standards such as EN 
303 645 and NIST 800-63B, and to accommodate a wider range of login 
technologies, DCMS should consider referring to "authentication 
mechanism" or "authenticator" rather than password.  
 
As stated in our answer to question 10, we recommend a bifurcated 
approach to consumer IoT devices and conventional devices in the area of 
authentication if the government is to meet its overarching security 
objective for both product categories. 
 
Applicable international standards for consumer IoT devices exist today. 
The government should reference these through supplemental guidance. 
 
Those standards are IoT-specific, however, and thus are not applicable to 
general purpose computing devices such as laptops, PCs and 
smartphones, specifically in the area of authentication. The government 
should engage in international standards bodies to develop applicable 
standards for this category of devices, as needed, and then reference them 
through supplemental guidance.  
 
It is critical that the language not deliberately or inadvertently inhibit 
capabilities for passwords to be automatically updated without human 
intervention. As written, the proposed language achieves this.  
 

Security requirement 2 - 
Implement a means to manage 

reports of vulnerabilities 
 

(providing a publicly available 
vulnerability disclosure policy 

which includes at least contact 
information for the reporting of 

issues, and information on 
timelines for initial 

acknowledgement of receipt 
and status updates until the 

resolution of the reported 
issues) 

As written, the requirements to establish a minimum vulnerability disclosure 
policy are welcome, given the importance of vulnerability management to 
the security of connected devices. All care should be taken, however, to 
ensure that the proposed language is in alignment with widely used 
international standards to ensure that more sophisticated vulnerability 
disclosure programs are not inadvertently hindered by regulatory 
divergence. This can be achieved by adding a comment explaining that the 
adoption of practices can be informed by these standards (with gradual 
adoption).  
 
Additionally, as the proposals are implemented, many companies will be 
establishing a vulnerability disclosure program for the first time. They may 
not be able to fully implement all the practices outlined in ISO/IEC 29147, 
30111 at the outset. The Government may wish to consider how it can 
utilize this opportunity to ensure that they can support companies’ efforts to 
align with international standards and best practices.  

Security requirement 3 - 
Provide transparency on for 
how long, at a minimum, the 
products will receive security 

updates 

 

Identifying and patching security vulnerabilities is critically important to 
maintaining the security of product software. Accordingly, it’s important that 
consumers are aware of the anticipated time period for which such updates 
will be provided, understanding that certain factors may be outside of a 
producer’s control. 
 
We would welcome clarification, however, regarding how the Government 
expects producers or distributers to communicate such information to 
consumers, given the limited effectiveness of labels in impacting consumer 
behaviour.  

 

 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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Supplemental feedback:  

 

The Coalition would welcome further clarity as to whether and how additional security requirements 
will be assessed and/or incorporated into the list of mandatory requirements. 
  
One approach would be to incorporate additional controls into the voluntary Code of Practice, prior to 
being incorporated as a mandatory security requirement. This will enable producers and distributors 
to develop capabilities with regards to each security measure before its implementation is mandatory. 
Critically, the Code of Practice should remain in alignment with relevant international standards 
whether by referencing them directly, or by updating the Code on an ad hoc basis to reflect changes 
in those standards.  
 
To ensure robust security in consumer IoT and conventional IT devices, DCMS should consider 
additional controls related to data protection. For instance, the Code of Practice references the 
encryption of keys both in the device and in transit, as well as protecting the transmission of keys. 
Both are important security measures. But we do not see any discussion of the need to protect 
communications to and from the device using encryption. Devices that make use of the internet, in 
particular, must encrypt their communications in order to be secure. 
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Obligations questions 

15) This proposal requires an exchange of information between “Producers” and “Distributors” in the 
supply chain to confirm compliance. 

4.2 - Box 6 - Draft proposal and example guidance content for “Producer" obligations 

“A prohibition on a “Producer” from supplying or making a product within scope available in the 
UK market unless the product is compliant with the security requirements.” 

This places an obligation solely on “Producers” to evidence compliance with the security 
requirements to the “Distributors”. Should this information exchange approach, as set out in box 6 of 
the Call for Views, be adopted? 

Please indicate your response by entering “x” in one of the boxes below 

Yes  

No 
(please explain in the box below) 

 

 

Don’t know  

Should “Distributors” also have obligations as part of this information exchange? 

Please indicate your response by entering “x” in one of the boxes below 

Yes  

No 
(please explain in the box below) 

 

 

Don’t know  

 

16) The proposed approach intends to include entities who supply or make smart products available 
online, e.g. those who act as a marketplace, a platform for consumer sales online or provide either 
first or third party sales. 

Do you agree or disagree with this approach? 

Please indicate your response by entering “x” in one of the boxes below 

Agree 
(please explain in the box below) 

x 

Given the proportion of products that will be manufactured outside of the UK, the inclusion of entities that 
supply or sell smart products online is critical to ensuring broad compliance and an even playing field for all 
companies. Without incorporating these entities, the proposal may place compliant organization at a 
disadvantage to non-compliant competitors.  

Disagree 
(please explain in the box below) 

 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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Don’t know  

 

17) Should the definitions such as "Producer" and "Distributor" (see box 5 and 7 in the Call for Views) in 
existing product safety regulations (such as the Radio Equipment Regulations 2017, and the General 
Product Safety Regulations 2005) be used as a basis for the definitions in this proposal? 

“Producer” in the working definition means; 

1. the manufacturer of a product, when they are established in the UK and any other 
person presenting themself as the manufacturer by affixing to the product their name, 
trade mark or other distinctive mark, or the person who reconditions the product; 

2. when the manufacturer is not established in UK 

● if they have a representative established in the UK, the representative, 

● in any other case, the importer of the product from outside the UK into the UK 
(which in some cases can be a retailer). 

“Distributor” means any person in the supply chain, other than the manufacturer, authorised 
representative or the importer, who makes [a product] available on the market 

Note that this proposal would also place obligations on “Distributors” who act as a marketplace or 
a platform for consumer sales online. 

 

Please indicate your response by entering “x” in one of the boxes below 

Yes x 

No 
(please provide details of any alternative approaches that could be 

considered in the box below) 

 

 

Don’t know  

 

 

 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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Enforcement approach questions 

18) Box 10 in the Call for Views describes a suite of example corrective measures and sanctions which 
could be made available to the enforcement body in the event of non-compliance. These are listed 
below (see box 10 in the Call for Views for further details): 

● Voluntary and Corrective Measures 
● Compliance Notice 
● Undertaking 
● Enforcement Order 
● Security Notice 
● Forfeiture & Destruction 
● Administrative Penalties 
● Financial Penalty 

 

Is the proposed suite of corrective measures and sanctions proportionate overall? 

Please indicate your response by entering “x” in one of the boxes below 

Yes x 

No 
(please explain in the box below) 

 

 

Don’t know  

Are each of the potential measures below an effective response or deterrent to non-compliance? 

Please indicate your response by entering “x” into the column that best represents your view in each of the 
eight rows, explaining why in instances where you have selected “no”. 

Potential measures 

Are the potential measures effective? 

If no, please explain 

Yes No 

Voluntary and Corrective 
Measures X   

Compliance Notice x   

Undertaking X   

Enforcement Order X   

Security Notice X   

Forfeiture & Destruction X   

Administrative Penalty X   

Financial Penalty x   

 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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19) Are there significant barriers that would prevent your organisation from becoming compliant with the 
security requirements within the suggested timescales (see box 9 of the  Call for Views and 
summarised below)? 

Security requirement 1 - Ban universal default passwords - 9 months 

Security requirement 2 - Implement a means to manage reports of vulnerabilities (providing a 
publicly available vulnerability disclosure policy which includes at least contact information for the 
reporting of issues, and information on timelines for initial acknowledgement of receipt and status 
updates until the resolution of the reported issues) - 3 months 

Security requirement 3 - Provide transparency on for how long, at a minimum, the product will 
receive security updates - 6 months 

 

Please indicate your response by entering “x” into the column that best represents your view in each of the 
three rows. 

For rows where you have selected Yes, what are the barriers for implementation to the suggested 
timescales, how much time would be required for your organisation to become compliant with the 
security requirements (in months) and how could these barriers be mitigated? 

Please type your answer into the relevant boxes below 

security 
requirement 

Are there significant 
barriers? 

Details of barriers 
(if yes only) 

Yes No Don’t 
Know 

Barriers for 
implementation 

(if yes only) 

How long it would take 
to become compliant 
(if yes only - months) 

How barriers could be 
mitigated 

(if yes only) 

Security 
requirement 1 
Ban universal 

default 
passwords 

      

Security 
requirement 2  

Implement a 
means to 

manage reports 
of vulnerabilities 

      

Security 
requirement 3 

Provide 
transparency on 
for how long, at 
a minimum, the 

products will 
receive security 

update 

      

 

 

 

 

 

 

 

 

 

 

 

 

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views
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20) Please provide details of any additional costs to your organisation that would result from 
implementing each of the security requirements in our proposed approach 

If your organisation is both a “Producer” and “Distributor” of consumer smart products, please indicate explicitly 
which aspect of your organisation’s operations these costs would impact on in your answers. 
 
Please also indicate whether these costs would be one-off costs or incurred annually. Please type your 
answers into the appropriate boxes below: 

Security 
requirement 

Description of 
additional costs 

Job roles involved and 
number of hours 
required per job role 

Estimated total cost per 
product line (£) 

Estimated total 
annual cost to your 
organisation (£) 

Security 
requirement 1 
Ban universal 

default passwords 

    

Security 
requirement 2  

Implement a 
means to manage 

reports of 
vulnerabilities 

    

Security 
requirement 3 

Provide 
transparency on 

for how long, at a 
minimum, the 
products will 

receive security 
update 

    

Please provide details of any benefits to your organisation that would result from the implementation of these 
security requirements 

Please type your response into the boxes below 

Security 
requirement Description of benefits 

Security 
requirement 1 
Ban universal 

default passwords 

 

Security 
requirement 2  

Implement a 
means to manage 

reports of 
vulnerabilities 

 

Security 
requirement 3 

Provide 
transparency on 

for how long, at a 
minimum, the 
products will 

receive security 
update 

 

 

 

 



 

--------------------------------------------------------------------------------------------------------------------------- 

Proposals for Regulating Consumer Smart Product Cyber Security - Call for Views July 2020   17                

21) Please estimate any additional reporting costs to your organisation 

When answering this question, where possible, please clearly describe any costs, including job roles, the 
estimated number of hours of staff time associated with each job role, total cost estimates per product line 
(specifying whether one-off or annual), and overall total annual cost to your organisation. 
 
Please type your response into the boxes below 

Reporting variant Description of costs 
Job role involved and 
number of hours 
required per job role 

Estimated total cost per 
product line (£) 

Estimated total 
annual cost (£) 

The proposed 
obligation for 

“Producers” to 
demonstrate 

compliance with 
the security 

requirements to 
“Distributors” 

    

The requirement 
for “Distributors” 

to process 
information from 

“Producers” 

    

Are there any ways we could tailor our approach to mitigate these reporting impacts? 

Please indicate your response by entering “x” in one of the boxes below 

Yes 
(please explain in the box below) 

 

 

No  

Don’t know  
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22) To what extent do you agree or disagree with the criteria that would be considered for identifying an 
enforcement body, detailed in box 12 of the Call for Views and summarised below? 

Example Considerations for designating an enforcement body 
● scope and alignment of the proposed legislations with the relevant expertise of the 

enforcement body; 
● approach used to regulate against non-compliance; 
● capacity and resources available to the enforcement body to conduct enforcement 

activities; 
● capabilities and skills of the enforcement body to conduct enforcement activity; 
● existing relationships with the stakeholders who would be subject to the provisions of 

the legislation; 
● future scope of the enforcement body to enforce additional security requirements; 
● funding model used to operate the enforcement approach and its sustainability; 
● monitoring and reporting capabilities. 

 
And to what extent do you agree or disagree with the example powers for the enforcement body, 
detailed in box 13 of the Call for Views document and summarised below? 
 

Example powers for the enforcement body 
Although these are subject to change, the powers of the enforcement body could include, the: 

● ability to fund testing in testing houses; 
● ability to have a central reporting mechanism for use in instances where initial reports to 

the “Producer” have not resulted in action, or if products are identified from 
manufacturers that have no mechanism for vulnerability disclosure. This central 
reporting mechanism would enable security researchers, consumer groups, the general 
public and others, to report vulnerabilities in products within scope; 

● capability to produce guidance materials for device compliance assessments to ensure 
compliance; 

● ability to allocate an enforcement team with a responsibility of testing and monitoring 
products within scope; 

● power to make a purchase of a product in order to test it or authorise an officer of the 
enforcement body to make a purchase of a device; 

● ability for an officer of the enforcement body to enter and search any premises other 
than premises occupied only as a person’s residence and inspect any record or device; 

● ability to obtain and use search warrants and other such authorities; 
● powers to prohibit the obstruction of officers and take action accordingly. 

 

Please indicate your response by entering “x” into the column that best represents your view in each of the two 
rows 

 
Strongly 
disagree 

Somewhat 
disagree 

Neither 
agree nor 
disagree 

Somewhat 
agree 

Strongly 
agree 

Box 12 - Example 
considerations for 

designating an enforcement 
body 

     

Box 13 - Example powers for 
the enforcement body      
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