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EXECUTIVE SUMMARY

Section 1 - Report specific responses
We submit that the report fails to adequately address the harms associated with Facial Recognition
Technology (FRT)  and the di�culties associated with solving for those harms. Our analysis follows
four clear points:

1. The distinction drawn by the report between security and non-security use cases of FRT is
an inadequate framework and downplays the harms associated with FRT

2. The use of consent as a legitimising framework ignores the limitations of consent in the
context of a lack of digital rights awareness and unequal power structures among
individuals and institutions

3. The inadequate addressal of the illegal nature of present FRT systems and the adoption of a
dangerous framing of rights as simply challenges to be accounted for is a failure of the
report

4. The selection of Digi Yatra as a case study represents a suboptimal choice. Given the
report's assertion of the harms of security use cases of FRT, by focusing on a non-security
use case such as Digi Yatra, the report fails to adequately paint an accurate picture of the
harms that would arise from the legitimisation of FRT systems.

Section 2 - General comments on FRT
Moving on from the specific responses to the report, we look to provide an alternative viewpoint for
policymakers and regulators. We first begin by examining the foundational limitations associated
with FRT. These include:

1. The fallibility and bias present within modern FRT systems
2. The normalising effect that FRT has on other equally dangerous technologies
3. The systematic effects of increased surveillance on privacy rights and freedom of speech

We then posit that while much of the discussion surrounding FRT focuses on its use by instruments
of the state, there is a need to critically observe how it is being used by private actors. In doing so
we demonstrate that the use of these systems by corporations and by community organisations
can infringe on the rights of individuals much in the same way as its use by the state.

Finally, we suggest a set of factors that will help determine whether the introduction of FRT in a
specific context carries with it a high risk of harm, and therefore whether it should be permissible.
These factors include:

1. Whether the system is deployed in a public space
2. Whether there is an element of coercion involved in its deployment
3. Whether individuals have the option to opt out of being surveilled by the system
4. Whether the impact of the system is on an individual or multiple people

With these considerations in mind, we call for a ban on the use of FRT in the vast majority of
current use cases.
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Introduction

The growing use of automated facial recognition technologies (FRT) by public and private actors,
despite evidence of their harms and risks, requires urgent policy attention. In this regard, we
welcome the initiative by NITI Aayog to examine how the use of FRT can be aligned with the
principles of Responsible AI (RAI).

However, we believe that this presupposes that the use of FRT systems is legitimate in the first
place. In this brief, we outline our concerns with the report “Responsible AI for All: Adopting the
Framework – A use case approach on Facial Recognition Technology” and make a case for banning
the use of FRT systems in public spaces.

Our submission is divided into 2 sections. Section 1 identifies tensions and gaps in the report: it
questions the validity of security /non-security distinction,  the di�culties in realising meaningful
consent, the risks of focusing on design-based challenges, and the rationale for focusing on Digi
Yatra.

Section 2 makes the case for banning the use of FRT in public spaces;FRT systems are ineffective,
risk undermining rights and democratic space, and can contribute to the adoption of other
pseudo-scientific ways of identification and verification. Discussions of FRT must look beyond the
use by state actors to consider use by private actors and lateral surveillance - focusing on how the
responsible use of FRT can further legitimise these additional forms of surveillance.
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Section 1 - Report-specific Responses

FRT as a technology falls short of the principles of Responsible AI (RAI). There is ample evidence of
the low reliability of such systems,2 discriminatory outcomes,3 and the threat to the right to privacy
and other fundamental rights.4 Beyond individual harms, the use of automated facial recognition
systems (AFRS) can also contribute to a chilling effect on speech5 and the restriction of democratic
space.6

The NITI Aayog paper acknowledges all of these harms and risks but does not weigh in on their
implications for the adoption of FRT, or provide a perspective on whether the benefits justify these
harms.  Instead, it seems to suggest that these questions are best resolved at the level of specific
use cases and that there is a way to realise RAI principles in these specific use cases. To do this, it
draws a distinction between security and non-security use cases.

Fallacy of the Security/Non-Security classification

However, this distinction between security and non-security use cases does not hold for the
following reasons. First, it presupposes a clear delineation between the purposes for which FRT are
used, but from the examples provided, there are instances where the non-security use of FRT can
include security purposes, like the example of onboarding at airports. Onboarding at airports is not
an isolated non-security activity – it is undertaken by security personnel to verify identification and
flows from security concerns.

Second,  supposed non-security purposes, like the examples provided in the report, can have
security implications. For example, failed authentication services can result in a loss of access to
essential services and misuse of AFRS data can have security implications beyond individuals. In

6 Alexandra Ulmer & Zeba Siddiqui, ‘India's use of facial recognition tech during protests causes stir’
(Reuters, February 17, 2020),
https://www.reuters.com/article/us-india-citizenship-protests-technology-idUSKBN20B0ZQ

5 In moments of situational uncertainty, people conform to, and comply with, the relevant social norm in
that context. Sometimes this means self-censorship, but most often it means more socially conforming
speech or conduct. Jonathan Penney, ‘Understanding Chilling Effects’ (May 28, 2021). 106 Minnesota
Law Review 1451 (2022), https://ssrn.com/abstract=3855619

4 In 2019, San Francisco banned the use of FRT for surveillance , citing danger to civil rights and civil
liberties. Shirin Ghaffary, ‘San Francisco’s facial recognition technology ban, explained’ (Vox, May 14,
2019), https://www.vox.com/recode/2019/5/14/18623897/san-francisco-facial-recognition-ban-explained

3 These systems are often biased and perform better for certain social groups. For example, studies have
found that FRT systems are not as accurate in identifying darker skinned people as they are in identifying
lighter-skinned people. Hill, K.: Wrongfully accused by an algorithm. The New York Times. Technology.
https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html

2 Paul Bischoff, ‘Amazon face recognition falsely matches 105 US and UK politicians with police
mugshots, but can you trust accuracy claims?’ (Comparitech, May 28, 2020),
https://www.comparitech.com/blog/vpn-privacy/facial-recognition-study/

https://www.reuters.com/article/us-india-citizenship-protests-technology-idUSKBN20B0ZQ
https://ssrn.com/abstract=3855619
https://www.vox.com/recode/2019/5/14/18623897/san-francisco-facial-recognition-ban-explained
https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
https://www.comparitech.com/blog/vpn-privacy/facial-recognition-study/
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other words, threats of data breaches and system failure leading to misidentification are also
possible in ‘non-security’ uses.

The paper then makes a distinction between 1:1 and 1:n systems. This is a more fruitful distinction
in terms of delineating different types of harms and risks. But, it should not be overlaid with a
security/non-security framing, for the reasons discussed above.

But, this does not mean that 1:1 systems do not pose harm and risks. Harms and risks arise not only
from the technical attributes and design features of technology but from the institutional and
social contexts in which they are introduced. In India’s case, the failures of 1:1 authentication in
public distribution systems, in systems perhaps less sophisticated than FRT, have led to exclusion
and denial of benefits.

Given the weak conceptual distinction between security and non-security cases, the reader is left
wondering whether the purpose of this classification is only to justify the eventual discussion on
the Digi Yatra scheme as an example of a beneficial use of FRT with less harmful consequences.

Consent as a legitimising framework

One of the primary factors accorded to the comparatively less problematic nature of ‘non-security’
use of FRT is the presence of consent. This framing has multiple issues. First, for consent to be
meaningful, people must understand the implications of what they are giving consent for - for the
most part, however, people are not aware of the harms and risks associated with data collection for
FRT. That an individual was subjected to a facial recognition system without protest cannot be
grounds for assuming that their consent was informed. For example, in an airport that uses a
‘voluntary’ FRT system for onboarding, consent cannot be presumed from the act of merely waiting
in line before an FRT system when no other options are equally accessible.

Second, consent must be considered as a social construct - people’s ability to give meaningful
consent is shaped by the broader social and power relationships in which they are embedded. A
workplace with a ‘voluntary’ non-security use of FRT for attendance, where the penalty of using
manual systems would be delays in getting to work, exerts coercive control over individuals. The
European Data Protection Board guidelines,7 in the context of employment, state that “given the
dependency that results from the employer/employee relationship, it is unlikely that the data subject
is able to deny his/her employer consent to data processing without experiencing the fear or real risk
of detrimental effects as a result of a refusal.”

With the provision of ‘deemed consent’ in the proposed Digital Personal Data Protection  Bill, 2022,
where consent is implied in certain situations, the use of FRT in any context is rendered
problematic. The question of how consent would work in public settings is also not clear from the

7 European Data Protection Board, ‘Guidelines 05/2020 on consent under Regulation 2016/679’,
https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf

https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
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paper; presumption of implied consent when an individual uses a place where an FRT system is in
place runs counter to the arguments of the paper, but a system of obtaining consent from each
individual using the place is also not practical.

Design-based risks and rights-based challenges

The paper itself does not go on to discuss risks or challenges in the context of this
security/non-security discussion, preferring a more general discussion around design and
rights-based challenges arising from the use of FRT.

The discussion on design-based risks in the report presupposes the legality of FRT by state actors.
However, the legality of existing uses of FRT by public authorities in India is questionable, read with
the test laid down in Puttaswamy. The use of technology by state actors with foreseeable
implications on the right to privacy has to satisfy the requirements of (1) Legality - there should be a
valid law passed by the Union or State legislature, (2) Necessity - there is legitimate state interest in
deployment of the technology and (3) Proportionality - it should be the least restrictive option
deployed for achieving the interest of the state.

The use of FRT in India by different actors such as law enforcement agencies and payment
providers,8 and for different purposes such as verifying voters’ credentials9 or marking attendance
in schools,10 is without any legislative backing and hence does not meet the first requirement in the
Puttaswamy test. There are no laws in India regulating the use of FRT, with most use-cases by the
state implemented through policy documents and circulars.

Addressing design flaws may address the accuracy of these systems, but this does not establish
their legality. This narrative then leads to the categorisation of rights as ‘challenges’, which conveys
a sense that constitutionally guaranteed rights are an obstacle to be overcome for the deployment
of FRT.

10 Gujarat govt launches biometric online attendance system at 40,000 schools (September 07, 2019),
https://www.thehindu.com/news/national/gujarat-govt-launches-biometric-online-attendance-system-at-40
000-schools/article29360518.ece?homepage=true

9 Telangana tests facial recognition in local polls as privacy fears mount (The Hindu, January22, 2020),
https://www.thehindu.com/sci-tech/technology/telangana-tests-facial-recognition-in-local-polls-as-privacy-f
ears-mount/article30623453.ece; Face recognition system during upcoming urban polls in Bihar
(Hindustan Times, August 23, 2022),
https://www.hindustantimes.com/cities/patna-news/face-recognition-system-during-upcoming-urban-polls-i
n-bihar-101661272893145.html

8 SafexPay brings to India facial recognition technology-based PayByFace payments (Economic Times,
June 01, 2022),
https://government.economictimes.indiatimes.com/news/technology/safexpay-brings-to-india-facial-recog
nition-technology-based-paybyface-payments-system/91934286

https://www.thehindu.com/news/national/gujarat-govt-launches-biometric-online-attendance-system-at-40000-schools/article29360518.ece?homepage=true
https://www.thehindu.com/news/national/gujarat-govt-launches-biometric-online-attendance-system-at-40000-schools/article29360518.ece?homepage=true
https://www.hindustantimes.com/cities/patna-news/face-recognition-system-during-upcoming-urban-polls-in-bihar-101661272893145.html
https://www.hindustantimes.com/cities/patna-news/face-recognition-system-during-upcoming-urban-polls-in-bihar-101661272893145.html
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Digi Yatra as a Use Case

The use of the Digi Yatra scheme as an example in a document on responsible adoption of FRT is
surprising. As a scheme being implemented without any legislative backing, the legality of the
scheme is questionable as it runs afoul of the three-pronged test of legality, necessity and
proportionality laid down in Puttaswamy.

The scheme itself has many issues. As per the publicly available Digi Yatra Boarding System
document,11 the platform will provide 1:1 authentication services, but will eventually be upgraded to
a 1:n service based on system performance.12

While on paper the scheme is based on consent, in many airports where it is being used, people are
not provided with an equally accessible alternative. Consent is further problematic because of the
reasons mentioned earlier. Instances such as hospitals and clinics requiring and insisting upon the
use of Aadhar to register onto the government platform Co-win prior to receiving vaccination -
when other documentation options were present - demonstrates the coercive nature of so called
‘voluntary solutions’ in the face of a disparity of power between individual and institution.

Moreover, the paper asserts that FRT will help measurably improve the experience of passengers
as they move through airports - yet the evidence remains purely anecdotal. Claims of improved
e�ciency and reduced waiting times fall short when considering the extent to which current FRT
systems produce errors.13 Issues of false positives14 and false negatives15 would only serve to make
the process of identification more tedious for passengers.

But these and other drawbacks aside, the paper’s discussion on ‘security’ use of FRT as one
extreme end and then a comparatively ‘tamer’ example of the Digi Yatra scheme is odd - without
any justification of why the Digi Yatra case study has been chosen, the reader is left wondering
whether this is aimed at finding ways to legitimise the use of AFRS rather than ask the more
pertinent question of whether it should be used at all.

15 Ibid
14 Ibid

13 ‘Snapshot Series: Facial Recognition Technology’ (Centre for Data Ethics and Innovation, May 2020),
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267
/Facial_Recognition_Technology_Snapshot_UPDATED.pdf.

12 Ibid, page 11

11 ‘Digi Yatra’ Reimagining air travel in India (Version 5.2, August 09, 2018),
https://www.civilaviation.gov.in/sites/default/files/Digi%20Yatra%20Policy%2009%20Aug%2018.pdf

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://www.civilaviation.gov.in/sites/default/files/Digi%20Yatra%20Policy%2009%20Aug%2018.pdf
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Section 2 - General comments on FRT

Having outlined the limitations associated with NITI Aayog’s report, it is important to investigate its
central premise; that the use of Facial Recognition Technology (FRT) is advisable in certain
contexts and that it can be appropriately regulated. Rather than determining whether or not FRT
should be considered permissible at all, the report assumes the use of FRT to be warranted when
certain constraints are applied.

This section will seek to challenge that underlying assertion. This section looks to adopt a
macroscopic lens towards the issue of FRT and in doing so we posit that the dangers and risks that
accompany the use of FRT far outweigh any potential benefits, and as such its use in public spaces
should be banned in India.

We focus on critiques of biometrics as a means of identity verification, the propensity to normalise
other harmful technologies and the systemic effects of increased surveillance on freedom of
speech. We then call for an unequivocal ban on the use of FRT.

The foundational limitations of FRT systems:

1. The inherent fallibility of  biometric identification mechanisms

FRT is the latest in a long line of attempts to make use of biometric data as a means of
identity verification. While proponents of these mechanisms point to the enhanced
e�ciency of these systems, it is necessary to note that biometric-based systems are prone
to fallibility due to the nature of the matching being statistical and not deterministic.16

These instances of failure can take the form of a failure to capture the initial biometric data
properly, as well as the existence of false positives and negatives.17 In the Indian context,
reporting has pointed to the fallibility of systems such as Aadhar that make use of biometric
identity verification due to the inability to authenticate the collected biometric data and the
ease by which malicious actors can h�ack the process.18

Despite its ever-growing presence, FRT has been subject to much critical scrutiny from the
academic and policy community.19 Given that FRT is also statistical as opposed to

19 Michael Gentzel, ‘Biased Face Recognition Technology Used by Government: A Problem for Liberal
Democracy’, Philosophy & Technology 34, no. 4 (1 December 2021): 1639–63,
https://doi.org/10.1007/s13347-021-00478-z.

18 Viswanath L, ‘The Fallibility of Biometrics Collected by the Aadhaar Programme’, MediaNama (blog), 29
March 2017, https://www.medianama.com/2017/03/223-aadhaar-biometric/.

17 Ibid

16 Ayang Macdonald, ‘Identity Expert Dissects Biometric Authentication Failures and How to Overcome
Them’, Biometric Update, 28 October 2021,
https://www.biometricupdate.com/202110/identity-expert-dissects-biometric-authentication-failures-and-ho
w-to-overcome-them.

https://doi.org/10.1007/s13347-021-00478-z
https://doi.org/10.1007/s13347-021-00478-z
https://www.medianama.com/2017/03/223-aadhaar-biometric/
https://www.biometricupdate.com/202110/identity-expert-dissects-biometric-authentication-failures-and-how-to-overcome-them
https://www.biometricupdate.com/202110/identity-expert-dissects-biometric-authentication-failures-and-how-to-overcome-them
https://www.biometricupdate.com/202110/identity-expert-dissects-biometric-authentication-failures-and-how-to-overcome-them
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deterministic, it faces many of the same challenges associated with biometric verification
such as data capturing failures and false positives and negatives.20 As such, current FRT
systems see a wide degree of variance when attempting to identify individuals.

While all technological interventions are subject to some degree of malfunctioning and
error, the nature of use cases of FRT is such that the consequences of a false positive or
false negative can prove to be devastating. Take the example of an individual who is falsely
identified by an FRT system and then wrongly imprisoned. Or a person who is not
appropriately identified by an FRT system used to identify welfare recipients and is then
excluded from access to government services. Present rates of inaccuracy associated with
FRT would guarantee that a significant number of individuals would have to pay an
incredibly high price in instances wherein the system fails.

2. The dangers of bias present among FRT systems
One of the key findings from research conducted on the functioning of FRT systems is that
the rates of false positives and negatives produced by these systems were exponentially
greater in the case of women21 or people belonging to different races.22 This is often a result
of the implicit biases present in the datasets being used to train these systems, or indeed
even possibly a reflection of biases held by the individuals who designed the system23

(though it should be noted that oftentimes the specific reason behind why an algorithm is
biased is not easily explainable).

23 Peter Schuetz, ‘Fly in the Face of Bias: Algorithmic Bias in Law Enforcement’s Facial Recognition
Technology and the Need for an Adaptive Legal Framework’, Minnesota Journal of Law & Inequality 39,
no. 1 (19 February 2021), https://doi.org/10.24926/25730037.391.
David Leslie, ‘Understanding Bias in Facial Recognition Technologies’, 26 September 2020,
https://doi.org/10.5281/zenodo.4050457.

22 Sidney Perkowitz, ‘The Bias in the Machine: Facial Recognition Technology and Racial Disparities’, MIT
Case Studies in Social and Ethical Responsibilities of Computing, no. Winter 2021 (5 February 2021),
https://doi.org/10.21428/2c646de5.62272586.

21 Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in Commercial
Gender Classification’, in Proceedings of the 1st Conference on Fairness, Accountability and
Transparency (Conference on Fairness, Accountability and Transparency, PMLR, 2018), 77–91,
https://proceedings.mlr.press/v81/buolamwini18a.html.
Os Keyes, ‘The Misgendering Machines: Trans/HCI Implications of Automatic Gender Recognition’,
Proceedings of the ACM on Human-Computer Interaction 2, no. CSCW (1 November 2018): 88:1-88:22,
https://doi.org/10.1145/3274357.

20 ‘Snapshot Series: Facial Recognition Technology’ (Centre for Data Ethics and Innovation, May 2020),
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267
/Facial_Recognition_Technology_Snapshot_UPDATED.pdf.

‘Snapshot Series: Facial Recognition Technology’ (Centre for Data Ethics and Innovation, May 2020),
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267
/Facial_Recognition_Technology_Snapshot_UPDATED.pdf.
Luke Stark, “Facial recognition is the plutonium of AI.” XRDS: Crossroads, The ACM Magazine for
Students 25 (2019): 50 - 55.

https://doi.org/10.24926/25730037.391
https://doi.org/10.5281/zenodo.4050457
https://doi.org/10.5281/zenodo.4050457
https://doi.org/10.21428/2c646de5.62272586
https://doi.org/10.21428/2c646de5.62272586
https://proceedings.mlr.press/v81/buolamwini18a.html
https://proceedings.mlr.press/v81/buolamwini18a.html
https://doi.org/10.1145/3274357
https://doi.org/10.1145/3274357
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/905267/Facial_Recognition_Technology_Snapshot_UPDATED.pdf
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Given the degree of ethnic diversity in India, the introduction of FRT systems that are
trained on datasets that are not representative of this diversity (and therefore are biased)
could prove exceedingly dangerous for specific communities.

3. The systematic effects of increased surveillance on freedom of speech and privacy
The increased use of FRT raises serious concerns about the curtailing of individual and
collective rights related to privacy and freedom of speech.

The deployment of FRT systems en masse, when coupled with the growing universality of
CCTV cameras in Indian cities24 creates a situation wherein individuals are functionally
unable to avoid being surveilled when in public. As mentioned earlier, such mass
surveillance as is currently operated is both antitheticalto the right to privacy in India and a
fundamental rejection of the presumption of innocence that forms the cornerstone of
modern judicial systems around the world.

The growing use of FRT also poses the dangers of a chilling effect on freedom of speech25 -
with individuals facing growing concern about the repercussions of sparking dissent within
a panopticon. In the context of a society that is becoming increasingly characterised by
political extremism, intolerance towards various minority communities and excessive state
force, the introduction of FRT would only further disincentivize any form of political dissent.
In such an environment, citizens are more likely to self-censor themselves in order to stay
within the boundaries of what is considered socially acceptable. Recent examples such as
the deployment of FRT systems by the Indian government during political protests raise
clear concerns.

4. The normalising effect of regulation on harmful AI-driven technologies
One of the key concerns associated with the widespread adoption of FRT is the potential for
its use to spur the development of other associated AI-based detection systems, thereby
creating a slippery slope of technologies with and the promotion of inaccurate and
pseudoscientific techniques.

In the face of the ubiquitous use of FRT systems by law enforcement and state institutions,
and in the absence of on-the-ground understanding of the limitations and flaws of these
systems, it is easy for one to imagine a hypothetical wherein the use of FRT among police as
a means of identification has become so widespread that they begin to turn to other AI
systems to assist with other elements of policing. For example, the use of emotion or

25 Christopher Knaus, ‘Facial Image Matching System Risks “chilling Effect” on Freedoms, Rights Groups
Say’, The Guardian, 7 November 2018, sec. World news,
https://www.theguardian.com/world/2018/nov/07/facial-image-matching-system-risks-chilling-effect-on-fre
edoms-rights-groups-say.

24 Regina Mihindukulasuriya, ‘Hyderabad, Chennai, Delhi among World’s Top 50 Most Surveilled Cities,
Says Report’, The Print, 22 July 2020,
https://theprint.in/india/hyderabad-chennai-delhi-among-worlds-top-50-most-surveilled-cities-says-report/4
66219/.

https://www.theguardian.com/world/2018/nov/07/facial-image-matching-system-risks-chilling-effect-on-freedoms-rights-groups-say
https://www.theguardian.com/world/2018/nov/07/facial-image-matching-system-risks-chilling-effect-on-freedoms-rights-groups-say
https://www.theguardian.com/world/2018/nov/07/facial-image-matching-system-risks-chilling-effect-on-freedoms-rights-groups-say
https://theprint.in/india/hyderabad-chennai-delhi-among-worlds-top-50-most-surveilled-cities-says-report/466219/
https://theprint.in/india/hyderabad-chennai-delhi-among-worlds-top-50-most-surveilled-cities-says-report/466219/
https://theprint.in/india/hyderabad-chennai-delhi-among-worlds-top-50-most-surveilled-cities-says-report/466219/
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behavioural anomaly detection in the interrogation process as a means to determine
whether or not a suspect is telling the truth. Given the limitations and biases associated
with such technologies,26 it is incredibly worrying to imagine them being taken as definitive
proof of emotional or behavioural expression.

The need to look beyond law-enforcement or state-based uses of FRT

Much of the discourse around the use and ethics of FRT  revolves around its use by the state or
other state a�liated entities. However, this ignores one of the biggest stakeholders in the growth
of FRT - private corporations and associations. However, in focusing solely on the state backed use
cases, we ignore that the use of FRT systems by private entities can be both deeply coercive and
also possess a wide and significant impact. In examining the use of FRT systems by private actors,
we will look at 2 use cases - one involving the implementation by companies towards their
employees and the other on the use of FRT systems by community organisations such as Resident
Welfare Associations.

Use by private companies

Facial Recognition has been utilised by companies in an attempt to streamline a number of internal
processes, as well as a mechanism to better understand and obtain customer behaviour data and
feedback. Some notable examples of the use of FRT by businesses include monitoring employee
attendance, verifying contractor identities, and identifying in-store shopping patterns.27

The use of FRT by employers towards employees raises serious concerns. The introduction of FRT
systems is done unilaterally with employees being unable to opt-out of the use of such systems and
corporations not providing alternative identification mechanisms.28 Moreover, as mentioned prior,
even in instances wherein the consent of the employee is sought, the nature of the relationship
between employer and employee is such that any consent provided will be under duress due to the
employees’ dependency on the employer.29

Given their demonstrable levels of inaccuracy, the use of these systems also carries with them a
high risk for employees. For example, an FRT system may consistently fail to identify and validate

29 ‘Guidelines 05/2020 on Consent under Regulation 2016/679’ (European Data Protection Board, 4 May
2020), https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf.

28 Danielle Abril and Drew Harwell, ‘Keystroke Tracking, Screenshots, and Facial Recognition: The Boss
May Be Watching Long after the Pandemic Ends’, Washington Post, 27 September 2021,
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/.

27 Elizabeth A. Rowe, ‘Regulating Facial Recognition Technology in the Private Sector’, Stanford
Technology Law Review 24 (2021 2020): 1.

26 Lauren Rhue and The Conversation, ‘Emotion-Reading Tech Fails the Racial Bias Test’, 3 January
2019, https://phys.org/news/2019-01-emotion-reading-tech-racial-bias.html.

https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/
https://phys.org/news/2019-01-emotion-reading-tech-racial-bias.html
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the attendance of an employee, leading to disciplinary action being taken against that employee by
the corporation.

Companies that collect sensitive personal data, such as data relating to facial features, are
governed by the provisions of the Information Technology (Reasonable security practices and
procedures and sensitive personal data or information) Rules, 2011 (or SPDI rules).30 These rules
outline a number of requirements that the ‘body corporate’ must undertake with respect to the
entity whose data it is collecting. This includes transparency requirements, purpose limitation and
options for the entity to withdraw its consent. However, while these provisions do exist, their
applicability within the real world remains limited due to the limited existence of enforcement
mechanisms, the lack of understanding of digital rights among average citizens and the unequal
power distribution between employer and employee.

Lateral surveillance by individuals and community organisations

Another potential use case of FRT  is the use by community organisations such as Resident Welfare
Associations (RWA) to screen individuals as they enter and exit a residence. Applications such as
Mygate which have established themselves as integral to urban residences have begun to integrate
FRT into their systems in order to provide novel means of identification.31

As in the case of private corporations, individuals living within a residence often have FRT systems
unilaterally imposed onto them by RWAs32 - thereby leaving them with the option to either accept
the use of the system or move away. Given the costs associated with such a decision, acceptance
of the FRT system becomes the only viable option for most people. Similarly, concerns remain
regarding data collection, storage and retention.

A unique consideration when examining the use of FRT between individuals is that of lateral
surveillance. Lateral Surveillance can be defined as “not the top-down monitoring of employees by
employers, citizens by the state, but rather the peer-to-peer surveillance of spouses, friends, and
relatives.”33 In the case of lateral surveillance, there is a shift in dynamics as the surveillance does
not involve entities with unequal power distribution (eg. the citizen and the state) but between
entities where such an imbalance does not exist (eg. between neighbours).

The growing availability of FRT stands to exacerbate this phenomenon, with its permeation
providing yet another avenue for citizens to participate in surveillance activities. This increased

33 Mark Andrejevic, ‘The Work of Watching One Another: Lateral Surveillance, Risk, and Governance’,
Surveillance & Society 2, no. 4 (2004), https://doi.org/10.24908/ss.v2i4.3359.

32 This is particularly true in the context of renters

31 ‘Feature in Focus: SmartEye Attendance’, MyGate (blog), 26 June 2019,
https://mygate.com/blog/smarteye-attendance/.

30 ‘Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules, 2011’ (Ministry of Electronics and Information Technology, 11 April 2011),
https://www.meity.gov.in/writereaddata/files/GSR313E_10511%281%29_0.pdf.
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lateral surveillance brings pertinent concerns such as the creation of a culture of surveillance, the
use of these technological tools as a means of social exclusion, the privatisation of law
enforcement activities, and curtailing of privacy rights and freedom of speech.34

The need for a strong stance on banning FRT

What is clear from the above analysis is that the use of FRT both by state and non-state actors
carries with it very clear harm. FRT can be unreliable, can open the door to more dangerous
technologies and can have detrimental consequences on the fundamental rights of individuals.
While tangible violations of fundamental rights such as those of liberty and privacy through the use
of live FRT are well-documented, the deployment of FRT for verification can also lead to
self-censoring activities that restrict speech and expression. These harms to individuals are
disproportionate to the supposed benefits that these technologies seek to usher in. Further, there
is little evidence to support the e�ciency gains promised by these technologies.

In attempting to determine whether the use of FRT in a specific instance is appropriate, we submit
that there are 4 factors to consider. These factors can help policymakers identify whether the use
of FRT systems in this context possesses a high probability of and propensity for harm to occur.
The factors include:

1. Whether the FRT system is being used in a public or private space. Here, we adopt a wide
definition of public as including all spaces accessible to the public, irrespective of public or
private ownership. Examples of such public spaces would include roads, public parks, the
insides of stores, restaurants, etc. Informational privacy,35 where an individual has
autonomy over the collection of their personal information, the purpose of such collection
and its usage, has been recognised as a key part of the fundamental right to life and liberty.
Any FRT system which collects information belonging to an individual in a public setting
runs the risk of upending informational privacy, with cascading effects on other freedoms
and democratic space.

2. Whether meaningful consent is possible or whether there is a coercive element associated
with the use of the FRT system that could negate the provision of consent. For example, the
introduction of FRT systems in the workplace to check attendance.

3. Whether the individuals being surveilled have the ability to opt-out of surveillance without
any material effect. For example, individuals who have phones with facial verification
systems can choose not to use it and rather choose a simple passcode, but such
alternatives may not be equally accessible in a hospital or workplace.

35 Justice KS Puttaswamy & Anr v Union of India (2017) 10 SCC 1

34 Mira Swaminathan and Shubhika Saluja, ‘Widening the Horizons of Surveillance. Lateral Surveillance
Mechanisms: Issues & Challenges’ (Centre for Internet and Society, 8 January 2021),
https://cis-india.org/horizonsofsurveillance.
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4. Whether the impact of the use of the FRT system is at the individual or community level. For
example, the use of facial verification to unlock a phone has an effect at an individual level
whereas the use of FRT by a school or RWA would have a wider impact.

When examining the predominant various use cases of FRT across both state and private sectors,
it becomes clear that they do not meet this threshold. While certain exceptions, such as the use of
facial verification on phones do meet this standard, the use of FRT by law enforcement,
corporations, and infrastructure (such as schools and airports) all fall short.

We, therefore, recommend a complete ban on the use of FRT systems that are deployed by either
the state or private actors in public spaces. We further recommend a ban on FRT systems that are
deployed on individuals in a private space (by either state or private actors) without any choice to
opt-out and without the consent of the individual being surveilled or where the individual being
surveilled is subject to coercion that results in their consent becoming moot.


