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Introduction

The Department of Telecommunications (“DoT”) has invited comments on the draft
Telecommunications Bill, 2022, (the “Bill”). We thank the DoT for providing this opportunity to
comment on a critical legislation that will shape our communications ecosystem for decades to
come.

While noting the need for revision of the Telegraph Act, 1885, the Indian Wireless Telegraph Act,
1933, and Telegraph Wires (Unlawful Possession) Act, 1950, we believe that the Bill suffers
from a number of infirmities which could harm consumers, promote regulatory uncertainty and
stifle competition and innovation. The Bill fails to adopt a forward looking regulatory approach
and instead imposes onerous obligations on the telecommunications ecosystem. In particular,
we point to problems with provisions that impose broad licensing requirements, limit the powers
and functions of the Telecom Regulatory Authority of India (TRAI), and give disproportionate
powers to the State to carry out surveillance. We also point to the problems that could be
caused by imposing user identification requirements on all telecom licensees, the absence of
provisions implementing network neutrality, and failure to ensure best practices in regulatory
governance (such as provisions mandating transparency in exercise of authority under the Bill).

Overall, the Bill misses the opportunity to make significant changes from old colonial
jurisprudence and put in place a modern regulatory framework. We therefore recommend that
the present draft of the Bill be withdrawn and a fresh consultation process be initiated
subsequent to significant revisions therein.

Our detailed comments on various sections of the Bill follow.

Detailed Comments

1) Preamble

The Preamble to the Bill recognises the key role played by telecommunications on economic
and social development. It also recognises the need to ensure affordable, reliable and secure
telecommunication services. While these are critical and laudable goals, we believe that the
Preamble ought to be amended to also recognise the significant role played by
telecommunications in protecting and promoting fundamental rights, notably that of equality,
association, expression and privacy.1 The preamble is a vital part of any Bill. It lays out the Bills
aims and purposes and is also a critical aid to interpretation. Recognition of the effect of
telecommunications on fundamental rights will therefore aid in appropriately protecting such

1 For example, equitable access to telecommunications is essential for social and economic development;
the powers to carry out surveillance over communications must account for privacy rights; broad
provisions pertaining to censorship can negatively impact expression rights.
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interests when it comes to issues such as that of access to networks, surveillance, censorship,
etc. Precedent to this effect can be found for example in the preamble to the International
Telecommunications Regulations, which recognises the need for states to promote and respect
human rights in regulating networks. Further, the Bill must recognise that the State is a mere
trustee or fiduciary over public resources such as spectrum and must govern these in public
interest.

Accordingly, we suggest that the Preamble be amended to (a) recognise the impact of
telecommunications on fundamental rights, and specifically mention that the Bill and all
provisions thereunder must be interpreted in a manner that will protect and promote
fundamental rights; (b) recognise the role of the State as a fiduciary over common resources
such as spectrum.

2) Definition of “telecommunication services”, licensing of
telecommunication services: Section 2(21) and Section 3

The Bill has introduced a series of expanded definitions purportedly with a view to modernise
the scope of the legislation and reflect the current technological landscape. However, this
widening of scope could lead to a number of problems by bringing a broad swathe of entities
under the purview of the legislation.

Specifically, the Bill brings within its ambit all services operating on the content layer of the
Internet by defining a telecommunication service as a “service of any description (including
broadcasting services, electronic mail, voice mail, voice, video and data communication
services, audiotex services, videotex services, fixed and mobile services, internet and
broadband services, satellite based communication services, internet based communication
services, in-flight and maritime connectivity services, interpersonal communications services,
machine to machine communication services, over-the-top (OTT) communication services)
which is made available to users by telecommunication, and includes any other service that the
Central Government may notify to be telecommunication services”2 (Emphasis added)

The fact that the definition of a “telecommunication service” covers every “service of any
description…made available to users by telecommunications” implies that all content or every
online service will be captured by the definition.3 This definition broadens the term from that
used in the Telecom Regulatory Authority of India Act, 1997 (“TRAI Act”), extending it to all
services offered to users over the Internet, including internet based communication services,
interpersonal communication services, machine-to-machine communication services, and over
the top (OTT) communication services. This is a critical change as Section 3 of the Bill grants

3 Further, every service or application on the Internet enables or is involved in communicating data
packets from one end point to another. Thus, from a technical perspective, virtually any online service
could be brought under the ambit of terms such as “data communication service.”

2 ‘Draft Indian Telecommunication Bill, 2022’ (Ministry of Communications, 21 September 2022),
https://dot.gov.in/sites/default/files/Draft%20Indian%20Telecommunication%20Bill%2C%202022.pdf.
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the Government the exclusive privilege of providing telecom services, and thereby extends a
licensing regime to all telecom services (which implies imposition of a range of obligations on
such services).

We believe that this change is unnecessary, disproportionate and could have significant
negative effects on the digital ecosystem in India.

First, by bringing a broad swathe of entities within the purview of a licensing framework, the Bill
increases market entry costs, and hinders innovation and growth in the application and content
layer on the Internet.4 Implementing a licensing regime for all online applications/content could
be disastrous for growth of the digital ecosystem in India and will hinder India’s quest to achieve
its digital potential.5 In addition, Indian users may be denied access to a large number of online
services should these entities not seek licences to operate in India. This is akin to setting up a
“great firewall of India”, similar to that used by the Chinese.

Regulatory compliance is generally easier for larger incumbents, therefore stringent norms such
as that contemplated by the Bill can significantly harm the ability of a start-up to challenge for
market share. Rather than modernise the regulatory framework applicable to the digital
ecosystem, the Bill takes us back to a “licence raj” regime. This is against the fundamental ethos
of the Internet ecosystem, one of the principles of which is that of permissionless innovation.
Further, the importance of an open Internet has been recognised by the Department of
Telecommunications (DoT) as well as Parliament.6 Splitting up the Internet into a range of
services - each of which may or may not require a licence to operate – is an attempt to change
an existing globally followed structure (whereby Internet access is treated as a single service).7

Second, the widened definition fails to account for the basic differences between the content
and network/infrastructure layers of the Internet. While access service providers have previously
argued that online communication providers provide similar services and therefore should be
regulated in a similar manner, there are key distinctions between online communication services
and access providers that imply they should be regulated separately. The two are fundamentally
different services, and play different roles in the Internet stack. Most notably, access providers
own the infrastructure that is necessary for the operation of OTT communication services and
therefore perform a gatekeeping role.

7 The attempt to classify the Internet as comprising a bundle of different OTT services is akin to opening
Pandora's box and has the potential of creating a closed Internet. The concept of an open Internet has
been widely accepted across the globe. The growth of the Internet has taken place due to its open
character – i.e.anybody can connect to the Internet and offer an application or a service, as long as it is
legal.

6 Notably in the context of applying net neutrality regulation.

5 It should also be kept in mind that should the proposed system of licensing be implemented, any
business that uses the Internet – e.g., e-retail, media, health care, etc.-- could henceforth be regulated as
some form of Over-The-Top service. This is clearly an overreach.

4 For example, the range and number of machine-to-machine communication based applications will only
increase in the next decade or two.
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Further, while access provider earnings may be hit by the increased adoption of OTT
communication services, this on its own is no reason to impose licensing and other obligations
on OTT services. In any event, as noted by the Competition Commission of India (CCI) in a
2021 market study, the relationship between OTT communication services and access services
is complex. OTT communication services may create revenue pressure on access services
while also expanding the marketplace for access services and thereby increasing data
revenue.8

Third, the imposition of a broad licensing requirement is disproportionate and unnecessary. It is
established that any State action must be proportionate to a legitimate aim.9 Implementing a
broad licensing framework represents a significant exercise of State power, and an intrusion into
the rights of expression, association, privacy and business. Any interference must demonstrate
a significant harm that is sought to be ameliorated, and must be proportionate thereto. In this
context one must balance the gains sought to be achieved through the regulation, with the
possible harms/costs.

On one hand, we recognise that certain services in the content layer may raise security
concerns or lead to consumer harms, competition concerns, etc. However, the government
already has appropriate means at its disposal to deal with these concerns. For instance, the
government may block harmful content or access information from intermediaries under the
Information Technology Act, 2000. Further, it is reported that the government is planning to
introduce various other legislations to deal with the online ecosystem such as the Digital India
Act or a new Information Technology Act. These provide a more appropriate means of
regulating the content layer.

On the other hand, imposing a licensing requirement on all online services will increase costs of
business, choke innovation and hinder market entry. A licensing regime would essentially lead
to a situation where Indian citizens would be denied access to various types of online
content/services. Such a system would set up a juridical barricade classifying the Internet into
‘India compliant’ and ‘unavailable in India’. This would involve a form of pre-censorship of the
Internet – in that only those services and content licensed in India will be accessible by users.

Thus, implementing a licensing regime is not the least intrusive mechanism to achieve the
relevant regulatory goal. To be kept in mind that the (present) telecom licences impose a range
of stringent obligations on service providers. Some of these, such as the limitations on use of
strong encryption or obligations to retain user data or enable the use of mass surveillance,
would have a significant adverse impact on the digital ecosystem if applied broadly to all the

9 See for instance, IAMAI v RBI, WP No. 373/2018, Supreme Court of India,
https://main.sci.gov.in/supremecourt/2018/19230/19230_2018_4_1501_21151_Judgement_04-Mar-2020.
pdf

8 ‘Market Study on the Telecom Sector in India: Key Findings and Observations’ (Competition
Commission of India, 22 January 2021),
https://www.cci.gov.in/images/marketstudie/en/market-study-on-the-telecom-sector-in-india1652267616.p
df.
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entities subsumed within the proposed definition. Thus, imposing such obligations on a wide
swathe of online entities would be disproportionate.10

In any event, rather than adopt a framework that permits the government to exempt specific
services from licensing requirements, absence of licensing should be the default. The
government should instead only require licensing of specific services based on a specifically
articulated need (such as the need to apportion scarce natural resources, or based on evidence
of harm, etc.). This would be a proportionate and less intrusive manner of meeting a regulatory
goal. The proposed framework whereby the government is required to exempt specific services
from the scope of licensing will impose a heavy burden on limited state capacity, and also lead
to regulatory uncertainty.

Fourth, the terms used in defining the phrase “telecommunication service” are unclear in scope,
thereby leading to the possibility of regulatory uncertainty. For instance, it is unclear what the
difference is between “internet based communication services”, “OTT communication services”
and “interpersonal communication services”. None of these phrases are clearly defined and
many overlap with one another. Even assuming phrases such as “interpersonal messaging
service” or “OTT communication service” apply only to messaging and video call type services
respectively, it is unclear if platforms providing multiple services will be captured therein. Would
these phrases also apply to entities that enable the relevant functionalities as an auxiliary
feature? For example, would an e-commerce entity that has a customer support messaging
service which allows customers to chat with employees be required to obtain a licence for using
such a service? Would this cover gaming apps that provide in-game chat features? The need for
clarity on the scope of these terms becomes all the more important should the government
consider extending exemptions from licensing to any specific category (under Section 3(3)).

Fifth, Section 3(1) recognises the “exclusive privilege” of the government to provide
“telecommunication services”. This position is questionable given the range of content layer
offerings that fall within the scope of the term. The government certainly has the duty to
determine how scarce natural resources such as spectrum are utilised and regulate the same in
public interest. However, this duty cannot and must not extend to all online/digital services. Such
a broad privilege is arbitrary and in violation of Article 19 of the Constitution, not least due to the
possible chilling effect on expression rights.11

Sixth, it is unclear whether it is within the jurisdiction and scope of the DoT to regulate the entire
content layer of the Internet merely by deeming them telecommunication services. Many of
these services could fall under the ambit of different ministries and departments. For instance,
streaming services may fall under the regulatory ambit of the Ministry of Information and
Broadcasting. Other online services could require specific regulatory systems - for instance,

11 By regulating the modality of speech, the government is essentially regulating the exercise of
fundamental rights such as that of expression. Accordingly, such a regulation must pass tests under the
Constitution, not least that under A 19(2).

10 To be noted that the Telecom Bill too imposes a range of onerous obligations, including those that
require identification of users, ensure ability to block or intercept content, etc.
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there have been discussions of a cross-media regulator to oversee digital media.12 Imposing a
broad licensing requirement subjects all these entities to the DoTs jurisdiction. The DoT
however does not have the remit, expertise or capacity to regulate such entities.

Finally, it is notable that the issue of extending licensing norms to OTT services was considered
by TRAI through a series of consultations, leading to the sectoral regulator issuing its
recommendations in 2020.13 Importantly, TRAI suggested avoiding any heavy handed regulation
of the OTT ecosystem, including through licences. TRAI noted that market forces should be
allowed to dictate development of the sector, not least due to the need to promote competition
and innovation in the sector.14 While TRAI notes that this position may require revision at a
future date, the Explanatory Memorandum to the Bill fails to provide any data or evidence
suggesting the need to adopt such an intrusive regulatory mechanism.

Accordingly, we recommend that the phrase “telecommunications” be revised to exclude from its
purview all services or applications in the content layer of the Internet including “OTT
communication services”, “interpersonal communications services”, “email”, etc. The Telecom
Bill should only seek to regulate the carriage or access layer. In the alternative, the Bill could
only mandate licensing for specifically notified telecommunications services, which power
should be exercised on specifically listed grounds (such as ensuring national security,
maintaining public order, preventing consumer harm, etc.).

3) Licensing of wireless equipment: Section 2(18) and Section 3

Section 2(18) defines “wireless equipment” in a broad manner, to include all equipment that can
be or is used for telecommunications, including consumer devices. It also brings within its ambit
any software that is integral to telecommunication equipment. Section 3(2)(c) provides that
possession of any wireless equipment requires authorisation of the government. Section 3(3)
empowers the government to exempt any equipment from the authorisation requirement in
public interest.

The requirement for authorisation for the possession of any wireless equipment, including
consumer devices, is overbroad and disproportionate. Given that more and more consumer
devices - ranging from cars to toasters - incorporate wireless technology of some sort, requiring
ex-ante authorisation for each type of equipment or software imposes costs on the entire
ecosystem. It is also unclear what harm such a provision is aiming to ameliorate, and
accordingly, if an authorisation mechanism is the least intrusive option available. It is indeed

14   ‘Recommendations on Regulatory Framework for Over-The-Top (OTT) Communication Services’
(Telecom Regulatory Authority of India, 14 September 2020),
https://trai.gov.in/sites/default/files/Recommendation_14092020_0.pdf.

13   ‘Recommendations on Regulatory Framework for Over-The-Top (OTT) Communication Services’
(Telecom Regulatory Authority of India, 14 September 2020),
https://trai.gov.in/sites/default/files/Recommendation_14092020_0.pdf.

12 TRAI, “Consultation Paper on Media Ownership”, 12 April 2022,
https://www.trai.gov.in/consultation-paper-issues-relating-media-ownership-0
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notable that while the Bill purports to move away from the colonial system as established under
the Telegraph Act, Wireless Telegraphy Act, and the Telegraph Wires (Unlawful Possession)
Act, 1950, in essence it applies the same bureaucratic and colonial framework without
considering whether this is appropriate for a modern digital ecosystem. To be kept in mind that
considering the lack of capacity in our regulatory systems, requiring the government to
specifically exempt various categories of devices is inefficient.

In the circumstances, we suggest revising the said provision to only require authorisation for
specifically notified telecommunications equipment, which should be exercised on specifically
listed grounds (such as ensuring national security, maintaining public order, preventing
consumer harm, etc.).

4) Identification of users: Sections 4(7) and 4(8)

Section 4(7) of the Bill requires licensees to “unequivocally identify” any person who they
provide services to through a prescribed “verifiable mode of identification.” Section 4(8) requires
that users be notified of the identity of any person who sends a message, unless exempted by
the government.

Section 4(7) essentially imposes a Know-Your-Customer (KYC) requirement on all entities in the
telecommunications stack. This is disproportionate and arbitrary and is likely to significantly
impact privacy of users, increase costs of business for all participants in the digital ecosystem,
and adversely impact access to communications in India.

Given the broadened scope of licensing under the Bill, the KYC requirement would apply to all
entities in the digital ecosystem including in the content layer (unless exempted by the
government). Such a blanket requirement for identification prior to accessing online services
would fail the proportionality assessment that any interference with the right of privacy is
required to meet per Supreme Court dicta in the Puttaswamy judgement. While the aim of
preventing online harms such as cyber fraud is laudable, requiring a broad identification
mandate would be disproportionate.15 Such a mandate exposes all users to a variety of privacy
harms (from loss or misuse of identification data by private parties, to state surveillance), and
imposes significant costs on all entities in the ecosystem. The benefits from such a requirement
are also questionable. It is important to recognise that such a mandate essentially removes the
possibility of online anonymity altogether. This is a disproportionate response to perceived risks
of harm given the possibility of using alternative means of identification (such as digital trails and
IP addresses) to identify users in case of online crimes, etc. Further, studies demonstrate that
identity verification is not necessarily an effective tool in deterring the sharing of illicit online

15 Rishab Bailey et al., ‘Examining the Online Anonymity Debate: How far should the law go in mandating
user identification?’, Data Governance Network WP 18, 10 June 2021,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4023323
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content.16 Anonymity brings with it a number of benefits, including by enhancing autonomy and
dignity of individuals, protecting privacy and promoting equality.17 A blanket ban on online
anonymity only moves India further towards a digital surveillance state. International precedent
too largely favours avoiding identification laws. For example, South Korean courts have struck
down a law requiring large intermediaries to seek user identification (noting that there was little
evidence to suggest efficacy of such a measure in reducing illicit behaviour as well as the
alternative means of identification available to law enforcement entities).18 In Europe, blanket
data retention norms have repeatedly been struck down by courts.19

In addition, the KYC requirement would impose significant costs on all digital service providers.
It is well recognised that imposition of KYC requirements in the financial sector has cast
expensive obligations on all entities in the ecosystem (without even offering a commensurate
benefit in terms of security or other interests).20 For example, estimates indicate that KYC costs
in the financial sector range from anywhere from INR 30 to 300 per customer/user.21 Imposing
such costs on the digital ecosystem could be disastrous. This would prove a significant barrier
to market entry and will only favour big players in the ecosystem who are likely to be able to
internalise costs.22 In any event, service providers are unlikely to be able to adequately

22 Rishab Bailey et al., ‘Analysing India’s KYC Framework: Can We Do Things Better?’, SSRN Scholarly
Paper (Rochester, NY, 22 January 2021), https://doi.org/10.2139/ssrn.3776008.

21 Pratik Bhakta, `KYC norms could burn a hole in e-wallet companies pockets’, Economic Times, 11
October 2017,
https://economictimes.indiatimes.com/small-biz/money/kyc-norms-could-burn-a-hole-in-e-wallet-companie
s-pockets/articleshow/61030204.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=
cppst
Anonymous,’use of Aadhaar for KYC Authentication will cut costs’, Hindu Business Line, 20 January

2018,
https://www.thehindubusinessline.com/money-and-banking/use-of-aadhaar-for-kyc-authentication-will-cut-
costs/article8490492.ece

20 Rishab Bailey et al., ‘Analysing India’s KYC Framework: Can We Do Things Better?’, SSRN Scholarly
Paper (Rochester, NY, 22 January 2021), https://doi.org/10.2139/ssrn.3776008.

19 See for example, Natasha Lomas, ‘Europe’s top court chalks up more strikes against bulk data
retention’, Tech Crunch, 20 September 2022, https://tcrn.ch/3U0SmVu; Court of Justice of the European
Union, ‘The Court of Justice Declares the Data Retention Directive to Be Invalid’, Press release no 54/14,
8 April 2014, http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf; Digital
Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources and Others and
Kärntner Landesregierung and Others (Court of Justice of the European Union 8 April 2014).

18 Anonymous, `Case study: South korea’s internet identity verification system’,
https://catalystsforcollaboration.org/case-study-internet-identity-verification-system/; Choe Sang-Hun,
‘South Korean Court Rejects Online Name Verification Law’, New York Times, 23 August 2012,
https://www.nytimes.com/2012/08/24/world/asia/south-korean-court-overturns-online-name-verification-la
w.html

17 Rishab Bailey et al., ‘Examining the Online Anonymity Debate: How far should the law go in mandating
user identification?’, Data Governance Network WP 18, 10 June 2021,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4023323

16 Ada Wang Shuting, Min-Seok Pang, Paul A Pavlou, ‘'Cure or Poison?' Identity Verification and the
Spread of Fake News on Social Media’, Fox School of Business Research Paper No. 18-040, 14
September 2018, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3249479; Daegon Cho, `Real
Name Verification Law on the Internet: A Poison or Cure for Privacy?’, Carnegie Mellon University,
http://infosecon.net/workshop/downloads/2011/pdf/Real_Name_Verification_Law_on_the_Internet:_a_Poi
son_or_Cure_for_Privacy.pdf
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scrutinise the veracity of identification documents, leading to uncertainty and denial of
services.23

It is also important to keep in mind that a KYC requirement will only enhance digital divide in
India by limiting the ability of the youth, women, marginalised sections, etc., to access Internet
services. It is notable that imposition of KYC norms in the financial sector has also impacted
access to financial services.24 A similar problem would arise in the context of digital services,
which are now essential to participate in modern day life.

Finally, forcing identification of users as contemplated by Section 4(8) is also likely to lead to
significant privacy harms to users. This would also impact a range of online services which
currently enable anonymous or pseudonymous communications (thereby forcing many comonly
used platforms to re-engineer or else withdraw from India). The provision fails to balance the
need for anonymity or the right to be forgotten, with the possible benefits of identification in
certain cases. The provision fails to implement any safeguards or lay down proper processes for
identification or indeed de-identification (say where users may seek to have their identification
redacted for security or other considerations).

We therefore recommend that Section 4(7) and 4(8) be deleted from the Bill.

5) Voluntary Undertaking: Section 8

Section 8 of the Bill provides that the Central Government may accept a voluntary undertaking
from licensees/registered entities, which would bar any proceedings against such an entity
under Chapter 3 of the Bill.

We note that such a process could make dispute resolution more effective and reduce costs of
compliance. However, such a process must not limit rights of third parties. For instance, third
parties may suffer harm due to breach of licence conditions. In such circumstances, acceptance
of a voluntary undertaking by the government, without providing a hearing to affected third
parties, may be unfair. In any event, the provision should ensure that the process of accepting a
voluntary undertaking is reasoned and transparent, thereby reducing chances of misuse of
discretion. Accordingly, we suggest the provision be amended to ensure that a hearing be
provided to third parties in case of a voluntary undertaking in respect of a breach that affects
their rights. Further, the government must follow a transparent process for accepting a voluntary
undertaking.

24 Rishab Bailey et al., ‘Analysing India’s KYC Framework: Can We Do Things Better?’, SSRN Scholarly
Paper (Rochester, NY, 22 January 2021), https://doi.org/10.2139/ssrn.3776008.

23 Rishab Bailey et al., ‘Examining the Online Anonymity Debate: How far should the law go in mandating
user identification?’, Data Governance Network WP 18, 10 June 2021,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4023323
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6) Waiver and Exemptions: Section 22

Section 22 of the Bill provides the government with the power to waive payment of any fees,
interest, penalties or grant exceptions in respect of any obligations under the Bill. This provision
gives extremely broad powers to the government to waive dues of licensees or grant
exemptions from the Bill, not least as the provision does not provide an exhaustive list of
reasons why such waiver/exemptions may be allowed. The use of waivers/exemptions can be
misused if discretion is not adequately fettered through safeguards. In addition,
waiver/exemption must not be granted as a matter of course when it comes to issues that may
affect third parties such as consumers. Given that the Bill (and licensing framework thereunder)
will impose obligations concerning issues such as consumer protection, privacy, etc., it would be
inappropriate to allow waiver thereof, without permitting the affected parties a chance to be
heard on the matter.

Accordingly, we suggest that Section 22 be revised to ensure greater transparency in the
manner in which exemptions or waivers are granted by the government.

Specifically:
(a) The provision should contain an exhaustive list of grounds on which a waiver/exemption

may be granted (as opposed to an inclusive list).
(b) Any waivers/exemptions must be granted in a non-discriminatory manner.
(c) The provision should specify that transparent and consultative processes must be

followed for the grant of any waiver/exemption. This is particularly important in the case
of exceptions being granted in the context of obligations of service providers towards
consumers or where public interest may be affected by such a waiver/exemption.25

7) Power to prescribe standards: Section 23

Section 23 enables the government to prescribe standards for the telecom ecosystem ranging
from equipment to network, infrastructure and telecom services. The provision however fails to
specify what the purpose of these standards is, the nature of standards that can be issued, or
limit the power of the government in any way. For instance, could the government impose data
localisation or similar obligations on applications that fall within the scope of “telecommunication
services”? Can it force use of certain types of encryption using this provision? Can it require the
use of certain types of programming languages etc.? Section 23 is therefore overbroad, lacks
safeguards and is likely to lead to regulatory uncertainty. It should also be kept in mind that
typically standard setting for the internet has occurred through organic processes and
consensus based mechanisms rather than through government fiat. Excessively intrusive
standard setting by the government could limit innovation, hinder development of cutting edge
products/services, and lead to a less safe and secure digital ecosystem.

25 In this context, also refer to our comments on Section 41 of the Bill.
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We therefore suggest that the provision be revised to:
(a) Specify the type of standards that can be issued and limit the grounds for issuing the

same.
(b) Limit standard setting to the telecom network/infrastructural elements of the Internet

stack.
(c) Any mandatory standards shuold, as far as practicable, be “open” in nature (i.e. no one

should be forced to utilise any proprietary standards).
(d) Put in place mechanisms to ensure that standard setting processes are open and

consultative. Our comments on Section 41 may also be considered in this context.

8) Power to intercept communications: Section 24

Section 24(2) of the Bill empowers the central or state governments to direct interception or
disclosure of messages/communications. The provision retains language used in Section 5(2) of
the Telegraph Act, and in the process accords excessively broad surveillance powers to the
state (while also ignoring the development of privacy jurisprudence in India).

The Supreme Court has clearly laid down that any interference with privacy rights must pass
tests of legality, legitimate aim, proportionality, and ensuring appropriate safeguards. However,
the proposed Section 24(2) fails tests of both proportionality and safeguards. For example, the
provision allows powers to be invoked in case it is “expedient” to do so. “The expedience test is
hard to check or restrict, and can easily descend into being a mere convenience test, thereby
providing an easy justification to invoke this provision.”26 The use of the term is also contrary to
the dictum of the Supreme Court in S. Rangarajan v. P. Jagjivan Ram.27 The provision also fails
to provide for any statutory safeguards over exercise of surveillance powers or implement
proper accountability mechanisms. Notably, the only procedural safeguards provided for in the
section are that of requiring a written order, and for the duration of the action taken to
correspond to the existence of the conditions precedent for invocation of the relevant powers.
Importantly, the statute itself lacks any independent authorisation or review mechanisms over
exercise of surveillance powers. The need for such mechanisms is recognised across
democratic countries, and has also been noted in the Report of the Justice Srikrishna
Committee.28 Multiple attempts at revision of surveillance practices have also been made
through various private members bills introduced in Parliament in 2011, 2017 and 2019. The
Supreme Court too has repeatedly stressed on the need to implement appropriate procedural
fetters on interferences with privacy rights. While the government may lay down rules providing

28 Committee of Experts under the Chairmanship of Justice B.N. Srikrishna, ‘A Free and Fair Digital
Economy: Protecting Privacy Empowering Indians’, MEITY, 27 July 2018,
https://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report.pdf and Rishab Bailey et
al., ‘Use of Personal Data by Intelligence and Law Enforcement Agencies’, 1 August 2018,
https://www.datagovernance.org/files/research/BBPR2018-Use-of-personal-data.pdf

27 1989 SCC (2) 574

26 Rishab Bailey et al., ‘Comments on the draft Personal Data Protection Bill, 2019’, LEAP Blog, 3 April
2020, https://blog.theleapjournal.org/2020/04/comments-on-draft-personal-data.html
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for certain safeguards (such as under the present Telegraph Rules), these would be insufficient
given that they would be subject to executive whim. This mitigates from the system of checks
and balances that is fundamental to our constitutional ethos. In any event, it must be kept in
mind that the system of procedural checks laid down under Rule 419A of the Telegraph Rules,
which follows the dicta of the Supreme Court in the PUCL case, were only envisaged as a
temporary measure and are wholly insufficient in the context of modern day surveillance
practices.

It is also relevant to note that the current surveillance framework under the Telegraph Act, rules
and the licences issued to service providers by the DoT implement a range of obligations that
are disproportionate and violate dicta of the Supreme Court in Puttaswamy. Notably, the
licences:

(a) Require licensees to enable mass surveillance through programs such as the Central
Monitoring System. Such programs, in addition to being a disproportionate invasion into
privacy rights are not sanctioned by any law.29

(b) Restrict the ability for service providers to use strong encryption, thereby placing all user
data at risk.

Section 24 of the new bill does little to address these concerns. The failure to recast
surveillance powers given the advances in privacy jurisprudence is a significant lacuna in the
Bill. This is particularly problematic given the increased scope/ambit of the Bill in terms of
extending its applicability to all telecommunication services.30 It is therefore possible that
services that say, utilise end to end encryption, would be forced to re-engineer their platforms to
enable traceability or identification of users. This is a disproportionate invasion of privacy,
expression and business rights.31 .

We, therefore, recommend that Section 24 be deleted. Instead, a separate law governing
surveillance should be put in place. This could harmonise surveillance practices and implement
appropriate statutory safeguards.

In the alternative, appropriate revisions may be made to the Bill to:
(a) Permit lawful interception and monitoring of communications in strictly defined

circumstances, in a proportionate manner
(b) Bar mass surveillance and any surveillance conducted outside the scope of the

legislation.

31 Rishab Bailey et al., ‘Backdoors to Encryption: Analysing an Intermediary’s Duty to Provide Technical
Assistance”, Data Governance Network WP 15, February 2021.

30 In this context it is also relevant to note that Section 40 of the Bill ensures that the Bill has an overriding
effect over other laws. This renders any checks and balances laid down in other laws such as a personal
data protection law redundant.

29 While individual instances of interception based on evidence-backed suspicion may constitute a legal
instance of interception, requiring that licensees build in backdoor surveillance mechanisms that apply to
the entirety of their network far exceeds what is necessary and proportionate. Such invasions of privacy
also go against international law precedents. Rishab Bailey et al., ‘Use of Personal Data by Intelligence
and Law Enforcement Agencies’, 1 August 2018,
https://www.datagovernance.org/files/research/BBPR2018-Use-of-personal-data.pdf
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(c) Prescribe statutory safeguards against misuse of executive power. This could include:32

(i) A requirement for ex-ante judicial authorisation (except in emergency situations)
(ii) A requirement for post-facto review by independent entities, including a

Parliamentary Committee and/or a Data Protection Authority or similar institution.
(iii) Accountability requirements, in the form of reporting and transparency related

provisions
(iv) Limits on data retention
(v) A requirement for post surveillance notification to the person whose

communications are accessed (with exceptions where this may jeopardise any
investigation)

(vi) Establishment of appropriate grievance redress mechanisms and processes,
such as by enabling complaints to be filed before a Dat Protection Authority or
similar independent entity.

(vii) A bar on the admissibility of illegally acquired evidence (with exceptions in the
case of evidence procured illegally but in good faith, or in emergencies, etc).

The safeguards prescribed above are followed in a number of democratic countries, and have
also been suggested by the Srikrishna Committee as well as various private members bills
introduced in Parliament.33

9) Non-Obstante Clause: Section 40

Section 40 gives the Bill an overriding effect over all other laws. This gives the Telecom Bill
precedence over any laws currently in force or that may be implemented in the future. This
could have a significant impact given the range of obligations imposed under the Bill. For
instance, it would render surveillance and censorship (blocking) mechanisms under the
Information Technology Act, 2000 redundant. Similarly, any standards prescribed under the Bill
would take precedence over those issued under other laws. The law would also limit application
of a personal data protection law insofar as this may affect issues such as identification of users.
Similarly, this provision could also be used to override protections pertaining to the use of
Aadhaar under the Aadhaar Act. We therefore believe that the non-obstante clause in Section
40 of the Bill is overbroad and unnecessary and extends the scope of the law to issues that
should be left to other legislation.

Accordingly, we suggest that Section 40 be deleted.

33 Rishab Bailey et al., ‘Use of Personal Data by Intelligence and Law Enforcement Agencies’ (National
Institute of Public Finance and Policy, 1 August 2018),
https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf; Committee of Experts under
the Chairmanship of Justice B.N. Srikrishna, ‘A Free and Fair Digital Economy: Protecting Privacy
Empowering Indians’, MEITY, 27 July 2018,
https://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report.pdf

32 Rishab Bailey et al., ‘Use of Personal Data by Intelligence and Law Enforcement Agencies’ (National
Institute of Public Finance and Policy, 1 August 2018),
https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf.

15

https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf
https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf
https://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report.pdf
https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf
https://macrofinance.nipfp.org.in/PDF/BBPR2018-Use-of-personal-data.pdf


10) Power to Issue Rules: Section 41

Section 41 of the Bill empowers the government to issue rules to carry out the purposes of the
Bill. The provision however does not provide for an adequately transparent and consultative
process to be followed in the issuance of such rules. While noting that the provision requires
rules to be laid before Parliament, we believe that the provision may require revision as it is a
recognised principle of regulatory governance that any decisions that are likely to impact rights,
impose costs of compliance or have an impact on how the market functions, should be based
on factual information about the problem to be addressed, the costs imposed by a regulation,
the effect of the intervention, and the benefits expected to be achieved from it.34 Further, as
noted in Bhandari et al.,35 effective public participation in regulation-making processes ensures
checks and balances, while also improving information and analysis systems thereby leading to
better decision making.

Thus, the Bill should incorporate a broad requirement of transparency in the discharge of all the
functions of the relevant authorities/government under the Act, followed by specific provisions
that lay down a transparent process to be followed in various instances of exercise of discretion,
such as while framing regulations under Section 41 or exercising powers under Section 8, 22,
23, etc.36 Section 41 should therefore include a requirement for public consultation before
issuance of any rules/regulations (subject to emergencies or similar interests). Further, the
government should also be mandated to undertake an assessment of the expected costs and
benefits of any proposed regulation and seek to adopt measures that reduce the costs
associated with the regulation, while still meeting its objectives.37 Finally, the Bill should also
require that the final decision be accompanied by an explanation that provides broad reasons
for acceptance or rejection of the comments received from various stakeholders.38

11) Amendments to the TRAI Act: Section 46

Section 46 of the Bill seeks to implement a number of changes in the powers/functions and
regulatory structure of the Telecom Regulatory Authority of India (TRAI) as established under
the Telecom Regulatory Authority of India Act, 1997 (TRAI Act).

38 R Bailey, F Rahman, V Bhandari and S Parsheera, “Comments on the (Draft) Personal Data Protection
Bill, 2018”, October, 2018, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3269735

37 R Bailey, F Rahman, V Bhandari and S Parsheera, “Comments on the (Draft) Personal Data Protection
Bill, 2018”, October, 2018, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3269735

36 R Bailey, F Rahman, V Bhandari and S Parsheera, “Comments on the (Draft) Personal Data Protection
Bill, 2018”, October, 2018, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3269735

35 V Bhandari, F Rahman, S Parsheera, A Kak, and R Sane, “Response to the white paper on a data
protection framework for India”, National Institute of Public Finance and Policy, 2018,
https://macrofinance.nipfp.org.in/PDF/BKPRS2018WhitePaperResponse.pdf

34 S Dudley and K Wgerich, “The role of transparency in regulatory governance: comparing us and eu
regulatory systems”, Journal of Risk Research, Vol 19, 2016, p. 1141-1157; Financial Sector Legislative
Reforms Commission, “Volume 1: Analysis and Recommendations”, Government of India, March 2013,
https://dea.gov.in/sites/default/files/fslrc_report_vol1_1.pdf
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First, 46(d) suggests deletion of the proviso to Section 4 of the TRAI Act. The proviso to Section
4 of the TRAI Act was added in 2000, in order to ensure that government servants who are
appointed as members of the Authority are individuals with sufficient experience. It is unclear
why this provision is being deleted. Ensuring the presence of experienced officials in positions of
authority is vital to the continuation of TRAI as a sectoral regulator with expertise.39 We therefore
suggest retaining the said provison.

That said, in accordance with best practice in appointment of officials to independent regulatory
entities, a detailed process for appointment of Chairman and Members of TRAI should be laid
down by statute. The statute should specify that these officials should be appointed by the
government following receipt of recommendations of a selection committee. This could comprise
two high ranking government officials (such as a cabinet secretary and secretary to the
government of India), chairperson of the Authority, and three subject matter/technical experts.
We note that the report of the Financial Sector Legislative Reforms Commission (FSLRC)
prescribes such a process for appointment of members of independent regulators.40 A similar
process is also prescribed for appointment to the Insolvency and Bankruptcy Board of India,
under the Insolvency and Bankruptcy Code, 2016, and was also contemplated for appointment
as a member to the proposed Data Protection Authority under the (now withdrawn) Personal
Data Protection Bill, 2019.

Second, Section 46(e) and (j) suggest replacing the phrase “Notwithstanding anything contained
in the Indian Telegraph Act, 1885 (13 of 1885)” with the phrase “In consonance with the Indian
Telecommunication Act, 2022” in Sections 11(1) and 11(2) of the TRAI Act. This change
effectively limits the powers and functions of TRAI by removing the non-obstante clause that
gives primacy to the TRAI Act over other legislation. By requiring TRAI to act in consonance
with the Telecom Act, TRAIs powers are reduced, for instance, in the context of issuing tariffs.
We therefore recommend revising the proposed change to “Notwithstanding anything contained
in the Indian Telecommunication Act, 2022”

Third, Section 46 (f) - (i) proposes to delete the 2nd, 3rd, 4th and 5th provisos to Section 11(1)
of the TRAI Act. These provisos lay out the process for TRAI to submit recommendations with
respect to introduction of new service providers and the terms of licences.

● Importantly, the 2nd proviso mandates that the government seek recommendations of
TRAI with respect to introduction of new service providers and laying out licensing terms.
TRAI must provide such recommendations within 60 days. The 3rd proviso empowers
TRAI to seek information from the Central Government for the purposes of making the
aforesaid recommendations. The 4th proviso empowers the Central Government to
issue licences to service providers in the event TRAI fails to provide recommendations

40 Financial Sector Legislative Reforms Commission, “Volume 1: Analysis and Recommendations”,
Government of India, March 2013, https://dea.gov.in/sites/default/files/fslrc_report_vol1_1.pdf

39 It is also notable that the Telecom Bill does not seek to make a similar change in relation to members of
the TDSAT, who are also required per Section 14C of the TRAI Act to have at least 3 years of experience
in various senior government posts.
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within 60 days or such other period as mutually agreed on with the Central Government.
The 5th proviso specifies that the Central Government may reject a recommendation
made by TRAI and require reconsideration/modification thereof. TRAI may thereafter
revise its recommendations within 15 days, following which the Central Government
shall make a final decision.

● Making recommendations concerning introduction of a new service provider or licensing
terms is a core function of TRAI. TRAI, as a sectoral regulator, is best placed to decide
on such issues given its mandate to carry out day-to-day supervision of the sector, and
its knowledge/expertise thereof. Deleting the various provisos mentioned above removes
the need for the government to consider the technical inputs and expertise of the
sectoral regulator. This also reduces the chance of public input into decision making, as
TRAI is bound to act in a transparent manner while exercising its functions.41 Thus, the
proposed changes are regressive as they enhance executive authority without imposing
any concomitant requirements of accountability or transparency.

● To be kept in mind that while the existing TRAI Act requires the government to provide
recommendations, it does not mandate following these recommendations. Thus, the
government could, even under the existing legal framework, give out new licenses or put
in place any new licensing regime as deemed appropriate. However, the existing
process creates a useful check on abuse of discretion, and we suggest that the same be
retained.

● We therefore suggest deleting Sections 46(f) to (i) (and retaining all the provisos to
Section 11(1) of the TRAI Act in their current form).

● Indeed, if any changes are sought to be made in the TRAI Act, these should be to
strengthen the powers of the regulator vis-a-vis the government, while also ensuring it
has greater independence and accountability. This could, for instance, take the form of
revisions ensuring that recommendations of TRAI are solicited before exercise of powers
under the proposed Sections 5, 6, 17, 22, 23, etc., of the Telecom Bill.

Finally, it is notable that the Explanatory Memorandum to the Bill does not provide the reasons
behind any of the changes suggested in Section 46 of the Bill. The purpose of an explanatory
memorandum is to lay out the rationale for all proposed changes, together with an analysis of
the various options considered. This is to enable the public to understand the reasons behind a
proposed change and provide inputs thereon. We therefore suggest revision of the Bill as
suggested above, and release of a new version together with a more detailed explanatory
memorandum.

12) Net Neutrality: Suggestion for new provision

Network or net neutrality implies that communication networks must treat all traffic equally. The
Department of Telecommunications (DoT) recognises the phrase as implying that
communication networks should be neutral to the information being transmitted through them,

41 Section 11(4), TRAI Act.
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and all communication should be treated equally, i.e. independent of its content, application,
service, device, sender or recipient address.42

Net Neutrality regulation is essential to protect users against illicit practices of Internet Service
Providers (ISPs) who may seek to:

● Block, Slow down, alter, restrict, interfere with, degrade, discriminate, or otherwise
unreasonably manipulate Internet traffic43

● Preferential treatment, that is giving preference or priority to any particular service or
content over others44

● Price discirmination based on content, often in the form of exclusion from data caps or
pricing mechanisms.45

Parliament, DoT, and TRAI have all been unanimous in seeking to prevent Internet Service
Providers (ISPs) from engaging in the aforementioned practices, leading to India being one of
the first countries in the world to adopt net neutrality regulation. The Prohibition of
Discriminatory Tariffs for Data Services Regulations, 2016 prohibits ISPs from offering
differential pricing to consumers, based on the type of content being accessed. ISPs are also
prohibited from entering into commercial agreements or arrangements that have a similar effect.
Exemptions are provided for certain specific types of content such as emergency services.46

TRAI issued a further set of recommendations in 2017, inter alia suggesting that licenses of
ISPs be modified to restrict them from indulging in discriminatory treatment or interference of
legal traffic, subject to specific exceptions.47 TRAI also recommended establishing a
multistakeholder body to assist with monitoring and enforcement of net neutrality.48 The DoT
accepted most of these recommendations in 2018, following which ISP licenses were amended
to ensure non-discriminatory treatment of content subject to reasonable exceptions.49

49 Department of Telecom, “Regulatory Framework on Net Neutrality”, Government of India, July 31, 2018,
https://tinyurl.com/y6chtqjr

48 TRAI, “Recommendations On Net Neutrality”, November 28, 2017,
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf

47 TRAI, “Recommendations On Net Neutrality”, November 28, 2017,
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf

46 This followed Parliamentary discussions on the issue as well as the issuance of a report in 2015 of an
expert committee constituted by the DoT, which proposed a detailed framework for net neutrality
regulation.

45 P Belleflamme, “Zero-rating: a blessing for consumers or a net neutrality nightmare?”, IP Digit, April 25,
2017, https://tinyurl.com/yxvvmlla

44 TRAI, “Recommendations On Net Neutrality”, November 28, 2017,
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf

43 This could include making content “effectively inaccessible”. TRAI, “Recommendations On Net
Neutrality”, November 28, 2017,
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf. Also see Federal
Communications Commission, “Report and Order on Remand”, March 12, 2015,
https://www.fcc.gov/document/fcc-releases-open-internet-order.

42 Department of Telecommunications, “Regulatory Framework on Net Neutrality”, Ministry of
Communications, Government of India, July 31, 2018, https://tinyurl.com/y6chtqjr

19

https://tinyurl.com/y6chtqjr
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf
https://tinyurl.com/yxvvmlla
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf
https://www.trai.gov.in/sites/default/files/Recommendations_NN_2017_11_28.pdf
https://www.fcc.gov/document/fcc-releases-open-internet-order
https://www.fcc.gov/document/fcc-releases-open-internet-order
https://tinyurl.com/y6chtqjr


In July 2018, the DoT requested TRAI for its recommendations on regulating traffic
management practices, and the composition/role of a multistakeholder body (to advise the DoT
on net neutrality issues). In October 2020, TRAI recommended that an independent
multi-stakeholder body should be established to assist the DoT in maintaining a repository of
traffic management practices, investigate complaints of net neutrality violations and recommend
technical standards and best practices on traffic management.50 However, it appears that little
has happened to actualise such a body.

In this context, and given that net neutrality has been recognised as a key architectural/design
principle of telecom networks, we believe that the Telecom Bill should also recognise and
protect the principle of network neutrality. A provision should therefore be added to the Bill which
recognises the right of users to access and distribute information and content, and use terminal
equipment of their choice. ISPs should be under an obligation to treat all internet traffic equally
and without discrimination, restriction or interference, including through practices such as
blocking, degrading, slowing down or granting preferential speeds or treatment to any content,
subject to specific exceptions.

Recognition of net neutrality through statute would provide the principle strong footing, having
received Parliamentary sanction. We note that numerous other jurisdictions, notably Brazil,
Chile, Israel, Japan, Netherlands, France, etc., all protect net neutrality through statute. Such a
provision would enhance both consumer protection and regulatory certainty. Promoting and
establishing an open Internet will aid development of the digital economy including by promoting
competition and innovation.

The statute could also provide for creation of an appropriate institutional framework (such as in
the form of a multistakeholder body to advise the DoT on issues identified in TRAI’s 2020
recommendations), thereby establishing the powers, functions, composition, independence,
etc., of the said body, and putting such a body on strong legal footing.

Finally, the statute could also implement broader neutrality and non-discrimination requirements,
that govern the behaviour not just of ISPs, but also devices, browsers, or other ecosystem
players with a significant gatekeeping role in the digital ecosystem.51 Such a broader outlook on
network neutrality accords with the widened scope of regulation under the Bill, and would
ensure that users are protected against discriminatory practices of gatekeepers throughout the
online ecosystem. Such a framework would ensure, for instance, that web browsers, mobile
devices, app stores, etc., are unable to discriminate between legal content or apps.52

52 S Tiedmann, “Achieving Browser Neutrality”, LBI Software, June 7, 2020,
https://www.lbisoftware.com/blog/achieving-browser-neutrality/; PTI, “Neutrality must for platforms, app

51 “Smartphones, tablets, voice assistants... Devices, the Weak Link in Achieving and Open Internet”,
ARCEP, February 2018, https://tinyurl.com/y6jwmenk; S Tiedmann, “Achieving Browser Neutrality”, LBI
Software, June 2010, https://www.lbisoftware.com/blog/achieving-browser-neutrality/; Friso Bostoen,
“Platform Neutrality: Hipster Antitrust or Logical Next Step? (Part I)”, Ku Leuven, December 12, 2017,
https://tinyurl.com/yyygmj76.

50 TRAI, “Recommendations on Traffic Management Practices (TMPs) and Multi-Stakeholder Body for Net
Neutrality”, September 22, 2020, https://trai.gov.in/sites/default/files/Recommendations_22092020_0.pdf
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Recognition of such a principle becomes critical, particularly in the context of greater vertical
integration in the Internet ecosystem.

stores and devices, says outgoing TRAI chief”, Economic Times, September 28, 2020,
https://tinyurl.com/y2ngy6cc; Kamakshi Puri, “Platform Neutrality by E-Commerce Platforms: A
Competition Law Requirement?”, IndiaCorpLaw, May 23, 2020, https://tinyurl.com/y6alwej2
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