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1. We welcome the initiative by the Ministry of Electronics and Information Technology,
Government of India, to revise the existing NDSAP framework and carry out public
consultations thereon. This note contains our comments on the draft Data Access and
Use Policy dated February 21, 2022 (the “Policy”).

2. The primary focus of the consultation exercise must be on identifying lacunae with
the National Data Sharing and Access Policy, 2012 (“NDSAP”) and the framework
laid out thereunder, so as to take into account subsequent developments in the
ecosystem (such as the development of AI and proposed passage of a data protection
law). In this respect, we note that the current NDSAP framework is said to suffer2

from a number of shortcomings, including:
a. An absence of up-to-date and complete datasets: Many government agencies

have not contributed to the Open Government Data (OGD) platform as
required by NDSAP or check on how uploaded data sets are being used.3
Many data sets on the OGD portal are replications of existing data sets on
ministry websites, with little added value, including limited efforts at ensuring
appropriate metadata standards. Data sets are also frequently outdated or4

incomplete in nature.5
b. Lack of metadata and common standards: Some metadata standards under the

NDSAP have not been clarified/made available, leading to limited useability
of data sets. Studies point to how data sets often lack uniformity in timeline,6

quality and variables, while the absence of properly standardized formats is
said to limit the utility of different data sets. Studies also demonstrate that7

often data sets are uploaded in closed formats (that is, PDF files and HTML
tables) which limits useability. While efforts have been initiated to8

standardize the formats and make data sets more accessible, further work in
this regard is required.9

9 The GOI has begun the process of standardization  for the meta standards for e governance by providing
templates for metadata . See http://egovstandards.gov.in/templates

8 Chattapadhyay, S. (2014). Opening government data through mediation: Exploring the roles, practices and
strategies of data intermediary organizations in India. Retrieved from:
http://www.opendataresearch.org/sites/default/files/publications/ sumandro_oddc_project_report_0.pdf

7 Supra Note 5
6 Supra Note 5.
5 Id
4 Natasha Agarwal: Open Government Data: An Answer to India’s Growth Logjam, https://bit.ly/3qbSLYN

3 Per the OGD portal, out of the 52 ministries, only 40-42 ministries have uploaded their datasets and only a few
have uploaded the mandatory five sets of data to be uploaded as per the NDSAP. Aurelie Larquemin,Jyoti
Prasad Mukhopadhyay, Sharon Buteau; The Journal of Community Informatics ISSN: 1721-4441 ; (2016) Open
Government Data and Evidence-based Socioeconomic Policy Research in India: An overview

2 Despite the government being the largest data collector/holder, most data sets used for AI development etc., are
private in nature.

1 Rishab Bailey is a lawyer and technology policy researcher associated with the LEAP Insights Foundation,
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c. Lack of appropriate institutional response mechanisms, e.g. inadequate
responses from the OGD helpdesk, which limits uptake.10

3. The aforementioned problems appear to indicate three basic lacunae in the NDSAP
framework: first, a lack of accountability and incentive for the timely sharing of
quality data sets; second, a lack of buy-in from government agencies in implementing
the NDSAP (leading towards pro-forma adherence); and third, a lack of uniformity,
clarity and expertise/quality in standard-setting and other downstream processes
essential in making data sharing and re-use easy/efficient.

In particular, it will be important to develop and implement robust data documentation
policies and practices, which includes information about how data was collected, by
whom, data gaps and data inconsistencies. Without proper data documentation which
outlines their provenance, and methodology of collection, much of open data can
constitute what has been termed “zombie data”, i.e., data that has no purpose, aim or
even usability.11

4. In this context, rather than implementing a new policy framework, it may be suitable
to consider implementing a law dealing with open data or publicly held non-personal
data. Such a law could create a statutory obligation for publication of relevant types12

of data, enable consistency in the legal framework, reduce arbitrariness in decision13

making by public authorities, incorporate a framework of checks and balances,
establish transparency and accountability mechanisms including through recourse
mechanisms and other institutional frameworks (such as the Indian Data Council
suggested in the Policy), delineate criteria for opening up data including by specifying
contours of the negative list, etc.

We note in this respect that the statutory framework created under the Right to
Information Act, 2005, has proved invaluable in making the government more
transparent to citizens, including by incentivizing responses through a system of
punitive measures. Similar steps may be considered with respect to the open data14

ecosystem.15

5. That said, we provide certain suggestions on how the proposed Policy could be
improved below.

6. The Policy utilizes somewhat vague language in identifying its application to “all non
personal data and information generated / created / collected / archived by the

15 Indeed, an appropriate statutory framework could be implemented through amendments to the Right to
Information Act, 2005, which already creates a statutory obligation for publication of certain types of data held
by public authorities under Section 4 thereof.

14 Refer Section 20 of the RTI Act.

13 Note that studies indicate that numerous government departments have started to limit the data sets made
available to the public. See for example,
https://www.epw.in/engage/article/voluntary-organisations-india-counteract-states-copyright-regime-open-data

12 One notes that this is also one of the purposes of the framework sought to be established by the report of the
Committee of Experts on Non-Personal Data Governance.

11 Gurin, J. (2014). Open Governments, Open Data. The SAIS Review of International Affairs, 34(1), 71-82.
10 Supra Note 5
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Government of India…” [emphasis added]. It must be clarified that only non-personal
data will be shared/covered under the Policy (given that the government and other
public authorities collect large amounts of “information” on citizens which could be
private in nature).

7. Implementing a policy to enable wide-scale sharing of private data collected from
citizens is a significant problem from a constitutional and practical perspective.16

Even in the context of sharing non-personal data that relates to people or derives from
personal data, the policy must be cognizant of the problems that may arise from:
(a) problems in distinguishing personal and non-personal data;17

(b) the greater visibility of citizens (including in groups/communities) permitted
through aggregation of unconnected data sets; and
(c) 360-degree surveillance of citizens (including groups/communities) permitted by
greater data sharing (of data that would otherwise be unlinked or in silos).18

8. Further, appropriate steps must therefore be taken to ensure that any data sets that
could be deemed sensitive from the perspective of intruding on individual or group
privacy rights are added to a negative list (subject to overwhelming need for
disclosure/sharing of such information on other specifically identified grounds). A
careful balancing exercise must be conducted in such cases. In addition to
assessments of proportionality, the principles underlying the Report of the Committee
of Experts on Non-Personal Data Framework (“NPD Report”) may also prove useful
in this regard. Notably, the said report suggests classifying non-personal data sets19

based on the sensitivity of the underlying personal data.20

9. The Policy must be designed so as to avoid creating an incentive for excessive data
collection by the State, as this violates principles of data minimization which can, as
described above, affect individual and group privacy rights.   Recent research also
shows that databases can never be perfectly anonymous, and an increase in the utility
of data analytics is met with a decrease in privacy. A dataset with just 15 demographic
attributes is enough to identify almost an entire population.21

21   Alex Hern, “Anonymised data can never be totally anonymised, says study.” The Guardian, 23.07.21
<https://www.theguardian.com/technology/2019/jul/23/anonymised-data-never-be-anonymous-enough-study-fin
ds>

20 Para 4.5 (v) of the NPD Report

19 Report of the Committee of Experts on Non-Personal Data Governance Framework, December 16, 2020,
Ministry of Electronics and Information Technology, Government of India,
https://static.mygov.in/rest/s3fs-public/mygov_160922880751553221.pdf

18 pg 1173, part II.2 Solove, Daniel J., "Access and Aggregation: Public Records, Privacy and the Constitution"
(2002). Minnesota Law Review. 1094. https://scholarship.law.umn.edu/mlr/1094; One may also refer to the
NPD Report, which recognizes certain harms in this respect.

17 Whether data relates to an individual or not cannot be derived solely from the source of the data. It is
dependent on the purposes for which data is processed and the context in which it is used. Information can relate
to someone in terms of content (being about a person – eg. name, health status); purpose (when the purpose of
processing is to evaluate, treat or influence the status of a behavior or a person) or in terms of the result or
impact (when the processing of data is likely to have an impact on a persons rights and interests). This implies
that it is not necessary that data specifically be derived from a person or be about someone, to still relate to the
individual.

16 Any intrusions into privacy rights of citizens must comply with the Puttaswamy judgments including in terms
of the four-part test laid down by the Supreme Court which require presence of a law, legitimate aim,
proportionality and procedural guarantees.
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10. The Policy appears to focus excessively on the need to enable commercialization of
government (or publicly held) data. While enabling the re-use of such data for
commercial purposes (and in particular development of AI solutions) is certainly
important, the benefits of open data for civic, research and other such purposes must
not be ignored. The general benefits of open data (in terms of promoting citizen
participation, transparency of governance, etc.) are well recognized globally and in
existing domestic policy documents, and these should be strengthened in the new22

policy. While there is little systematic evidence on the outcomes of open data23

programmes globally, one of the few such studies indicates that in the normal course,
use of profit-making data sets exceeds those which could be used to enhance
government transparency or service delivery. It may therefore be important to24

develop additional mechanisms to incentivize the publication and use of data for
research and civic purposes.

11. The Policy rightly recognizes that non-personal data held by public authorities should,
as a general rule, be seen as a public good, and that this must be provided in an open
and accessible manner to all, with minimal/no barriers to access. However, the Policy
must also be cognizant of the fact that data that is opened up should not entrench
monopolies or amplify existing inequalities in the digital ecosystem. Numerous
studies indicate that often, big tech is best placed to take advantage of data that is
useful for training and development of AI ecosystems. The Policy must therefore be25

designed in a manner that promotes competition in the data economy by ensuring that
the benefits of data sharing are seen by all players in the ecosystem, particularly
SMEs / domestic enterprises. One method of dealing with this could be through the
use of innovative models of licensing (as is recognized in the policy), including
different types of licenses for different types of data (for instance high value, and
other data sets such as those derived from personal or sensitive personal data;
establishing certain public interest provisions in licenses such as the need to make
technology developed using public data available on a non-discriminatory basis etc.).
However, ensuring clarity in licensing provisions will also be essential.
Multi-stakeholder consultations on the design of licenses should be carried out.

12. The Policy should clarify the basis for defining/identifying high-value data sets, as
well as other types of sensitive data sets that may require restricted access (as opposed
to merely identifying a negative list). This would provide greater clarity to all
stakeholders and reduce arbitrariness in decision making by public authorities. While
the principles to make government held data more open, laid down in the Annexure 3
of the Implementation guideline of 2015 can be used as a base to define what high26

26 The Implementation Guidelines for NDSAP identify completeness, primary source of data, timely upload and
update, ease of physical and electronic access, machine readability, non-discrimination in access and use,
licensing, permanence through version tracking and archiving online and use of common sharing standards

25 See for example, http://www.jenitennison.com/2018/01/14/data-monopolies.html

24 Bright, J., Lee, S., Margetts, H., Wang, N. and Hale, S. (2019) ‘Explaining download patterns in open
government data: citizen participation or private enterprise?’, Int. J. Electronic Governance, Vol. 11, No. 2,
pp.217–234.

23 Including for instance by recognizing data sets with such purposes as high value data sets (i.e. HVDs should
not be designated solely based on commercial/economic value).

22 See for example, http://odimpact.org/; https://www.meity.gov.in/open-data;
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value datasets can be, we suggest carrying out further study on the problems with the
current NDSAP framework to identify lacunae therein and clarify application of these
principles. In any event, high value datasets must not be defined purely on the basis27

of their utility in commercial contexts.

13. There must be greater clarity on how the Policy would interact with elements of the
proposed Personal Data Protection Bill, 2019 (or Data Bill as the case may be), in28

particular dealing with:
a. The power of the government to call for non-personal data from various

entities (as envisaged in Section 91(2) of the PDP Bill), and thereafter
claiming ownership thereof and enabling sharing of such data.

b. Relationship of the proposed institutional mechanisms under the Policy (the
Indian Data Office and India Data Council) with the proposed Data Protection
Authority. There must be a clear recognition of the need for inter-regulatory
coordination and mechanisms laid down for the same.

c. The use of appropriate standards for anonymization of personal data. It is well
established that anonymization processes are often insecure and not fail proof.

Establishment of appropriate standards and enforcement of anonymization29

related practices, including the need (for users) to inform the relevant public
authority of the failure of anonymization in any particular data set therefore
becomes important.

14. The institutional framework envisaged under the Policy (viz. Indian Data Office and
India Data Council) could be strengthened by:

a. Enabling greater transparency and accountability of decisions made to
publish/withhold certain data sets, including by providing a right to recourse.
This may also be helped by the creation of an independent body to ensure
oversight and adjudication on decision making by public authorities (similar to
the use of adjudicatory authorities under the RTI Act).

b. Ensuring dedicated staff within public authorities to curate data.30

c. Ensuring multi-stakeholder participation in the institutional framework
envisaged under the policy. This would enable available expertise in the
ecosystem to be used in policy making and advice/oversight/framing standards
etc.

30 For instance, officials dealing with RTI queries may be used for this purpose.

29 See for example, Paul Ohm,57 UCLA LAW REVIEW 1701 (2010) Broken Promises of Privacy:Responding
to the surprising failure of anonymization,

28 In this context it may also be important for the Policy to take into account the recommendations of the NPD
Report, which also makes suggestions on data sharing pertaining to government/publicly owned data of various
types.

27 Additional principles that emphasize legitimate purpose, legitimate process, and collective social benefit may
also be considered. Frameworks such as the CARE principles – Collective Benefit, Authority to Control,
Responsibility, and Ethics, must find expression across data lifecycles, including in data access and sharing
policies.

among other principles. Refer
https://data.gov.in/sites/default/files/NDSAP%20Implementation%20Guidelines%202.4.pdf
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