
Copyright trolls can target P2P file-sharers – within reason 

On 17 June 2021 the Court of Justice of the European Union passed down its judgment in the Mircom 

case, in a ruling that addresses the overlap between copyright trolls, peer-to-peer networks and data 

protection.1 

A licensor of copyright material that merely enforces a right to claim damages for infringement is 

commonly known as a “copyright troll”.  The CJEU found that such an entity is not precluded from 

bringing an action against an infringer, even when the infringement only consists of making small 

fragments of the material available.   

Yet the CJEU held that legitimate interest in processing personal data to identify the infringing 

individuals must be balanced against the rights and freedoms of the individuals under Article 6(1)(f) 

of the GDPR.2  Any enforcement of intellectual property rights must also be fair and equitable and 

applied in a way that provides safeguards against their abuse. 

Background 

Mircom, a Cypriot company, held licences for a large number of pornographic films.  The licences were 

granted by the US and Canadian producers of the films, on the basis that Mircom would take legal 

action against individuals who infringe the copyright in the licensed works.  Mircom received a 50% 

share of the revenue generated from successful claims against infringing parties. 

Organisations with practices similar to Mircom’s are often referred to as “copyright trolls”, as the entity 

bringing the claim does not intend to exploit the licensed works itself, but just seeks to profit from 

damages as a result of third-party infringement.   

In Mircom’s case, the licensed works were shared by individuals online via peer-to-peer content-sharing 

networks using the BitTorrent protocol.  Put simply, using BitTorrent software means that an individual’s 

device forms part of a network of devices.  When a device downloads material, fragments of the 

eventual download are delivered by thousands of devices that have previously downloaded the material 

(known as a “swarm”) to the device that is downloading the material.  After a user has downloaded the 

material, their device, in turn, uploads the content when another user requests the material, becoming 

a part of the swarm.  The act of uploading material is referred to as “seeding” and, importantly, each 

“seeder” will only be seeding a small fragment of the whole.  Users of BitTorrent can prevent their 

software from seeding, but only in limited circumstances where they have chosen to use specific 

programs.  Individual seeders may be unaware that they have seeded infringing content.   

To track who had seeded the licensed works, Mircom used specialised software to obtain a list of 

thousands of IP addresses of devices that had seeded the works.  To identify the individuals Mircom 

asked Belgian internet service provider Telenet, among other ISPs, to provide it with the personal data 

of the individuals associated with the IP addresses.  It is worth noting that IP addresses are considered 

 
1 Case C-597/19 Mircom International Content Management v Telenet EU:C:2021:492. 

2 Regulation 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data. 



personal data under EU data protection law,3 and so there must be a legal basis for processing the 

data, e.g. under the “legitimate interest” assessment under Article 6(1)(f) GDPR.   

Questions referred to the Court of Justice 

The key questions referred to the CJEU from the Belgian court (as restated by the CJEU) were: 

1 Should Article 3(1) and (2) of the Copyright Directive4 be interpreted as meaning that peer-to-

peer file-sharing of pieces of a media file containing a protected work constitutes “making 

available to the public”? 

2 Can the contractual holder of certain intellectual property rights, who does not use them, 

but merely claims damages from alleged infringers, benefit from the measures, procedures and 

remedies provided for in Chapter II of the IP Enforcement Directive?5 

3 Should Article 6(1)(f) of the GDPR be interpreted as precluding:  

(a) the systematic registration of the IP addresses of users of peer-to-peer networks whose 

internet connections have allegedly been used in infringing activities; and 

(b) the communication of the names and postal addresses of those users to the rights-

holder or a third party to enable it to bring a claim for damages before a civil court for 

prejudice allegedly caused by those users? 

Judgment 

Question 1 – making available 

The CJEU ruled that it was not necessary to prove that a certain de minimis threshold of the licensed 

works was uploaded to constitute “making available”, as all users within the swarm have access to the 

complete file.  Similarly, any act whereby a user, in full knowledge of the consequences, gives access 

to protected work is liable to constitute an act of communication.  In this case, the making available was 

to the public, as it was aimed at an indeterminate number of potential recipients and the users in the 

swarm played a decisive role in making the licensed works available to a public in a way that had not 

been taken into account by the rights-holder (regardless of whether the licensed works had previously 

been made available for free online).   

It was irrelevant that the uploading of the content was automatic, as the uploader has subscribed to that 

software by giving consent to its application after being duly informed of its characteristics.  As such, 

the licensed works were “made available to the public” for the purpose of Articles 3(1) and 3(2) of the 

Copyright Directive. 

Question 2 – copyright trolls 

 
3 Case C-582/14 Breyer v Bundesrepublik Deutschland EU:C:2016:779. 

4 Directive 2001/29 on the harmonisation of certain aspects of copyright and related rights in the information society, which was 

implemented into UK law by the Copyright and Related Rights Regulations 2003. 

5 Directive 2004/48 on the enforcement of intellectual property rights, which was implemented into UK law by the Intellectual 

Property (Enforcement, etc.) Regulations 2006. 



The CJEU sought to answer the second question by reference to three issues: 

(a) whether Mircom had legal standing; 

(b) whether Mircom had suffered “prejudice” under Article 13 of the IP Enforcement Directive, 

in light of its non-use; and 

(c) whether Mircom’s request for information under Article 8 of the IP Enforcement Directive was 

admissible when balanced against Article 3(2) of that Directive. 

On (a), the CJEU found that Mircom, as a contractual holder of rights under Article 4(b) of the IP 

Enforcement Directive, should be granted the benefit of that Directive.  It noted that non-use is not a 

barrier under Article 4 of the Directive. 

On (b), the CJEU found that, just because Mircom acted as a grantee of rights on behalf of the licensed 

works’ producers, it was not excluded from benefiting under Article 13 of the IP Enforcement Directive, 

as that would be contrary to the purpose of the IP Enforcement Directive to protect rights-holders and 

to enable IP protection to be outsourced.   

On (c), the CJEU expressed doubt as to the admissibility of Mircom’s request for information.  A request 

for information is founded on the basis of proceedings for infringement, and the CJEU noted that Mircom 

very rarely brought actions for damages, but rather offered a settlement (normally of €500) to the 

infringer.   However, the CJEU found that this, in itself, could not render Mircom’s request inadmissible.  

In making this finding, the CJEU considered several factors, including that:  

• for many proceedings, considering amicable settlement is a pre-requisite for the parties to a 

dispute;  

• Article 8 of the IP Enforcement Directive is, in essence, the application of Article 47 of the 

EU Charter of Fundamental Rights; and  

• the request was aimed at Telenet, an ISP, and so appeared to satisfy the requirement to be 

on a “commercial scale”.   

Yet, the CJEU also stressed that all requests under Article 8 of the IP Enforcement Directive must be 

“fair and equitable and applied in such a way as to provide for safeguards against their abuse” under 

Article 3 of that Directive.  That assessment is for the referring court to determine based on the specific 

request.  As such, the Belgian court may still find that Mircom’s requests abused the measures, 

procedures and remedies within the IP Enforcement Directive. 

Question 3 – interplay between data protection and copyright 

The CJEU highlighted that there were two distinct forms of processing happening: (a) the “upstream” 

systematic recording of IP addresses, and (b) the “downstream” matching of IP addresses to individual 

users and the ISP’s disclosure of such data to Mircom.  The legal basis on which Mircom sought 

to process the data was legitimate interest under Article 6(1)(f) GDPR.  To rely on that legal basis: 

(i) Mircom must have a legitimate interest; (ii) the processing must be necessary to fulfil that legitimate 

interest; and (iii) the individuals’ rights and freedoms must be balanced against Mircom’s legitimate 

interest. 

For both the upstream and downstream processing, establishing the identity of an individual for the 

purpose of suing for damage to property is a legitimate interest, and the processing was strictly 



necessary for that purpose in this instance.  Balancing tests will always be decided on a case-by-case 

basis, and the CJEU noted that this was for the referring court to decide. 

On the “downstream” processing, the CJEU did note that “limited” disclosure of the names and 

addresses of users involved in infringing activities could be “consistent with the objective of striking a 

fair balance” between the rights of holders of intellectual property rights and the right of users 

to protection of personal data.  Such data would, however, constitute personal “traffic data”, which is 

protected by the GDPR.  While the ISP is not necessarily precluded from retaining and disclosing traffic 

data to Mircom, such disclosure would need to have its basis in a national legislative measure and be 

justified, proportionate and not abusive, within the meaning of Article 15(1) of the E-Privacy Directive.6   

Comment 

The judgment provides useful commentary on the use of peer-to-peer networks, the actions of copyright 

trolls and the interplay with data protection.  While the substantive decision on balancing under Article 

6(1)(f) of the GDPR and Article 8 of the IP Enforcement Directive was left to the referring court, 

the decision affirms that “copyright trolls” can potentially bring actions for damages, even when the 

infringement only relates to fragments of the material.  The decision also underlines that the assessment 

of “making available to the public” under the Copyright Directive has a broad meaning in light of use 

online.   

The decision expressly endorses that the purpose of the IP Enforcement Directive extends to third party 

enforcement of IP rights.  Yet the CJEU sought to protect internet users from copyright trolls by applying 

the Article 3 obligation of fairness and equitability to such claims.   

In practice, as long as there is a basis under national law for the disclosure of personal data and such 

disclosure is considered reasonable and proportionate by the national court, the practical consequence 

of this decision might be that thousands of BitTorrent users could continue to receive infringement 

notices and settlement offers.   

BitTorrent users may, however, derive some comfort from the CJEU’s instruction to the national court 

to examine “whether, in the light of all the particular circumstances of the present case, Mircom is in 

fact attempting, under the guise of proposing amicable solutions to alleged infringements, to extract 

economic revenue from the very membership of the users concerned in a peer-to-peer network 

such as the one at issue, without specifically seeking to combat the copyright infringements caused 

by that network”.  Indeed, in the UK, in relation to the “delicate balancing exercise which the law 

requires”, the High Court refused Mircom Norwich Pharmacal relief in circumstances where it was not 

clear whether Mircom had “a genuine intention to try to obtain redress for the infringement rather than 

merely setting up a money-making scheme designed to embarrass and coerce as many people as 

possible (regardless of whether they were actual infringers) into making the payments demanded”.7  

Andrew Wilson, Associate, Simkins LLP 

 
6 Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic communications 

sector, which was implemented into UK law by the Privacy and Electronic Communications (EC Directive) Regulations 2003. 

7 Mircom International Content Management & Consulting Ltd v Virgin Media Ltd [2019] EWHC 1827 (Ch) at [59]. 


