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Mitigating Cyber Risk in a 
Connected Industry
Navigating Industry 4.0’s Evolutionary Cyber Landscape  

The Industry 4.0 environment brings new sensors, networked devices and digital components to the manufacturing 

process at unprecedented levels (Barrios, Schippers, Heiden & Pappas, 2019). Industry 4.0 is driving convergence, or 

blending of traditionally separate and disparate technologies, approaches and disciplines, to enable new capabilities, hybrid 

disciplines, approaches and opportunities (Schippers, Forsythe, Simko & Pappas, 2020). A critical component of Industry 

4.0 is connectivity – driving capabilities, opportunities and threats. Connectivity is the enabler of digital transformation for 

manufacturing, but it is also an enabler of cyber risk. Cyber (cybersecurity) risk is potential loss or exposure of digital/physical 

assets/devices, originating from an organization’s cybersecurity approach, also referred to as cyber risk mitigation or cyber 

hygiene (Schippers, Simko, Richards, 2020). As manufacturers eye new capabilities and benefits, cyber risk mitigation will be 

the deciding factor for the winners and losers within the Industry 4.0 evolutionary landscape.   

Current State – Lessons for Connected Industries

As COVID-19 swept the globe in 2020, the pandemic drove new conditions and accelerated trends for businesses and 

organizations. Businesses were challenged with addressing workforce health, operational resiliency, financial accessibility, 

new governmental compliance, broader demands and technology constraints (Whitmore & Parham, 2020). A remote 

workforce requires su!icient connectivity infrastructure, requiring additional/new equipment and cyber risk approaches. 

Leadership was pushed and strained with these new considerations, while trying to sustain fiscal viability in a 

strained economy.  

In the realm of cyber risk, COVID-19 became a catalyst accelerating connectivity needs for organizations to sustain operations. 

With organizational leadership attention strained across disparate needs, cyber criminals targeted the connectivity for gain 

(Whitmore & Parham, 2020). COVID-19 tested organizational cyber risk mitigation plans, approaches and implementations. 

As organizations addressed these challenges, specific trends and lessons emerged, illustrating a roadmap for successful 

organizations strained across converging challenges mixed with enhanced connectivity.  

Attackers often search for an organization’s perceived strengths for exploitation and gain, turning them into organizational 
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weaknesses (Schippers, Simko & Richards, 2020). In the case of enhanced connectivity, COVID-19 forced rapid deployment 

of remote workforces to maintain fiscal viability.  During COVID-19, remote access from home was broadly enabled for 

operational continuity. Attackers knew with home equipment in play, specific phishing attacks not normally e!ective in 

corporate environments would be useful on home equipment (Whitmore & Parham, 2020). As organizations perceived remote 

work as a strength for sustainability, attackers knew it introduced critical problems in cyber risk culture, targeting isolated 

home workers. Rapid unscripted and unplanned organizational responses led to inconsistent configurations, confusion and 

poor deployments.  

Further complicating the situation, traditional trust/security models assume a device connected to organizational 

infrastructure with an authorized account should be trusted (Rose, Borchert, Mitchell, & Connelly, 2020). With remote workers 

using less secure home equipment, attackers leveraged a concept known as pivoting to breach significant companies. If 

an attacker can compromise equipment at a user’s home and bounce into a corporate network, they can then gain more 

and more access (Whitmore & Parham, 2020). In 2020, Honda, Garmin, Twitter and Canon were all exploited between June 

and August. Normally stalwarts of security, large corporations struggled with the new demands and shifting focus during 

the pandemic. Ad-hoc rapid deployments increased cyber-risk even for large organizations (Schippers et. al., 2020). Newer 

security models, such as zero trust models, monitor all connections, users and devices for potential compromise activity, 

instead of assuming an organization device is automatically fully trustable. Zero trust models helped contribute to reliable and 

consistent planning (Rose et. al., 2020). Organizations with reliable and consistent plans fared better during the challenging 

circumstances of COVID-19.  

Communication was another target for attackers. Phishing emails are common in cyber space. During COVID-19, attackers 

launched campaigns to impersonate authorities, tricking users into opening attachments for compromise. Communication 

is a critical component of cyber risk mitigation.  Organizations with consistent and repetitive communication channels fared 

better during COVID-19.  

Doxware, or ransomware which extorts victims by threatening to release sensitive documents (“dox”) if a ransom is not paid, 

emerged significantly during 2020. Ransomware is malicious software that locks system data, requiring a ransom to unlock 

the data. Reliable and consistent backups are significant strategies to combat ransomware, allowing the organization to reload 

data instead of paying a ransom. Attackers know organizational brand and trust are critical for business success. Attackers 

are selling stolen data and notifying customers of the breach, shaming the business and tarnishing their brand (Whitmore 

& Parham, 2020). The evolutionary shifts from COVID-19 will be similar for 5G connectivity and Industry 4.0’s landscape.  

COVID19 provided specific lessons learned manufacturers should incorporate into cyber risk mitigation.  

Future State – Guidance for Cyber Risk Mitigation
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COVID-19 required enhanced connectivity for organizations to remain fiscally viable, testing cyber risk mitigation approaches. 

Successful organizations exhibited three consistent traits for successful cyber risk mitigation. 

1. Organizations who aligned and deployed resources with defined goals and outcomes weathered the storms well. 

Organizational deployment of resources sounds simple, but requires significant e!ort.  Leadership can assume a new 

cybersecurity tool or piece of equipment will drive cyber risk mitigation, but this is precisely why cybersecurity fails. 

Leadership defined vision, goals and outcomes must include cyber risk and cyber allotment of resources (Schippers et al., 

2020). Leaders build risk mitigation strategies for financial risk, supply chain risk and human capital risk. Cyber risk must 

be considered with the same level of importance, acknowledging technical capabilities driving organizational operations 

and success. When a strategy is aligned with resource deployment and mature processes, leadership positions the 

organization for planned and defined approaches. The Department of Defense released the Cybersecurity Maturity 

Model Certification (CMMC) in 2020, providing a great roadmap for implementing and maturing aligned processes and 

resources (Schippers, et. al., 2020). Ad-hoc approaches may be required occasionally, but preplanning and focus drive 

success, just as discipline equals freedom (Schippers, et. al., 2020)

2. Consistent communication is another trait of successful organizations. When leadership consistently communicates on a 

regular basis, the organization understands the true trusted source of ongoing communications. During COVID-19, people 

were desperate for information to understand the evolving nature of the virus, impact on jobs and personal lives. Reliable 

communications established a trusted path, enabling people to have confidence in their leaders for consistent information 

and new reliable courses of action.  

3. Coordinated responses is the last trait for successful organizations. Unplanned rapid deployments with no defined 

implementation standards create cyber risk. Organizations with defined and coordinated responses, even during 

challenging times, excelled with cyber risk. Business continuity and disaster recovery plans are critical to organizational 

success during challenging events. Organizations who spend time on prebuilt configurations, predefined decisions 

through tabletop exercises and coordinated responses fare well, even under challenging times.  Plans may not always 

match the event, but existing plans can reduce stress levels and critical decisions during stressful events, increasing 

the possibility of a successful outcome. No matter how well seasoned we are, critical decisions under duress need to be 

reduced through pre-planned and coordinated responses.  

Executive Summary
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Connectivity will drive new capabilities, hybrid disciplines, approaches and opportunities for Industry 4.0. With new strengths 

and opportunities, weaknesses and threats will follow. Similar to the catalyst of COVID-19, leaders who follow proven 

roadmaps for cyber risk will prevail.   

COVID-19 highlighted five technical implementations for success in evolving times. Multifactor authentication adds another 

layer of security to accounts. With enhanced connectivity throughout the assembly process, endpoint device protection will be 

critical. Anti-phishing tools will continue to be a critical security consideration. Secure connections between remote locations, 

such as virtual private networks (VPNs) will remain important. End user security education will be critical with attackers 

targeting people to exploit processes or assets.  

Successful leaders will ensure the correct technical approaches and implementations through three items.

1. First, coordination and deployment of resources (Whitmore & Parham, 2020) through defined vision, goals and outcomes 

is more important than some tactical security implementations.  Leaders must identify what is important enough to 

protect and where to commit the most resources. Cyber risk needs the same amount of attention in organizations as 

supply chain or financial risk, especially with connectivity and technologies driving supply chain and financials.  Whether 

your business uses a traditional trust model or a zero-trust model, leadership expectations set the tone for success. 

Defined plans with a larger vision and strategy build technical team roadmaps for focus, resource allotments and ongoing 

monitoring expectations.  

2. Regular communication is the second item for resilient organizations (Whitmore & Parham, 2020). Communication 

of expectations, visions and strategies, along with ongoing status drive the focus and outcomes organizations require 

for success. Communications move from and to leadership from technical teams. Open channels and coordinated 

communication, especially during business continuity events is critical.  

3. Coordinated responses round out the list (Whitmore & Parham, 2020). Ad-hoc responses were exploited heavily in 2020, 

illustrating cyber risk connected to randomness. Coordinated responses and preplanning ensures layered security, 

responses meeting expectations and reduced stress and mistakes while under duress. Business continuity and disaster 

recovery planning ensure leaders enact adequate responses and focus driven actions.  

For Industry 4.0, the 5G landscape will evolve quickly with strengths, weaknesses opportunities and threats. Traditional 
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cybersecurity approaches will be less e!ective in a highly volatile and evolutionary environment. According to Wheeler and 

Simpson (2019), 5G networks will require new approaches to cybersecurity problems. With service providers and equipment 

manufacturers creating 5G enabled industrial equipment, trends indicate ongoing problems of inadequate cybersecurity 

investments and implementations will continue. Manufacturers purchasing 5G services and 5G enabled equipment will need 

to tie purchasing decisions to cybersecurity priorities and outcomes (Wheeler & Simpson, 2019).  Manufacturers who generate 

vision, priorities and goals for risk mitigation will be able to compare purchase options to o!ered 5G services and equipment 

for the most appropriate selection. Failure to align cyber risk mitigation vision to 5G purchase decisions will exacerbate 

cybersecurity issues (Wheeler & Simpson, 2019).  

In summary, leaders, whether technical or non-technical, set tone and expectations. Technical programs and equipment 

will only mitigate a certain amount of cyber risk from enhanced connectivity, unless it is merged with a focused and defined 

plan (Schippers, et. al., 2020). As Industry 4.0 expands and evolves, there are no easy buttons for cyber risk mitigation. The 

recommendations above provide initial considerations to enable a resilient organization aligning visions and goals with 

resource allocation, coordinated responses, purchasing decisions and mature processes.  

Action Items

Technical Steps – 

• Implement Multifactor Authentication.

• Implement Endpoint Device Protection.

• Use Secure Communications.

• Use a Zero Trust Model.

Organizational Steps – 

• Define Vision, Strategies and Goals to Organize and Deploy Resources.

• Communicate Regularly with Purpose.

• Coordinate Responses, avoiding Ad-hoc Approaches.

• Align 5G purchase decisions with organizational vision, priorities, goals and outcomes for cyber risk mitigation.
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