


EXECUTIVE SUMMARY
Over the past two decades, the federal
government’s struggle to balance speed and
security while deploying software on its
networks—particularly the acquisition, deployment,
and management of commercial software—has
become ever more apparent. The accreditation
process alone has become a nearly
insurmountable bottleneck for startups and early
stage software companies trying to break into the
federal market. While the federal government has
attempted to maintain pace with commercial
software through various security and compliance
frameworks, the actual implementation and
delivery has failed. The government is in desperate
need of a commercial, productized, and scalable
approach to procure, acquire, and maintain
modern, innovative software solutions at the
speed of relevance for critical mission capabilities.
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GAME WARDEN
Game Warden accelerates the delivery and accreditation of commercial software for
Department of Defense (DoD) environments. Our goal is to significantly reduce the barrier to
entry for software vendors trying to get their products into the hands of DoD end-users. The
fully managed DevSecOps platform provides a secure, authorized hosting environment for your
applications with a simplistic interface and dedicated support. Game Warden enables both
commercial and government solutions to increase speed, security, and scalability for testing,
evaluating, procuring, and hosting SaaS applications.

Second Front Systems (2F) is a public benefit, venture-backed software company dedicated to
fast-tracking government access to emerging technology for national security missions. More
information can be found at www.secondfront.com.
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INTRODUCTION
The United States takes great pride in its technological superiority. Despite the most advanced
fighting force in history, the Department of Defense (DoD) is still hampered by significant
technological gaps, particularly when it comes to software. In one instance, Soldiers and Marines
are using state-of-the-art GPS-enabled microservices architecture to instantaneously transmit
data, select interactive options from a menu, and complete a transaction all to simply deliver
pizza to their barracks rooms. In their day-to-day jobs, however, these same Soldiers and Marines
rarely have access to even moderately functional software for basic human resources, finance,
and management tasks. To execute their duties, Airmen and Sailors still use spreadsheets and
whiteboards to plan and coordinate complex multi-aircraft combat missions and flight plans for
the most capable and sophisticated aircraft ever built.

Software has already defined the current generation of technology in the commercial and
government sectors, with often outdated software enabling nearly every modern military
capability. Largely fueled by highly bureaucratic processes and a fundamental misalignment
between speed, security, and compliance, procuring and deploying software has proven to be an
incredibly complex undertaking for the DoD. Although success stories do exist, the U.S. military is
still artificially excluding itself from large swaths of a rich ecosystem of high quality,
American-made technology. The barriers of cost and timeline to accreditation remain extremely
high, particularly for startups and new entrants to the DoD market who are least able to absorb
these costs. The majority of current pathways to accreditation are riddled with opaque
requirements and process limitations that result in companies running out of money before
pushing their applications into production for the government. As a result, many companies have
declined to compete to deliver their software services to government users. To further exacerbate
this problem, the private capital upon which so much innovation depends, is threatening to avoid
the federal market as a viable investment thesis altogether.1

The military must be able to integrate commercial technology quickly and securely, or we risk the
degradation of both our military and economic capabilities. This fundamental gap between how
the government and commercial technology industries approach software development and
procurement creates tremendous barriers to entry for both communities. It is not until this
alignment of mutually reinforcing speed and security occurs that U.S. warfighters will have access
to the best technology the country has to offer, and the DoD will be able to fully unlock and
harness the latest technology and the innovation exceptionalism that underlies it here in America.

1 Insinna, Valerie. “Silicon Valley Warns the Pentagon: ‘Time is running out.’” Breaking Defense. December 21, 2021.
https://breakingdefense.com/2021/12/silicon-valley-warns-the-pentagon-time-is-running-out/.
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Ultimately, the inability to deploy commercial technology to the hands of our warfighters is an
existential problem. This problem is succinctly addressed by Daniel Kim, Ph.D., co-founder and
chief technical officer at Geosite, a software startup providing geospatial tools for both
government and commercial clients:

The fact stands that the compliance barrier to entry remains high for the vast majority of
software startups entering government markets. In an era of peer competition with
technologically sophisticated adversaries such as Russia and China, the Department of
Defense can no longer assume it can maintain its competitive advantage without taking some
gambles and leveraging every means at its disposal, including smoothing the way for high-risk,
high-reward startups.2

SOFTWARE SECURITY IN THE U.S. GOVERNMENT
Earlier DoD approaches to software procurement and associated security evaluation
methodologies failed to keep pace with the commercial shift to the cloud and the new software
development and security best practices which have contributed greatly to the current state of
play. Prior to the wave of cloud adoption in the commercial technology market, DoD software
solutions were largely limited to on-premise data centers. The general approach to software
development and its security methodologies was DoD-designed bespoke systems, built by
established defense contractors. Within the framework of security and confidentiality, these
software deployments required the DoD to own the ongoing management of each particular
environment, all within the DoD’s own IT infrastructure. This arrangement can be traced back to a
time when DoD was pushing the boundaries of the possible with software and had unique
requirements. But challenges began to mount as the commercial industry migrated to the cloud
and began to evolve accordingly.

These processes began to change in 2007 when a National Security Agency (NSA)-directed shift
in underlying security approaches led to the publication of the DoD Information Assurance
Certification and Accreditation Process (DIACAP). At the time, DIACAP was implemented as a
means to authorize information systems to operate within the DoD IT environment, placing
greater emphasis on key security stakeholder collaboration early in the application’s development.
The rigorous process instituted how information systems could be certified and accredited for
their adherence to DoD Security guidelines. Improving on some of the standards of earlier
guidelines, DIACAP’s process authorized a sole Designated Approval Authority (DAA) to make
authorization decisions for each system under evaluation determining how systems could
operate. This approach forced Information Assurance (IA)—measures that manage and protect

2 Kim, Daniel. “Startups and the Defense Department’s Compliance Labyrinth.” War on the Rocks. January 3, 2022.
https://warontherocks.com/2022/01/startups-and-the-defense-departments-compliance-labyrinth/.
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risk—to be built in a system’s concept stage and last through its entire lifecycle, hence minimizing
the need for re-work. Although an improvement, the gap between DoD and commercial
compliance and security processes continued to expand as technology and industry best
practices evolved. Within a few years, the DoD recognized the need to better account for
managing organizational risk.

By 2010, the National Institute of Standards and Technology (NIST) developed and published
criteria for strengthening and standardizing the risk management process of information security
organizations.3 The Risk Management Framework (RMF) mandates firms implement secure data
governance systems and perform threat modeling to identify cyber risk areas. The NIST RMF “is a
set of criteria that dictate how the United States government IT systems must be architected,
secured, and monitored”4 to better ensure software security. This framework resulted in the
processes for obtaining an Authority to Operate (ATO), originally a static and process-driven guide
for security compliance, and granted after the software in question passes a comprehensive
review of both security and functionality of the application within the hands of the government.
Near the end of 2013, the RMF process had officially replaced the deprecated DIACAP in an
attempt to streamline accreditation while maintaining the appropriate security controls outlined
by NIST.

Both DIACAP and RMF frameworks emphasized security, but the process of implementing these
frameworks did not account for the increasing pace and iterative nature of innovation. At the time,
before widespread cloud adoption, there was not yet the opportunity to move quickly, allowing for
the DoD to focus on the specific processes that would enable the most secure products running
on their networks. Additionally, the processes that these frameworks instituted remained built
around the use of on-premise data centers and the legacy Waterfall methodology, also known as
the linear-sequential life cycle model. As the name indicates, this process is linear and sequential
in flow, where the outcome of one phase becomes the precursor and necessary input of the
next—the next phase cannot begin until the preceding phase has been approved. Developers
validate RMF compliance and risk mitigation through these heavily documented, manual steps.
As a part of the security process, the DoD would ask for the company’s source code, run it in a
sandbox environment while going through checklists to ensure the code base was secure. Much
of this was, and still is, done manually, making it both costly and time consuming—and makes
pushing code updates slow and time-consuming. While the RMF process attempts to
comprehensively review both the security and functionality of software, manual, checklist-based
approaches have created additional problems for deploying software in a modern fashion.

4 Petters, Jeff. “Risk Management Framework (RMF): An Overview.” Inside Out Security Blog. January 29, 2021.
https://www.varonis.com/blog/risk-management-framework.

3 White, Sarah. “What is the Risk Management Framework (RMF)? A standardized security framework.” CIO. July 9,
2020.
https://www.cio.com/article/193704/what-is-the-risk-management-framework-rmf-a-standardized-security-framewor
k.html.
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Shortly after Congress mandated RMF to enable and accelerate commercial cloud adoption, the
federal government developed and published the Federal Risk and Authorization Management
Program (FedRAMP) as a way to ensure the security of cloud services used by the U.S.
Government.5 This government-wide program intends to provide a standardized approach to
security assessment, authorization, and continuous monitoring for cloud products and services. A
more effective process of measuring the functionality and security of software applications,
FedRAMP leverages a baseline of standards (the same security controls catalog used in RMF)
while also including independent evaluations of cloud service providers (CSP) by authorized Third
Party Assessment Organizations (3PAOs). However, as currently implemented, software is still
manually scanned and overall success is determined through a fairly static matrix (often an excel
spreadsheet). Likewise, the manual implementations that FedRAMP requires results in long and
unpredictable timelines. The process for FedRAMP High, for example, has been known to take
12-18 months—well beyond the financial runway of many venture-backed startups.6

As a result of these time-consuming processes, the government could not be a reliable source of
revenue for commercial software companies, especially those in early stages. Companies have to
adjust both their sales cycles, as well as their product roadmaps and development sprint cycles,
to accommodate the government’s accreditation framework—something innovative,
venture-backed startups are unwilling and often unable to do. These delays during the early stage
of a company’s development would kill them when they are most in need of revenue and
additional venture funding. Under this framework, vast swaths of commercial innovation are
practically unavailable to the government, limiting DoD to enterprise software companies and the
legacy defense industrial base. Simply, a shift must occur with software development,
accreditation, and deployment practices to align the government with modern commercial sector
methods.

THE RISE OF THE CLOUD
While the DoD continued to struggle to balance the changing landscape of software development
best practices and security methodologies, commercial software advanced at breakneck speed.
In 1999, nearly eight years before the DoD implemented DIACAP, Salesforce launched what would
become the first ever Software-as-a-Service (SaaS) solution born in the cloud. The SaaS market
grew rapidly in the early 2000s for many reasons, one of which was the ever-decreasing costs of
physical servers and infrastructure. Early SaaS approaches were not always attractive or viable

6 Sims, Dylan. “You’ve received a SBIR award for your software product – Now what?” Second Front Systems. February
10, 2022. https://www.secondfront.com/insights/post-sbir-award.

5 FedRAMP Accelerated: A Case Study for Change Within the Government. FedRAMP. 2017. Available for download:
  https://www.fedramp.gov/assets/resources/documents/FedRAMP_Accelerated_A_Case_Study_For_Change_Within_
Government.pdf.
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alternatives for enterprise business needs. Over time, however, the continued development of
cloud computing led to decreased hosting costs, increased bandwidth, and increased
functionality that made them ever more compelling and competitive alternatives. Three primary
models for cloud-based software delivery emerged:

● Software-as-a-Service (SaaS)—also known as cloud application services, utilizes internet to
deliver application services, which are managed by third party vendors;

● Platform-as-a-Service (PaaS)—also known as cloud platform services, provides cloud
components to certain software while being used mainly for applications, delivering a
framework for developers that they can build upon;

● Infrastructure-as-a-Service (IaaS)—also known as cloud infrastructure services, provides
full self-service for accessing and monitoring computers, networking, storage, and other
services.

Figure 1. – On-Site, IaaS, PaaS, and SaaS management. Source: LeanIX.7

In less than two decades, these CSPs using subscription-based software business models went
from bespoke offerings for startups and small businesses to complete ubiquity across the entire
commercial software ecosystem, along with new approaches to software development and an
ever-growing ecosystem of support and software enablement.

7 “The Difference Between IaaS vs. PaaS vs. SaaS.” LeanIX. March 1, 2022.
https://www.leanix.net/en/wiki/saas/iaas-vs-paas-vs-saas.
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Today, the overwhelming majority of software providers have moved from building and running
software in physical data centers to doing so natively in the cloud. For pure commercial
companies, this is the leading delivery model for a myriad of reasons. The cloud allows for less
time spent on software installation and configuration for individual customer environments, which
lowers costs in multi-tenant environments, where one software application and its infrastructure
can serve multiple customers. The cloud also enables rapid scalability to both expand support to
individual customers and quickly grow a customer base. Additionally, it eases integration with
other SaaS offerings and native cloud services.

From a process standpoint, the cloud also enabled new software development methods and
tooling as well as faster development cycles—speeding version releases from years to a matter of
days. Software capabilities took off as continuous delivery and deployment provided
cost-effective, user-friendly, and steadily updated products. Continuous integration and
continuous delivery (CI/CD) practices—wherein writing, configuring, and securing code is
performed through small, incremental changes—make it easier to capture and isolate what needs
to be changed. Those following this methodology, predominantly the commercial sector, started
releasing software and software updates quicker than ever. The cloud-enabled software
development processes which enhanced efficiency and scalability, consistently delivering
products that meet the needs of its users better and faster.

Compliance and security in the era of cloud and rapid innovation is an inherent challenge affecting
commercial and government entities. As software development and delivery started picking up
speed in the commercial sector, the demand for resilient software became its own value
proposition. With the pace of modern software development, it is almost impossible to adhere to
compliance requirements manually. Businesses began to arise offering automated cloud security
and compliance products. Code scanning tools, continuous vulnerability scanning, CI/CD, security
automations, and Infrastructure- and Compliance-as-Code, to name a few, are all offered to
implement, monitor, report, and validate security and compliance throughout the whole lifecycle
process, from initial design to deployment. These scalable practices make it easier for developers
to validate compliance and security requirements and controls in more dynamic, rapidly changing
environments. Here, the commercial sector has demonstrated how to match security with speed.

As this commercial transformation took hold, the challenges of legacy approaches in DoD
became ever more problematic and the gap between commercial and defense software grew. By
one estimate, DoD software delivery using waterfall approaches was taking anywhere between 3
to 10 years—falling gravely behind.8 As a result of the DoD’s processes, warfighter technologies
and capabilities were becoming obsolete.

8 Chaillan, Nicolas. “DoD Enterprise DevSecOps Initiative (Software Factory).” U.S. Air Force. 2019. Available for
download:
https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf.
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ADOPTING COMMERCIAL SOFTWARE
AND BEST PRACTICES
As leaders within the DoD are beginning to recognize, in order to maintain a competitive
advantage in great power competition, the Pentagon must adopt both commercial software and
the development practices that underlie it. A modern Army where each Soldier’s most advanced
technology is often a personal iPhone, essential to so many basic functions off base, is simply not
sustainable to maintain a technological edge on the battlefield of the future. To deliver modern,
innovative customer experiences for the DoD, accreditation programs must take into account the
modernization of software development.

While some organizations such as the Defense Innovation Unit (DIU) and AFWERX focused on the
acquisition of software, others looked to adopt modern software development methodologies.
These critical mission gaps in software development drove tremendous internal innovation inside
the government, where organizations such as the National Geospatial-Intelligence Agency (NGA)
implemented their own versions of the first continuous Authority to Operate (cATO) methodology.9

The cATO methodology leverages modern CI/CD practices, such as static and dynamic code
scanning, to accelerate software delivery while controlling risk more efficiently than the manual,
checklist-based conventional ATO. One of the leading change agents was 18F, where a small
group of Presidential Innovation Fellows formalized an office in 2014 to improve and modernize
government technology.10 By 2017, 18F had announced “Project Boise” where they sought to
overhaul the ATO process by which an agency determines that products meet the security
requirements needed to operate on federal IT systems.11 “Project Boise” aimed to ultimately
enable all federal civilian agencies to have ATO times closer to the NGA’s “ATO in a day” for
unclassified software access. To accomplish this, they planned to build on the progress in
ongoing ATO improvement projects by working directly with Chief Information Security Officers
(CISO), cybersecurity policymakers, and private-sector entities engaged in security compliance.12

18F and the NGA provided full end-to-end control of the software development lifecycle,
automating everything from development to deployment. By working with these stakeholders and
entities, avenues were found to safely utilize the cloud and integrate security and compliance
throughout the entirety of the development and operations pipeline. With these modernized
processes, developers, and organizations as a whole had a better idea of software’s resiliency and

12 Gunter, Chase. “18F seeks to Streamline the ATO Process.” FCW. July 27, 2017.
https://fcw.com/digital-government/2017/07/18f-seeks-to-streamline-ato-process/228851/.

11 Cordell, Carten. “18F Working to Overhaul the ATO Process.” FedScoop. July 28, 2017.
https://www.fedscoop.com/18f-working-plan-overhaul-ato-process/.

10 “18F: About.” General Services Administration. February 15, 2022. https://18f.gsa.gov/about/.

9 Sinai, Nick. “ATO in a Day.” National Geospatial-Intelligence Agency. June 25, 2017.
https://nicksinai.medium.com/ato-in-a-day-fd53f0ef4a5d.
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security risk because of the automated scans and tests throughout the pipeline. These
organizations changed the static, document-heavy ATO process into an ongoing authorization
process by streamlining the security technologies within the cloud infrastructure.

As the modernization efforts pushed forward in the federal civilian agency world, so too did the
efforts to streamline the ATO process in the DoD. Organizations in the Air Force like Kessel Run,
CloudOne, and PlatformOne are often cited as the teams pioneering the rapid ATO methodology in
the DoD. Innovative groups including the Army Software Factory and Navy’s Black Pearl platform
are further increasing the adoption of DevSecOps methodology—the practice of instilling
development, security and operations across an organization’s culture, practices, and tools related
to software— and rapid software accreditation. In 2018, the DoD Defense Science Board found,
“Agile development yielded the following return on investment (ROI): 29% lower cost, 91% better
schedule, 50% better quality, 400% better job satisfaction.”13 As government and commercial
software methodologies have begun to align, costs have significantly declined, product quality
has increased, and people are happier with their jobs and the products they use. With the
government continuing to dismantle the barriers for commercial adoption, software products are
more secure and affordable, and our warfighters are able to use the tools that they deserve.

The organizations listed above continued to innovate by building upon the cATO framework
pioneered by 18F and the NGA. In particular, the efforts of PlatformOne further broke barriers to
help commercial companies achieve cATO within Air Force cloud-hosted environments. This
cATO methodology represents the future of modern software acquisition in the DoD, where
commercial technology companies will be able to deploy their software and provide capabilities to
their customers in a modern fashion. According to the memorandum recently published by the
DoD CIO office, “in order to achieve cATO, the Authorizing Official (AO) must be able to
demonstrate three main competencies: on-going visibility of key cybersecurity activities inside of
the system boundary with a robust continuous monitoring of RMF controls; the ability to conduct
active cyber defense in order to respond to cyber threats in real time; and the adoption and use of
an approved DevSecOps reference design.”14 To summarize, the cATO process aims to meet the
standards and intent of RMF, but strives to use automation to implement the framework. Rather
than focusing on the compliance checklist of the application, the cATO emphasizes the
importance of the people, processes, and tooling across the entire software development
lifecycle.

However, even with this tremendous internal progress and various attempts to streamline the
FedRAMP and DoD Cloud Authorization approval processes over the past five years, the federal

14 McKeown, David W. Memorandum for Senior Pentagon Leadership Defense Agency and DoD Field Activity
Directors. Office of the Secretary of Defense. February 3, 2022. Available for download:
https://media.defense.gov/2022/Feb/03/2002932852/-1/-1/0/CONTINUOUS-AUTHORIZATION-TO-OPERATE.PDF.

13 “Design and Acquisition of Software for Defense Systems.” DoD Defense Science Board. February 2018. Available
for download: https://dsb.cto.mil/reports/2010s/DSB_SWA_Report_FINALdelivered2-21-2018.pdf. Page 16.
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government is simply failing to adopt commercial SaaS products fast enough to support mission
needs. According to CompTIA, an industry association, there are approximately 585,000 software
and IT services companies in business in the U.S. in 2021.15 According to the FedRAMP
Marketplace, there are currently 246 authorizations that have been granted since FedRAMP’s
inception in 2011—a remarkable disparity for the Department and wider Federal ecosystem with
all of the requirements of any major commercial enterprise as well as unique needs. Ultimately,
we are left in a situation where a combination of rapidly changing technology and glacial budget
cycles has stifled the change in methodologies, which drives changes in accreditation and
certification to field.

WHERE WE ARE TODAY
What the government is doing and what the commercial sector can do.

The DoD CIO’s office has recently released memorandums regarding cATO, software factories,
and more, highlighting the continued shift towards commercial best practices for software
development and the increased need for alignment between speed and security. These memos
reflect growing consensus and a sense of urgency at the highest levels of the Department. They
help formalize processes around cATOs and set guidelines for scaling software factory efforts
across the DoD and offer tremendous insight into the future of software development in the
Department.

Second Front Systems’ Game Warden builds on the work done by trailblazing organizations such
as 18F, Kessel Run, Platform One, Cloud One, and more, and follows the guidance set forth in the
DoD CIO cATO memorandum to remove friction between commercial technology and government
users. By leveraging private funding to meet the growing demand for scale and quality, while
ensuring security and compliance are not sacrificed, Game Warden offers a rapidly scalable
solution for increasing commercial technology adoption in the government.

By shifting compliance left to remove barriers to entry, Game Warden lets the government benefit
from advanced technologies and enables commercial software companies to sell their products
to the DoD without having to radically change their product from traditional SaaS models. In
aligning these incentives, we are allowing the DoD to harness the promise of Silicon Valley and
commercial tech, and ensuring that we continue to ensure that our warfighters have the best
technology that America has to offer.

15 “Key Findings.” CompTIA. February 15, 2020. https://www.cyberstates.org/.
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METHODOLOGY
This White Paper is intended to provide a high level overview of the divergent evolution of U.S.
federal government and commercial enterprise software—how and where it is developed and
acquired—and why this divergence has become increasingly problematic. It seeks to acknowledge
the notable efforts from within government and particularly in the Department of Defense (DoD)
to address and correct this divergence. And it seeks to frame the challenge from the perspective
of the innovative commercial companies actually developing the cutting-edge software that has
proven most difficult for DoD to access—and what more might be done.

We welcome comments and feedback on all our White Papers at the address below.

MORE INFORMATION
For more information about this White Paper; our methodology, capabilities, and portfolio of
offerings; the Game Warden platform; or any other comments or inquiries, please visit
www.secondfront.com/game-warden or contact us at gamewarden@secondfront.com.
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