


COMMERCIAL BLOCKCHAIN
Since the first blockchain-based transaction
was executed more than a decade ago, the
technology’s use has expanded far beyond
cryptocurrency. Experimentation and
adoption in sectors as varied as supply chain
management and traditional lending
demonstrate blockchain’s diverse
applicability in environments where
transparency is necessary, but trust between
partners is lacking. Though investment
projections for the technology look
promising, blockchain’s ability to disrupt and
transform traditional sectors, like those
mentioned above, remains an open question.

Please see the Blockchain Government
Contract Review and Blockchain Patent
Analysis addendums for more detailed
information on these specific areas.
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BLOCKCHAIN

SUMMARY

Blockchains are digitally distributed ledgers, or records, of exchanges conducted across a
decentralized network of computers. This kind of data transmission system, called a peer-to-peer
(P2P) network, allows for sharing of the distributed ledger and the information stored on it across
all or selected computers, without needing a dedicated or centralized server.1 Though distributed
ledger technology and P2P networks have both existed for decades, blockchain-based
transactions - the first of which took place in January 2009 - combine these components with
cryptography and consensus methods.2 This unique combination results in a tamper-evident and
auditable system of record, eliminating the need to validate transactions via a central authority.3

In simple terms, a blockchain is a chain of transactions, or cryptographically linked blocks, that
each contain a unique set of data. As participants conduct more transactions and new blocks are
added to the chain, previous entries in the ledger cannot be modified, making the data stored
on-chain immutable.4 Thus, the use of a blockchain to validate and store transactions creates
transparency in situations where trust is required but lacking, like a complex supply chain
environment with multiple or competing stakeholders.

Blockchain is commonly associated with cryptocurrencies, most notably Bitcoin
( https://bitcoin.org/ ) and Ethereum’s ( https://ethereum.org/ ) ether. While the majority of capital
investment in blockchain since June 2020 has gone towards cryptocurrency-related endeavors,
companies and governments continue to explore its potential in other sectors. This includes
traditional financial services, like banking and lending, healthcare and insurance, government,
election security, education, gaming and entertainment, and more.5 In recent years, blockchain

5 “Banking is Only the Beginning: 58 Big Industries Blockchain Could Transform.” CBInsights. March 2021.
https://www.cbinsights.com/research/industries-disrupted-blockchain/;
“How Blockchain Is Disrupting Insurance.” CBInsights. August 2021.
https://www.cbinsights.com/research/blockchain-insurance-disruption/.

4 “Bringing Blockchain-Enabled Additive Manufacturing to Battlefields.” SIMBA Chain Blog. April 2021.
https://blog.simbachain.com/blog/bringing-blockchain-enabled-additive-manufacturing-to-battlefields.

3 “Inclusive Deployment of Blockchain for Supply Chains: Part 1 - Introduction.” World Economic Forum. 2019.
https://www.weforum.org/whitepapers/inclusive-deployment-of-blockchain-for-supply-chains-part-1-introduction.

2 Ellie C. Falcone, Zachary R. Steelman, and John A Aloysius. “Understanding Managers’ Reactions to Blockchain
Technologies in the Supply Chain: the Reliable and Unbiased Software Agent.” Journal of Business Logistics. 2020.
Available for download:
https://cpb-us-e1.wpmucdn.com/wordpressua.uark.edu/dist/5/444/files/2018/01/Falcone-et-al-2020-JBL_Blockchain.
pdf;
David Furlonger and Christophe Uzureau. “The Real Business of Blockchain.” Gartner / Harvard Business Review Press.
2019. https://www.gartner.com/en/information-technology/insights/blockchain.

1 “Peer-to-Peer Network.” PCMag. Accessed August 2021.
https://www.pcmag.com/encyclopedia/term/peer-to-peer-network.
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has also gained noteworthy traction in retail and logistics, with opportunities to enhance the
traceability of products, streamline product delivery, and improve coordination between partners.6

As the commercial blockchain market diversifies and matures, governments around the globe
continue to invest in the technology.7 Both Russia and China have highlighted the strategic
benefits of blockchain for securing battlefield information, managing weapons and equipment,
and more.8 Though the US government is exploring the technology’s utility through agency-led
pilots and projects, it has not released a coordinated strategy for blockchain development and
deployment. Key blockchain technology providers, like IBM ( https://www.ibm.com/ ), argue that
this has limited structured investment and research in areas of potential consequence for national
security, like defense supply chain management, IT asset management, identity management,
contract management, and international trade.9

PRIMARY FINDINGS

CORE CONCEPTS
Blockchain is underpinned by five key concepts: distribution, encryption, immutability,
tokenization, and decentralization (see Graphic 1., below)10

10 Furlonger and Uzureau.

9 Danny Nelson. “US Military is Falling Behind China, Russia, in Blockchain Arms Race: IBM, Accenture.” CoinDesk. 2020.
https://www.coindesk.com/us-military-is-falling-behind-china-russia-in-blockchain-arms-race-ibm-accenture;
James Gatto and Townsend Bourne. “Blockchain Tech Has Numerous Applications for Defense.” National Defense.
December 2019.
https://www.nationaldefensemagazine.org/articles/2019/12/11/blockchain-tech-has-numerous-applications-for-defen
se

8 “Blockchain and Suitability for Government Applications.” Department of Homeland Security. 2018. Available for
download:
https://www.dhs.gov/sites/default/files/publications/2018_AEP_Blockchain_and_Suitability_for_Government_Applicatio
ns.pdf.

7 Mark White, et al. “Will Blockchain Transform the Public Sector? Blockchain Basics for Government.” Deloitte. 2017.
https://www2.deloitte.com/us/en/insights/industry/public-sector/understanding-basics-of-blockchain-in-government.h
tml.

6 Rob O’Bryne. “Who’s Using Blockchain in 2020, and How?” Logistics Bureau. 2020.
https://www.logisticsbureau.com/whos-using-blockchain-in-2020-and-how/;
Vishal Guar and Abhinav Gaiha. “Building a Transparent Supply Chain.” Harvard Business Review. May-June 2020.
https://hbr.org/2020/05/building-a-transparent-supply-chain.
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Graphic 1. - Key blockchain concepts. Source: Gartner / Harvard Business Review Press.11

● Distribution - Blockchains rely on “nodes,” which are users or computers that validate
transactions in the blockchain network through a mutually agreed-upon consensus
mechanism.12

● Encryption - Using cryptography, blockchains securely record all the data relevant to a
transaction.

● Immutability - Once a transaction is complete, it is given a unique identifier, also known as
a digital signature, and timestamped, before being added as a new block to the blockchain
ledger. This block, once added, is very difficult to change. The more blocks on the chain,
the more tamper-proof and secure the transactions in the network.13

● Tokenization - Any value that is transacted on the blockchain is considered a token. While
this can include coins in a digital currency, tokens can also stand in for physical or other
digital assets, like shipping containers or auto parts moving through a supply chain, or a
bill of lading.14

● Decentralization - A blockchain’s network type and governance protocols, described in
more detail below, are hosted and individually processed by distributed users, each with
their own identical copy of the ledger. This setup ensures no one central authority can
manipulate or exert control over the data on the chain.15

In addition to understanding these core concepts, which underpin blockchain’s technological
value proposition, organizations weighing blockchain adoption must also understand different
blockchain network types and governance protocols. A blockchain’s governance protocol simply
sets parameters on who can read, write, and commit (verify) items for or within the ledger (see
Table 1., below).

15 Furlonger and Uzureau.

14 Guar and Gaiha.

13 “But How Does Bitcoin Actually Work?” 2Blue1Brown. July 2017. https://www.youtube.com/watch?v=bBC-nXj3Ng4.

12 “Inclusive Deployment of Blockchain for Supply Chains.”

11 Ibid.
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Network Type
Governance

Protocol Read Write Commit

Public

Permissionless Anyone Anyone Anyone

Permissioned Anyone Authorized
participants

All or subset of
authorized

participants

Private Permissioned Authorized
participants

Authorized
participants

All or subset of
authorized

participants

Table 1. - Blockchain network types and governance protocols. Source: Gartner / Harvard Business Review Press.16

These fundamental questions of who can access, alter, and verify transactions have
consequences for the way the blockchain itself operates. Specifically, these decisions help
determine the most appropriate ways to validate transactions, also called a consensus
mechanism, which often seeks to align the incentives of the blockchain’s users with the desire for
a single source of truth of records.17

Some public permissionless blockchains, such as Bitcoin, use a fully decentralized consensus
mechanism called Proof of Work (PoW). In PoW, individual users or “miners” are “incentivized to
do the dirty work and maintain the network” by competing to validate and add new blocks to the
chain.18 The miner that solves the complex mathematical equation associated with a transaction
first, using large amounts of computing power, receives a cryptocurrency reward.19 Though this
method is energy-intensive (some estimates put the Bitcoin network’s yearly energy consumption
on par with the entire country of Switzerland), it carries distinct security benefits.20 Bad actors
would need to expend significant computing power to disrupt the network, a doubly unappealing
prospect when doing so would hurt their stake in the cryptocurrency by lowering its value.21

A less energy-intensive method of consensus, Proof of Stake (PoS), is popular on other
permissionless platforms, like Ethereum. Instead of “mining,” individual users “stake” a certain
amount of the blockchain’s native tokens in order to participate as validators. In PoS, the
probability of a user being chosen by the network to validate a transaction (and receive the
resulting reward) is typically proportional to their stake in the system.22 As with PoW, it is

22 Ioanid Roşu and Fahad Saleh. “Evolution of Shares in a Proof-of-Stake Cryptocurrency.” Management Science. 2021.
https://pubsonline-informs-org.eu1.proxy.openathens.net/doi/pdf/10.1287/mnsc.2020.3791.

21 Ibid.
20 “What Is Blockchain Technology?”

19 “Bitcoin Block Reward Halving Countdown.” BitcoinBlockHalf. Accessed August 2021. https://bitcoinblockhalf.com/.

18 “What Is Blockchain Technology?” CBInsights. August 2020.
https://app.cbinsights.com/research/what-is-blockchain-technology/.

17 “Inclusive Deployment of Blockchain for Supply Chains.”

16 Ibid.
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theorized that validators in PoS have little incentive to harm the network, since doing so would
mean losing their staked tokens.23

In contrast to permissionless networks, public permissioned and private blockchains regulate
who can access the network and validate its transactions. These are commonly used protocols
for enterprise-level or inter-organizational deployments of blockchain, because they allow entities
to take advantage of the technology’s immutability without relinquishing control over sensitive
data or interfering with ‘know your customer’ and other compliance measures.24 In permissioned
blockchains, for example, parties choose what information to store on-chain and off-chain (in
internal databases, for example). To maximize privacy, some networks choose to only store a
hash, or encrypted and unique number value representation, of the transaction data on-chain,
rather than the data itself.25

In addition to addressing data privacy concerns, permissioned blockchains often require simpler
consensus mechanisms than PoW or PoS, because it is assumed those permitted access to the
blockchain network can confirm its transactions without mining for or staking tokens.26 IBM’s
HyperLedger Fabric, for example, is a private enterprise blockchain that uses “trusted validating
users” to reach consensus.27 Others, like Singapore-based Chainstack’s MultiChain
( https://chainstack.com/protocols/multichain/ ) use the round-robin protocol, which rotates the
ability to add blocks between authorized users.28 Adopters of these methods must ensure no
party operates more than half of all validating users, as majority control would undermine the
transparency and immutability of the blockchain.29

Because alternate consensus mechanisms popular in permissioned blockchains require less
computing power than PoW’s mining process, they are usually faster, cheaper, and more

29 Mary Lacity. “Enterprise Blockchains: Eight Sources of Business Value and the Obstacles in Their Way.” Intelligent
Sourcing. Summer 2018. Available for download:
https://cpb-us-e1.wpmucdn.com/wordpressua.uark.edu/dist/5/444/files/2019/01/LacityIntelligentSourcing2018-2-1qj
ghcp.pdf.

28 Gaur and Gaiha.

27 Roman Beck, Asger B. Pederson, and Marten Risius. “A Ten-Step Decision Path to Determine When to Use Blockchain
Technologies.” MIS Quarterly Executive. June 2019.
https://www.researchgate.net/publication/333545589_A_Ten-Step_Decision_Path_to_Determine_When_to_Use_Blockc
hain_Technologies.

26 Laura Gargolinski Jaeger. “Public Versus Private: What to Know Before Getting Started with Blockchain.” IBM Blog.
October 2018.
https://www.ibm.com/blogs/blockchain/2018/10/public-versus-private-what-to-know-before-getting-started-with-block
chain/.

25 Mary Lacity and Remko Van Hoek. “What We’ve Learned So Far about Blockchain for Business.” MIT Sloan
Management Review. Spring 2021.
https://sloanreview.mit.edu/article/what-weve-learned-so-far-about-blockchain-for-business/.

24 Sri Nikhil Gupta Gourisetti , Michael Mylrea, and Hirak Patangia. “Evaluation and Demonstration of Blockchain
Applicability Framework.” IEEE Transactions on Engineering Management. 2019.
https://ieeexplore.ieee.org/document/8822381.

23 Ameer Rosic. “Proof of Work vs. Proof of Stake.” BlockGeeks. June 2020.
https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/.
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energy-efficient forms of validation. A permissioned blockchain from KoreConX
( https://www.koreconx.com/ ), for example, processes 318 transactions per second, compared to
fewer than 20 per second possible on public permissionless networks.30

THE REST OF THE TECHNOLOGY STACK
In addition to the network types and governance protocols outlined above, which constitute the
core aspects of blockchain’s value proposition, three additional layers round out the technology
stack. A brief examination of the infrastructure, services, and application layers is key for
understanding the breadth of today’s blockchain market offerings (see Graphic 2., below).

Graphic 2. - Blockchain technology stack. Source: Deloitte.31

At the infrastructure layer, blockchain-as-a-service (BaaS) providers enable the adoption of
blockchain on top of ready-made platforms leveraging well established and proven techniques
and technologies, including some built with open source software, thus reducing barriers of entry
for organizations unable to build and manage that infrastructure in-house. Key players in the BaaS

31 “Blockchain Technology Stack.” Deloitte. 2017. Available for download:
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/industries/in-convergence-blockchain-tech-stack-noe
xp.pdf.

30 Lacity and Van Hoek.
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market include household names, like IBM and Amazon Web Services
( https://aws.amazon.com/ ), as well as smaller but popular outfits like R3
( https://www.r3.com/ ).32

Sitting atop the network and governance layer are blockchain-based services. Though many
services exist, smart contracts are particularly noteworthy for their applicability across diverse
industries. By inserting lines of code on the blockchain that automatically execute after certain
conditions are met, smart contracts remove unnecessary middlemen and enable more efficient
operations.33 The use of such automation is expanding and maturing across the logistics sector,
with companies like SyncFab ( https://syncfab.com/ ) and Sweetbridge
( https://sweetbridge.com/ ) providing solutions that help users automatically close deals across
the manufacturing supply chain and settle payment disputes, respectively.34

In permissioned blockchains, smart contracts also help manage reading, writing, and validating
privileges, ensuring only relevant parties in the network have access to sensitive data stored
on-chain.35 This function, advanced by companies like Fr8 Network ( https://fr8.network/ ) and
Skuchain ( https://www.skuchain.com/ ), has proven especially useful for inter-organizational
blockchains that house multiple competitors on a single network.

The application layer of the blockchain technology stack interacts with services like smart
contracts to facilitate the user experience. Just like pressing a button in your word processor
executes prewritten code on the backend, these applications utilize blockchain to carry out their
tasks. These applications can be run on P2P networks with decentralized applications, called
dApps.36 Though centralized applications tend to be faster and more user friendly, dApps are
more secure, due to their inherently distributed and, thus, immutable nature.37 DApps are growing
in popularity for logistics-focused blockchains, with efforts like Chainyard’s
( https://chainyard.com/ ) aimed at reducing friction across supply chain ecosystems.38

INTEGRATION CONSIDERATIONS
As mentioned above, blockchain has many potential use cases beyond cryptocurrency. The
assets traced and documented on a blockchain need not be digital currency. The status and

38 Lucas Mearian. “10 Top Distributed Apps (dApps) for Blockchain.“ ComputerWorld. December 2019.
https://www.computerworld.com/article/3510457/10-top-distributed-apps-dapps-for-blockchain.html.

37 Anshika Bhalla. “A Comprehensive Guide on How dApps Differ from Traditional Apps.” Blockchain Council. June 2021.
https://www.blockchain-council.org/blockchain/a-comprehensive-guide-on-how-dapps-differs-from-traditional-apps/.

36 “Introduction to dApps.” Ethereum. June 2021. https://ethereum.org/en/developers/docs/dapps/.

35 Lacity.

34 Sam Daley. “Making Moves: 21 Companies Using Blockchain's Logistics Capabilities to Excel.” BuiltIn. May 2021.
https://builtin.com/blockchain/blockchain-supply-chain-logistics-uses.

33 Gaur and Gaiha.

32 Tony Kontzer. “8 Blockchain-as-a-Service Providers to Have on Your Radar.” TechTarget. May 2021.
https://searchcio.techtarget.com/feature/8-blockchain-as-a-service-providers-to-have-on-your-radar.
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history of physical items - like shipping containers, trucks, auto parts, and agricultural products -
can also be recorded on a blockchain using existing data tracing methods, like radio-frequency
identification (RFID) tags or QR codes.39 Blockchain, therefore, is not necessarily a replacement
for these and other technologies, like enterprise resource planning software, but a complement.40

No matter which asset(s) a blockchain is intended to track, an entity considering adoption should
expect challenges in determining governance protocol and partner integration. Not only must
entities weigh blockchain’s value-add for their particular scenario, they must also determine which
type of blockchain network and governance protocol is an appropriate fit. When parties to a
project have differing data privacy or compliance requirements, choosing the right blockchain will
inevitably influence partner buy-in and, ultimately, the blockchain’s effectiveness.41 Decision paths,
like the one shown below in Graphic 3. (below), ensure adopters address these critical questions
at the outset. Clearly answering these questions up front can help adopters avoid the quiet
failures that all too often follow big announcements in the blockchain space.

Graphic 3. - Blockchain decision path. Source: MIS Quarterly Executive.42

42 Beck, Pederson, and Risius.

41 Falcone, Steelman, and Aloysius.

40 Lacity and Van Hoek.

39 “Banking Is Only the Beginning.”
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ADDITIONAL FINDINGS

COMMERCIAL ADOPTION
Despite lingering skepticism in parts of the commercial market over blockchain’s value, potentially
disruptive solutions continue to emerge across diverse sectors beyond cryptocurrency, including
traditional financial services, insurance, cybersecurity, and public health.43

Companies like Spring Labs ( https://www.springlabs.com/ ), SALT ( https://saltlending.com/ ),
and Ripple ( https://ripple.com/ ), for example, have developed blockchain solutions designed to
reduce financial fraud, streamline the cash lending process, and securely send money around the
world, respectively. In the insurance industry, both large and small companies are similarly
exploring blockchain’s effectiveness at preventing fraud, filing claims, and more.44 The intersection
between blockchain, cybersecurity, and the cloud also continues to mature, with companies like
Oasis Labs ( https://www.oasislabs.com/ ), which combines cloud computing and blockchain to
deliver decentralized privacy protection, and Ankr ( https://www.ankr.com/ ), which integrates
hardware and blockchain to better secure data and the cloud.

As the world grapples with the COVID-19 pandemic, blockchain has also become a helpful
facilitator for vaccine tracing and health credentialing. The State of New York and more than 470
airlines, for example, have adopted IBM Digital Health Pass
( https://www.ibm.com/products/digital-health-pass ) as the basis for vaccine passports.45

Supply chains have also become fertile ground for blockchain experimentation and
implementation, with some projects reaching noteworthy levels of maturity.46 IBM Food Trust
( https://www.ibm.com/blockchain/solutions/food-trust ), a blockchain initiative backed by
Walmart ( https://www.walmart.com/ ), aims to minimize supply chain disruption by better
tracking produce from the farm to the supermarket. Foreseeing hesitancy on the part of
competitors and small suppliers in joining the platform, the Trust created an advisory council of
key players to increase buy-in and end-to-end traceability. It also provided assistance to small
partners with limited technological know-how. As a result of these efforts, the platform had more
than 280 members, 25,000 SKUs, and 40 million recorded transactions by the end of 2020.47

47 Lacity and Van Hoek.

46 “What Is Blockchain Technology?”

45 Niels Lucker. “10 Key Blockchain Developments in Healthcare towards Covid-19 in 2021.” BlockData. July 2021.
https://app.blockdata.tech/blog/general/10-key-blockchain-developments-in-healthcare-towards-covid19-in-2021;
Anne Quito. “More than 450 Airlines Can Now Use IBM’s Blockchain-Based Vaccine Passport.” Quartz. July 2021.
https://qz.com/2036529/more-than-450-airlines-can-now-use-ibms-digital-health-pass/.

44 “How Blockchain Is Disrupting Insurance.”

43 “How Blockchain Could Disrupt Banking.” CBInsights. February 2021.
https://www.cbinsights.com/research/blockchain-disrupting-banking/.
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Another prominent supply chain use case is TradeLens ( https://www.tradelens.com/ ), an
initiative developed by IBM, Danish shipping company Maersk
( https://www.maersk.com/ ), and one of its divisions, GTD Solution
( https://www.gtdsolution.com/ ), to increase transparency and efficiency in international
shipping.48 The project, which uses a permissioned blockchain, also created an advisory board to
ease integration across a diverse and competitive partner ecosystem. Since its initial beta launch
in 2018, TradeLens has onboarded more than 230 parties across six continents, including
government authorities, depots, intermodal providers, ocean carriers, and terminals; tracked more
than 2 billion shipping events; processed more than 45 million shipping containers, and; published
more than 21 million documents to its blockchain, including bills of lading, importer security
filings, customs documentation, and more.49 As this and other initiatives mature, the Blockchain
in Transport Alliance ( https://www.bita.studio/ ), a network of nearly 500 members, is working to
establish shared industry standards.50

Additional supply chain-related blockchain adoptions abound, with Ford
( https://www.ford.com/ ), Renault ( https://www.renaultgroup.com/en/ ), and others in the
automotive industry working to streamline part compliance and vehicle maintenance.51 Big
names in the defense industrial base, including Lockheed Martin
( https://www.lockheedmartin.com/ ), Boeing ( https://www.boeing.com/ ),  and Honeywell (
https://www.honeywell.com/ ), are also exploring blockchain for part tracing, development,
cybersecurity, and more.52 Please see the accompanying Blockchain Patent Analysis addendum
for more insights on blockchain-related innovations and adoptions in both the commercial and
academic sectors.

NATIONAL SECURITY POTENTIAL
The US Department of Defense (DoD) is exploring blockchain’s defense applications through
several avenues, including Defense Advanced Research Projects Agency (DARPA) and follow-on
projects. In 2017, for example, DARPA issued a grant to SIMBA Chain ( https://simbachain.com/ )
to develop a decentralized and mobile peer-to-peer, end-to-end secure messaging application.
Though little is publicly known about that platform’s use within DoD, the Office of Navy Research

52 Michael del Castillo. “Honeywell Is Now Tracking $1 Billion in Boeing Parts on a Blockchain.” Forbes. March 2020.
https://www.forbes.com/sites/michaeldelcastillo/2020/03/07/honeywell-is-now-tracking-1-billion-in-boeing-parts-on-a-
blockchain/.

51 Sam Daley. “40 Blockchain Companies Paving the Way for the Future.” BuiltIn. July 2021.
https://builtin.com/blockchain/blockchain-companies-roundup;
“Groupe Renault Tested a Blockchain Project to Go Further in the Certification of Vehicle Compliance.” Groupe Renault.
September 2020.
https://en.media.renaultgroup.com/news/groupe-renault-tested-a-blockchain-project-to-go-further-in-the-certification-of
-vehicle-compliance-491c-989c5.html.

50 “Banking Is Only the Beginning.”

49 “Ecosystem.” TradeLens. Accessed July 2021. https://www.tradelens.com/ecosystem.

48 “Platform: A Smarter Way to Engage in Trade.” TradeLens. Accessed July 2021. https://www.tradelens.com/platform.
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has since awarded SIMBA Chain a contract for the Authenticity Ledger for Auditable Military
Enclaved Data Access (ALAMEDA), a blockchain-based solution to help manage and secure data.
One of its potential use cases is enabling the Defense Logistics Agency (DLA) to track and
anticipate demand for replacement weapons parts.53

Outside of DARPA, DoD is also experimenting with other blockchain uses, including in low
bandwidth or disconnected environments and additive manufacturing supply chains, to name
only two.54 Beyond DoD, the US Department of Treasury’s Office of Financial Innovation and
Transformation (FIT) launched a pilot blockchain program to continuously monitor and manage
physical assets distributed to employees, like cell phones and laptops, as they change hands.55

The current status of FIT’s program is unclear, however, the office continues to explore other
blockchain applications.

There are also a number of analytics tools for investigative and financial ‘know your customer’
applications that have inherent intelligence utility for tracing transactions, particularly Bitcoin.
These include Blockchain Intelligence Group ( https://blockchaingroup.io/ ) and Chainalysis (
https://www.chainalysis.com/ ). Please see the accompanying Blockchain Government Contract
Review addendum for a more detailed overview and analysis of blockchain-related government
programs and contracts.

FORECAST AND CONCLUSION

Though examples from this report demonstrate blockchain’s disruptive and transformative
potential, the technology is still maturing, especially in markets beyond cryptocurrency and
financial services. A 2019 Gartner survey found only three percent of businesses had a “live and
operational blockchain.”56 Though 2020 indicated a more positive trajectory for the technology,
with another Gartner survey showing that roughly 14 percent of enterprise blockchain projects
had moved into production, the number of transactions taking place on those platforms remained
relatively low.57 Looking ahead, the blockchain market is projected to grow to $39.7 billion in 2025

57 Avivah Litan. “Microsoft Ends Azure Blockchain Service; Where Is Enterprise Blockchain Heading?” Gartner. May 2021.
https://blogs.gartner.com/avivah-litan/2021/05/24/microsoft-ends-azure-blockchain-service-where-is-enterprise-blockc
hain-heading/.

56 Furlonger and Uzureau.

55 “Blockchain and Suitability for Government Applications.”

54 “SR-Blockchain (Scalable and Reliable Blockchain for Low Bandwidth and Disconnected Networks).” SBIR.gov.
Accessed August 2021. https://www.sbir.gov/sbirsearch/detail/1932913;
“BASECAMP: A Blockchain Approach for Supply Chain Additive Manufacturing Parts.” SBIR.gov. Accessed August 2021.
https://www.sbir.gov/node/1857017.

53 “SIMBA Chain Receives a $1.5 Million SBIR Phase II Contract from the U.S. Office of Naval Research.” SIMBA Chain.
January 2021.
https://www.globenewswire.com/news-release/2021/01/13/2157839/0/en/SIMBA-Chain-Receives-a-1-5-Million-SBIR-
Phase-II-Contract-From-the-U-S-Office-of-Naval-Research.html.
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at a compound annual growth rate of about 67 percent, with banking and financial services
applications reigning supreme.58

While the blockchain sector raised more from venture capital and private equity investors in the
first half of 2021 than in any prior full year (with most funding going towards crypto-related and
capital market companies), questions have emerged on the outlook for enterprise blockchain
solutions and BaaS.59 In February 2021, reports surfaced that IBM dissolved its enterprise
blockchain product group after missing revenue targets two years in a row, opting to downsize
and roll blockchain-related efforts into its supply chain unit.60 It is unclear what (if any) impact this
will have on the Food Trust, TradeLens, and other supply chain management platforms IBM
supports. Months later, Microsoft ( https://www.microsoft.com/ ) announced its plan to retire the
Azure Blockchain Service, injecting further uncertainty about the future of enterprise-level BaaS.61

There are, however, still signs of life and evolution in enterprise blockchain. Mary Lacity, director of
the University of Arkansas’ Blockchain Center of Excellence ( https://blockchain.uark.edu/ ), and
colleagues predict that enterprise blockchain may very well expand onto public platforms in the
future, as consortia seek to streamline standards and regulations to pave the way for smoother
adoption and integration.62

Looking towards other trends, experts anticipate upticks in blockchain’s convergence with other
emerging technology areas, like artificial intelligence and the internet of things (IoT), to pick up in
coming years, as well as the expansion of smart contracts for supply chain, financial services, and
other sectors.63

POTENTIAL AREAS FOR FURTHER STUDY

● Further explore the utility of smart contracts and dApps in supply chain use cases;

● Examine integration best practices from TradeLens or another supply chain example;

● Compare US and Chinese blockchain sectors and government investment approaches;

● Analyze current and projected intersections between blockchain and cybersecurity / IoT.

63 Furlonger and Uzureau;
“Blockchain Funding Is at an All-Time High.”

62 Lacity and Van Hoek.

61 Litan.

60 Ian Allison. “IBM Blockchain Is a Shell of Its Former Self after Revenue Misses, Job Cuts: Sources.” CoinDesk.
February 2021. https://www.coindesk.com/ibm-blockchain-revenue-misses-job-cuts-sources.

59 “How Is Blockchain Going to Disrupt Capital Markets?” BlockData. July 2021.
https://app.blockdata.tech/blog/general/blockchain-in-capital-markets;
“Blockchain Funding Is at an All-Time High - Here’s What’s Driving the Boom.” CBInsights. July 2021.
https://app.cbinsights.com/research/blockchain-tech-funding/.

58 “Blockchain Technology Market.” Markets and Markets. March 2020.
https://www.marketsandmarkets.com/Market-Reports/blockchain-technology-market-90100890.html.
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METHODOLOGY
In producing this study, our research team reviewed industry reports, market research products, and
trade-specific professional commentary. We also reviewed marketing materials produced by individual
companies. Our team continuously monitors technology news and trade publications related to the
subject of this study.

NOTABLE RESOURCES
Mary Lacity and Remko Van Hoek. “What We’ve Learned So Far about Blockchain for Business.” MIT

Sloan Management Review. Spring 2021.
https://sloanreview.mit.edu/article/what-weve-learned-so-far-about-blockchain-for-business/.

Vishal Gaur and Abhinav Gaiha. “Building a Transparent Supply Chain.” Harvard Business Review.
May-June 2020. https://hbr.org/2020/05/building-a-transparent-supply-chain.

Roman Beck, Asger B. Pederson, and Marten Risius. “A Ten-Step Decision Path to Determine When to
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MORE INFORMATION
For more information about the Offset Symposium, this report; our methodology, capabilities, and
portfolio of offerings; the Atlas Fulcrum platform; or any other inquiries, please contact us at
atlasfulcrum@secondfront.com.

www.secondfront.com   |   All Rights Reserved   |   2021               p14

https://sloanreview.mit.edu/article/what-weve-learned-so-far-about-blockchain-for-business/
https://hbr.org/2020/05/building-a-transparent-supply-chain
https://www.researchgate.net/publication/333545589_A_Ten-Step_Decision_Path_to_Determine_When_to_Use_Blockchain_Technologies
https://www.researchgate.net/publication/333545589_A_Ten-Step_Decision_Path_to_Determine_When_to_Use_Blockchain_Technologies
https://app.cbinsights.com/research/blockchain-tech-funding/
mailto:atlasfulcrum@secondfront.com

