


EXECUTIVE SUMMARY
The federal government has been exploring
the benefits and challenges associated with
open source software (OSS)—software that
is available in the public domain—for more
than a decade. As efforts to expand federal
engagement with the OSS community
increased in the late 2010s, the Department
of Defense has at times voiced hesitancy
regarding OSS’ suitability for national
security use cases, while also continuing to
diversify and mature several OSS-related
projects.
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OPEN SOURCE SOFTWARE IN GOVERNMENT

“[T]he continuous and broad peer-review enabled by publicly available source code
supports software reliability and security efforts through the identification and
elimination of defects that might otherwise go unrecognized by a more limited
core development team.”

- “Clarifying Guidance Regarding Open Source Software (OSS)”
Department of Defense Chief Information Officer1

BACKGROUND

In contrast to proprietary software, open source software (OSS) “refers to code that is designed to
be [or has been made] publicly available, meaning that anyone can see, modify, and distribute the
code as they see fit.”2 In recent decades, federal agencies, including the Department of Defense
(DoD), have sought to both better understand and participate in the OSS community—with varying
degrees of success. Despite several challenges involved with government procurement and
development of OSS, ranging from bureaucratic and logistical hurdles to cybersecurity risks,
experts have also outlined numerous positive benefits for implementing OSS across the federal
landscape, largely centered on time and cost efficiencies.

PRIMARY FINDINGS

BENEFITS, CHALLENGES, AND PITFALLS
Isaias Alba, a partner at a law firm specializing in government contracts, asserts that
incorporating OSS leads to shorter development times and lower costs for the government.3 An
analysis by New America—a US think tank housing an institute focused on the intersection
between technology and policy—echoes these sentiments, highlighting that “building on and
reusing other organizations' work can decrease opportunity costs and allows teams to get started
making changes more quickly.”4

4 Mark Lerner, Allison Prince, Hana Schank, and Ben Gregori. “Building and Reusing Open Source Tools for Government.”
New America. July 2020.
https://www.newamerica.org/digital-impact-governance-initiative/reports/building-and-reusing-open-source-tools-gover
nment/section-one-an-overview-of-open-source/.

3 Isaias Alba. “Open-Source Software in Federal Procurements: The Good, the Bad, and the Ugly, Part 1 - The Good.” JD
Supra. January 2020. https://www.jdsupra.com/legalnews/open-source-software-in-federal-66887/.

2 John Meyers, Bentz Tozer, Kinga Dobolyi, Josh Bailey, and Mona Gogia. “Toward Secure Code Reuse.” In-Q-Tel.
February 2021. https://www.iqt.org/toward-secure-code-reuse/.
Daphne Leprince-Ringuet. “Open Source Matters, and It's About More than Just Free Software.” ZDNet. September
2021. https://www.zdnet.com/article/open-source-software-is-it-about-free-or-is-it-about-freedom/.

1 “Clarifying Guidance Regarding Open Source Software (OSS).” Department of Defense Chief Information Officer.
October 2009. Available for download: https://dodcio.defense.gov/Portals/0/Documents/OSSFAQ/2009OSS.pdf.
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Furthermore, government use of OSS can encourage transparency, as it allows for active
participation and useful feedback from the public. When agencies rely on proprietary software,
they are beholden to the outside vendors or “internal” developers (who themselves can be
contractors) who wrote the code to fix bugs or vulnerabilities. In contrast, any individual or
organization can identify problems in OSS, allowing the government to take advantage of skill sets
across the broader developer community to both improve and secure its software.5 Additionally,
open source collaboration and solutions reduce duplicative work through shared findings and
updates.6

Dr. Daniel Russo, a computer science professor at Aalborg University in Denmark, argues that OSS
can be particularly beneficial for the defense sector. Per his analysis, “mov[ing] away from
proprietary applications and single-vendor contracts” increases both flexibility and software
performance for military engineers, while encouraging better coordination between different
information technology offices within a larger department.7

While the government continues to explore the benefits of OSS, its use does not come without
challenges. Federal regulations require specialized software licenses for government users, and
though the Federal Acquisition Regulation (FAR) and Defense Federal Acquisition Regulation
Supplement (DFARS) allow for commercial companies to use commercial licenses for federal
procurements, such licenses must be reviewed and subsequently negotiated to ensure
compliance with appropriate laws. Since OSS licenses are often standardized and not easily
amended, this review process can be particularly time consuming.8

The content of the OSS licenses themselves can also pose problems for government users. Some
licenses have no copyright constraints (often referred to as “free software”), some only require
users to provide author attribution for OSS code, and others have more burdensome stipulations,
including the publication of derivative code built using the OSS library.9 For national
security-focused entities, the latter such requirements are particularly concerning, though experts
indicate their inclusion in OSS licenses is becoming less frequent.10

In addition, though OSS has the potential to increase transparency, cost savings, and software
development speeds across the federal government, its use also heightens certain cybersecurity
vulnerabilities, as the “fluidity with which anyone can commit code to an open-source project is at

10 Alba, “The Good.”
9 “Frequently Answered Questions.” Open Source Initiative. https://opensource.org/faq#copyleft.

8 Isaias Alba. “Open Source Software in Federal Procurements: The Good, the Bad, and the Ugly, Part 2 - The Bad.” JD
Supra. January 2020. https://www.jdsupra.com/legalnews/open-source-software-in-federal-37763/;
Birthe Lindenthal. “What Is Free and Open Source Software and Why Can It Cost Money?” OpenProject. July 2020.
https://www.openproject.org/blog/what-is-free-and-open-source-software-and-why-it-costs-money/.

7 Dr. Daniel Russo. “Benefits of Open Source Software in Defense Environments.” Proceedings of 4th International
Conference in Software Engineering for Defence Applications. January 2016.
https://www.researchgate.net/publication/295944089_Benefits_of_Open_Source_Software_in_Defense_Environments.

6 Ibid.
5 Ibid.
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once a core strength and glaring weakness.”11 Because neither the government nor a federal
contractor control OSS development, it is difficult for either to determine with certainty whether
the code in an open source library is free of security risks.

While both proprietary and open source code libraries are targeted through software supply chain
attacks, OSS compromises are becoming increasingly prevalent, according to an in depth report
published last year from the Atlantic Council, a US think tank with several technology and
cyber-focused initiatives. Such “attacks occur when malicious actors are able to modify
open-source code by either posting their own packages (and naming these packages similar to
those that are commonly used) or by gaining access to [existing open source developer]
accounts.”12 Further highlighting this risk, another recent report—this one from software supply
chain management vendor Sonatype—notes that cyberattacks aimed at OSS projects jumped
430% in 2020, with applications averaging 38 known OSS vulnerabilities.13

The diffuse nature of the OSS community is of particular concern for national security-oriented
agencies considering wider adoption. Source code may be developed by individuals or
organizations located in or controlled by nations around the globe, including strategic
competitors, like Russia and China.14 However, such risk is also mitigated, at least in part, by the
ability of any member of the OSS community to examine code and identify flaws, whether
inserted maliciously or in error.15

One noteworthy effort underway to identify and track vulnerable code, whether it be proprietary or
open source, is the Software Bill of Materials (SBOM) initiative, housed under the Department of
Commerce’s National Telecommunications and Information Administration (NTIA). The NTIA
defines an SBOM as a “nested inventory” of the different components and dependencies that
make up any given piece of software.16 In addition to streamlining the adoption of SBOMs across
the public and private sectors—which would help those developing, acquiring, or implementing
new software better assess its code origins and related risks—the Atlantic Council recommends
several actions US policymakers can take to shore up OSS, specifically, including appropriating at

16 “Software Bill of Materials.” National Telecommunications and Information Administration. Accessed September 2021.
https://www.ntia.gov/SBOM.

15 Mark Lerner, Allison Prince, Hana Schank, and Ben Gregori.

14 Isaias Alba. “Open Source Software in Federal procurements: The Good, the Bad, and the Ugly, Part 3 - The Ugly.” JD
Supra. January 2020. https://www.jdsupra.com/legalnews/open-source-software-in-federal-66600/.

13 “2020 State of the Software Supply Chain.” Sonatype. August 2020. Available for download:
https://www.sonatype.com/hubfs/Corporate/Software%20Supply%20Chain/2020/SON_SSSC-Report-2020_final_aug11
.pdf.

12 Ibid.

11 Dr. Trey Herr, William Loomis, Stewart Scott, and June Lee. “Breaking Trust: Shades of Crisis Across an Insecure
Software Supply Chain.” Atlantic Council. July 2020.
https://www.atlanticcouncil.org/in-depth-research-reports/report/breaking-trust-shades-of-crisis-across-an-insecure-so
ftware-supply-chain/.
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least $25 million in federal funds every year to “support baseline security improvements in
open-source security packages.”17

Key Considerations for Federal OSS Use

Major Benefits Logistical Challenges Security Concerns

Shorter development timelines Difficulty finding and amending
licenses Malware risks

Lower development costs Elongated license review
timelines

Overseas (or unknown)
development locations

Distributed problem-solving and
code review

Liability between vendor and
government user

Derivative code ownership and
publication requirements

Table 1. - Overview of Federal OSS Use.18

NOTEWORTHY FEDERAL AND DEFENSE GUIDANCE

According to the DoD Chief Information Officer website, there are five historical policies that still
guide the use of OSS within the Department. The most foundational of these is a 2009
memorandum, titled “Clarifying Guidance Regarding Open Source Software (OSS).”19 According to
the memo, “the continuous and broad peer-review enabled by publicly available source code
supports software reliability and security efforts through the identification and elimination of
defects that might otherwise go unrecognized by a more limited core development team.”20 The
document also highlights OSS’ utility for “rapid prototyping and experimentation,” allowing the
agency to more affordably and efficiently test and deploy new software.21

Looking beyond just DoD, the Office of Management and Budget (OMB) released a memorandum
in 2016 on “Federal Source Code Policy” specifically focused on expanding OSS adoption across
the federal enterprise.22 In order to increase efficiency and collaboration, the policy discouraged
the development of custom software in favor of reusing code from other agencies or procuring
existing private sector solutions, often referred to as commercial off the shelf (COTS) software,

22 Tony Scott and Anne E. Rung. “Federal Source Code Policy: Achieving Efficiency, Transparency, and Innovation
through Reusable and Open Source Software.” Executive Office of the President: Office of Management and Budget.
August 2016. Available for download:
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m_16_21.pdf.

21 Ibid.

20 “Clarifying Guidance Regarding Open Source Software (OSS).” Department of Defense Chief Information Officer.
October 2009. Available for download: https://dodcio.defense.gov/Portals/0/Documents/OSSFAQ/2009OSS.pdf.

19 “DoD Open Source Software (OSS) FAQ.” Department of Defense Chief Information Officer. Accessed September 2021.
https://dodcio.defense.gov/open-source-software-faq/.

18 Alba; Lerner, et. al.

17 Dr. Trey Herr, et al.
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wherever possible.23 Introduced as a pilot program, the memo also directed agencies to release at
least 20% of any newly developed custom code as open source, while laying the groundwork for
sharing code between agencies by establishing Code.gov, an inventory platform managed by the
General Services Administration (GSA).24

Building on this 2016 memo, which is still widely cited despite its age, the National Institute of
Standards and Technology (NIST) published a directive in 2018 further defining requirements for
OSS and code reuse.25 This directive reaffirmed that 20% of its “newly commissioned
custom-developed code will be released as OSS,” except in certain scenarios (e.g. if doing so
would put national security information or individual privacy at risk).26

Section 886 of the Fiscal Year 2018 National Defense Authorization Act (NDAA) aimed to solidify
the 20% requirement for DoD, specifically.27 The Department was required to launch the program
by mid-2018, but had yet to release more than 10% of its custom software by 2019, according to a
follow-up report published by the Government Accountability Office (GAO).28

At the time of the GAO report, DoD leadership voiced skepticism that the NDAA provision could be
implemented as proposed, arguing that most of the Department’s software “is created for
weapons systems,” and “the release of such source code is sensitive for national security
reasons.”29 DoD did offer alternative programs, however, including issuing a procedure to measure
the percentage of released code and setting milestones for meeting other OMB requirements.30

30 Ibid.

29 Lauren C. Williams. “DoD Pushes Back on Open Source.” Federal Computer Week. September 2019.
https://fcw.com/articles/2019/09/10/dod-open-source-deasy-gao.aspx?m=2.

28 “Report to Congressional Committees: DoD Needs to Fully Implement Program for Piloting Open Source Software.”
Government Accountability Office. September 2019. Available for download:
https://www.gao.gov/assets/gao-19-457.pdf.

27 Matt Asay. “The DoD’s Apparent U-Turn on Open Source Is Common Sense.” TechRepublic. September 2019.
https://www.techrepublic.com/article/the-dods-apparent-u-turn-on-open-source-is-common-sense/;
“H.R.2810 - National Defense Authorization Act for Fiscal Year 2018.” Congress.gov. December 2017.
https://www.congress.gov/bill/115th-congress/house-bill/2810/text.

26 Ibid.

25 “Open Source Code.” National Institute of Standards and Technology. December 2018. Available for download:
https://www.nist.gov/system/files/documents/2019/02/19/final_s_6106.01_ver_1.pdf.

24 “About.” Code.gov. Accessed September 2021. https://code.gov/about.

23 “The Impact of Open Source Software and Hardware on Technological Independence, Competitiveness and
Innovation in the EU Economy.” European Commission. September 2021.
https://digital-strategy.ec.europa.eu/en/library/study-about-impact-open-source-software-and-hardware-technological-i
ndependence-competitiveness-and.
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ADDITIONAL FINDINGS

BEST PRACTICES

As federal guidance on OSS has evolved, so has its use at both the individual agency and
interagency levels. The diversity of these efforts, several of which are highlighted in the following
subsection, demonstrate not only a growing emphasis on incorporating OSS into federal software
development processes, but also increased government engagement with (and contributions to)
the OSS community.

On the OSS incorporation side of the coin, DoD recommends several best practices for
government offices to consider, including educating developers on the nuances of OSS licensing,
clearly documenting any OSS code pulled into larger systems, and keeping all
externally-developed code (including OSS) separate from other components to enable fast and
easy patching. In addition, DoD argues that choosing code from OSS projects with a large number
of users and both human and analytic tool reviews can help mitigate security risks.31

On the other side of the coin, DoD notes several avenues for the federal government to contribute
to the broader OSS community. If a piece of software is exclusively written by federal employees,
for example, it can be released as licenseless “public domain software” (included under the OSS
umbrella by some definitions and excluded by others). If a government employee modifies or
enhances existing copyrighted OSS, the result is considered a “joint work,” which is “protected by
the copyrights of the non-government authors and may be released according to the terms of the
original open-source license.”32

Should a government project be approved for open source release, DoD offers additional practical
recommendations to ensure the release goes smoothly, including establishing a project website,
documenting the purpose and scope, using common OSS infrastructure and tools to allow for
easy collaboration, and clearly defining vetting and testing processes for future updates.33 Several
of these best practices are demonstrated in the example government initiatives highlighted below.

NOTEWORTHY INITIATIVES
In 2014, a group of Presidential Innovation Fellows launched 18F, an initiative now housed under
the GSA’s Federal Acquisition Service.34 The overarching purpose of 18F is to collaborate “with
other agencies to fix technical problems, build products, and improve how the government serves
the public through technology.”35 Federal agencies interested in implementing requirements,

35 “About.” 18F. Accessed August 2021. https://18f.gsa.gov/about/.
34   ”History and Funding.” 18F. Accessed August 2021. https://18f.gsa.gov/about/#history-and-funding.
33 Ibid.
32 Ibid.
31 “DoD Open Source Software (OSS) FAQ.”
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updating their websites, or digitizing their processes can call on 18F for assistance building
products or executing agile acquisition strategies.36 To support defense partners, in particular, 18F
established a National Security and Intelligence Portfolio.37

As defined by its Open Source Policy, 18F’s default position when developing new projects is to
use OSS and publish all of the source code it has created or modified, whether in-house or
through contracts.38 The policy mentions two exceptions in which code developed by the 18F
team is not released: if the government “does not have the rights to reproduce and release the
item” or if “the public release of the item is restricted by other law or regulation, such as the Export
Administration Regulations or the International Traffic in Arms Regulation.”39

Despite some hesitancy surrounding the practicality of incorporating OSS in DoD environments,
as highlighted in the previous section, the Department has continued to explore its utility through
various projects and programs. In 2017, for example, the Defense Digital Service (DDS) launched
Code.mil as “an experiment in open source,” with the goal of fostering “collaboration with the
developer community around the world on DoD open source projects.”40 The initiative’s first phase,
which launched in February 2017, called on the developer community to assist in finalizing an
open source strategy for code written by DoD employees. The second phase, which began just
one month later, finalized this strategy and launched the first official Code.mil project, a
web-based Manual for Courts-Martial (eMCM).41

In March 2018, Code.mil entered a “sustaining phase” focused on incorporating projects from
other DoD offices, engaging in the procurement of source code, and determining how a
procurement strategy could facilitate technology transfers.42 The initiative’s website emphasizes
its goal is not to set DoD policy, but rather to explore opportunities to better integrate with the
open source and free software communities.43

In addition to launching Code.mil, DoD has expanded its OSS contributions in other ways. DDS
maintains an account on GitHub, a prominent open source repository and has collaborated with
fellow agencies and research institutes on successful open source initiatives, like the Team
Awareness Kit (TAK), a geospatial mapping engine, and FalconView, a multi-platform mapping

43 Ibid.
42 “Frequently Asked Questions (FAQs)” Code.mil. March 2018. https://code.mil/frequently-asked-questions.html.

41 “Code.mil: An Open Source Initiative at the Pentagon.” Defense Digital Service. March 2017.
https://medium.com/@DefenseDigitalService/code-mil-an-open-source-initiative-at-the-pentagon-5ae4986b79bc#.tphs
4mxqp.

40 “What Is Code.mil?” Code.mil. Accessed September 2021. https://code.mil/.
39 Ibid.
38 “Open Source Policy.” 18F. Accessed August 2021. https://18f.gsa.gov/open-source-policy/.

37 Mark Headd. “A New Focus Area for 18F - National Security & Intelligence.” 18F. Accessed August 2021.
https://18f.gsa.gov/2019/12/10/announcing-the-18f-national-security-and-intelligence-portfolio/.

36 “What We Deliver.” 18F. Accessed August 2021. https://18f.gsa.gov/what-we-deliver/.

www.secondfront.com   |   All Rights Reserved   |   2021               p8

https://code.mil/
https://tak.gov/products
https://tak.gov/products
https://www.nga.mil/resources/FalconView.html
https://code.mil/frequently-asked-questions.html
https://medium.com/@DefenseDigitalService/code-mil-an-open-source-initiative-at-the-pentagon-5ae4986b79bc#.tphs4mxqp
https://medium.com/@DefenseDigitalService/code-mil-an-open-source-initiative-at-the-pentagon-5ae4986b79bc#.tphs4mxqp
https://code.mil/
https://18f.gsa.gov/open-source-policy/
https://18f.gsa.gov/2019/12/10/announcing-the-18f-national-security-and-intelligence-portfolio/
https://18f.gsa.gov/what-we-deliver/


and mission planning application.44 Platform One, the Defense Department’s enterprise-level
DevSecOps managed service, open sourced its architecture and platform and published its code
on Repo One, in an effort to both increase transparency and “share code across DoD and the DIB
[defense industrial base] including startups/corporations.”45 Service-run software factories are
also engaged with the OSS community to some degree. Public information on such efforts are
limited, though the Air Force’s Kessel Run highlighted one of its engineer’s submissions to a
popular open source message broker, RabbitMQ, this year.46

The Defense Advanced Research Projects Agency (DARPA) also announced an OSS-related
endeavor in 2021. The Artificial Intelligence Exploration (AIE) SocialCyber Opportunity is aimed
at ensuring the integrity of open source software platforms supporting DoD infrastructure.
Specifically, the project will explore capabilities to detect and counteract cyber-social operations
“that may target OSS developer communities through combinations of submissions of flawed
code or designs, social media campaigns against OSS developers and maintainers critical of the
flaws, as well as via misleading bug reports, obfuscating technical discussions and social capture
of functional authority on OSS projects.”47 DARPA released the related solicitation in March 2021
with a project start date in June 2021. Details on the contract awardee were not available as of
August 2021.48

Elsewhere in the national security community, the National Security Agency (NSA) and National
Geospatial-Intelligence Agency also maintain accounts on GitHub, and the NSA made Ghidra, a
tool for reverse engineering software, available as open source in 2019. The tool helps security
researchers understand and analyze how malicious software operates, as well as cross-check
other pieces of code for vulnerabilities.49

FORECAST AND CONCLUSION

Though DoD’s approach to OSS has varied over the past two decades, the creation of Code.mil, as
well as Platform One’s contributions to Repo One and other projects highlighted above,
demonstrate the Department’s growing acceptance of OSS—and its own participation in the OSS
ecosystem—as a value-add for defense mission sets. As these efforts continue to develop and

49 Lily Hay Newman. “The NSA Makes Ghidra, a Powerful Cybersecurity Tool, Open Source.” Wired. March 2019.
https://www.wired.com/story/nsa-ghidra-open-source-tool/.

48 “Hybrid AI to Protect Integrity of Open Source Code (SocialCyber).” GovTribe. Accessed August 2021.
https://govtribe.com/opportunity/federal-contract-opportunity/hybrid-ai-to-protect-integrity-of-open-source-code-social
cyber-darpapa200207#updates-table.

47 Ibid.

46 “Kessel Run’s ADCP Contributes to Open Source Operator Community.” Kessel Run. September 2021.
https://kesselrun.af.mil/news/KR-ADCP.html.

45 “Platform One Resources.” Air Force Office of the Chief Software Officer. https://software.af.mil/dsop/platform-one-
resources/.

44 Rob Caudill and John Speed Meyers. “Code as Contract.” AFCEA. October 2021.
https://www.afcea.org/content/code-contract.
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mature, other initiatives from both the private and public sectors aim to provide information and
best practices that can help the government make smarter software development and
procurement decisions. In-Q-Tel, for example, released data this year from its GitGeo tool, which
analyzes the geographical location of software developers contributing to GitHub.50 Such
research, along with NTIA’s SBOM push and DARPA’s recent AIE SocialCyber solicitation, will
inevitably add rigor to DoD and other federal agencies’ risk assessments relating to OSS adoption
moving forward.

POTENTIAL AREAS FOR FURTHER STUDY

● Explore security standards and best practices for OSS in the context of a given use case;

● Compare and contrast the history, evolution, and current status of OSS and proprietary
software in the broader federal government focused on the optimal application of each;

● Examine the intersection between OSS and software supply chain security.

50 John Speed Meyers, et al. “GitGeo: Discover the Geography of Open Source Software.” In-Q-Tel. April 2021.
https://www.iqt.org/gitgeo-discover-the-geography-of-open-source-software/.
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METHODOLOGY
In producing this study, our research team reviewed industry reports, market research products,
and trade-specific professional commentary. We also reviewed marketing materials produced by
individual companies. Our team continuously monitors technology news and trade publications
related to the subject of this study.
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MORE INFORMATION
For more information about this report; our methodology, capabilities, and portfolio of offerings;
the Atlas Fulcrum platform; or any other comments or inquiries, please contact us at
research@secondfront.com.
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