Open InterCharge Protocol
for
Charge Point Operators

o intercharge Version 2.1

© Hubject GmbH
May 2016



OICP Version 2.1 for Chare Point Operators

Table of Contents

Table of Contents

TaDIE OF CONTENTS ..t sa e bt e s b et e s ne e e snr e s e e e ne e e snre e e nnee e e
1 el A geTo [U Y o3 1T o] o HOURR TP PP PP POPPPPTOPPRION
1.1 The HUBJECT PIALFOIM ...ttt e et e et e e e s bneeeeen
1.2 The Charge Point Operator (CPO) .......iiiiiiiiiiieeeiiiee ettt sbre e e snneee e
1.3 Yol 0] o PSP PP PP
14 (07010171 o) (o] o IS PP PR PPRTPIN
15 OVEBIVIBW ...ttt ettt e ekt e ekt o4t e 4 s et o4 et e s e et e e e e e e e e e e e e enre e e e e nnes
1.6 Release ManagemeNt.........ccooi i —————
1.7 FUMNEr OCUMENES ...ttt ettt e s e e s bt e e e e snbn e e e s annneeas
1.8 OICP protocol Version and SEIVICE VEISIONS .........uuieiiiriieiiiiiee st ettt e e

2 ComMmMUNICALION PArAdIGIMIS .. ce e
21 SOAP bbbt h e bbbt bt e bt e b et bt e nn e e beenbee e
2.2 1Tt 0 1 TP PP PP PP PUPPRO
2.3 AVAIADIITEY ..ottt et e et e e et e e e s b e e e rae e e e
2.4 S g g o= o Lo |1 o T PP PP PPUPR PR
25 STATUS COUBS ...ttt ettt e e st e e e e s et e e et e e e nr et e e e n e e e e anee
2.6 SeSSION NANAIING.......oooiiiiii
2.7 ProviderIDs and OperatoriDS.........cccooiei i
2.8 Hub Provider and HUD OPEIator ..........ooo i
29 Data PUSN OPEIALIONS .....cutieieeiiiiee ettt ettt bb e e e s bbbt e e s b e e e s nnnneeas
2,00 TIME ZONES. .. iteiie ittt ettt e et e e oo a ket e e oa b et e e oA ket e e e ekt e e e e e b bt e e e e ket e e e e bbe e e e e bae e e e anbaeeeeaa

3 SErvices and OPEIALIONS ...c.uiiiiiiiiiei ettt ettt e st e s e b b e e e e ab e e e e nbae e e e nees
3.1 eRoamMINGAULNONZAtION_V2.0 ...t
3.11 €ROAMINGAULNOMNZESTAIT .....cooiiiiiiie e

3.1.2 EROAMINGAULNOMNZESTOP. .. .eiieiiiiii et

3.1.3 eR0oamMiNGAULNONZEREMOLESTAN. .......cciiiiiiiiieii e

3.14 eR0oamMIiNGAULNONZEREMOLESIOP ... .eeiiieeiiiiiiieei e a e

3.15 eRoamingChargeDetailRECONM ..........coooiiiiiiiiiii e

3.2 €ROAMINGRESEIVALION_VL.0 ...cciiiiiiiiiiiiie ettt et e e
3.21 eRoamingAuthorizeRemoteReservationStart ..........ccccevveieeiiiiiie e

3.2.2 eRoamingAuthorizeRemoteReservationStOP........covveiie e

3.3 EROAMINGEVSEDGAIA. V2.1 ...ttt e e e et e e e e e e e s naeeeees
3.3.1 €ROAMINGPUSNEVSEDALA.........c.eeiiiiiiiee ettt a e e

3.4 EROAMINGEVSESIAUS V2.0 ..oiiiiiiiiiiiiiiii ettt e e e e e e s e e e e e e e s naeeeees
3.4.1 EROAMINGPUSNEVSESIALUS ........evviiiieie e r e e e s e e e e e e e s nanraeee e e e e e enns

Intercharge
. (eI
© Hubject GmbH

25

27



OICP Version 2.1 for Chare Point Operators

Table of Contents

4 Y T ToT T LT ST PP PPPPPR P PPPPPPPPIR: 30
4.1 Mandatory send messages DY CPO ... e e e e e e e s nnnranar e e e 30
41.1 €ROAMINGPUSNEVSEDALA...........cuviiiiiie e e e e s r e e e e s srarar e e e e e e e ennns 30
41.2 €ROAMINGPUSNEVSESTAIUS ......eeiiiiiiiie ettt 31
4.1.3 €ROAMINGAULNOMNZESTAIT .....coeiiiiiiie e 32
41.4 eRoamingChargeDetailRECON ...........ooeiiiiiiiiiiiie e 33
4.1.5 €R0amMINGACKNOWIEAGEMENT........uiiiiiiie e e e e e e e e e e e eans 35

4.2 Mandatory received messages DY CPO ... e e e nraaae e 36
4.2.1 eRoamingAuthorizeRemoteStart............cccoo o 36
422 €R0oamMiNGAULtNONZEREMOIESTIOP .....uvieee ittt 37
4.2.3 €R0oamMINGAULNOMNZAtIONSTAN .......ccoiiiiiiiiiiii e 38
424 €R0oamMiNGACKNOWIEAGEMENL.......ccoiiiiiii it 40

4.3 Optional messages SeENd bBY CPO ........cooviiiiiiiie e 41
43.1 €R0oamINQAULNONZESIOP.......ccc oo 41

4.4 Optional messages received by CPO ... 42
44.1 eRoamingAuthorizeRemoteReservationStart ..........ccccovviieeiiiiiee i 42
442 eRoamingAuthorizeRemoteReServationStOP. .......covvviiiiiiiii e 43
443 €R0oamMINGAULNOMNZAtIONSTOP.......eiiiiiiiie et 44

5 (D F= = 1Y/ 1 =1 S PP PUPPRSUPPPTINS 45
51 (Ofe]apT ol (o D= = N 1Y o 1= S PP 45
51.1 SEAIUSCOURTYPE ..ttt st e e e e s s bt e e e et e e e e 45
51.2 T[T g1 () o= 11 To] ¢ 1 1Y/ o 1= P PO PUPRPPI 45
5.1.3 EV SEMAICNTYPE ...ttt ettt et e s e e s s 46
514 GEOCOONAINALES TY P i —————— 46
5.1.5 GeoCo0rdiNAtESG OO IE TY PO .. e 46
5.1.6 GeoCoordinatesDecimalDegreeTYPE ...ccocoeieie i 46
5.1.7 GeoCoordinatesDegreeMinUtESECONASTYPE ....coeirriiieiiiiiiee ittt 47
5.1.8 ProviderAuthentiCatioNDataTYPE ......c.oiuuiiiiiiiiiee ittt a7
5.1.9 AuthenticationDataRECOIATYPE ....eeiiiiiiieiiiiiie ittt e e e raeee e a7
5.1.10 RFIDmifarefamilyldentificationTYPe ..........ueeiiiiiiiiiiiiee e a7
5.1.11 QRCodeldentifiCatiONTYPE ......uuuiiiiiaaieiiiiiie ettt ee e e e e e s e e e e e e e e eeeeees 48
5.1.12  PlugAndChargeldentificatioNTYPe .......ccuuuiiiiiiieiie e 48
5.1.13  RemoteldentifiCationT VPO . ..c.ciuueiieiiiiiie ettt e 49

I 00 Ao [0 | (=T Ko R I Y o 1= T PR 49
LN I T YT T o o [OF=T ) =T g 1Y/ o = SR 49
5.1.16  OperatorEVSEDAIATYPE ... 50
5.1.17  EVSEDAtaRECOIATYPE ...ttt e e et e e e e e e neneees 50
5.1.18  OperatorEV SESIAtUSTYPE ... 53

© Hubject GmbH

intercharge
e W14 ],
=i 3
{01 13
everywhere



OICP Version 2.1 for Chare Point Operators

Table of Contents

5.1.19 EVSEStAtUSRECOIATYPE .o iiiiieiiie e e e ettt e e s s st e e e e e e s s st e e e e e e s e e nanneaee e e e e e s annnnnenes 53
LN 2 O B o = T o I 1Y/ 1= SRR 53

5.2 Simple SPecification DAt TYPES ....uuuiiiieeiiiiiiiiiie e e iestr e e e e e s s s e e e e e s e ss e e e e e e s e ssnrreaeeeees 54
521 AULNOZAtIONSTAIUSTYPE ..ttt et e e bb e e e sbneeeeans 54
5.2.2 ACCESSIDIILYTYPE .ottt e et e e e st e e e s sbr e e e e s brreeean 54
523 ChargiNgFaClitY TYPE ..ot e e 54
5.2.4 L (U I 1Y o1 RSP 55
5.2.5 (O(aT= 1o 1 Te 1Y (0T L= 1Y/ o 1= PSP 56
5.2.6 Y11 g oY gl ot i o] 0]\ oo [N Y/ o 1= PP 56
5.2.7 PayMENTOPIONTYPE ...ttt ettt bb e e abn e e e s nnnees 57
5.2.8 GeoCoordinatesSReSPONSEFOMMAITYPE. .....ciiiiiiiie ittt 57
5.2.9 HAShFUNCHONTYPE ..eiiiiiiiiieiie ettt ettt n e e s as 57
5.2.10  EVSESIAIUSTYPE cv.veveeeeeeeeeeeeeeeeeeeeeeeteseeeseeeeeseeeee e eeeeeee et et es s s seeeeses s eeee e et eneneneeseenees 57
5.2.11 CodeType (list of error and status COAES) ......coovviviiiiiiii i 58
L I O T[] 1 YA @ 0T [=N 1 o= 59
I R T o oo [0 | B 1Y o1 T O OO PP PP TP PP 59
5.2.14  ValuEAdJEUSEIVICETYPE ...oiiiiiiiiie ittt ettt et e e st e e e e ibee e e e eneee 60

5.3 Simple Restricted String Data TYPES .....cooiiuiiiieiiiiiie ittt e e e 61
5.3. 1 EVCOIDTYPE ..coveiieeeeeeeeeeeeeeeeeee e see s s e n s ens st s asn s s e nenenan 61
5.3.2  EVSEIDTYPE ovieeeeeetteeeeeeeeeee et e et ee et ee e e et e e e et e e e et et et en e s et eeee e ettt en s 61
5.3.3 L (0 A Vo [T 0 1Y/ o = 62
534 (@ oT=T = (o] | B 1Y/ o[ RUPPPUPTRT 62
5.35 GeoCoordinateSGOOGIEFOrMAITYPE ....couviiieiiiiie ittt 62
5.3.6 GeoCoordinatesDecimalDegreeFormMatTYPe ......ccoiuueieiiiiiee ittt 63
5.3.7 GeoCoordinatesDegreeMinuteSecondsFOrmatTYPe .........coovviiieiiiiiee e 63
5.3.8 S S S 0N D T Y P i ———————————— 63
5.3.9 PhONENUMDEITYPE ..ot e e e eeeaaeas 63
5.3.10  UIDTYPE 1ottt ettt ettt 64
B5.3.11 HASNVAIUETYPE ..ottt sttt et e e s et e e e e nbe e e e e 64
I 0 A o Tox- 1 74=To [ o] {0 1 1Y, o1 T TP 64

6 F Y o] o 1= o Yo |1 QPP PP 65
6.1 Business Process Diagram eRoamingAUthOrZation .............oooieiiiiiiiioiiiiiiiieeee e 65
6.2 Business Process Diagram eRoamingAuthorization Remote .........cccccevviiiieiiiiiienniece e, 69
6.3 Business Process Diagram eRoamingRESEIVALION ..........c.ueieiiiiiieiiiiiie e 73
6.4 Business Process Diagram eROamiNgEVSEDALA ..........ccvvveeiiiiiiiiiiieie e ccriieie e ssivaeee e e 77
6.5 Business Process Diagram eROamMIiNGEVSESLAtUS .........ccooiiiiiiiiiiiiiieeaiiiieeee e 78
7 Glossary and ADBDIeVIAatiONS .......ciiii i e e a e 79

Intercharge
. (eI
© Hubject GmbH !



Table of Contents

8

OICP Version 2.1 for Chare Point Operators

Best practiCes data fieldS . ...
8.1 EROAMINGEVSEDALA ... eveieiiiee e e e e s e e e et e st e et e e e s s aantrareeeeeesannnnrenes
8.2 Charge Detail RECOIUS.........uuiiiiiee it e e e e e s e e e e s e st eeee e e s s aanbraereaeeesannnnnenes
) Ierch
© Hubject GmbH @:E ;




OICP Version 2.1 for Chare Point Operators

Introduction

1 Introduction

1.1 The Hubject Platform

The goal of the fHubject B2B Service Platform ( H B Sig t0 enable the electric mobility market in Europe by
providing an information and transactional gateway for businesses such as charging infrastructure providers,
mobility service providers and vehicle manufacturers.

HUBJECT
eROAMING CUSTOMER
CONTRACT CONTRACT

CHARGE
POINT
OPERATOR

EMOBILITY
SERVICE

. PROVIDER
CUSTOMER

MANAGEMENT
SYSTEM

HUBJECT

PLATFORM
CHARGE POINT

MANAGEMENT
SYSTEM

OICP
OPEN INTERCHARGE
PROTOCOL

|

The enabler functions of the platform include:

A Ensuring the interoperability of the public and semi-public infrastructure through promotion of accepted
standards within the network and open business user interfaces to the platform

A Simplification of authentication and authorization procedures through a trustworthy instance as well as
safekeeping of sensitive data through the uncoupling of personal data and anonymous user data

A Automation of contract-based business relationships between power suppliers, car manufacturers,
infrastructure service providers as well as further mobility business parties

A B2B information services for the realization of advanced services within the areas of energy
management, traffic management, vehicle reservations, intelligent charging, car sharing and intermodal

mobility

Intercharge
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1.2 The Charge Point Operator (CPO)

Hubject has been connecting various players in electric mobility since the foundation in 2012. Via eRoaming

Hubject provides Europe-wide, customer-friendly charging for electric vehicles.

The two main partner groups are on the one hand providers of emobility services (EMP) which want to enable EV
drivers to access charging infrastructure and on the other hand charge point operators (CPO) which want to boost

the capacity utilization of their charging infrastructure.

Our solution for charge point operators:

As a CPO you can profit from our solution SHARE. It allows customers who have a contract with an EMP to charge
their vehicles using your charging infrastructure via eRoaming. For this purpose you need to get connected to the
eRoaming platform HBS (Hubject Brokering System). The HBS functions as an open emobility market place, which

creates an open synergetic network that everyone profits from in the end.

1.3 Scope

The information exchange between Hubject and Electric Mobility Provider (EMP) systems or Charge Point Operator
(CPO) systems is entirely based on web service communication. This document describes the corresponding
service interfaces. The Open InterCharge Protocol (OICP) is the most widely implemented communication standard

between European EMP and CPO systems.

The information exchange is in most cases based on contractual relationships between EMPs and CPOs. In these
cases, Hubject only processes service requests in case that there is a valid contract for the requested service. The
way how EMPs and CPOs manage their service contracts is out of scope of this document because contract
management is conducted via a GUI-based system component.

This new OICP Version 2.1 contains new services and data types to enable new business processes for the
Partners who use the HBS all over Europe.

intercharge direct:

For ad-hoc access to charging points, Hubject offers the direct payment solution intercharge direct. intercharge
direct is entirely based on OCIP web services and can be seamlessly integrated into every charge point connected
to the Hubject platform.

1.4 Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC 2119].

Intercharge
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1.5 Overview

The following diagram on the next page gives an overview of all service operation messages that can be
exchanged between Hubject and the corresponding EMP, respectively CPO systems.

Chapter 3 introduces the supported web services and the corresponding service operations in detail. Chapter 4
defines the messages that will be exchanged between Hubject and partner systems. Chapter 4 specifies the data
types of the messages. Chapter 5 details the required Data Types. Furthermore, every service is described in detail
by a business process diagram, which is part of the appendix.

Intercharge
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1.6 Release management

The release of the new OICP version utilizes the newly included concept of the HBS-Release management. This
allows the reduction of the number of interface changes and makes them more predictable. Therefore spontaneous

Releases can be avoided. This means, that two times a year a new version of the HBS is released:

A April the 15 of each year there MAY be a new release of the HBS without interface adaptation
A October the 1%t of each year, there MUST be a new release of the HBS, included changing the interface

description

The validity of a new OICP Version MUST be supported for two years. This means the newly introduced OICP
Version 2.1 can be used from October the 1%, 2016 and is available for usage till September the 30", 2018.

Each Partner who uses the platform MUST deposit the OICP version used by him in his system and which is used
to communicate with HBS. At the database level, the current guidelines are to be implemented in the system, i.e.
new mandatory fields should be filled with a value. To communicate between the versions, the following data
matching scenarios are used and are mapped by the HBS.

1.7 Further documents

To enable a fast and efficient connection process between the Hubject Brokering System and Partner Systems the

following documents contain further information.

A ARel ease notes f or 2.Mtoh-eCon@ihsCalt int¥rfaae selated user stories, which were
developed for OICP Version 2.1, all not-interface related stories are not shown.

A AMappi ng Doc ume€aontaiast theodesdription of all mappings which are necessary due to
interface modifications from OICP-2.0 to OICP-2.1

A AThe Hub| et Contiifis kall kelevant information regarding the onboarding process and the

technical information holistically

HUBJECT

-onnecting emobility networks.

Intercharge
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1.8 OICP protocol version and service versions

Until OICP version 2.0 the overall functional OICP protocol version and the technical web service versions, which
are part of the service endpoints and the namespaces, have been the same. So OICP 2.0 only contained services

with version 2.0.

With the OICP protocol version 2.1 and the introduction of the new reservation service this version correlation has
been abolished. This allows more flexibility and avoids unnecessary changes. Thereby, it minimizes implementation

work at partner side, in case that a service does not change functionally with a new OICP version.

The table shows all web services and their current version as part of OICP version 2.1.

Service Version

eRoamingAuthorization 2.0
eRoamingReservation 1.0
eRoamingEvseData 21
eRoamingEvseStatus 2.0

Intercharge
. (eI
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2 Communication paradigms

2.1 SOAP

The service communication between provider systems and Hubject is based on the most widely used web service
standard SOAP 1.1. Due to this, the technical interface description is represented by WSDL files that are created

for every eRoaming service, which supplement this document.
All described web services are synchronous.

All service messages exchanged between Hubject and partner systems MUST use UTF-8 character encoding.

2.2 Security

The Hubject system has been designed to be secure. As a consequence the following patterns are not allowed in
the data of SOAP requests:

&amp;gt &amp;lt ; < >
create delete drop execute insert
select truncate update
El ements of the ChargingFacilityType are all owed to

The usage of spaces outside of quotes in a field is not allowed, if not stated otherwise.

2.3 Availability

The Hubject system will be set up in a highly available environment. Please check the partner contract for details.

2.4 Error handling

Service requests that are sent to Hubject will be validated against the corresponding WSDL (technical service
definition). In case that a request does not match the WSDL, Hubject responds with a standard SOAP fault

message indicating the format violation.

In case that a partner system cannot be addressed by Hubject, Hubject will monitor the connection error in the

service session logging.

In case that a partner system does not respond to a request by Hubject within the internally defined period, Hubject

will monitor the connection timeout in the service session logging.

Intercharge
. (eI
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General Hubject system errors that MAY occur during service processing will be caught. The system will then
respond to the service requestor with a default eRoamingAcknowledgement message.

2.5 Status codes

Most service response messages eReamihgdckmowledgemedit(see 41ls5C®hd e 0 f i
node provides a standardized code and status description that can be used to return details about certain process
statuses. If for example an eRoamingAuthorize request fails, the requested provider can e.g. specify why the user

cannot be authorized.
Chapter 5.2.11 contains an overview of all relevant status codes.

The different states are standardized in order to make automated status processing possible. Backend systems

only have to analyze the provided status code, irrespective of the functional status description.

The StatusCode node additionally contains the optional
individual information or process details that go beyond the standardized description. In case that the optional
iDescriptiono field is used, the fbelewd should contain onl

Intercharge
. (eI
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2.6 Session handling

Some web service operations that are defined in chapter 3 together form a functional business process,

respectively a functional session.

Example:

The operations in eRoamingAuthorization (see 3.1) cover a charging session. A charging session can be started
with eRoamingAuthorizeStart or eRoamingAuthorizeRemoteStart operations and stopped with the corresponding
operations. Consumption data belonging to a charging session can be sent using the

eRoamingChargeDetailRecord operation.

In order to be able to relate operations to the correct session, Hubject assigns a SessionID to every session after
the reception of an initial request (e.g. eRoamingAuthorizeStart). The SessionID is part of the operation response
and MUST be provided with each subsequent request that belongs to the session. In case that a request contains a
SessionID that has not been created by Hubject or that is not valid, the request receives negative response and no
further process steps will be conducted.

Hubject uses globally unique identifiers (GUID) for SessionID creation. Furthermore, it is possible that partner
backend systems use their own session concept. Hubject supports this by offering a second (optional) request
parameter PartnerSessionID. CPO partner systems can use this parameter to send their own session IDs. Hubject
will assign a PartnerSessionID to the Hubject SessionID and will add the PartnerSessionID to every operation
response so that the CPO partner systems can relate the operations to their own session handling.

Note:
Regarding eRoaming services, the SessionID will be the leading process identifier.

2.7 ProviderIDs and OperatorIDs

Most web service operations require the provision of a ProviderID (EMP) or OperatorID (CPO), depending on
whether the operation is requested by EMPs or CPOs. The ProviderID is a composition of a country code and a
three-digit string (see 5.3.3). The OperatorID is a composition of a country code and a three or three- to six-digit
string (see 5.3.4), depending on whether the ID relates to the DIN or the ISO standard.

The country codes have been appended to the IDs in order to guarantee doubtless cross-national partner

identification.

The IDs are assigned to a specific partner role and they are cross-market unique. There are two roles: eMobility
provider (EMP) and charge point operator (CPO). A partner can have one or both roles. In case that a partner has
both roles, two IDs (ProviderID see 5.3.3 and OperatorID see 5.3.4) will be assigned to the partner. Depending on
which ID is provided with a service request, Hubject can identify the role that the partner has regarding the current

service session.

Intercharge
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If the appropriate ProviderlD and OperatorID can be provided implicitly through EVCO- or EVSEIDs, EVCOIDs

contain the correspbndEVNSEENMPOsoRtavndehe corresponding C

With every web service request, Hubject compares the given Provider-or Operator|I D to the par

certificate information. Thus Hubject makes sure that a partner cannot request operations in the name of another

partner by simply sending another partnerdés | D. I n case
and the client certificate information used with the request, Hubject will not perform the operation and will respond
with the status code 017 AUnauthorized Accesso.

The following process diagram describes the partner identification process. It is performed at the beginning of every
web service operation, which is described in this document. Correspondingly the diagram amends all process

diagrams in the appendix.

B2B partner Hubject

=1

Compare given Provider- or
OperatorlD (EMP or CPO) and
S5L certificate information

[\

Request operation

SOAP request
SSL client certificate

1D and certificate match?

true

X

[

Unauthorized
Access notification

n Send

unauthorized

Continue semice
operation

access response

SOAP response
(StatusCode 017)

Process aborted
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2.8 Hub Provider and Hub Operator

Partners that are registered with Hubject have the possibility to bundle sub providers (EMP) or sub operators (CPO)
and to act as fAhub providero or fAhub operatoro. Thus, the
will use the hub partner system in order to communicate with Hubject. The following diagram shows the

relationships between Hubject, hub partners, and sub partners.

‘ Hub CPO }—{ Hubject }—{ Hub EMP ‘

‘ Sub CPO 1 ‘ ‘ Sub CPOn ‘ ‘ Sub EMP 1 ‘ ‘ Sub EMP n ‘

Hubject may receive service requests that contain sub partner information, e.g. an EVCOID containing the
ProviderID of a sub partner. In such cases - when Hubject does not find the ID within the group of registered
partners 1 Hubject will check whether the corresponding partner is bundled by a registered hub provider or hub
operator. If so, the following service process will be conducted on behalf of the hub partner.

Note:

The web service fields ProviderID and OperatorID that are described in chapter 2.7 MUST always provide the ID of
the actual communication partner. So, in case of a hub/sub scenario the fields always provide the ID of the hub
partner. Sub partner IDs will only be provided implicitly through EVCO- or EVSEIDs.

Example:

The following diagram shows a sample scenari o. DEA 5h6udh. EAMP
customer of the sub EMP wants to charge a vehiclimeselfga a CP
an EVCOID that contains DBide5 6soub HEMP desc tP DEsavd iilaet r wiiDd diim ni ft yn e
EMPs that are registered with HubjecDE*4560ns esqbamtdllye,d HByb j
EMP. Hubject identifies the hub EMP and continues the process on behalf of the hub EMP. This means that e.g. an

online authorization request or the forwarding of a charge detail record request will be sent to the hub EMP.

In case you are operation charging stations in different countries, please make sure each EVSE is equipped with
the correct country code and the corresponding Operator ID. This Operator ID than, has to be a sup operator ID of

your main ID.
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Sub EMP(Example Pravider|D: DE*456] Hub EMP Hubject CPO End customer of Sub EMP
Y
.

= p——,

-
[
Bundle Sub EMP

-

Configure
Bundling on
Hubject

Bundiing Relationships.
Hub->Sub

Roaming case

-
L Start charging
K- --1+7 T - —9 process atcharging
; station of CPO

=Get ProviderlD
from EVCOID

Send request for
authorization

EVCOID = DE*456*Aet5e4*3 (EVCO belongs to Sub EMP)

i
eRoamingAuthorizeStart
s (EVCOID = DE*456"Aet5ed"3) Example: Plug&Charge-ldentification,

ProviderlD DE*456 not|registered with Hubject

A 4

gche:kwnether

ProviderlD DE®456 is

bundled by registered
EMP

Proceed process with
Hub EMP

2.9 Data push operations

Hubject offers different operations that allow partners to upload (push) data, e.g. authentication data or for the CPO
EVSE data (see 3.3.1).

In order to guarantee data consistency, data push requests that address the same operation MUST always be

processed sequentially. They MUST never be executed in parallel. This means that a partner system MUST always

wait for the Hubject systemds operation response before |

The reason for this is that push requests that are sent in parallel are also processed in parallel by Hubject. Thus,
different requests may overtake each other and change their sequence before Hubject stores the data. This could

lead to unintended data conditions.

Example:
A CPO sends an EVSE full load (see 3.3.1) with several hundred EVSE records. Shortly after that, the same CPO
sends an EVSE full |l oad with only one EVSE record.

overwrite the first, resulting in only one valid EVSE record. But probably the second (small) request will overtake the
first (big) request. This results in the big request overwriting the small one and with it several hundred valid EVSE

records on the Hubject system.
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2.10 Time zones

Message fields that ar e speci fied by t he field t
eRoamingChargeDetailRecord, see 4.1.4) are technically assignedt o t he XML data type fidat
allows specifying a time zone by specifying an offset.

The time needs to be aenpil eeredaitre tphe sf droma eferiingnio ISOt es a
8601:1988 (E), with a time zone offset in hours and minutes. A time zone offset of "+hh:mm" indicates that the

date/time uses a local time zone which is "hh" hours and "mm" minutes ahead of UTC. A time zone offset of "-

hh:mm" indicates that the date/time uses a local time zone which is "hh" hours and "mm" minutes behind UTC.

YYYY-MM-DDThh:mm:ssTZD, e.g. 014-02-0 1 T15: 45: 00+02: 000

where:

YYYY = four-digit year

MM = two-digit month (01=January, etc.)

DD = two-digit day of month (01 through 31)

T = separator

hh = two digits of hour (00 through 23) (am/pm NOT allowed)
mm = two digits of minute (00 through 59)

Ss = two digits of second (00 through 59)

TZD = time zone designator (+hh:mm or -hh:mm)

Messages that are sent to Hubject and that Hubject directly passes to another partner (e.g.

eRoamingChargeDetailRecord from CPO to EMP) will not be changed by Hubject (including time zone specifics).

Because of the need for time based charging fees it is ma

time zone offset which refers to the charge point location.

In case that Hubject receives messages and stores the data, all date time values will be converted to the Hubject
time zone - the time zone were the Hubject system is running. Consequently, all date and time values that can be

monitored in the Hubject system implicitly have the Hubject time zone.

In case that partners download data that is stored on the Hubject system (e.g. using the

eRoamingGetChargeDetailRecords operation, date time field values will always have the Hubject time zone.
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3 Services and Operations

Each message requires a message in return (at least an acknowledgement).

Each system must cope with possible connection error scenarios as well as with different strategies to solve

inconsistencies.

Every service is offered by Hubject. Some of the described services MUST also be offered by the connected
provider systems, because Hubject forwards incoming requests to partner providers, which presumes that the
corresponding service is offered by the partners (e.g. eRoamingAuthorization).

Other services will only be consumed by provider system, which means that they do not have to be offered by the
provider systems. E.g. the eRoamingAuthenticationData service will only be offered by Hubject.

The names of a | | following services contain a version and

feRoamingAuthorization_V2.00 . The reason for this is that Hubj ect
service at the same time. This requires different technical service end points (service URLS). The version in the
name guarantees different service end points.

3.1 eRoamingAuthorization V2.0

The service eRoamingAuthorization contains several different operations. It MUST be offered by Hubject and the
partner systems.

3.1.1 eRoamingAuthorizeStart

A Request message: eRoamingAuthorizeStart

A Response message: eRoamingAuthorizationStart

Functional description:

Scenario:

A customer of an EMP wants to charge a vehicle at a charging point of a CPO. The customer authenticates at the

chargingpointt. The CPOO&6s operator system does not r Mevesthrledssine

ar e

pot ¢

t

order to authorize the char gneRpamingAbtieoriz€SEad feguessty ISubjectnThe a n

request MUST contain the OperatorlD and the identification data (e.g. UID or EVCOID) and MAY contain the
EVSEID.

Hubject generates a SessionID for the charging process and persists important session data (SessionlD, EVSEID,
identification data).

Regarding the further service processing, there are three different options:

Intercharge
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A) Hubject first tries to authorize the customer offline by checking authentication master data. Authentication
data can be uploaded by EMPs using the eRoamingAuthenticationData service.

CPO Hubject Brokering System

I eRoamingAuthorizeStart ————

l}————— eRoamingAuthorizationStart ———— |

B) In case that offline authorization is not possible, Hubject tries to derive the EMP from the provided
identification data. QR Code and Plug&Charge identification data contain the EVCOID. Hubject can derive
the EMP6s Provider|I D from the EAaRGaINgAuthokizaajt equeststoi | | di
the EMP. The EMP provider system checks the requested authentication data and responds accordingly,
either by authorizing or not authorizing the request. The response MUST contain the ProviderID and the
AuthorizationStatus and MAY contain a list of identification data that is authorized to stop the charging
process. In case that the EMP provider system cannot be addressed (e.g. due to technical problems), the

corresponding provider wild/l be dealt with as if respo

CPO Hubject Brokering System EMP

eRoamingAuthorizeStart

eRoamingAuthorizeStart 4>7

eRoamingAuthorizationStart

—— eRoamingAuthorizationStart

C) In case that Hubject cannot derive the EMP from the identification data (e.g. with RFID identification),
Hubject identifies all EMPs that are under contract with the CPO (EMPs must be the service subscriber)
and forwards the eRoamingAuthorizeStart request to all these EMPs (broadcast). Hubject consolidates alll
EMP responses and creates an overall response, authorizing the request in case that one EMP authorized
the request.
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CPO Hubject Brokering System EMP 1 ‘ ‘ EMP n

———eRoamingAuthorizeStart 4»_

—eRoamingAuthorizeStart

eRoamingAuthorizeStart

4» eRoamingAuthorizationStart

l}— eRoamingAutharizationStart

§—— eRoamingAuthorizationStart

In case that the request for authorization was not successful, Hubject deletes the corresponding SessionID for the
charging process.

The response from Hubject to the CPO contains authorization details and in case of successful authorization the
created SessionID and the ProviderID of the authorizing provider.

Pin Security:

The eRoamingAuthorizeStart request contains one of the defined identification types (see 5.1.2). The identification

type A QRCodel dent i5f1lill) acdnfainsn-Tly @ £idod e(ss eteh e AEMCOIMIONOT ifeil edl d
AfHashedPI No0 field (only one of the two options must be pr

For security reasons and as a general rule, Hubject does not store PINs in clear text, but always as encrypted hash
values. In order to prevent hashed PIN values that may have been picked illegally from being used to request the
authorization for charging processes, the PIN value MUST always be provided in clear text within the
eRoamingAuthorizeStart request. This means thatthi s oper ati on MUST al ways provide
Hubject will always generate a hash value of the provided PIN before checking the offline authentication data. So,
in case that a PIN is provided by mistake as hashed value, Hubject automatically generates a hash of a hash,

which eventually leads to a denial of authorization.

In order to create hash values, Hubject applies the hash algorithm that the EMP has assigned to the QR Code

identification record.

Intercharge
. (eI
© Hubject GmbH 21



OICP Version 2.1 for Chare Point Operators

Services and Operations

3.1.2 eRoamingAuthorizeStop

A Request message: eRoamingAuthorizeStop

A Response message: eRoamingAuthorizationStop

CPO Hubject EMP

HubjacthutharizaStop

HubjecthuthorizeSiop

HubjectauthorizationSiop
Hubjactuthari zation Stop

eRoamingAuthorizeStop basically works similar to the service eRoamingAuthorizeStart. The request is sent in order
to authorize the stopping of a charging process. The request MUST contain the SessionID that was created by
Hubject after the initial eRoamingAuthorizeStart request. In most cases, Hubject can derive the EMP that has
authorized the EMP 6 s ¢ ufsoimn thensession and can directly and offline authorize the request or forward the
request for stopping to the EMP. In case that the charging session originally was authorized offline by the HBS, the

session MUST only be stopped with the same medium, which was used for starting the session.

3.1.3 eRoamingAuthorizeRemoteStart

Note:

This operation is used by EMPs in order to remote start a charging process.

The service that is offered by Hubject in order to allow customers to directly start a charging process via mobile

app.

1 Request message: eRoamingAuthorizeRemoteStart

1 Response message: eRoamingAcknowledgement

CPO Hubject Brokering System EMP

‘— eRoamingAuthorizeRemoteStart

eRoamingAuthorizeRemoteStart

eRoamingAcknowledgement —— |

eRoamingAcknowledgement —
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Functional description:

Scenario:

A customer of an EMP wants to charge a vehicle at a charging station of a CPO. The customer informs his EMP of

his intention, e. g. via mobile phone or smart phone appl
charging pr oc es s girgtstatipnhby se@pgadeRoamihgAuthorizeRemoteStart request to Hubject.

The request MUST contain the ProviderID and the EVSEID.

Hubject will derive the CPOb6s Operatorl D from the EVSEI D.

Hubject will check whether there is a valid contract between the two partners for the service (EMP must be the
subscriber). If so, Hubject continues with checking the charging point compatibility. In case that the CPO has

uploaded at least one charging point data record (see 3.3.1), Hubject will check whether the requested EVSEID is

among the uploaded data. If not, Hubject will respond with the statuscode 6 03 A Unknown EVSEI Do. (.
will check whetherthe charging spotds property filsHubject CoHlubeati bl e
will respond with the statuscode6 04 AEVSEI D is not Hubject compatibleo.

In case that the requested EVSEID is compatible or the CPO has not uploaded any EVSE records at all, Hubject
generates a SessionID for the following process and forwards the request (including the SessionID) to the CPO.
The CPO MUST return an eRoamingAcknowledgement message that MUST contain the result indicating whether

the charging process will be started and that MAY contain a status code for further information.

In case that the CPO&6s system cannot be addressed (e.g.
requestor a fAfalseo result atiorderrm. message indicating the ¢

3.1.4 eRoamingAuthorizeRemoteStop

1 Request message: eRoamingAuthorizeRemoteStop

1 Response message: eRoamingAcknowledgement

CPO Hubject Brokering System EMP

l— eRoamingAuthorizeRemoteStop

eRoamingAuthorizeRemoteStop

eRoamingAcknowledgement —— =

eRoamingAcknowledgement ——
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eRoamingAuthorizeRemoteStop basically works in the same way as eRoamingAuthorizeRemoteStart.

The only difference is that this request is sent in order to initiate the stopping of a charging process. The request

MUST contain the SessionID that was created by Hubject after the initial eRoamingAuthorizeRemoteStart request.

3.1.5 eRoamingChargeDetailRecord

A Request message: eRoamingChargeDetailRecord
A Response message: eRoamingAcknowledgement

Functional description:

Scenario:

A customer of an EMP has charged a vehicle at a charging station of a CPO. The charging process was started

with an eRoamingAuthorizeStart or an eRoamingAuthorizeRemoteStart operation. The process may have been
stopped with an eRoamingAuthorizeStop or an eRoamingAuthorizeRemoteStop operation. A preceding stop
request is not a necessary precondition for the processing of an eRoamingChargeDetailRecord request. The CP OO s
provider system MUST send an eRoamingChargeDetailRecord (CDR) after the end of the charging process in

order to inform the EMP of the charging session data (e.g. meter values and consumed energy) and further

charging process detalils.

Note:
The CPO MUST provide the same SessionID that was assigned to the corresponding charging process. Based on
this information Hubject will be able to assign the session data to the correct process.

Hubject will identify the receiving EMP and will forward the CDR to the corresponding EMP. The EMP MUST return
an eRoamingAcknowledgement message that MUST contain the result indicating whether the session data was

received successfully and that MAY contain a status code for further information.
Hubject will accept only one CDR per SessionID.

In addition to forwarding the CDR to the EMP, Hubj ect
system cannot be addressed (e.g. due to technical problems), Hubject will nevertheless return to the requestor a

positive result provided that storing the CDR was successful.
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