Using Splunk and Red Hat® Ansible®
Automation Platform to Automate
Secure Configuration Audit
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With the increasing complexity of modern hybrid IT environments, it is fundamental
to understand how to automate and centralize compliance data. Why? Automation
saves you and your team time – and money – by automatically running applications
or infrastructure. Automation substantially reduces manual intervention which helps
to minimize the opportunity for human error which is fundamental for compliance
data capture. Centralized data makes it easier to deliver evidence to your auditor, plan
hardening activities and provide context to your security operations team.

Secure Configuration Benchmarks – Selecting the
Right one for your Organization
If your organization is already mandated to follow a compliance framework, you likely
have an existing secure configuration benchmark in place. Secure configuration
benchmarks are recognized and documented industry best practices for securely
configuring IT systems, software, and networks.1 Selecting a secure configuration
benchmark to evaluate your operating systems and cloud environment is an
important foundational step. They provide an evidence-based, detailed guideline to
creating a secure baseline configuration.
There are several control frameworks available, two of the most common and widely
adopted are:

CIS Benchmarks
CIS Benchmarks, published by the Center for Internet Security (CIS), are best
practices for the secure configuration of a target system. CIS Benchmarks are
the only consensus-based, best-practice security configuration guides both
developed and accepted by government, business, industry, and academia.2
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https://www.ibm.com/cloud/learn/cis-benchmarks
https://www.cisecurity.org/cis-benchmarks/cis-benchmarks-faq/

STIG Benchmarks
DISA STIG Benchmarks are similar to CIS Benchmarks but tailored specifically
towards US governmental requirements. Although US governmental
requirements drive these benchmarks, it does not mean they can't apply to
non-government or non-US based entities.

What secure configuration benchmark framework is the best? There is not a clear
winner. It really depends on your organization's specific objectives. The benchmark
standard you choose needs to meet your audit requirements, have strong
community support for automation and deliver on the needs of your overall secure
end-state vision. Partnering with an external party who has helped other companies
put configuration benchmark frameworks in place can help ensure you are selecting
the optimal ones for your needs.
Setting realistic targets is important and socializing the need with teams who will be
the day-to-day user of the secured environment is key to success. After choosing a
benchmark standard for your environment, the final step is to decide what level of
control you will apply. CIS, for instance, has 2 levels:
o

A Level 1 profile is intended to be practical and prudent, provide a clear security
benefit, and not inhibit the utility of the technology beyond acceptable means.3

o

A Level 2 profile is intended for environments or use cases where security is
paramount, acts as a defence in depth measure, and may negatively inhibit the
technology's utility or performance.4

It is important to understand each level's operational impact and how the level will
ultimately affect the end user’s daily experience and their ability to use various
applications and their features. Before settling on a level, you will need to run testing
and collect feedback so that you can make an informed decision – one that balances
security and business needs.
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https://www.cisecurity.org/blog/everything-you-need-to-know-about-cis-hardened-images/
https://www.cisecurity.org/blog/everything-you-need-to-know-about-cis-hardened-images/

Automating Secure Configuration for
Operating Systems
Once you have selected your secure configuration benchmark, you are ready to test
those configuration standards against your environment. To do this, you want to
select an automation tool that can assess both Windows and Linux operating systems
and has strong community support.
Red Hat® Ansible® Automation Platform is the ideal tool for this as it does all the
above and allows you to leverage some excellent community contributions for both
the STIG and CIS benchmarks. To assist you, there are Ansible playbooks aligned to
both Windows and Linux Operating Systems:
•
•

Windows 2019 CIS Benchmark: https://github.com/ansiblelockdown/Windows-2019-CIS
RHEL 8 CIS Benchmark: https://github.com/ansible-lockdown/RHEL8CIS

Using the playbooks as a guide, you can start by evaluating the secure configuration
of your base image. Once you have secured your base image's configuration, you will
know that any new systems built have been hardened to your standards.
Existing systems will require further testing to ensure compatibility with deployed
applications. Continuous evaluation of the environment will also be important as it is
reasonable to expect there will be some configuration drift that needs to be
monitored or remediated.

Automating Cloud Assessment
At this point, you have selected your framework and have started hardening the
configuration of your operating systems. The next step is to look at your cloud
providers, which takes some important up-front work. Each cloud provider will
require the configuration of an access token with the appropriate permission to read
configuration details used to complete the assessment. Each assessment tool and
cloud provider will have unique requirements. Additionally, you will need to choose a
system from which the assessment will be run.
There are many GitHub projects that will help automate the CIS benchmarks for
various cloud providers. They include:
•
•
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Prowler (AWS CIS Benchmark): https://github.com/toniblyx/prowler
ScoutSuite (Multi-Cloud Configuration Benchmark):
https://github.com/nccgroup/ScoutSuite

•
•

CloudSploit: https://github.com/aquasecurity/cloudsploit
Azure CIS Scanner: https://github.com/kbroughton/azure_cis_scanner and
https://github.com/rallyspeed/Azure-CIS

For example, if you only run AWS, Prowler would be an excellent option. It includes
the AWS CIS Controls and has the ability to format its scan results as JSON. For details
on the AWS CIS Benchmark, see the following document:
https://d0.awsstatic.com/whitepapers/compliance/AWS_CIS_Foundations_Benchmar
k.pdf
Our goal is to ensure we’re centralizing all of our audit data in one system. In our case
we’re looking to send the results of our benchmark assessments to our SIEM. JSON
output is what we’ll need and Prowler supports JSON output. Before we get to the
SIEM, first we need to setup some automation. The tasks to automated will vary
slightly depending on the type of source system you use (e.g. virtual, container, etc).
The following diagram outlines the execution options for prowler:

For our environment we’re going to use Ansible to execute our assessment task. It will
allow us to run the prowler script, capture the JSON output and send to our SIEM
(Splunk). Specifically, we will need to do the following:
•
•
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Clone/download the Prowler github repo (or use the docker container)
Install any pre-requisites (or use the docker container)

•
•
•

Ensure the AWS_ACCESS_KEY, AWS_SECRET_ACCESS_KEY, and
AWS_SESSION_TOKEN are set
Run the script and export the results as JSON
Send results to our SIEM

There are some specific AWS role permissions required, be sure to include at a
minimum the following two roles:
arn:aws:iam::aws:policy/SecurityAudit
arn:aws:iam::aws:policy/job-function/ViewOnlyAccess
More on detail on these steps in a minute, first we need to look at our options from
Splunk integration.

Centralizing Control Benchmark Details

Now that you have the assessment for each of your operating systems and your cloud
environment, you will need to provide those details to your security team. In this case,
the security operations team uses Splunk for investigation and triage, so let's look at
how you can link Ansible task output to Splunk data input.
Given the flexibility of both Ansible and Splunk there a many ways we can aggregate
data we generate in Ansible and funnel it back to Splunk. Ansible has out-of-the-box
support for task logging directly to Splunk, with this integration you will receive
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visibility to all your Ansible tasks not just the compliance task. The links below will
walk you through the process of setting up the Ansible Splunk logging integration:
•

•

Ansible Splunk Logger: https://docs.ansible.com/ansibletower/latest/html/administration/logging.html#splunk and
https://docs.ansible.com/ansible/latest/collections/community/general/splu
nk_callback.html
Splunk App for Ansible: https://splunkbase.splunk.com/app/4023/

Alternatively, we can use Ansible to produce JSON results and send those results
directly to our Splunk HEC server using the Ansible uri module. See the following
sample playbooks below for examples of sending JSON data to Splunk HEC from
Ansible:
•
•

https://github.com/mobia-security-services/ansible-prowler-splunk-hec
https://github.com/mobia-security-services/ansible-send-hec-event

Summarize Findings in a Dashboard
With all of your data centralized in Splunk, you can build dashboards to show your
current state and highlight areas that need improvement. By using automation to
assess operation systems and cloud configuration against secure configuration
benchmarks and centralizing the findings your security team can prioritize
remediation activities as opposed to data gathering.
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Additionally, you now have a historical view of configuration baselines from previous
scans. With this data, you can easily demonstrate progress and highlight key areas of
focus. Common areas of focus as a result of your controls assessment include:
1. Improve baseline configuration in images
2. Ensure application build, and testing is completed against a securely
configured environment
3. Build a common understanding of best practices

Regardless of where you are in your cybersecurity journey, baseline automation is
fundamental to your security posture and can be achieved through automation and
reporting using Ansible and Splunk. Working with a partner, like MOBIA, who has
collaborated with many organizations to build out and elevate their cybersecurity
functions can help you make sure you have the ideal secure configuration
benchmark in place.
To learn more email Inquiries@mobia.io.
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