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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Xi Jinping’s visit to Moscow, Google and
China’s answers to ChatGPT, the White House’s scathing report about cryptocurrency,
signs Russia’s space program is failing, Chinese use of CRISPR technology to restore
eyesight, how people feel more connected to robots with a name, assessments that

Chinese state hackers are the most prolific zero day exploiters, and decoupling between
the U.S. and China’s effect on trade.



NEXT5 EDITOR’S HIGHLIGHTS
→ Yesterday, TikTok CEO Shou Zi Chew testified before Congress where he attempted,
and failed, to convince lawmakers on both sides of the aisle that the Chinese app is not a
security threat. The hearing ran more than five hours and underscored growing concern about
Beijing’s potential influence over the app. In his testimony, Mr. Chew said TikTok is spending
$1.5B to create the firewall of U.S. data, leaving “American data stored on American soil by an
American company overseen by American personnel.” When that process is complete, he said,
it should eliminate lawmakers’ concern that some user data could be subject to Chinese law,
though he said engineers globally could access it as required for business purposes. Regarding
a possible sale, Mr. Chew said he did not think changing ownership would improve safety and
security, pointing to the privacy problems of U.S. tech platforms. Some lawmakers asked if he
agreed that China’s government has persecuted the Uyghur ethnic group, which U.S. officials
have characterized as genocide. He answered by saying content about that issue was available
on TikTok. While the hearing did not shed much light on how lawmakers plan to address their
concerns, several bills are under consideration in Congress that would outright ban TikTok.
Some ban U.S. companies from doing business with it while others allow the government to ban
or restrict other apps with ties to hostile foreign governments. Several lawmakers also urged
renewed consideration of comprehensive privacy legislation. Just hours before Chew’s
testimony, China’s commerce ministry publicly said it “firmly opposed” a forced sale of the app
or a ban in the U.S. #Geopolitics #Cybersecurity #DIG #Cybersecurity #SCRM #USA #CHN
WSJ NYTimes

Analyst Comment: TikTok is not the first foreign tech company to face this level of
scrutiny in the U.S. as China’s Huawei and Russia’s Kaspersky, among others, have
undergone several sanctions and bans in the past. However, this case underscores the
growing urgency for lawmakers to address how foreign tech should or should not be
incorporated into American society. And it highlights how tech companies are
increasingly caught in the cross hairs between the world’s two largest economies who
are now fighting over the firm’s business decisions. While Congress appears mostly
bipartisan towards its stance on TikTok, some Democrats protested calls to ban the app,
and American executives working for the company along with several influencers sat just
behind Mr. Chew during the testimony in solidarity. Additionally, at least one American
executive who represents TikTok Americas refused to acknowledge the Uyghur genocide
happening in China on televised American media, further leading viewers to believe the
app is indeed influenced by the Chinese government who refuses to acknowledge its
hate crimes. Looking ahead, we expect a CFIUS decision in the near term, and more
holistic legislation regarding foreign tech operations in the U.S., as well as data privacy
legislation - a policy area where the U.S. has fallen behind. Ultimately, the Biden
administration does not believe they have the authority to ban the app without an act of
Congress, but based on today’s hearings, that appears likely.

2
BACK TO TOP

© 2023 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://www.wsj.com/articles/tiktok-ban-ceo-congress-hearing-4bca3e2a?mod=hp_lead_pos1
https://www.nytimes.com/2023/03/23/business/china-forced-sale-tiktok.html
https://www.cnn.com/2022/12/20/business/tiktok-michael-beckerman-jake-tapper-uyghur-genocide/index.html


→ Xi Jinping’s visit to Moscow left Russia in a more subservient position to Beijing while
offering economic alternatives to the isolated country, but fell short of any peacemaking
deal in the Ukraine war. The visit was an especially strong sign of support from China for
Russia, coming just days after the International Criminal Court issued an arrest warrant for Putin
for alleged war crimes. Sino-Russian ties have been economically beneficial, and bilateral trade
surged last year. China now accounts for nearly a third of all Russian exports and Russia
recently became China’s top oil supplier. A joint economic cooperation statement published after
the visit stressed the two countries would seek to increase their use of “local currency,” such as
the Chinese yuan rather than the U.S. dollar in cross-border trade. While Xi initially touted his
visit as a peace mission centered around a 12-point position paper aimed at ending the fight in
Ukraine, it yielded no tangible results. Further, while Xi avoided condemning Putin’s war efforts,
he also did not promise to send any equipment or weapons to help Russia’s withering fighting
forces. As Xi bid farewell to Putin following a final state dinner at the Kremlin, he said, “Right
now there are changes the likes of which we haven’t seen for 100 years… And we are the ones
driving these changes together.” #SCRM #Geopolitics #CHN #RUS #UKR #5G #FIN NPR

Analyst Comment: While Putin likely did not get everything he wanted out of China from
this visit (largely equipment to fight Ukraine), it still signals to the West that he has an
alternative supplier and diplomatic partner. However, it also places Russia in more of a
subservient role, with some analysts and Kremlin insiders going as far to say that Russia
is becoming a Chinese resource colony. And, according to the Financial Times, a
Kremlin insider further said “Our servers will be from Huawei. We will be China’s major
suppliers of everything. They will get gas from Power of Siberia. By the end of 2023 the
yuan will be our main trade currency.” Further, at an event Next5 attended in DC, former
Secretary of State Condoleezza Rice said Putin does not want “to play second fiddle to
Xi” and she does not see that being a viable path for the two. Given the foregoing
reasons, the relationship appears mostly diplomatic for now and has yet to ring major
alarm bells in the West. If nothing else, it serves as a continuation of China’s interest in
becoming a global power other states depend upon for economic survival in the 21st
century. Overall, the visit was largely diplomatic for China but economic for Russia.

→ The Department of Defense’s new Office of Strategic Capital is working with partners
outside of the Pentagon to entice investment in the tech the DoD wants to see developed.
OSC’s first effort will piggyback on the Small Business Administration's Small Business
Investment Company (SBIC) program. SBA, unlike the DoD, can legally leverage “the full faith
and credit” of the federal government to guarantee loans to innovative firms. The aim is to give
private investors more confidence to invest their own money in technologies that might
otherwise be too high risk or too low return. SBIC was initially stood up under the Eisenhower
administration after the Society Sputnik Moment in 1957. Now, the US is having similar anxiety
about China’s investments in everything from AI to hypersonics. The goal of government loans
and loan guarantees is to make certain investments attractive to private investors. That is
particularly important in fundamental components of hardware, such as advanced materials for
chips, because so many investors favor software (~92% over hardware) which has lower risk
and higher returns. It is designed to be a co-investment - a choice and partnership, rather than a
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subsidy, according to OSC’s first director, Jason Rathje. In the 2024 budget, DoD requested
$115M for OSC, but the DoD does not have the authority today to do federal credit programs,
though Rathje said there are ongoing conversations about pursuing new authorities. Until then,
OSC will leverage interagency partnerships and authorities at 118 other federal credit programs
across the government to get the job done. #Geopolitics #USA #CHN #AER #CHP #DIG
Breaking Defense

→ The Department of Justice has issued further guidance and warnings against business
use of ephemeral messaging apps. Officials noted that when conducting an investigation,
DOJ prosecutors will consider a company’s use of ephemeral and encrypted apps, whether the
company preserved those communications, and if those messages are accessible for the
investigation, as well as company policies governing such apps. And they warned in no
uncertain terms that if a company does not turn over these types of communications,
“prosecutors will not accept that at face value.” Where a company fails to produce such
communications, prosecutors will further scrutinize the company’s ability to access those
communications, and how they are stored, among other considerations. Officials made clear
that a “company’s answer - or lack of answers - may very well affect the offer it receives to
resolve criminal liability.” The DOJ’s comments follow a memo from September 2022
recommending that companies institute compensation clawback measures to ensure employees
adhere to corporate compliance policies, including policies governing employee use of personal
devices and third party messaging apps such as Signal, Telegram, and WhatsApp, etc.
Additional DOJ guidance in December 2022 zeroed in on encrypted and ephemeral messaging
apps, observing that while there may be legitimate uses for those tools for company business,
they can present significant challenges to a company’s ability to ensure it has a well-functioning
compliance program, and more importantly, the ability to access those communications when
required. The DOJ’s guidance on messaging apps comes against the backdrop of a renewed
focus on corporate enforcement and vigilance against corporate malfeasance. #Cybersecurity
#USA #5G #DIG Cooley

DIGITALIZATION
→ Even before ChatGPT made headlines late last year, Chinese gaming company
NetDragon Websoft appointed an "AI-powered virtual humanoid robot" as the CEO of one
of its subsidiaries, and its stock has since outperformed Hong Kong's Hang Seng Index,
according to an analysis. The company's shares have increased by 10% in the last six months
despite a global economic downturn. The shares are now worth ~$1.1B, according to Google
Finance. At the time of the announcement, NetDragon said the bot would increase efficiency for
decision-making and risk management, as well as help "ensure a fair and efficient workplace for
all employees." The company will continue to invest in advanced algorithms that power the
digitalized CEO “Tang Yu”, as they “gradually transform to a metaverse-based working
community”. Executives are already increasingly relying on aid from algorithms and machine
learning to improve decision-making. A new field of machine learning called decision
intelligence automates and augments the executive decision-making process by “linking data
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with decisions and outcomes.” Firms like IBM, Google, and Alibaba have all jumped into the
space in recent years.

#DIG #AI #AUT #MFG #CHN #HKG #USA Business Insider The Hustle

→ ByteDance, the Chinese developer of TikTok, "can no longer be accurately described
as a private enterprise" due to its ties to the Chinese government, according to a report
submitted to Australia's Select Committee on Foreign Interference through social media.
US FCC Commissioner Brendan Carr stated that the report was "the most comprehensive
exploration yet of the CCP's ties to TikTok". According to the report, once the Chinese
government became aware of the popularity of Douyin (the Chinese version of TikTok), Beijing
then launched a campaign to influence, coerce, and control China's nominally privately-owned
technology companies through "legal and extra-legal mechanisms." ByteDance has since
become a publisher of state propaganda and has developed surveillance and analytics
capabilities, allowing China to use both Douyin and TikTok to profile individuals. According to the
authors of the report, this leaves ByteDance as a "'hybrid' state-private entity." Additionally,
Oracle's hosting of TikTok outside of China does not reduce China's ability to exert control over
TikTok since TikTok manages every aspect of their operation. Moreover, the FBI and DOJ are
currently investigating ByteDance’s efforts to surveil American citizens, according to sources.
#DIG #Cybersecurity #Geopolitics #CHN #AUS #USA The Register Forbes

SATELLITES & NAVIGATION
→ Astronomers are calling for a ban on mega constellations of low altitude satellites to
reduce light pollution and preserve scientists’ ability to study the skies. In a series of
published papers and opinion pieces, scientists have raised concerns about the brightening of
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the night sky, with one team of experts calling for scientists to stand up to “big light” as they
have to other fields, such as big tobacco and big oil, and bring in regulation. They said it is
unlikely that the organizations contributing to light pollution will regulate themselves. Mega
constellations have more than doubled the number of functional satellites in low earth orbit since
early 2019, with a vast number of launches planned in the coming years. But experts warn this
has come at a cost as the illumination of the artificial satellites and associated space junk by the
sun has increased night sky brightness. They are concerned about satellite trails impacting
astronomical images and argue there is a possibility we could lose our ability to see the night
sky, including constellations and the milky way, with the naked eye everywhere on earth. #SAT
#AER The Guardian

→ The U.S. Space Force awarded a $1.6M contract to an Arkisys-led commercial team to
test their ability to build satellites in orbit using robots and “space lego.” The team will
demonstrate the assembly of a stand-alone, three axis stabilized satellite using a robotic arm on
an orbital port. Other companies involved include Qedic Inc, NovaWurks, Motive Space
Systems, iBoss, and the Texas A&M Engineering Experiment Station (TEES), the latter being a
state research agency. Arkisys’s Port Module is a hexagonal shaped long-duration space
platform that the company is hoping to launch in 2024. Working in low earth orbit, the Port
Module would allow for the construction of new satellites or the modification of units already in
orbit. The company will use modular technology developed by NovaWurks called Slegos, or
space legos. These box-shaped building blocks can be assembled to form an operational
satellite. A robotic arm provided by another partner, Motiv Space Systems, will perform the
assembly work, moving and adjusting the Slegos to form a new spacecraft. If successful, the
orbital satellite factory could open up a new realm for public and private ventures racing to get
their satellites into space. #SAT #AER #MFG #USA Gizmodo

ARTIFICIAL INTELLIGENCE
→ Google is opening public access to the conversational computer program Bard, as its
answer to the viral chatbot ChatGPT, while stopping short of integrating the new tool into
its flagship search engine. After years of development, Google said it would expand access to
Bard to more users in the U.S. and U.K. The move intensifies the battle between Google and
Microsoft to dominate the release of advanced AI tools that can be used to generate humanlike
text responses. Google has been slower than its rivals to release competing products, partly out
of caution for how they could affect its dominant and lucrative search-advertising business.
OpenAI, the company that released ChatGPT in November, introduced a new version of its AI
tech last week. Microsoft said it was using the system, GPT-4, to power a new chatbot
embedded in its search engine Bing. Several smaller rivals including DuckDuckGo and Neeva
have similarly incorporated AI tools that can summarize information from the internet. And
China’s search company, Baidu, this month introduced a highly anticipated new chatbot named
Ernie. It received positive reviews for handling Chinese translation, allowing Baidu’s stock to
jump 15% the morning after its release in Hong Kong. However, reviewers still say that
ChatGPT is better at providing knowledge and writing code. #AI #DIG WSJ SCMP
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NEXT GENERATION COMMUNICATIONS
→ In the last three years, Huawei has replaced over 13,000 components in its product line
with local substitutes and redesigned over 4,000 circuit boards to overcome US
sanctions. According to the company’s founder Ren Zhengfei, the production of circuit boards
has “stabilized” after the Chinese telecoms giant developed replacement parts from domestic
sources. In 2022, Huawei invested $23.8B in R&D to improve domestic manufacturing of
telecommunications components. Following the impact of US sanctions on its smartphone
business, the company began looking for more opportunities in enterprise solutions, such as
assisting traditional industries in digitalizing their operations. #5G #DIG #CHP #Geopolitics
#SCRM #CHN #USA SCMP Reuters

→ The U.S. Federal Communications Commission unveiled its proposed framework
March 17 for regulating the use of terrestrial wireless spectrum from space for
connecting smartphones beyond the reach of cell towers. The framework would establish
ground rules for SpaceX, AST SpaceMobile, Lynk Global, and other satellite companies seeking
permission to provide direct-to-device services with spectrum from terrestrial mobile partners.
“There are challenges with access to airwaves, frequencies that are not all globally aligned,
possibilities for interference that must be managed, and standards work that could help grow
these capabilities,” FCC Chair Jessica Rosenworcel said in a statement. The regulator said it
will seek public comment on the efforts. Previous versions of the framework were criticized by
providers as being overly restrictive and they called upon the FCC to expand the framework.
FCC Commissioner Nathan Simington said March 16 that while it is important to perfect a new
regulatory model for this emerging market, it must not get in the way of approving
direct-to-device applications that the regulator is already processing. #5G #SCRM #SAT #USA
Space News

FINANCIAL TECHNOLOGY
→ The Biden administration took aim at cryptocurrencies in a new report arguing that
many aspects of the digital asset ecosystem are creating issues for consumers, the
financial system, and the environment. The “Economic Report of the President” published
this week is an annual publication by the Council of Economic Advisors aimed at explaining the
president’s economic priorities and policies. The March 2023 issue included an entire chapter
on digital assets and “economic principles.” The report looks at a number of claims and states
goals from the crypto industry, ranging from cryptocurrencies’ role as investment vehicles and
payment tools to its potential use in payment infrastructure. The report said that “many
cryptocurrencies do not have a fundamental value” and noted other issues with the sector.” The
report argues that cryptocurrencies have failed to meet their promise of many benefits. Various
disasters in the crypto sector, including last year’s collapse of Terra, BitConnect, and FTX, were
cited as examples of how everyday Americans were harmed. The report also said centralized
internet is easier, citing Signal creator Moxie Marlinspike. Despite the scathing criticisms and
concerns, the report stopped short of making recommendations for future regulation or
congressional actions to address the stated risks. In conclusion, the report acknowledged that
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the underlying distributed ledger technology may still find productive use cases in the future for
both government and the private sector. It also acknowledged that some cryptocurrencies
appear they will last despite the continued risks they pose to financial markets, investors, and
consumers. #FIN #USA CoinDesk

AEROSPACE & SPACE
→ Russia’s space program is showing signs that it is struggling as Roscosmos loses
international partnerships and funding as a result of war and sanctions. In the past three
months, Roscosmos has scrambled to resolve two alarming incidents. First, one of its formerly
dependable Soyuz spacecraft sprang a coolant leak. Then the same happened on one of its
Progress cargo ships. Roscosmos has had to cancel spacewalks due to technical issues and
has been considering replacing the Soyuz currently docked at the ISS earlier than planned,
hinting at other technical issues behind the scenes. And, the ISS is approaching its end of life,
while the US and China build their own stations - in which Russia has no role. For nine years,
NASA depended on Russia to carry astronauts to the ISS, but in 2020, NASA began using
SpaceX Crew Dragon spacecraft. Soon Boeing will start providing rides, too. NASA still relies on
Russia for some cargo deliveries and a few astronaut flights, but that may soon change as well.
This will add to Russia’s economic woes by reducing its already limited space revenue. Further,
Roscosmos has no commercial space program to fall back on. Despite these drawbacks,
Russia still has plans for the Moon it will conduct with China, albeit behind schedule. Some
experts even say their space partnership is merely diplomatic as their technical capabilities are
mismatched now that China has emerged as an independent leader in the space sector.
However, Russia has been heavily investing in its military capabilities in space including
anti-satellite weapons and hypersonics. #AER #SAT #Geopolitics #RUS #CHN #USA Wired

BIOTECHNOLOGY
→ Scientists in China have restored sight in mice using a novel CRISPR-based genome
editing system. The research team aimed to restore the vision of mice affected by retinitis
pigmentosa (a leading cause of vision loss) resulting from a mutation in the gene responsible for
encoding the critical enzyme PDE6β. They achieved this by developing PESpRY, a highly
adaptable CRISPR system that can be tailored to correct various types of genetic mutations
found anywhere in the genome. By targeting the PDE6β gene mutation with the PESpRY
system, the scientists were able to effectively correct the mutation and restore the enzyme's
activity within the retinas of mice suffering from retinitis pigmentosa. This intervention stopped
the degeneration of rod and cone photoreceptor cells and restored their electrical responses to
light. The researchers put the gene-edited mice through various behavioral tests, which
revealed that the animals retained their vision well into old age. They were able to navigate a
water maze guided by visual cues almost as well as healthy mice. #BIO #CHN Interesting
Engineering

GREEN TECHNOLOGY
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→ The EU unveiled a raft of new measures aimed at nurturing green tech and securing
raw materials as it seeks to keep its place in the race with the US and China amid
growing global protectionism. The European Commission presented goals to ramp up the
processing of key metals in Europe, measures to make green energy investments easier, and
incentives for renewables and carbon capture. Its Net Zero Industry Act aims to keep clean tech
manufacturing within Europe with a 40% target for key sectors like solar panels and batteries by
the end of the decade. While some industries welcomed the efforts, others said they did not go
far enough to offset the lure of stronger - and simpler - measures set out by the Biden
Administration last year, and some feared the EU policies are too protectionist. The 27-member
bloc is seeking to reclaim a share of the industries where it once had the ascendancy, but lost
out to China - like solar. It is also trying to make sure it does not lose out again in nascent
sectors like heat pumps, electrolyzers and carbon capture and storage, which are seen as key
for meeting its goal of climate neutrality by the middle of the decade. #EUR #USA #CHN
#Geopolitics #SCRM Bloomberg

ADVANCED MANUFACTURING
→ A new study says giving names or assigning genders to robots makes people more
likely to be attached to the technology. It does not matter whether a robot seems to be male
or female; people will perceive it as being more humanlike if it has a gender, which increases
their feelings of attachment to the product. As a result, people are more likely to rate gendered
technology highly or to purchase it, according to the paper published in the Journal of
Experimental Social Psychology. The researchers derived these conclusions from reviews
people gave to different technologies they purchased ranging from robot vacuums to cars.
Historically, many organizations have expressed concern about giving traditionally male or
female names, voices, and appearances to technology, saying that doing so might reinforce
unfair gender stereotypes. When digital assistants such as Alexa and Siri were given
female-sounding names and voices, for example, critics complained that the products
stereotyped women as being humble or subservient. #MFG #AI #AUT WSJ

→ MIT researchers have developed repair techniques that enable a bug-sized aerial robot
to sustain severe damage to the actuators, or artificial muscles, that power its wings - but
to still fly effectively. In addition, they demonstrated a novel laser repair method that can help
the robot recover from severe damage, such as a fire that scorches the device. Using their
techniques, a damaged robot could maintain flight-level performance after one of its artificial
muscles was jabbed by 10 needles, and the actuator was still able to operate after a large hole
was burned into it. Their repair methods enabled a robot to keep flying even after the
researchers cut of 20% of its wing tip. This could make swarms of tiny robots better able to
perform tasks in tough environments, like conducting a search mission through a collapsing
building or dense forest. #MFG #BIO Science Daily

→ Researchers at the University of Manchester have developed materials for the
construction of habitats on Mars, in the form of a new cosmic concrete composed of
extraterrestrial dust. It is key to rely on materials already available in space as exporting
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infrastructure materials from Earth would be very expensive for space agencies. The new
material is known as “StarCrete.” In addition to extraterrestrial dust, it is composed of potato
starch and salt. When mixed with simulated Mars dust, the team demonstrated that the potato
starch acts as a binding agent for the concrete. The resulting material is twice as strong as
regular concrete and can be used for construction in space environments. A 55-pound bag of
potatoes contains enough starch to produce nearly half a ton of StarCrete. They also found that
common salt and astronaut tears could further help to improve the strength of this material.
Previously the team tested human blood and urine as a binding agent, but they concluded it is
impractical for large scale work, and astronaut health could be jeopardized in a harsh space
environment. #MFG #AER Interesting Engineering

AUTONOMOUS SYSTEMS
→ Building self-driving cars is expensive, and when the supply chain unraveled two
years ago, Elon Musk made some engineering and cost-cutting decisions that alarmed
employees and potentially sent the technology backwards at Tesla. Musk opted to get rid
of car radar sensors arguing that eight cameras the cars were already outfitted with would be
sufficient. Some Tesla engineers were concerned and asked their seniors to help talk Musk out
of it. Without radar, Teslas would be susceptible to basic perception errors if the cameras were
obscured by raindrops or even bright sunlight problems that could lead to crashes. Musk was
unconvinced and overruled his engineers. In May 2021, Tesla eliminated radar on new cars and
disabled it on cars already on the road. In recent weeks, Tesla has recalled and suspended the
rollout of the technology to eligible vehicles amid concerns that its cars could disobey the speed
limit and blow through stop signs, according to federal officials. A lawsuit filed in federal court
last month claims that Musk has overstated the technology’s capabilities. Regulators and
government officials are also scrutinizing its past claims. Tesla employees said cost cutting
factors and pressure to work at a breakneck pace have left them worried the software is not
safe enough for use on public roads. And, Musk pulled dozens of engineers from Tesla over to
Twitter in recent months. #AUT #AI #USA #SCRM The Washington Post

→ A fleet of driverless taxis will carry passengers in China’s capital Beijing after
search-engine and AI firm Baidu received approval to deploy 10 autonomous vehicles in
a 60 square km economic development zone. The permit, granted to Baidu’s Apollo Go
autonomous ride-hailing service, represents a step forward in China’s effort to commercialize
driverless technology. Baidu previously received approval to launch its robotaxi services in
Wuhan and Chongqing, marking the first time that fully driverless cars took to mainland Chinese
roads in August 2022. China is the world’s largest autonomic and EV market, and it began runs
of robotaxi services as early as 2020. However, most of the cars have had a human “security
officer” behind the wheel in case of emergency. Baidu launched Apollo Go in 2017. #AUT #CHN
SCMP

SEMICONDUCTORS & CHIPS

10
BACK TO TOP

© 2023 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://interestingengineering.com/innovation/cosmic-concrete-construct-habitats-mars
https://www.washingtonpost.com/technology/2023/03/19/elon-musk-tesla-driving/
https://www.scmp.com/business/china-business/article/3213930/robotaxis-beijing-chinas-baidu-wins-approval-offer-driverless-cab-service-yizhuang-economic


→ Samsung will invest $230B over the next 20 years as part of an ambitious South
Korean national project to construct the world's largest semiconductor manufacturing
base near Seoul. The chip-making "mega cluster," which will be built in the Gyeonggi Province
by 2042, will be anchored by five new semiconductor plants. The effort hopes to attract 150
other companies that make materials and components or design high-tech chips, according to
South Korea's Ministry of Trade, Industry, and Energy. Samsung's new plants will be near its
existing domestic factories and will manufacture both computer memory chips used for data
storage and higher-margin logic chips designed to perform a broader range of functions. The
semiconductor cluster is part of broader government plans to promote six key technology
industries deemed critical to the country's export-dependent economy. South Korea's plan
comes at a time when other nations, such as the US, Japan, and China, are ramping up
domestic chip manufacturing, deploying protectionist measures, tax cuts, and sizable subsidies
to encourage investment. #CHP #KOR #USA #JPN #CHN ABC News

→ As the US tightens controls on access to advanced technology, China is rethinking its
approach to supporting the sector, giving a handful of its most successful chip
companies easier access to subsidies and more control over state-backed research. The
promotion of closer collaboration with a select group of companies comes after the government
restructured its tech strategy earlier this month with the establishment of a new Communist
Party science commission and a revitalized Ministry of Science and Technology. SMIC, Hua
Hong Semiconductor, and Huawei will benefit from the policy change, as will equipment
suppliers Naura and Advanced Micro-Fabrication Equipment, according to sources. These
companies will have access to additional government funding without having to meet previously
required performance goals. They will also be able to play a larger role in government-funded
research projects, reducing the influence of state-owned enterprises and academic institutions.
This partial economic liberalization comes as China's industry is being crippled by the Biden
administration's restrictions on the export of advanced chips, and a trilateral agreement between
the US, Japan, and the Netherlands is set to prevent it from acquiring the latest chip-making
equipment. #CHP #Geopolitics #CHN #USA #JPN #NLD Financial Times

QUANTUM TECHNOLOGY
→ As part of the new NASA Quantum Pathways Institute, University of Texas at Austin
and UC Santa Barbara researchers will be developing quantum sensing technology,
which will be used to observe how atoms react to small changes in their environment
and use that information to infer time variations in Earth's gravity field. This will allow
scientists to improve the accuracy of measurements of several important climate processes,
including sea level rise, ice melt rate, changes in land water resources, and changes in ocean
heat storage. The new Quantum Pathways Institute also includes researchers from the
University of Colorado Boulder, the California Institute of Technology, and NIST. This will be the
first effort to establish what is known as "Quantum 2.0" — or moving beyond the quantum
principles known in physics and actually translating them into usable device concepts. The
researchers will focus on changes in gravitational forces and what they mean for climate. One of
the technologies they are working on is the Institute's shaken lattice interferometer structure,
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which was developed at the University of Colorado. This type of atomic interferometer sensor
uses multiple lasers and optics to cool and trap atoms in order to measure gravity gradients with
extreme sensitivity. Aside from gravity sensing to address Earth's climate issues, the
researchers envision other uses for this space-based gravitational measurement technology,
such as for the Space Station, geostationary satellites, or being sent to other planets to map
their gravity. #QNT #DIG #AER #MFG #SAT #USA Phys.org

GEOPOLITICS
→ The retired founder of TSMC, Morris Chang, said that while he supports U.S. efforts to
slow down China’s semiconductor advances, the bifurcation of the global supply chain
and the reversal of globalization would increase prices and reduce the ubiquity of chips
that power the modern world. U.S. onshoring or near-shoring efforts to boost chip
manufacturing stateside or in allied countries presents a predicament for Taiwan. Chang noted
the commerce secretary of the U.S. has said repeatedly that Taiwan is too dangerous for the
U.S. to rely on it for chips, and therefore the near-shoring efforts in allied countries does not
include Taiwan. TSMC is expanding its global production footprint, even as it keeps its most
advanced technology in Taiwan. The company began construction of a chip factory in Arizona
last year which will start production in 2026 using advanced 3nm technology. The company’s
total investment in the U.S. mounts to $40B. Meanwhile, the Chinese government is plowing
billions into its chip sector, but Chang said China’s chip manufacturing lags behind Taiwan by at
least five or six years. #Geopolitics #CHP #TWN #USA #CHN #SCRM Reuters

CYBERSECURITY
→ Chinese state-backed hackers continued to be the most prolific exploiters of zero-day
vulnerabilities as part of their cyberoperations in 2022, according to a Mandiant report. In
2022, there were 55 zero-day vulnerabilities reported, a decrease from 2021, when analysts
reported 81 zero-day vulnerabilities. The long-term trend of more frequent deployment of
zero-day exploits by state-backed hackers, commercial spyware vendors, and online criminals is
expected to continue, according to an analyst. China state-backed hackers exploited seven of
the vulnerabilities, while analysts observed two instances of Russian state-backed groups
deploying zero-days and two instances of North Korean hackers using them. In 2022,
state-sponsored hackers focused on edge network devices such as firewalls and routers, which
have become increasingly appealing as endpoint detection software has become more
sophisticated. Because they are exposed to the Internet and frequently lack the security
protections of other endpoint devices, these edge networking devices are an appealing target
for attackers. While the use of zero-days was once the near exclusive remit of state-backed
hackers due to difficulty and cost of obtaining these vulnerabilities, criminal hackers are
deploying them more often in their own campaigns. The advent of ransomware has resulted in
huge revenues for online criminal groups, and 75% of the zero-day vulnerabilities linked to
financially motivated hackers in Mandiant’s data set were linked to ransomware operations.
#Cybersecurity #USA #CHN #RUS #KOR CyberScoop
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→ Researchers discovered that an AI-generated voice trained to sound like a specific
person could be used to access sensitive information via the Australian government's
voice identification system. A researcher was able to create a clone of their own voice using
only four minutes of audio and then use this, along with their customer reference number, to
gain access to their own Centrelink self-service account. Both Centrelink and the Australian
Taxation Office (ATO) allow people to use their "voiceprint" along with other information to verify
their identity over the phone, allowing them to access sensitive information from their accounts.
As of the end of February, 3.8M Centrelink clients had used the voiceprint service and more
than 7.1M people had verified their voice with the ATO. Anyone attempting to use voiceprint
must also have the account holder's customer reference number, which is not normally made
public. However, the number is not treated as securely as a password and is included in
correspondence from Centrelink and other service providers. The self-service phone system
allows people to access sensitive information such as information on their benefit payments and
to request documents be mailed to them, such as replacement concession or healthcare cards.
#Cybersecurity #AI #DIG #AUS The Guardian

SUPPLY CHAINS
→ China is turning away from U.S. imports, exacerbated by Washington’s effort to
impose controls on the sales of semiconductor manufacturing equipment, as part of a
bilateral decoupling, according to a new report, contrary to suggestions of record trade
last year. Relations between the world’s two largest economies have deteriorated since 2018
when the Trump administration began to impose import tariffs on more than $300B worth of
Chinese goods - measures the Biden administration has maintained. In 2022, U.S. exports to
China increased by $2.4B compared to a year earlier to $153.8B, while American imports from
China increased by $31.8B to $536.8B, according to the U.S. Bureau of Economic Analysis. But
despite overall trade showing signs of resilience, the U.S.-based Peterson Institute of
International Economics (PIIE) said that the “widely reported data point was misleading” after it
was suggested the supposed economic decoupling had not yet arrived after trade hit record
levels in 2022. According to PIIE, the semiconductor industry contributed a significant source of
the declining U.S. exports of manufactured goods in 2022 and sales of semiconductors and
semiconductor equipment to China may continue to decline given the export controls
announced in October. As a result it is investing heavily in photonics to help its independent
chip-making goals. Meanwhile, U.S. exports of farm goods to China rose by 16% in 2022 from
2021, representing a “silver lining” in bilateral trade, the report said. American farmers have
become even more dependent on the Chinese market, but buyers in China may be becoming
less reliant on the U.S. In some ways, the world is becoming more dependent on China while
China is learning to produce things it could not in the past. #Geopolitics #SCRM #CHN #USA
#CHP SCMP
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