
MATRIX MONITOR
Friday March 17, 2023

The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features the International Space Station adjusted its
orbit to avoid a satellite, how failures in AI systems could trigger escalation in a conflict,
OpenAI’s release of GPT-4, a timeline of last week’s Silicon Valley Bank failure, China’s
lead in hypersonic weapons, an effort to harness the instant growth rate of antler tissue,

an ammonia-powered ship, a digital chip for cryogenic quantum processors, and
Chinese AI groups’ effort to skirt export controls to access high-end U.S. chips.



NEXT5 EDITOR’S HIGHLIGHTS
→ Chinese companies, which accounted for a significant portion of Silicon Valley Bank’s
portfolio, are still struggling to access their deposits. SVB was the only U.S. bank many
Chinese customers used for their dollar deposits and transactions. One of SVB’s top selling
points in China was its ability to open U.S. checking accounts for customers in just one to two
weeks. For some big banks, account openings for foreign companies take much longer. SVB
also won customers over with its responsive client-service representatives that included people
on the ground in China. Startups in China found it a lot easier to get their money into SVB in the
U.S. compared with recent attempts to get it out. Many of them needed U.S. bank accounts for
transactions that included fundraising from international investors and capital deployment. When
the bank run unfolded on March 9, during U.S. hours, Chinese clients were asleep. By the time
many of them woke up, it was too late because withdrawals had already been shut down. Some
Chinese investment firms are trying to set up international accounts at other banks while waiting
for SVB to free up their funds. And much uncertainty remains about what a U.S. receivership
looks like for Chinese firms, among other international clients. #DIG #SCRM #USA #CHN WSJ

→ The Biden Administration is demanding TikTok’s Chinese owners sell their stakes in
the app or face a U.S. ban. The move represents a major shift in policy on the part of the
administration which has been under fire from some Republicans who say it hasn’t taken a
tough stance to address the perceived security threat from TikTok, owned by Beijiing-based
ByteDance. The Committee on Foreign Investment in the U.S. (CFIUS) - a multiagency federal
task force that oversees national security risks in cross-border investments - made the same
demand recently, according to people familiar with the matter. Negotiations with CFIUS over
how to secure TikTok’s data have been going on for more than two years and have been at a
stalemate for months. TikTok executives said that 60% of ByteDance shares are owned by
global investors, 20% by employees, and 20% by its founders. TikTok said that a forced ban
would not address the perceived security risk. It has pledged to spend $1.5B on a program to
safeguard U.S. user data and content from Chinese government access or influence. That plan
would essentially wall off its U.S. operations with all data being stored in the U.S. The plan also
calls for giving U.S. company Oracle the ability to access the company’s algorithmic code and
flag issues for government inspectors. Critics have said the plan is not sufficient, citing China’s
cybersecurity law which requires Chinese-owned companies to turn over any data to Beijing if
called upon. People familiar with the matter say a resolution could be months away, and the
CEO of TikTok is set to appear before U.S. Congress next week. #Geopolitics #DIG
#Cybersecurity #SCRM #USA #CHN WSJ

Analyst Comment: For our take on the pending CFIUS negotiations, check out our blog
post which captures the history of TikTok’s operations in the U.S. and clashes with the
USG over security concerns. Attempts by the previous administration to block the app
were unsuccessful and still face many challenges, including potential risks to U.S.
companies operating in China that could be penalized in retribution. While critics will
argue that TikTok is no worse than Facebook or other U.S. social media companies
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when it comes to data collection, those U.S. companies are not allowed to operate in
China, yet TikTok is allowed to operate in the states. This means China could be
achieving the upper hand when it comes to any sort of data collection. Further, Beijing is
notorious for exploiting data and offering zero data privacy among its own citizens, let
alone foreign citizens.

DIGITALIZATION
→ AllTrails, a popular hiking app with over 30M registered users, exposed tracking and
location data of a former top Biden official, according to a security researcher. The
AllTrails records appear to show the official visiting sensitive locations such as the White House,
as well as the specific house in which he or his family resides. This highlights the sometimes
overlooked privacy implications of exercise apps, similar to how a researcher previously found
another app called Strava was exposing the location of U.S. military bases. AllTrails users'
activity, including completed trails, maps, and activities, is public by default and can be viewed
by anyone. However, the convenience and emphasis on providing a social network-like
experience comes with potential risks to national security or privacy, depending on the user.
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Some of the data included results from searches near the Pentagon, NSA, CIA, or White House,
followed by an examination of the user's other activity. As part of the investigation, the security
researcher stated that they used their own open-source intelligence platform. They claim that
the tool supports Strava and another app called SportsTracker, and that AllTrails will be added
soon. #DIG #Cybersecurity #USA VICE

→ Telehealth startup Cerebral has admitted that it gave advertisers and social media
giants like Facebook, Google, and TikTok access to the sensitive health data, including
mental health assessments, of more than 3.1M patients in the US. In a federal filing, the
company stated that it collected and shared names, phone numbers, email addresses, dates of
birth, IP addresses, and other demographics, as well as data collected from its online mental
health self-assessment, which may have also included the services selected by the patient,
assessment responses, and other associated health information. Since 2019, Cerebral has
been sharing patient data via data-collection code embedded within its apps. Google,
Facebook, and TikTok, for example, allow developers to include snippets of their custom-built
code, allowing developers to share information about their app users' activity with the tech
giants, often under the guise of analytics but also for advertising. Moreover, tech giants are
under no obligations to delete the data that Cerebral shared with them. Because of how
Cerebral handles confidential patient data, it’s covered by HIPAA. This is considered to be the
second-largest breach of health data in 2023, according to a list of health-related security lapses
under investigation by the US Department of Health and Human Services. #DIG #Cybersecurity
#USA TechCrunch

→ Hong Kong-based startup Pantheon Lab is creating digital human avatars that may be
useful in a number of industries in the city and internationally as interest in AI services
like ChatGPT keeps growing. The company has been developing AI technologies that allow
them to generate realistic digital human avatars, which it hopes will be used widely by
businesses as virtual brand ambassadors or customer support assistants, among other things.
Pantheon Lab uses its own face-shifting and lip-syncing technology to make the digital human
avatars look as realistic as possible. This technology is based on the generative adversarial
network, a machine learning framework for producing synthetic data. For its digital humans with
chat functions, Pantheon Lab has also integrated OpenAI’s GPT-3 model.
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#DIG #AI #HKG SCMP

SATELLITES & NAVIGATION
→ The International Space Station had to adjust its orbit on March 6 to avoid a close
approach by an Earth observation satellite operated by Satellogic, highlighting the growing
congestion in low Earth orbit. According to NASA, the Progress MS-22 spacecraft docked at the
station fired its thrusters for a little more than six minutes, raising the station’s orbit to move out
of the way of what the agency called an Earth observation satellite. Per NASA, the spacecraft
would have approached within about 2.7 kilometers of the station without the maneuver. The
satellite involved in the close approach was NewSat-17, one of ten launched in November 2020
with gradually decaying orbits that are now crossing the orbital altitude of the ISS. The ISS had
conducted at least 32 maneuvers to avoid conjunctions with debris as of December 2022,
according to data from the NASA Orbital Debris Program Office. That included two maneuvers
in June and November 2022 to avoid debris from the November 2021 Russian anti-satellite
weapon demonstration that destroyed the Cosmos 1408 satellite. According to NASA, the
March 6 maneuver will not affect upcoming spacecraft going to and from the station. #SAT
#AER #USA #RUS Space News

→ On March 12, Russia launched the Olymp-K-2 satellite, also known as Luch-5X, on a
Proton-M rocket. The satellite is believed to conduct signals intelligence (SIGINT) and provide
secure communication lines for government use. The Olymp-K satellites are built for the
Russian Ministry of Defense and the Federal Security Service (FSB). #SAT #RUS Nasa
Spaceflight
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ARTIFICIAL INTELLIGENCE
→ Georgetown’s Center for Security and Emerging Technology examined how failures in
AI systems influencing decision-making could interact with strategic pressures and
human factors to trigger escalation in a crisis or conflict. Decision-makers want to use AI to
reduce uncertainty, especially when it comes to their awareness of the battlefield, knowing their
adversaries’ intentions and capabilities, or understanding their own capacity to withstand an
attack. But by relying on AI, they introduce a new source of uncertainty in the likelihood and
consequences of technical failures in AI systems. The policy brief recommends that militaries
design both AI systems and the decision-making processes reliant upon them to reduce the
likelihood and contain the consequences of AI failures, including by:

● Defining a set of mission-specific properties, standards, and requirements for AI systems
used in decision-making contexts.

● Circumscribing the use of AI in decision-making, applying AI toward narrow questions
where it is well suited while reserving for human judgment problems like interpreting an
adversary’s intent; and considering ruling out AI in some areas altogether.

● Involving senior decision-makers as much as possible in the development, testing, and
evaluation processes for systems they will rely upon, as well as educating them on the
strengths and flaws of AI so they can identify system failures.

The U.S. should lead in the responsible development and use of AI and collaborate
internationally to develop technical safeguards and best practices to reduce the risk of
catastrophic AI failures. #AI #USA #CHN CSET

→ OpenAI has announced the release of GPT-4, the latest AI language model that is
claimed to be more creative and accurate. It can parse text and image input, though it can
only respond via text, and will be integrated into several products, including Duolingo, Stripe,
Khan Academy, and Microsoft's Bing chatbot. The model's improvements are seen in its
performance on several tests and benchmarks, including the Uniform Bar Exam, LSAT, SAT
Math, and SAT Evidence-Based Reading & Writing exams. In the exams mentioned, GPT-4
scored in the 88th percentile and above. The system has gone through six months of safety
training and is less likely to produce disallowed content and more likely to produce factual
responses than GPT-3.5. However, it can still make mistakes and produce harmful content. For
example, Microsoft revealed that its Bing chatbot has been powered by GPT-4 all along, and
many users were able to break Bing’s guardrails in many creative ways, getting the bot to offer
dangerous advice, threaten users, and make up information. GPT-4 also still lacks knowledge
about events “that have occurred after the vast majority of its data cuts off” in September 2021.
#AI #USA The Verge

→ China's investment of $150B to become an AI-driven nation has major implications for
global power dynamics. While the US confronts bias in AI and issues related to accessing
ChatGPT, China is building a massive police-surveillance apparatus and social-credit system
powered by AI, with half of the 2B surveillance cameras in the world now in China. China's
national interest is to collect as much data as possible, and it helps other countries, such as
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Venezuela, develop the same surveillance capabilities to feed the AI/ML engines that China's
military and intelligence services use. ML is the subset of AI that uses algorithms to curate data,
learn from it, and build models that can make a determination or prediction faster and more
efficiently than humans can. The more data the model can digest, the better and more accurate
it gets. That’s why access to data will become the decisive instrument for exercising command
over AI/ML’s future, whether in financial markets or on the battlefield. Establishing control over
access to data is as important as control over AI itself because it will determine the options an
AI program presents to solve a particular problem. Therefore, the future of AI ultimately depends
on who sets the problems and makes decisions based on its input, with China poised to take the
lead if the U.S. doesn't pioneer AI and set its guardrails. #AI #DIG #Geopolitics #USA #CHN
#VEN National Review

NEXT GENERATION COMMUNICATIONS
→ The Biden administration launched an effort on Wednesday to identify significant
wireless spectrum that can be repurposed for advanced technology needs and soaring
wireless demand in the US. The National Telecommunications and Information Administration
(NTIA) of the Commerce Department is developing a National Spectrum Strategy with the goal
of identifying at least 1,500 megahertz of spectrum to study for potential new uses. Commerce
Secretary Gina Raimondo stated NTIA, which jointly manages U.S. spectrum with the Federal
Communication Commission (FCC), is seeking public input to identify "new spectrum bands for
potential repurposing that will spur competition and innovation for years to come." The strategy
will address both current and future spectrum requirements, such as fixed and mobile wireless
broadband, next-generation satellite communications and other space-based systems,
advanced transportation, and industrial and commercial applications. It will also cover wireless
medical devices and telemedicine, the Internet of Things and smart cities, as well as critical
government applications such as national defense, national airspace, critical infrastructure, and
climate monitoring and forecasting. For the first time in 30 years, Congress let the FCC's
authority to auction wireless spectrum lapse last week, prompting some lawmakers to quickly
restore the authority that has raised more than $200B in proceeds for the US government. #5G
#DIG #SAT #AER #MFG #BIO #GRN #USA Reuters

FINANCIAL TECHNOLOGY
→ Below is a timeline of last week’s Silicon Valley Bank failure:

➢ Thursday, March 9: As we previously reported, SVB fell by more than 60% at closing
bell. Shares tanked sharply in the wake of the company’s announcement that it needed
to raise $2.25B to shore up its balance sheet. Venture firms advised portfolio companies
to move money out of SVB as some SVB customers struggled to wire funds out of the
bank; sources were complaining that SVB’s site was down, that account access controls
had become “view only,” and some stated they could not log into the banking portal at
large.
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➢ Friday, March 10: U.S. regulators shut down SVB, with the FDIC assuming control of
the bank’s deposits. While banking activities in SVB’s 17 branches were closed Friday,
SVB’s operations would resume on Monday, March 13 with the FDIC in charge. Notably,
a group of more than two dozen venture capital firms issued a joint statement supporting
SVB, but only after FDIC regulators closed the bank and took control.

➢ Saturday, March 11: More than 100 venture firms added their names to the joint
statement. Brex CEO Henrique worked to raise over $1B in a weekend to help fund an
emergency bridge credit line to help impacted startup customers make payroll.
Meanwhile, regulators requested that SVB employees stay on for the next 45 days.
While employees were no longer employed by the bank, they received an email from
“the office of the CEO” saying they have jobs for the next 45 days at 1.5x their current
salary. Roku, Roblox, and others disclosed their exposure to SVB in SEC filings. Roku
had ~$487M held at SVB, representing ~26% of its cash and cash equivalents as of
March 10, 2023. Finally, the U.K. SVB arm shut down – a move that may affect as much
as 30% of U.K. tech startups.

➢ Sunday, March 12: The Federal Reserve announced SVB’s depositors would be fully
protected, with depositors having access to all of their money starting Monday, March
13, and no losses associated with the resolution of SVB will be borne by the taxpayer.
Treasury secretary Janet Yellen stated the U.S. government would not bail out SVB but
will try to help depositors reeling from what is the worst bank failure since the 2008
financial crisis.

➢ Monday, March 13: SVB’s new CEO sent a letter to clients stating that SVB was
conducting business as usual. The FDIC purportedly transferred deposits and assets of
the former SVB “to a newly-created, full-service FDIC-operated ‘bridge bank,’” the e-mail
describes. Separately, HSBC acquired SVB U.K. in a last-minute deal, saying all
depositors’ money was safe – a massive relief to the U.K. tech sector. Also, First
Republic Bank halted trading as startups processed SVB cash, and regulators in
Canada and Germany froze SVB’s branches in these countries. Finally, regulators
closed crypto-friendly Signature Bank, which had around 30 percent of deposits coming
from the crypto industry. That crypto angle is the reason SVB and Signature Bank
became intrinsically connected. As the SVB implosion started unfolding, the crypto
industry grew increasingly concerned about the financial stability of their banking
partners.

➢ Tuesday, March 14: SVB’s new CEO invited departing account holders to consider
returning some of their funds in a blog post, saying that the bank has the federal
government’s full backing.

#FIN #USA #GBR #CAN #DEU TechCrunch CNBC

Analyst Comment: SVB’s failure, the biggest banking failure since the 2008 financial
crisis, is expected to have a global ripple effect across technology for years. Startups
may struggle to pay employees while some are at risk of collapsing altogether.
Furthermore, companies could face challenges raising funds and may even have to
change their business models to become more disciplined with their spending. SVB was
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critical to the growth of global tech in the U.S., Europe, and China. It offered traditional
banking services and funded companies that were deemed too risky for traditional
lenders. Its collapse thus has broad negative implications for the twelve emerging
technology segments comprising our technology matrix.

AEROSPACE & SPACE
→ According to the DIA, China is developing hypersonic weapons faster than Russia and
may have already "deployed a weapon" that can reach American Pacific bases. The
country is pursuing an intercontinental ballistic missile with a hypersonic glide warhead that has
been tested since 2014. Both China and Russia have conducted successful tests of hypersonic
weapons, but China is leading in terms of supporting infrastructure and the number of systems.
China's Academy of Aerodynamics is said to be running three hypersonic wind tunnels that can
travel at accelerations of Mach 8, 10, and 12. Chinese military researchers have made
significant progress in enhancing the efficiency of air-breathing engines that use solid-state fuel
for hypersonic flight. The advancement might double China's hypersonic missiles' fighting power
and double their operating range. A prototype engine was tested in a ground simulation of a
flight at a height of 15.5 miles and a speed of Mach 6, producing a fuel efficiency of 79 percent,
which is nearly twice as high as a conventional scramjet engine under the same conditions.
Meanwhile, distinct systems are being developed by the U.S. Air Force, Navy, and Army, but the
U.S. has not yet declared hypersonic weapons operational. #AER #USA #CHN #RUS
Interesting Engineering

→ A spent rocket stage from a Chinese launch of three spy satellites burned up over
Texas, with no debris found on the ground. The Long March 2D rocket launched successfully
from Xichang Satellite Launch Center in southwest China on June 22 of last year, with the first
stage falling into a calculated drop zone and the second stage entering orbit and deploying the
satellites. The second stage unfolded a deorbiting sail to increase drag and bring the large piece
of space debris back to Earth much sooner than it otherwise would have. The majority of objects
burn up when reentering the atmosphere, and some launch service providers are moving to
actively deorbit upper stages soon after releasing their payloads. But a large number of spent
rockets from historical launches means that hundreds are circling Earth and reentering at
unpredictable and uncontrollable times and locations. This issue of uncontrolled reentries of
rocket stages and satellites has been noted as a potential cause of casualties and property
damage if current international practices do not change. In this case, the stage deorbited
relatively quickly, removing it as a potential source of dangerous, debris-creating collisions that
could impact the safe use of the orbital environment. #AER #SAT #USA #CHN Space.com

→ NASA is projecting spending nearly $1B on a tug to deorbit the International Space
Station at the end of the decade to provide redundancy for safely disposing of the
station. The tug, for which NASA has requested $180M, would be used to lower the ISS's orbit
to ensure it re-enters over the South Pacific. NASA hopes to receive proposals from industry
that could reduce the cost of the project. The administration is also continuing to work with
Roscosmos to use Progress vehicles for deorbiting, but the tug would provide redundancy and
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better aid in targeting and the safe return of the vehicle, especially as more modules are added.
The tug was one of the few new projects in NASA's proposed fiscal year 2024 budget, which
primarily continues previously announced science, exploration, and technology efforts. #AER
#USA #RUS Space News

BIOTECHNOLOGY
→ Scientists at Northwestern Polytechnical University in Xi'an, China have been
investigating ways to harness the instant growth rate of antler tissue by implanting stem
cells from Sika deer antlers into the foreheads of lab mice. The researchers investigated the
cellular composition and gene expression dynamics of antler tissue at various stages of
development. The stem cell populations capable of regenerative effects were then isolated and
injected into the test mice's heads. They discovered that shed antlers less than five days old
produced the most effective cell implants. These cells were grown from the base of the antler
connecting to the skull plate, cultured in a petri dish, and then transplanted between the ears of
the mice. Within 45 days of implantation, the mice began to develop tiny antlers. The findings
suggest that deer could be used in clinical bone repair. Induction of human cells into [anlter-like]
cells could also be used in regenerative medicine to treat skeletal injuries or limb regeneration,
according to the researchers.

#BIO #CHN Interesting Engineering

GREEN TECHNOLOGY
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→ Brooklyn-based Amogy plans to demonstrate the world's first ammonia-powered ship
before the end of this year, which could lead to a commercial vessel rollout next year.
The company aims to decarbonize heavy-duty transportation with ammonia-based power
solutions. Maritime transportation is responsible for three percent of global carbon emissions,
and the industry is keen to switch to a greener means of transportation. However, technology
like electric batteries available today cannot support long-haul transport. Although Amogy has
previously used ammonia as a combustion fuel, for this demonstration, it plans to split the
compound into hydrogen and nitrogen, so that the former can be used in a fuel cell to generate
electricity and power the electric motors. While Amogy faces competition from other companies
that plan to demonstrate ammonia-powered ships, multiple innovations are needed to achieve
the 2050 target for zero emissions in the maritime industry. #GRN #USA Interesting Engineering

ADVANCED MANUFACTURING
→ Relativity Space's attempt to launch the world's first
3D-printed rocket, called Terran 1, was thwarted on
Saturday, March 11, due to weather and range safety issues.
The rocket was scheduled to take off from Cape Canaveral
Space Force Station but suffered two last-minute aborts and a
hold. The rocket is a prototype for a larger, fully reusable launch
vehicle called Terran R, and is the first booster built primarily
through 3D-printing manufacturing. About 85% of the rocket is
3D-printed at the California-based company's Long Beach
factory, with only components like rubber gaskets, computer
chips, and valves as its non-3d-printed parts. Terran 1 uses liquid
methane and liquid oxygen (or methalox) as fuel, making it the
first U.S. orbital rocket aiming to reach orbit on such a mix, and is
designed to carry payloads of up to 2,700 lbs to low Earth orbit
for $12M per flight. If Terran 1 succeeds, Relativity Space will use
its 3d-printing techniques to build out the larger Terran R, which
is expected to be able to lift payloads of up to 44k lbs to orbit.
#MFG #AER #USA Space.com

→ Researchers have developed a framework called Real-time Neural MPC that integrates
complex model architectures based on artificial neural networks in a model predictive
control (MPC) framework for agile robots. The framework combines deep learning models
and online optimization of MPC, allowing for the predictive power of neural network
architectures with a parametric capacity more than 4k times larger than those previously used to
control the movements of agile robots (i.e., quadrotors – drones with four rotors) in real-time.
The team evaluated their framework in a series of experiments and found that their framework
can reduce positional tracking errors by up to 82%. The framework could soon allow developers
to leverage the high predictive power of advanced data-driven AI techniques to better model the
dynamics of robots integrating GPU chips and their interactions with the environment, reducing
the risk of accidents and improving their navigation capabilities.
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#MFG #AI #AUT #DEU Tech Xplore

→ Researchers have created a machine learning-based system called RoboNinja that
allows robots to cut multi-material objects, particularly soft objects with hard cores. Their
paper could ultimately help to enhance the capabilities of robots designed to help humans with
everyday tasks. The system uses an interactive state estimator and an adaptive cutting policy to
remove the soft parts of an object while preserving the rigid core. The researchers evaluated
their system through simulations and tests on a real robotic gripper, which showed promising
results for cutting objects with different core geometries. The researchers hope their system and
newly developed simulator will inspire future work on robot learning involving interactions with
multi-material objects. #MFG #AI #USA Tech Xplore

AUTONOMOUS SYSTEMS
→ BMT, an international design, engineering, science, and risk management consultancy,
has been granted a patent for its autonomous SPARROW air-ground payload transfer
device for drone deliveries by the UK Intellectual Property Office. The technology could
revolutionize drone deliveries, enabling them to deliver packages and collect them without the
need for ground infrastructure. With SPARROW, BMT has addressed the inherent problem of
large, noisy, and potentially hazardous delivery drones having to land or hover low over the
payload destination, potentially close to people in unpredictable, sensitive, and cluttered
environments. SPARROW is different to winch systems commonly used in current trials for
delivery drones. On a winch, the payload swinging at the bottom end of a line is raised or
lowered by the cable drum attached to the underside of the fuselage and moved horizontally by
subtle movements of the drone above. This provides poor control of the payload, especially in
windy conditions, and limits the maximum height of the drone. By contrast, SPARROW is
located at the bottom end of the line with the payload with its own power, sensors, and
actuators; it has autonomous control of its descent using an internal drum while making precise
and immediate horizontal adjustments to counter wind effects using four small, quiet pusher
fans. SPARROW takes responsibility for the delivery allowing the larger delivery drone to remain
higher at the destination, relatively unheard and unobtrusive at ground level. The technology
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has already been tested by the British Army and was developed to deliver payloads in
unpredictable, challenging, and hostile locations.

#AUT #USA UAS Weekly

SEMICONDUCTORS & CHIPS
→ To avoid additional export restrictions, Huawei refuted on Tuesday a chip packaging
technology breakthrough that claimed the new technology could achieve 7 nm
performance for chips, according to a report. Next5 previously reported that another
US-sanctioned Chinese chip firm, SMIC, claimed to already have started using the 7 nm
process to produce integrated circuits. Interest in Huawei's semiconductor strategy peaked in
April of last year, when the company filed a patent application for a semiconductor packaging
innovation. That application was for “a type of chip stacking package and terminal device” that is
expected to help “solve the problem of high costs due to the use of through-chip via [also known
as through-silicon via or TSV], while ensuring power supply requirements”, according to a
statement released at the time by the China National Intellectual Property Administration. #CHP
#Geopolitics #CHN #USA SCMP

QUANTUM TECHNOLOGY
→ University of Rochester researchers claimed to have discovered a novel material, a
blue crystal, that would allow for superconductivity at room temperature and not much
greater than atmospheric pressures. Current superconductors require expensive and large
chilling systems to transmit electricity without friction, but room temperature materials could lead
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to hyperefficient electrical grids and computer chips, as well as the ultrapowerful magnets
required for levitating trains and fusion power. The researchers put a thin lutetium foil in a
diamond vise and pumped a mixture of hydrogen and nitrogen gas to create the material
(nitrogen-doped lutetium-hydride, LNH). They created a bright blue crystalline fleck by
increasing the pressure to 2 gigapascals (almost 20,000 times atmospheric pressure) and
baked the mixture at 200°C for up to three days. When the researchers increased the pressure
to 0.3 gigapascals, the blue fleck turned pink and the electrical resistance dropped to zero. The
substance reached a peak superconducting temperature of 294 K — 7°C warmer than the
original CSH and truly room temperature — at pressures of 1 gigapascal. Magnetic
measurements also showed the sample repelled an externally applied magnetic field, a hallmark
of superconductors. #QNT #CHP #USA Science.org

→ NY-based quantum computer startup SEEQC, announced on Wednesday that it has
developed a digital chip that can operate at temperatures colder than outer space,
allowing it to be used with cryogenic quantum processors. This new chip addresses the
engineering challenge of requiring quantum processors to be stored at near zero Kelvin
temperature. Because each cryogenic chamber can support a greater number of qubits, the
technology could make it easier to build more powerful quantum computers. Today's
superconducting quantum computers have hundreds of qubits, but some experts estimate that
thousands, if not millions, of qubits may be required to create a quantum computer capable of
running useful algorithms. The chips are manufactured at the company’s fabrication facility
using silicon wafers but no transistors. #QNT #CHP #DIG #AER #MFG #USA Reuters

→ Chinese research institutes are collaborating with the nation’s National Space Center
to develop a wide-area quantum communications network that will use satellites in low
and medium-to-high Earth orbits. The network will use quantum mechanics elements for
encryption and secure data transmission. The strategy builds on the outcomes of China's 2016
Quantum Science Satellite, also known as Mozi or Micius. In the mission, scientists tested
quantum key distribution (QKD), quantum entanglement distribution, and quantum teleportation.
As a first step, three or five small satellites with masses under 100 kg will be focused on QKD
(generating entangled particles for use as quantum keys). According to a 2022 paper authored
by researchers at CAS and the University of Science and Technology of China (USTC), these
will be launched into sun-synchronous orbits (SSO) at altitudes of 800 km. LEO satellites would
connect cities, while higher-altitude satellites would enable intercontinental quantum
communication. China is also constructing small ground stations for the network. So far,
quantum communications have been demonstrated between the Mozi satellite and the cities of
Beijing, Jinan, Weihai, Lijiang, and Mohe. China has included quantum communications and
quantum computing in a list of technological megaprojects for breakthroughs by 2030 in recent
years, and has been identified as a strategic emerging industry. #QNT #SAT #5G #AER
#Cybersecurity #CHN SpaceNews

GEOPOLITICS
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→ U.S. sanctions against China’s high-tech sectors increased the country’s research and
development investment in these sectors by 52.9%, according to a new study by Chinese
researchers. A team of science policy researchers examined how U.S. government sanctions
affected nearly 1k Chinese high-tech companies from 2010 to 2020. The number of patent
applications by Chinese companies rose by an average of 57.6% as a result of these sanctions,
although the cost of innovation also increased by nearly 40%. The scientific community’s
opinions are split on the effects of the U.S. tech bans. Some researchers believed the U.S.
sanctions would affect technology transfer, reduce Chinese scientists’ exchanges with top
researchers in the West, and keep Chinese industries at the low-value end of the production
chain. Others argued the bans would accelerate China’s innovation, prompt the Chinese
government to come up with new incentive policies, or force Chinese companies to rely less on
foreign partners. But few previous studies measured the real-life impact of the U.S. sanctions in
concrete numbers. The impact varied significantly between industries, with Chinese electronic
companies being hit the hardest, followed by companies in the computer and telecoms sectors.
However, the U.S. sanctions had less effect on some other sectors, such as the new material
industry, where the innovation cost for Chinese firms was cut by over 5% in the past decade.
China leads the world in all 12 technological sectors related to advanced materials and
manufacturing, according to a recent report – the “Critical Technology Tracker” – by the
Australian Strategic Policy Institute (ASPI). As we previously reported, China has a lead over
the U.S. in 37 out of 44 key technologies, including many in AI, energy, biotechnology, and
defense. According to the Center for Strategic and International Studies, the U.S. would gain
some short-term benefits with its sanction policies but lose the long-term battle against China
because it would force Chinese companies to develop their own technology. #Geopolitics #USA
#CHN SCMP

→ The Dutch government has announced new export controls on microchip
manufacturing equipment, including ASML's most advanced deep ultraviolet (DUV)
machines, in response to U.S. pressure to prevent the sale of these machines to China.
The U.S. and the Netherlands reached an agreement to introduce new export restrictions on
advanced chip technology to China at the end of January, but until now, the Dutch government
hadn't commented publicly on it. The deal, which also included Japan, involves the only three
countries that are home to manufacturers of advanced machines to print microchips. It is a
U.S.-led initiative to choke off the supply of cutting-edge chips to China. The new policy is
targeted at Chinese efforts to overtake the U.S. and others in the global microchips supply chain
like Taiwan, South Korea, Japan, and leading European countries. ASML, the global leader in
producing advanced microchips printing machines, will now need to apply for export licenses for
shipment of the most advanced immersion DUV systems. The Dutch government said they will
push to have new export controls included in the context of the so-called Wassenaar
Arrangement, a multilateral body where 42 participating countries agree on export controls for
conventional arms and dual-use goods, which can have both civil and military applications.
Russia, however, is still a member of Wassenaar and The Netherlands acknowledged Moscow
can block the proposal. For that reason, the Dutch government will also establish its own
national export control list by this summer, which can be copied by other EU members.
#Geopolitics #CHP #USA #NLD #JPN #CHN #RUS #TWN #KOR Politico

15
BACK TO TOP

© 2023 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://assets.website-files.com/6011c578143acd7b38ba6534/640a9a186c4252d4681ebc3a_Matrix%20Monitor%2003.10.2023.docx.pdf
https://www.scmp.com/news/china/science/article/3212648/us-sanctions-boost-chinas-rd-investment-and-output-some-hi-tech-fields-chinese-study
https://www.politico.eu/article/netherlands-impose-restrictions-chips-export-to-china-asml/


→ The U.S. signed a memorandum of understanding with India on Friday, March 10, to
cooperate in the semiconductor sector, but the U.S. is not seeking to “decouple” from
China, according to the U.S. Commerce Department. According to the U.S. Commerce
Secretary, Gina Raimondo, the semiconductor industries in both nations are beginning to
assess the resiliency and gaps in the supply chain network. India, the world’s second most
populous nation, holds key importance in the ever-shifting geopolitical relationships among
many powerful nations. The U.S.’s increasing alliance with India, with whom it also maintains a
strategic dialogue through a Quad group with Japan and Australia, is emblematic of the growing
concerns from U.S. policymakers to cut reliance on China. The partnership comes as India
aggressively offers $10B in incentives to win manufacturing projects from international chip
firms. New Delhi has been able to attract a number of firms to expand their presence in India,
but many industry leaders, including Intel and TSMC, have yet to make a broader play.
Raimondo emphasized that the U.S. is not seeking technological decoupling from China, but
certain technologies are banned for sale due to China's explicit strategy to deploy them in its
military apparatus. #Geopolitics #CHP #SCRM #USA #IND #CHN #AUS #JPN #TWN
TechCrunch

CYBERSECURITY
→ The breach of D.C. Health Link, the nation's lawmakers' and Washington residents'
health insurance exchange, has exposed PII of 21 current members of Congress. A threat
actor in a hacking forum claimed to have stolen the entire set of D.C. Health Link data. The data
set posted in the forum included 1,800 entries of people associated with Congress, whether
members of the legislative body, their families or staff, according to an analysis of the data. This
includes former national security and defense officials. Specifically, it included names, email
addresses, dates of birth, home addresses, SSNs, and insurance policy information.
Additionally, the data includes hundreds of names spread across at least 20 foreign embassies
and thousands of other employers. The D.C. Health Benefit Exchange stated that the breach
affected 56,415 of its customers. The exchange has hired threat intelligence firm Mandiant to
conduct a forensic investigation into the breach. #Cybersecurity #USA CyberScoop

→ This week, CISA announced the establishment of the Ransomware Vulnerability
Warning Pilot (RVWP) as authorized by the Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA). Through the RVWP, CISA will determine vulnerabilities commonly
associated with known ransomware exploitation and warn critical infrastructure entities with
those vulnerabilities, enabling mitigation before a ransomware incident occurs. The RVWP will
be coordinated by and aligned with Joint Ransomware Task Force (JRTF), an interagency body
established by CIRCIA, and co-led by CISA and the FBI. #Cybersecurity #SCRM #USA CISA

→ The President’s Council of Advisors on Sciences and Technology (PCAST) has created
a working group on cyber-physical resilience with the intent of consulting experts from
across the public and private sectors and academia. Over the next six months, the group
will be consulting numerous organizations and experts to formulate recommendations to the
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president. Engagement will include leads on cyber resilience from NIST, MITRE, DARPA, and
DHS. The group is also taking public submissions in the form of ideas, methods, or project
proposals. #Cybersecurity #SCRM #USA The White House

SUPPLY CHAINS
→ Chinese AI groups are skirting export controls to access high-end U.S. chips,
including Nvidia's A100, through intermediaries, revealing potential loopholes in
Washington’s blockade of cutting-edge technology to the country. AI surveillance groups
targeted by U.S. sanctions have found ways to obtain restricted technology by using cloud
providers and rental arrangements with third parties, as well as purchasing the chips through
subsidiary companies in China. iFlytek, a state-backed voice recognition company added to the
entity list in 2019, has been renting access to Nvidia’s A100 chips, which are critical in the race
to develop groundbreaking AI applications and services, according to two staffers with direct
knowledge of the matter. Facial recognition group SenseTime, sanctioned at the same time as
iFlytek, has used intermediaries to purchase banned components from the U.S., according to
three senior employees familiar with the situation. Furthermore, privately controlled cloud
computing companies also provide access to high-end U.S. chips. AI-Galaxy, a Shanghai-based
cloud computing company founded by former employees from Nvidia and AliCloud, charges $10
for one-hour access to eight of its A100 Nvidia chips. The ability of these groups to continue
accessing crucial technology highlights the challenge the U.S. faces in enforcing trade
restrictions against Chinese companies. While U.S. export regulations do not cover cloud
providers, there is a violation if the technology is used to build weapons of mass destruction.
Demand for these chips has surged among private cloud providers and start-ups in China.
Although U.S. export controls do not explicitly ban access to the chips through cloud service
providers, some companies are still taking measures to obscure their identity. #SCRM #AI
#Geopolitics #USA #CHN Financial Times
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