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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features Chinese state-aligned actors using deep
fakes to promote the interests of the Chinese Communist Party, ChatGPT passed the
U.S. Medical Licensing Exam, China’s response to ChatGPT, Blue Origin’s functional
solar cell prototype, the U.S. Government’s effort to restrict capital from flowing into

China, Israeli contractors claim to have influenced more than 30 global elections over
the last 20 years, and new quantum research to tackle supply chain challenges.



NEXT5 EDITOR’S HIGHLIGHTS
→ The nation’s first National Cyber Director Chris Inglis stepped down this week after a
long career in national security, amidst widespread, bipartisan praise. He is succeeded by
his former deputy, Kemba Walden, who will serve as the acting NCD. His resignation comes as
cyber observers await the administration’s national cybersecurity strategy. The congressionally
created Cyberspace Solarium Commission, which Inglis served on before joining the
administration, recommended the creation of an Office of the National Cyber Director (ONCD) in
its final report in 2020. While many were opposed to the creation of the office on both sides of
the aisle, many had faith in Inglis who remains a highly regarded leader and civil servant.
#Cybersecurity #USA The Washington Post

→ The U.S. Commerce Department sanctioned six Chinese companies involved in the
balloon program - which U.S. officials say aims to intercept communications and surveil
the ground below, including sensitive military sites. Reporting from The Wire concluded that
Wu Zhe and Wang Dong - the brains behind the balloon - are linked to four of the six sanctioned
firms. The two men have a complex network of companies involved in balloon and aerospace
technologies, some of which are closely affiliated with the Chinese military but are not
sanctioned by the U.S. government. Wu and Wang have worked together in several companies,
the majority of which are not on entity lists, though three of them were set up alongside Beihang
University - a military university institution where Wu teaches. #SCRM #DIG #Geopolitics #CHN
#USA The Wire

DIGITALIZATION
→ In a series of videos posted on social media platforms, Chinese state-aligned actors
used deep fake broadcasters to promote the interests of the Chinese Communist Party,
according to a new report published by Graphika. The news presenters of the likely fictitious
media company Wolf News were "almost certainly" created using technology provided by
Synthesia, a British AI video company that recently confirmed that its technology was used to
create AI-generated videos promoting pro-military propaganda in Burkina Faso (a country in
West Africa). In the new campaign, the avatars mostly promoted the interests of the Chinese
Communist Party — one video accused the U.S. government of attempting to tackle gun
violence through “hypocritical repetition of empty rhetoric.” Another stressed the importance of
China-U.S. cooperation for the recovery of the global economy. The newly discovered deep fake
videos have many characteristics similar to older pro-Chinese digital influence operations: they
are under three minutes long, use a compilation of stock images and news footage from online
sources, and are accompanied by robotic English-language voiceovers. Despite the effort put
into it, the influence operation likely had limited impact: the AI-generated videos were low-quality
and received less than 300 views each, according to the researchers. The campaign raises
concerns about the abuse of commercially-available AI products to create deceptive content at
greater scale and speed — Synthesia, for example, can create AI-generated videos in minutes
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for as little as $30 per month. Threat actors will continue to experiment with AI tech, producing
increasingly convincing footage that is harder to detect and verify, according to the researchers.

#DIG #AI #CHN #GBR #BFA The Record

SATELLITES & NAVIGATION
→ The FCC approved Amazon’s plan on February 8 to deploy and operate 3,236
broadband satellites, subject to conditions that include measures for avoiding collisions
in low Earth orbit (LEO). Amazon got initial FCC clearance for its Ka-band Project Kuiper
constellation in 2020 on the condition that it secured regulatory approval for an updated orbital
debris mitigation plan. According to the FCC, its conditional approval of this mitigation plan
allows Kuiper to begin deployment of its constellation to bring high-speed broadband
connectivity to customers globally. The conditions include semi-annual reports that Kuiper must
give the FCC to detail the collision avoidance maneuvers its satellites have made, whether any
have lost the ability to steer away from objects, and other debris risk indicators. In the order, the
FCC also requires Kuiper to ensure plans to de-orbit satellites after their seven-year mission
keep inhabitable space stations in addition to the International Space Station in mind. Kuiper
also has to provide regular updates on efforts to avoid interfering with astronomical observations
and impacting the launch and reentry opportunities of missions with tight launch windows. The
FCC grant comes a few months after SpaceX got conditional approval to launch up to a quarter
of the proposed 30k LEO satellites in its second-generation Starlink broadband constellation.
SpaceX had called on the FCC to limit Kuiper’s approval to only 578 satellites in its
630-kilometer orbital shell, and defer a decision on the rest of the constellation, which the
regulator rejected. #SAT #USA Space News

→ Researchers have demonstrated how satellites could enable more efficient, secure
quantum networks. The team used experiment, emulation, and simulation to determine what is
needed for high-dimensional quantum cryptography in space. Quantum key distribution can use
quantum bits, or qubits, to distribute shared random keys for users to exchange encrypted
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information. Qubits can exist in more than one state simultaneously and carry more information
than standard computing bits. Qudits, another quantum unit, can exist in more than two states
and carry even more information. The team used light particles to create entangled pairs of
qubits and qudits, meaning one particle from a pair couldn't be described independently of the
other. The team emulated transmission between a ground station and satellite and simulated
transmission from orbiting satellites. #SAT #QNT #USA Phys.org

ARTIFICIAL INTELLIGENCE
→ ChatGPT passed the United States Medical Licensing Exam (USMLE). The USMLE is a
highly standardized and regulated series of three exams required for medical licensure in the
U.S. Taken by medical students and physicians-in-training, the USMLE assesses knowledge
spanning most medical disciplines, ranging from biochemistry, to diagnostic reasoning, to
bioethics. The researchers that tested ChatGPT’s performance removed image-based questions
and asked the chatbot 350 of the 376 public questions available from the June 2022 USMLE
release. ChatGPT scored between 52.4 percent and 75.0 percent across the three USMLE
exams – the passing threshold each year is approximately 60 percent. Ultimately, ChatGPT
even exceeded the performance of PubMedGPT, a counterpart model trained exclusively on
biomedical domain literature, which scored only 50.8 percent on an older dataset of
USMLE-style questions. The researchers concluded that ChatGPT has the potential to enhance
medical education, and eventually, clinical practice. Clinicians at AnsibleHealth already use
ChatGPT to rewrite jargon-heavy reports for easier patient comprehension. #AI #USA
Interesting Engineering

→ The Beijing Municipal Bureau of Economy and Information Technology will support
enterprises in building large AI models that compare to ChatGPT, as China's tech giants
rush to deliver their own generative AI chatbots. The agency announced it would support
enterprises to build the models as well as an ecology of open-source frameworks. The bureau
also wants to strengthen AI infrastructure, accelerate the supply of foundational data, and guide
the collaboration of enterprises, universities, research institutions, and open-source
communities. Firms want the technology integrated into their own products, so it makes sense
for China to want an indigenous version of the app – particularly since the central government
will want to manage and censor its output. Chinese firms have scrambled to capitalize on the
excitement and popularity of ChatGPT. Earlier this month, the country's web giant Baidu
revealed it would launch a generative AI chatbot later this year. Alibaba said its research
institute, Damo Academy, is conducting internal testing on an AI chatbot although no timeline
was provided for the product. Furthermore, Tencent, NetEase, and JD.com have their own
equivalents in development. #AI #USA #CHN The Register

→ Chinese researchers are working on using AI to help spacecraft dodge junk in orbit, as
such debris poses a major threat to global space missions. According to the state-backed
PLA Daily, the project will create AI algorithms that can autonomously monitor and help avoid
space debris that threatens global space missions. The project will see China follow the lead of
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the European Space Agency, which started training AI to avoid orbital debris a few years ago.
The ESA has created a large data set of historical collision warnings and asked the global AI
community to help develop a system that would eventually autonomously dodge space debris.
Current space congestion is expected to get worse, with the ongoing construction of
mega-constellations featuring thousands of satellites in low-Earth orbit. The use of AI
technologies could improve the speed and quality of information acquisition, processing, and
dissemination, and provide vital support for a secure space environment, according to the team.
China is also using AI to develop smart satellite constellations for scientific research. For
example, the Chinese Academy of Sciences is developing a cluster of at least 100
microsatellites to study the most violent explosions in the universe.

#AI #SAT #AER #CHN SCMP Interesting Engineering

→ Space companies are finding new ways to use AI for commercial and national security
applications. AI and machine learning technologies allow operators of remote-sensing
constellations to plan satellite operations, run simulations, and identify where resources are
needed. According to New Mexico-based startup RS21, there is growing interest in using
machine learning for autonomous space operations. The company last year won a U.S. Space
Force contract to research the use of AI to predict satellite failures in orbit. The technology will
be tested in an upcoming Space Test Program experiment, STPSat-7, projected to launch in
2023 to low Earth orbit. RS21 is expanding the use of AI for prognostics and predictive logistics
so officials know 24 or 48 hours ahead of time if they are facing a satellite failure. AI also is
helping startups design satellites and plan their businesses. Startup Rogue Space Systems is
developing small satellites for in-space servicing. Moreover, startup True Anomaly is using AI to
build models for space wargaming and training. The company is developing an “autonomous
orbital pursuit vehicle” aimed at military applications. #AI #SAT #AER USA Space News
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NEXT GENERATION COMMUNICATIONS
→ Shenzhen, China's Silicon Valley and the richest city in southern Guangdong province,
plans to add 10k 5G base stations this year as part of an effort to improve internet
connectivity and digital economic activity in the city. The Shenzhen municipal government's
Industry and Information Technology Bureau published a digital infrastructure action plan last
week that includes upgrading 5G mobile services and achieving wider adoption of its Gigabit
Ethernet fiber optic network, allowing the southern tech hub to become mainland China's top
city in terms of internet speed. With 10k more 5G base stations, Shenzhen expects its average
internet download speeds to reach 500 megabits per second, according to the bureau. The city
had more than 64k 5G base stations installed at the end of 2022, according to a report.
Shenzhen's latest program aligns with the Chinese government’s focus on accelerating the pace
of 5G infrastructure buildout across China, as the country continues to compete with the United
States in next-generation mobile network development. #5G #DIG #SCRM #CHN SCMP

FINANCIAL TECHNOLOGY
→ Digital currency markets are on edge after a flurry of aggressive regulatory actions
from U.S. authorities. On Monday, February 13, the New York State Department of Financial
Services ordered Paxos to stop minting new Binance USD (BUSD) stablecoins. The order
stems from “several unresolved issues related to Paxos’ oversight of its relationship with
Binance,” NYDFS stated Monday in a consumer alert. BUSD remained relatively stable and
close to its $1 peg after the New York regulator’s orders. According to Paxos, BUSD will
continue to be redeemable through at least February 2024. The market is waiting to see the
exact SEC charges toward Paxos and whether that might have implications for other
stablecoins, such as USD Coin (USDC) and tether (USDT). The SEC has not taken official
action against Paxos as of yet. #FIN #USA CNBC Banking Dive

→ Crypto exchange Kraken agreed to shut down its U.S. cryptocurrency staking service
and pay $30M in penalties to settle U.S. Securities and Exchange Commission charges
that it failed to register the program. The settlement marks the SEC's first crackdown on
staking, a common service offered at both centralized and decentralized crypto exchanges,
including most of the major exchanges in the U.S. such as Coinbase and Binance. The move
could create problems for these other platforms with similar offerings. According to the SEC,
most staking providers fail to provide customers proper disclosures such as how a company is
protecting a user's staked assets. The agency added that those providers should register their
staking services with the SEC. Owners of crypto assets that use a "proof-of-stake" blockchain
can stake some of their assets to potentially take part in the process of validating transactions.
In exchange for their work, validators are often rewarded with newly created crypto assets.
Kraken offers its customers the ability to "stake" certain crypto tokens in order to earn rewards.
Its website advertises that users can earn up to 20% in annual yield if they pledge to lock up
their assets for a certain period. In a statement, Kraken said its agreement to end its on-chain
staking services would affect only U.S. clients, and that most assets enrolled in its program by
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U.S. users would be automatically "unstaked" starting on Thursday, February 9. #FIN #USA
Reuters

AEROSPACE & SPACE
→ NATO plans to launch a new effort to streamline the process of gathering,
disseminating, and distributing the reams of data collected in space for use by the
alliance command structure. The “Alliance Persistent Surveillance from Space” (APSS)
initiative will allow NATO to better support operations and improve intelligence sharing by more
quickly receiving and transmitting data gathered from a variety of space-based sensors
operated by its member nations, as well as from commercial data and imagery. Together, the
“virtual constellation” of associated space-based systems, sensors, and data collected from
those systems will be known as Aquila. Some members may support the initiative with access to
their own space-based sensors and systems, while nations that don’t have their own
constellations might contribute with data collection and analysis capabilities, or with funding to
help NATO purchase data or imagery collected by commercial satellites. To date, 17 nations
have been tied to the initiative including Belgium, Bulgaria, Canada, Finland, Greece, Hungary,
Italy, Luxembourg, the Netherlands, Norway, Poland, Romania, Spain, Sweden, Turkey, United
Kingdom, and the U.S. According to officials, the discovery, and subsequent February 4th

shoot-down, of a Chinese balloon that entered U.S. airspace, highlights the need for NATO to
ramp up its information-sharing, particularly from space-based capabilities. #AER #USA #BEL
#BGR #CAN #FIN #GRC #HUN #ITA #LUX #NLD #NOR #POL #ROU #ESP #SWE #TUR
#GBR #CHN Defense News

→ Launches conducted by commercial Chinese launch service providers could more
than double those attempted last year, according to firms’ plans for 2023. The
development could provide momentum to the deployment of Chinese commercial small satellite
constellations and have international implications for space traffic management. China
conducted a national record of 64 launches in 2022, with 54 of these accounted for by the
state-owned China Aerospace Science and Technology Corporation (CASC). Other actors were
Expace, Landspace, iSpace, and Galactic Energy, which contributed 10 more, including a pair of
launch failures. CASC has declared its intentions to surpass 60 launches this year, while the
companies above and a handful of new entrants are planning more than 20 launches of their
own. The emergence of Chinese commercial space companies began in late 2014 when the
country opened portions of the space sector to private capital, largely in response to
developments by U.S. companies such as SpaceX and Planet. This move has spurred the
creation of hundreds of space-related companies engaged in a range of activities, including
launch, satellite operation and manufacture, ground stations, and downstream applications. The
Chinese government has since enacted further measures to foster its commercial space sector,
including policy support and guidance and a military-civil fusion national strategy that allows
technologies to move between approved entities. #AER #SAT #USA #CHN Space News
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→ According to the Russian space corporation, an uncrewed Russian spacecraft docked
at the International Space Station lost pressure, but the incident does not pose a danger
to the station's crew. Engineers at the Russian Mission Control Center near Moscow first
identified depressurization inside the Progress MS-21 cargo ship's coolant loop, Roscosmos
said. The hatches between the spacecraft and the station were temporarily closed to prevent
further loss of pressure. As of Saturday, February 11, the hatches were reopened and the
temperatures and pressures aboard the station were all normal, according to NASA. The U.S.
space agency added that the station crew continues its normal operations and no other issues
have been identified. The unpiloted cargo spacecraft, which is filled with garbage, was
scheduled to undock from the space station to deorbit over the Pacific Ocean on February 17.
NASA said its specialists are working with their Russian counterparts to investigate the cause of
the unexpected depressurization. Roscosmos added that the incident should not affect the
station's future flight program. #AER #Geopolitics #USA #RUS NPR

→ Blue Origin has fabricated a functional solar cell prototype using lunar regolith
stimulants. This simulated moon dust is both chemically as well as mineral accurate to the real
thing, taking into account both lunar variability in grain size as well as bulk chemistry. The
simulated moon dust ensures that the starting material is as realistic as possible before being
placed in a reactor, which produces iron, silicon, and aluminum through molten regolith
electrolysis. This process involves an electrical current that separates those elements from the
oxygen to which they are bound, with the only byproduct being oxygen for propulsion and life
support. It purifies silicon to more than 99.999%, or the purity required to make efficient solar
cells, while only using sunlight and the silicon from the reactor. According to Blue Origin, for
protection from the harsh lunar environment, solar cells need cover glass. The company’s
technique uses only molten regolith electrolysis byproducts to make cover glass that enables
lunar lifetimes exceeding a decade. #AER #USA Techeblog

BIOTECHNOLOGY
→ Biotech startup Living Carbon has raised $30M to plant 4-5M poplar trees by the
spring of 2024 using "photosynthesis enhanced" seeds, with the aim of providing carbon
credits. The company's trials are expected to yield results indicating that the taller
bioengineered trees can store up to 27% more CO2 than standard poplars. The next step for the
company will be to demonstrate that CO2 can be stored in lumber and plywood, outlasting the
lifespan of poplar, which can reach up to 200 years. The DOE, which awarded Living Carbon a
$500k grant in 2021, predicted that if successfully scaled up, the company's approach could
remove billions of tons of CO2 from the atmosphere. Toyota Ventures and Singapore's
state-owned Temasek have since joined the list of investors. The voluntary carbon credit market
could exceed $50B by 2030 — but only if high volumes of credits become available in the near
term, according to analysts. Living Carbon's synthetic biology platform has the potential to
bridge the supply-demand gap by combining a powerful combination of proven nature-based
carbon sink solutions and genetic engineering to deliver high-quality credits to the market,
according to a Toyota Ventures Climate Fund partner.
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#BIO #SCRM #USA #SGP Scientific American

→ Insilico Medicine has received the FDA's first Orphan Drug Designation for a drug
discovered and designed using artificial intelligence — INS018_055, the company's lead
pipeline candidate for idiopathic pulmonary fibrosis (IPF). INS018_055 is Insilico's first
wholly-owned program in which AI was used to identify a novel target ("Target X") and generate
novel small molecules using the company's Pharma.AI platform. INS018_055 is set to enter a
global, randomized multi-site Phase II trial “early” this year, according to the company.
INS018_055 represents a potential first-in-class treatment against a novel target with potential
relevance in a broad range of fibrotic indications — including kidney fibrosis (now in the
IND-enabling phase) and skin fibrosis (now in discovery phase). The topline results showed
INS018_055 was generally safe and well tolerated, with a favorable pharmacokinetics (PK)
profile and no significant accumulation after seven days. No deaths or serious adverse events
were reported during the trial though one participant who received INS018_055 in the 30 mg
once daily cohort of the study’s multiple ascending dose portion of the study discontinued
treatment due to a moderate influenza-like illness that was deemed unrelated to the study
treatment. #BIO #AI #DIG #HKG #USA GenEng

GREEN TECHNOLOGY
→ According to the White House, Tesla will open part of its proprietary Supercharger
network to other kinds of vehicles for the first time. The move qualifies the company for a
share of billions of federal dollars on offer to build a national network of electric-vehicle
chargers. Tesla plans to open at least 3,500 new and existing 250-kilowatt chargers to drivers of
all kinds of EVs by the end of next year, the White House said. Fast chargers can repower cars
in about 30 minutes, but those available to any kind of EV are in short supply across U.S.
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highways, where their presence is considered crucial to boosting EV adoption as automakers
convert fleets to electric. Tesla already has a U.S. network of more than 17,700 fast chargers at
over 1,650 locations, but they aren’t available to other types of vehicles. #GRN #USA WSJ

→ The European Commission has proposed ambitious new CO2 emissions targets for
new heavy-duty vehicles (HDVs) from 2030 onwards. These targets will help to reduce CO2
emissions in the transport sector. Trucks, city buses, and long-distance buses are responsible
for over 6% of total EU greenhouse gas (GHG) emissions and more than 25% of GHG
emissions from road transport. The Commission proposes phasing in stronger CO2 emissions
standards for almost all new HDVs with certified CO2 emissions, compared to 2019 levels,
specifically: 45% emissions reductions from 2030; 65% emission reductions from 2035; and
90% emissions reduction from 2040. To stimulate the faster deployment of zero-emission buses
in cities, the Commission also proposes to make all new city buses zero-emission as of 2030.
The Commission emphasized the proposal would have a positive impact on the energy
transition by lowering demand for imported fossil fuels and enhancing energy savings and
efficiencies in the EU's transport sector. Moreover, this is a key sector to support European
green tech and boost international competitiveness. The EU is a market leader in the production
of trucks and buses and a common legal framework helps to secure that position for the future.
In particular, the revised standards provide a clear and long-term signal to guide EU industry
investments in innovative zero-emission technologies and boost the rollout of recharging and
refueling infrastructure. #GRN European Commission

ADVANCED MANUFACTURING
→ Saudi Arabia introduced its first-ever robot that can
communicate in the Arabic dialect, dance, and
respond to questions. The interactive machine has a
built-in camera that uses AI to recognize when people are
standing in front of it. It can then begin a conversation
when a person addresses it with the sentence “Hello
Sara.” Sara can recognize different dialects from within
Saudi Arabia and analyze and comprehend sentences.
This enables her to come up with relevant answers that
she can also send over a text message. In October 2017,
Saudi Arabia became the first country in the world to grant
citizenship to a robot named Sophia, created by a Hong
Kong-based company called Hanson Robotics. A month
later, Sophia was calling for more human rights for women
in the nation. The move came as women around the world
pointed out the disparity through social media of the comparison between Sophia getting
citizenship so easily in a nation that does not permit women to drive. Separately, in September
of 2022, Saudi Arabia introduced three new robots to recite the Quran, deliver sermons, and
give azan (call to prayer) at Islam's holiest mosque in Mecca. #MFG #AI #SAU #HKG
Interesting Engineering
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AUTONOMOUS SYSTEMS
→ A cube-like autonomous robotaxi made by Zoox, an Amazon subsidiary, made its
inaugural launch on public roads in California, carrying passengers for the first time. The
launch occurred after the company received a permit from the California Department of Motor
Vehicles, the agency that regulates autonomous vehicles in the state. Zoox stated the vehicle
has also passed a self-certification from the Federal Motor Vehicle Safety Standards. Initially,
robotaxis will only be available to Zoox employees and run as a shuttle service on about a
two-mile loop between the company’s two main buildings in Foster City, California. Zoox noted
that the route will include right-hand and left-hand turns, several traffic lights, pedestrians, and
bicyclists. The robotaxi will also have to navigate a parking lot and make bi-directional turns.
Zoox currently tests Toyota Highlander vehicles equipped with its self-driving system on public
roads in San Francisco, Las Vegas, Foster City, California (near its headquarters), and Seattle.

#AUT #USA TechCrunch

→ A joint Department of Defense team executed 12 flight tests in which AI agents piloted
the X-62A Variable Stability In-Flight Simulator Test Aircraft, or VISTA, to perform
advanced fighter maneuvers. Supporting organizations included the U.S. Air Force Test
Center, the Air Force Research Laboratory (AFRL), and the Defense Advanced Research
Projects Agency, or DARPA. AFRL’s Autonomous Air Combat Operations (AACO) and DARPA’s
Air Combat Evolution (ACE) AI-driven autonomy agents piloted the U.S. Air Force Test Pilot
School’s X-62A VISTA to perform advanced fighter maneuvers. AACO’s AI agents performed
one-on-one beyond-visual-range engagements against a simulated adversary, and ACE’s AI
agents performed within-visual-range maneuvering, known as dogfighting, against constructive
AI red-team agents. Both teams’ AI agents executed autonomous tactical maneuvering while
maintaining real-world airspace boundaries and optimizing aircraft performance. DARPA’s ACE
program aims to develop trusted, scalable, human-level, AI-driven autonomy for air combat by
using human-machine collaborative dogfighting as its challenge problem. #AUT #AI #USA
AFMC
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SEMICONDUCTORS & CHIPS
→ ASML has accused a former China-based employee of exfiltrating proprietary chip
technology information. It’s the second breach linked to China in less than a year and
threatens to fan political tensions. ASML has initiated an internal investigation and tightened
security controls after recently discovering the incident. It said on Wednesday that export
controls may have been violated, exposing the company to a potential regulatory backlash. Last
year, ASML, which employs about 1,500 people in China, accused a Beijing-based firm of
potentially stealing trade secrets in a theft dating back to at least 2015. ASML’s most recent data
breach involved technological information and was carried out by a male employee in the last
couple months. Authorities in the US have also been notified. On Thursday, more details were
released about the investigation. The breach occurred in a repository containing information
about lithography systems used in the production of some of the world's most advanced chips.
The information came from Teamcenter, a tool developed by Siemens that serves as a shared
storehouse of technical information that allows different groups of employees to collaborate and
manage their product development. It allows for “common access to a single repository of all
product-related knowledge, data and processes”, according to the Siemens website. #CHP
#Cybersecurity #NLD #CHN Bloomberg

→ Unisoc, a Chinese state-backed chip design company, is looking to raise $1.5B in a
new funding round that will value the company at around $10.3B, according to sources.
For this round, Unisoc has approached several state-backed investment funds, capitalizing on
increased local investor interest in China's domestic chip industry, which is preparing to become
more self-sufficient in the face of US pressure. Unisoc is owned by Wise Road Capital, a private
equity firm that took over the company in 2022 after its former parent company, Tsinghua
Unigroup, declared bankruptcy. Unisoc’s competitors include Qualcomm, MediaTek, and
Samsung. The company’s product line includes mobile processors for smartphones as well as
simpler chips for IoT devices. According to its website, it operates in 133 countries. Although its
sales are low in comparison to its competitors, the company's share of the global market for
mobile CPUs increased to ~10% in 2022, according to Counterpoint Research. Unisoc earned
$2B in revenue in 2022 and $1.7B in 2021, according to a company statement. In addition to
Wise Road, the company's shareholders include China's state-backed chip investment fund
(known as "the Big Fund"), which has a 13% stake in the company, and Intel Capital, which has
an 11% stake in the company from a 2014 investment. #CHP #DIG #Geopolitics #CHN #USA
#TWN #KOR #HKG Reuters

QUANTUM TECHNOLOGY
→ For the first time, researchers from the University of Sussex and its spin-off Universal
Quantum have demonstrated that quantum bits (qubits) can be transferred directly
between quantum computer microchips, according to a new study. As quantum computers
advance, researchers will be constrained by the size of the microchip, which limits the number
of quantum bits that such a chip can hold, according to a professor of quantum technologies at
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the University of Sussex and Chief Scientist/co-founder at Universal Quantum. As a solution,
the research team developed a novel technique known as "UQ Connect." This method enabled
the researchers to use electric field links, which allow qubits to move from one quantum
computing microchip module to another at record-breaking speed and accuracy. The
researchers were successful in transporting 2,424 ion qubits per second with a 99.999993%
success rate. Universal Quantum, which was recently named one of the 2022 Institute of
Physics Business Startup winners, has been awarded $72M by the German Aerospace Center
(DLR) to build two quantum computers that will deploy the new technology. #QNT #CHP #DIG
#GBR TNW

GEOPOLITICS
→ The U.S. Government is weighing an effort to restrict capital from flowing into China
that could be used to develop advanced technologies for war. For months, the Biden
administration has been preparing curbs on the investments that U.S. firms can make in China,
particularly in areas like advanced computing. Those measures are now largely complete and
could be issued within two months. The Treasury Department has been reaching out to other
governments, including the European Union, to try to ensure that they do not rush in to provide
similar financing to China after the U.S. cuts it off. The movement of a spy balloon across the
U.S. has set off newfound fears about the national security threats posed by the Chinese
government. This week, lawmakers on both sides warned the White House that if the
administration did not move ahead with investment restrictions, Congress would propose its
own. Details of the pending executive order remain unclear, but it is expected to require
companies to report more information to the government about their planned investments in
certain adversarial countries. Several people familiar with the plans said the order would most
likely prohibit outright investments in some sensitive areas, like quantum computing, advanced
semiconductors, and certain artificial intelligence capabilities with military or surveillance
applications. Some of the proposals have prompted resistance from industry groups, which
argued that overly broad restrictions could overwhelm government officials in charge of
oversight, creating big delays, and ricochet back on the U.S. economy, harming its
competitiveness. Others say that China has access to plenty of other sources of funding
worldwide and that cutting off access would prevent U.S. companies from benefiting from
Chinese innovations. #Geopolitics #DIG #AI #QNT #CHP #USA #CHN NYT

→ NATO countries may agree as soon as this summer to spend at least 2% of their
economic output on defense. The commitment would mark a slight shift from the alliance’s
10-year-old pledge to “move toward the 2% guideline,” a pledge that many nations are still
struggling to comply with. The alliance’s defense ministers discussed the target at a two-day
meeting in Brussels that began on Tuesday, February 14. The gathering comes amid renewed
tensions between Washington and Beijing, after the US shot down a Chinese balloon and other
unidentified objects, while China leveled new accusations over violations of its airspace. Ahead
of the ministerial meeting, NATO Secretary General Jens Stoltenberg warned that China and
Russia are stepping up surveillance of the alliance’s members. #Geopolitics #USA #BEL #CHN
#RUS Bloomberg
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CYBERSECURITY
→ Taiwan President Tsai Ing-wen unveiled a new national cybersecurity research
institute last Friday, following cyber activity by Chinese hackers last year that coincided
with a visit by then-US House Speaker Nancy Pelosi. Taiwan has long been used by China
as a testing ground for its cyber capabilities. Last year, cyberattacks on Taiwanese government
agencies set a new daily high, 23x higher than the previous one. China's capabilities were so
powerful that Taiwan's internal systems were already compromised and Pelosi's visit served as
a wake-up call, according to analysts. There were also disinformation campaigns; specifically in
the months between Pelosi's visit and the November elections, Taipei-based Doublethink Lab
documented 2.9k instances of disinformation directed at Taiwan. Taiwan's government has
responded by creating a cabinet-level digital ministry, which houses the new cybersecurity
institute, and officials have taken steps to cultivate more cybersecurity talent and impose
harsher penalties for corporate data breaches. Beijing is likely to use more cyber tactics against
Taiwan, particularly in the run-up to the presidential election in January next year, according to
analysts. Analysts are concerned about escalations similar to those witnessed during Pelosi's
visit, which could result in power outages. #Cybersecurity #DIG #TWN #CHN Bloomberg

→ A new investigation has identified a group of Israeli contractors who claim to have
hacked, sabotaged, and automated disinformation on social media to influence more
than 30 elections around the world in the last 20 years. The group is led by a former Israeli
special forces agent who runs a private service that offers covert election interference and also
works for corporate clients. Their services were available to intelligence agencies, political
campaigns, and private companies looking to secretly manipulate public opinion. They have
been used by organizations in Africa, South and Central America, the US, and Europe. One of
the group’s key services is a sophisticated software package, Advanced Impact Media Solutions
(“Aims”). It controls thousands of fake profiles on Twitter, LinkedIn, Facebook, Telegram, Gmail,
Instagram and YouTube. Some avatars even have Amazon accounts with credit cards, bitcoin
wallets and Airbnb accounts. The sophisticated TTPs described by the hacking group pose new
challenges for Big Tech platforms, which have long struggled to prevent threat actors from
spreading disinformation or breaching their platforms' security. In one case, several journalists
approached the hacking group pretending to be consultants working on behalf of a politically
unstable African country that wanted help delaying an election. The hacking group met with
them via video calls and an in-person meeting at the group’s base outside Tel Aviv. The group
consisted of “graduates of government agencies”, with expertise in finance, social media and
campaigns, as well as “psychological warfare”, operating from six offices around the world. The
group’s leader claimed in his initial pitch to potential clients that they were involved in one
election in Africa, had a team in Greece, and a team in the Emirates. Later, he stated that he
was involved in two "major projects" in the US. The hacking group said they would accept
payments in a variety of currencies, including cryptocurrencies such as bitcoin, or cash. They
would charge between $6.4M-$16M for interference in elections. #Cybersecurity #DIG
#Geopolitics #ISR #USA #EUR #GRC #ARE The Guardian
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→ A researcher was able to easily find highly sensitive mental health data containing
unencrypted PII from little-known data vendors for a few hundred dollars. The research,
conducted over the span of two months at Duke University’s Sanford School of Public Policy,
which studies the ecosystem of companies buying and selling personal data, consisted of
asking 37 data brokers for bulk data on people’s mental health. 11 of them agreed to sell data
that identified people based on issues such as depression, anxiety, and bipolar disorder, and
frequently sorted them based on demographic data such as age, race, credit score, and
location. The researcher did not purchase the data, but instead received free samples to prove
that the broker was legitimate, which is a common industry practice. While prices for renting and
selling mental health records varied greatly, some companies offered them for as little as $275
for information on 5,000 people. The industry appears to lack a set of best practices for handling
individuals’ mental health data, particularly in the areas of privacy and buyer vetting, according
to the report. When it comes to protecting sensitive data, data privacy laws such as HIPAA only
apply to a specific "covered entity," such as a hospital or healthcare organization, which does
not include health apps. While the report does not go into detail about how the brokers obtained
that mental health information in the first place, a Consumer Reports investigation in 2021 found
that some popular mental health apps shared users' data with advertising companies, including
Facebook. #Cybersecurity #DIG #USA NBC News

SUPPLY CHAINS
→ Top trade associations representing companies dependent on Chinese manufacturing
are urging their members to diversify supply chains amid tensions over alleged spy
balloons over North America. According to the National Retail Federation, the American
Footwear and Apparel Association, and the Council of Supply Chain Management
Professionals, rising tensions with China due to the spy balloons have resulted in new concerns
from their member companies. These companies have already been dealing in recent years
with tariffs imposed by Trump and President Biden, and Covid shutdowns under the “Zero
Covid” policy. Members of the Council of Supply Chain Management Professionals have been
pursuing redundancies in their supply chain since the start of tariffs as a way to offset the risk of
ongoing trade policy tensions. The latest data shows a significant move of manufacturing to
countries including Vietnam and the Philippines. Many companies are also leaning into the
revised NAFTA agreement, UMSCA, as a way to bring more manufacturing back to North
America. The biggest example of China’s manufacturing risk is the market’s largest company,
Apple, which has begun to move some manufacturing, including to India. #SCRM #USA #CHN
#IND #PHL CNBC

→ New research in quantum computing is moving science closer to being able to
overcome supply-chain challenges. A team of researchers created a framework for reducing
the role of classical computing in problem-solving. With their new framework, called FALQON –
short for Feedback-based Algorithm for Quantum Optimization – the classical computer does
not do any optimization. It only needs the computational power of a calculator, letting the
quantum computer theoretically work on much more complicated problems. These problems
could include issues of efficiently rerouting shipping fleets when a major port suddenly closes.
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However, until quantum computers become more powerful, the framework is largely a
theoretical tool that can only be tested on problems classical computers can already solve. The
team believes the framework shows great potential for formulating useful algorithms for the
medium-to-large-scale quantum computers of the future. They hope it will help develop quantum
computing algorithms for problems in chemistry, physics, and machine learning. The
Russia-Ukraine conflict and the COVID-19 pandemic have shown how vulnerable global supply
chains can be. International events can disrupt manufacturing, delay shipping, induce panic
buying, and send energy costs soaring. #SCRM #QNT #AI #MFG Phys.org

→ Despite the fact that Cisco stopped selling hardware in Russia last year, the same
equipment can still be found at a variety of Moscow retailers today. It is being supplied by a
network of third-party vendors in countries such as Turkey and Asia that have emerged without
Cisco's permission and are largely outside the reach of US sanctions and law enforcement.
From March-November in 2022, Russia imported $12.4B worth of goods subject to sanctions or
export bans from the West, including the sort of telecommunications equipment that Cisco
provides, according to an analysis of customs data from 31 countries by Brussels-based think
tank Bruegel. From August to late December, $27.5M worth of Cisco equipment was exported to
Russia, according to Russian customs data collected and sold by a China-based data provider
and reviewed by The Wall Street Journal. Information about some Cisco suppliers and buyers
named in the data were cross-checked using a second database of custom records provided by
C4ADS, a Washington-based nonprofit. Any Cisco equipment currently in Russia is counterfeit
or was shipped there without Cisco's permission, according to a company spokesperson.
CompTek, a Moscow-based IT equipment distributor, claims to have a large warehouse of Cisco
equipment and to offer a complete selection of the company's gear online. In March, Cisco
announced the termination of a distribution agreement with CompTek. CompTek purchased
some of its Cisco products from Hong Kong-based Pixel Devices Ltd and RBW Lab Co, a Thai
IT distributor, according to the customs database. An Istanbul-based company (Ervacan Makina
Ekipmanlari ve Sanayi Tedarik Ltd Sti) was among the largest suppliers of Cisco goods during
the time period covered by the Chinese-compiled database. Cisco claims that it has never
worked with the company. ~50% of the value of the five months’ worth of orders came from a
Moscow-based company called Eastern Trade LLC. Eastern Trade’s suppliers were mainly
Chinese and Turkish, according to the database. Another major Russian buyer of Cisco
equipment includes Nag LLC, a self-described IT online megamarket whose customers include
Russia's major energy companies, the FSB intelligence agency, and several other government
departments. #SCRM #5G #DIG #Cybersecurity #Geopolitics #RUS #USA #CHN #TUR #HKG
#THA WSJ
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