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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features China’s spy balloon, efforts by U.S. tech
giants to capitalize on the generative AI trend, a generator that converts hot gas at

hypersonic speeds into a powerful electric current, researchers have implanted "human
brain organoids" into rats' brains, the U.S. is considering new sanctions on Chinese

surveillance companies over sales to Iran’s security forces, and the likely effects of the
new U.S./India technology partnership on global supply chains.



NEXT5 EDITOR’S HIGHLIGHTS
→ While many details about the Chinese spy balloon capabilities remain unknown,
experts say they probably pale in comparison to the amount of information China has
collected via cyberespionage against the U.S. over the years. According to FBI Director
Christopher Wray, “China’s vast hacking program is the world’s largest, and they have stolen
more American’s personal and business data than every other nation combined.” While it is not
entirely clear what the balloon’s capabilities are, it is difficult to imagine them comparing to the
kind of data China has gleaned from cyber espionage. Some experts will say, unless someone
has suffered a financial loss personally, they might not connect to cyber espionage the way they
would to an object in the sky. Then there is the fact that Chinese cyber espionage has become a
fact of life to the degree that it has become almost commonplace, minimizing the impact of each
incident. And the potential impact of China’s balloon on U.S. relations, versus its long history of
cyber espionage, strikes another contrast after the Biden administration postponed a trip to
China in response to the balloon dispute. #Cybersecurity #DIG #Geopolitics #CHN #USA
Cybersecurity 202

Analyst Comment: The Chinese spy balloon that captured media attention last week was
only one of many that have surveilled the United States in recent years (in addition to far
more sophisticated and intrusive means of espionage highlighted in this article). The real
takeaway from this instance, however, is the failed diplomacy during the event. Of
perhaps most concern was China’s unwillingness to communicate with the U.S. when
American officials reached out to the PRC. History has demonstrated that lines of
communication between adversaries, particularly during times like the Cold War, are key
to preventing miscalculations and unnecessary escalation.This event highlights that the
U.S. and China do not have effective lines of communication during contentious,
publicly-viewed events, and almost certainly sowed deeper distrust between the two,
which puts neither in a good position to communicate effectively during an actual crisis.

→ A recent commentary from former NSA general counsel Glenn Gerstell previews
Biden’s imminent national cyber strategy, saying one of its top goals is to stop relying
solely on market solutions to address cyber vulnerability. The new strategy will have twin
objectives: The U.S. should move toward more federal cybersecurity regulation, and
responsibility for cybersecurity should be increasingly borne not by consumers and business
users, but by computer hardware and software vendors. Historically, the U.S. has preferred
market solutions; industry pushes back on more regulation and the imposition of liability. The
resulting reliance on market forces has yielded buggy software that is exploited by criminals at
an annual cost of billions. We also have insecure networks open to cyber pillage of trade secrets
and patents by China and others. Ultimately, unregulated market forces combined with
ubiquitous reliance on digital technology are now posing unacceptable levels of risk to our
personal and commercial cyber lives. The new cyber strategy will call not only for harmonization
of reporting requirements, but also for mandatory minimum cybersecurity standards adopted in
consultation with industry. However, it will not call for a central regulator as there is no
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consensus within the Executive Branch of Congress on whether a regulator is needed. After all,
the Cyberspace Solarium Commission, which called for a National Cyber Director, considered
going further but the commissioners believed more aggressive solutions were politically
impractical. Nevertheless, a future major cyber incident could galvanize public opinion and
trigger a fresh approach. #Cybersecurity #SCRM #USA Barrons

Analyst Comment: Gerstell provides a reliable perspective on the upcoming national
cyber strategy as he was given the opportunity to collaborate on it. And it echoes the
sentiment from an op/ed written by CISA Director Jen Easterly and CSD Executive
Assistant Director Eric Goldstein in Foreign Affairs last week, which called on the tech
industry to bake in security from the start. The timing of the national cyber strategy is still
in question, but many are speculating that it will be revealed within the coming days,
especially as the White House confirmed to CNN this week that the National Cyber
Director, Chris Inglis, will step down on February 15. The White House did not confirm
when the strategy would be released but many have long speculated that Inglis would
not leave his post until the strategy was complete.

DIGITALIZATION
→ According to a new study, Android phones manufactured in China pose a greater risk
to users because they come pre-installed with apps that send sensitive data to
third-party domains without users' consent or notice. A group of security researchers from
the University of Edinburgh and Trinity College Dublin investigated the Android system apps
installed on the mobile handsets of three popular smartphone vendors in China: OnePlus,
Xiaomi, and Oppo. The pre-installed set of apps consists of Android AOSP packages, vendor
code and third-party software. There are more than 30 third-party packages in each of the
Android handsets with Chinese firmware. Even when these network operators were not
providing service — no SIM card was present or the SIM card was associated with a different
network operator — the phones sent sensitive data directly to the vendor and other third party
vendors. Besides PII, the transmitted data included persistent device identifiers (IMEI, MAC
address, etc.), location identifiers (GPS coordinates, mobile network cell ID, etc.), user profiles
(phone number, app usage patterns, app telemetry), and social connections (call/SMS
history/time, contact phone numbers, etc.). The researchers claim that data collection from
these devices does not change when the devices leave China. According to the researchers,
this means that the cited phone vendors and some third-party vendors can track Chinese
travelers and students abroad and learn about their foreign contacts. Another finding of the
researchers is that third-party apps are 3-4x more prevalent on Chinese Android distributions
compared to basic Android systems manufactured in other countries. Moreover, these apps
receive 8-10x the number of permissions for third-party apps as Android distributions from
outside China. #DIG #Cybersecurity #SCRM #CHN The Register

→ The total revenue of Chinese Internet companies decreased in 2022 from 2021, the first
decline since the data was made public in 2017, as growth momentum at Chinese Big
Tech companies (such as Alibaba and Tencent) slowed down in the face of tighter
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regulation and a slowing global economy. The combined revenue of Chinese Internet firms in
2022 fell to $217B, marking a sharp contrast to double digit growth in the previous six years,
according to data released by the Ministry of Industry and Information Technology (MIIT). While
the slowdown in revenue for Chinese Internet firms was expected, the industrywide fall in
revenue underlines how quickly the “high growth” scenario for China’s internet industry has
ended, according to analysts. Meanwhile, the ministry has stopped publishing a key data point
that aids in measuring entrepreneurship in China's Internet sector — the number of apps
available in China. According to the ministry's previous annual reports, the number of apps in
China fell to 2.52M at the end of 2021 from 3.45M at the end of 2020 and 3.67M at the end of
2019. Although the Chinese government has recently signaled a more positive stance toward
the Internet sector, noting its importance in helping to digitalize the economy and create jobs,
the government has yet to implement specific new policies to support the sector. #DIG
#Geopolitics #CHN SCMP

SATELLITES & NAVIGATION
→ According to a study by China’s space agency, Internet satellite networks owned by
different countries must coordinate their operations or risk hurting each other’s services.
A China National Space Administration (CNSA) team produced computer modeling that showed
that a medium-sized constellation of about 450 satellites could effectively reduce the
communication bandwidth of a satellite network of more than 1,500. In one computer-simulated
scenario, operators of the smaller network changed the satellites’ flight path to achieve full
communication speed, causing a performance dip in the larger network. According to the study,
this would occur if the larger network is unaware that another system is making proactive moves
and continues using the original strategy to communicate with ground stations. The findings
counter the generally held view that a larger network would have the upper hand in a fight for
limited resources in space. China plans to launch a few hundred small communication satellites
to provide global internet access. Meanwhile, SpaceX has put more than 3k Starlink satellites in
orbit, with plans for a total of more than 30k. It remains unclear how these two satellite
constellations will interact, but Starlink could act in a way to hurt its competitor, the CNSA team
said, warning that a tit-for-tat competition would be a lose-lose situation. Interference between
networks could be reduced by building more ground stations, but their simulation showed a
cheaper solution to the problem was collaboration. However, the Chinese military, which
controls most of the country’s space activities, is treating Starlink with increasing hostility, with a
study by a team of defense researchers warning that the network could threaten China’s
hypersonic weapons. According to the defense researchers, China’s military could also disrupt
the Starlink service in certain areas with AI-powered interference technology. Moreover, the
defense researchers stated China would need powerful directed energy weapons, such as laser
and particle beam devices, to disable a large number of orbiting Starlink satellites at a relatively
low cost. #SAT #AI #Geopolitics #USA #CHN SCMP

→ China is planning to build ground stations in Antarctica to back its network of ocean
monitoring satellites. The country’s global network of ground stations to support a growing
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number of satellites and outer space ambitions has drawn concern from some nations that it
could be used for espionage, a suggestion China rejects. China Aerospace Science and
Technology Group is to build the stations at the Zhongshan research base, one of two
permanent Chinese research stations on Antarctica, after winning the tender with its $6.53M
bid, state-controlled China Space News reported. The project was part of broader initiatives
aimed at building China's marine economy and turning China into a marine power, according to
China Space News. #SAT #CHN Reuters Space News

→ The European Space Agency (ESA) announced a prototype aluminum-coated sail to
help satellites deorbit more quickly, potentially mitigating space debris. Typically,
scientists have to wait until satellites start deorbiting, eventually burning up in the Earth’s
atmosphere – but this natural process takes a long time. However, with a Drag Augmentation
Deorbiting System, or ADEO, a spacecraft can lower its orbital altitude at an accelerated pace,
expediting the time it takes to burn up in the atmosphere. The ESA essentially folded up a
38-square-foot sail until it could fit in a 4-inch package. Scientists then attached the component
to a privately built spacecraft called the ION satellite carrier. ION was launched via a Falcon 9
rocket on June 30, 2021. In December 2022, the sail was deployed to showcase a silvery
polyamide membrane secured to four carbon-reinforced arms positioned in an X-shape. That
increased what's known as the satellite carrier's atmospheric surface drag, which refers to a
force generated by atoms near the top of the atmosphere that travel opposite to the relative
motion of something in low Earth orbit. The agency claims this sail can also be scaled up or
down depending on what kind of satellite it's connected to.

#SAT CNet

ARTIFICIAL INTELLIGENCE
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→ Tech giants are working to adapt to ChatGPT and generative AI to capitalize on the
trend.

1. Microsoft: The company’s close relationship with ChatGPT creator OpenAI ensured it
would take a lead in deploying generative AI-based services. Microsoft rolled out a
premium version of its Teams groupware that integrates ChatGPT-based tools for
summarizing meeting notes, organizing personal tasks, and translating texts. The
company also announced it added a new OpenAI model to its Bing search engine.

2. Google: In the coming weeks, Google will roll out an AI chatbot called Bard – powered
by the company’s large language model LaMDA – that will compete directly with
ChatGPT. The advent of ChatGPT reportedly led Google CEO Sundar Pichai to declare
a "code red," consult with company founders, and fast-track several
generative-AI-related projects.

3. Meta: Meta has invested deeply in AI, using it to rank News Feed items, moderate
content, translate text, and perform many other tasks. It has detailed efforts in the
generative space, including text-to-image and text-to-video.

#AI #USA Axios CNBC (1) CNBC (2)

→ According to new research, popular image generation models can be prompted to
produce identifiable photos of real people, potentially threatening their privacy. The work
also shows that these AI systems can be made to regurgitate exact copies of medical images
and copyrighted work by artists. The finding could strengthen the case for artists who are
currently suing AI companies for copyright violations. The researchers, from Google, DeepMind,
UC Berkeley, ETH Zürich, and Princeton, got their results by prompting Stable Diffusion and
Google’s Imagen with captions for images, such as a person’s name, many times. They then
analyzed whether any of the images they generated matched the original images in the model’s
database. The group managed to extract over 100 replicas of images in the AI’s training set.
The paper is the first time researchers have managed to prove that these AI models memorize
images in their training sets. This could have implications for startups wanting to use generative
AI models in health care because it shows that these systems risk leaking sensitive private
information. #AI #USA MIT Technology Review

NEXT GENERATION COMMUNICATIONS
→ On February 6, EU Industry Chief Thierry Breton urged antitrust regulators to consider
allowing more cross-border mergers in Europe's telecoms industry, echoing calls from
Deutsche Telekom, Orange, Telefonica, and Telecom Italia. Margrethe Vestager, the EU's
Antitrust Chief, has been hesitant to allow telecoms providers to acquire EU peers without
substantial relief, particularly when deals reduce the number of players from four to three,
highlighting concerns about the market power of fewer but larger telecoms operators. On the
issue of whether Big Tech should bear some network costs, Breton stated the European
Commission will launch a consultation this month on the topic. He noted that there will be a
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need for enormous investments and that the burden should not fall on the member states or the
EU budget. #5G #DIG #Geopolitics #EU #USA Reuters

FINANCIAL TECHNOLOGY
→ The UK Treasury and Bank of England are designing a “digital pound” that could
supplant banknotes by the end of this decade. With the decline of cash, ministers and
officials think there is likely to be a need for a publicly-backed digital currency that would sit in
wallets on smartphones and could be used for shopping much like notes and coins. Consumers
already accustomed to fast digital payments would see few obvious differences, but the core
infrastructure would be part of the central bank and could be guaranteed to be available for
everyone to use. Officials believe a digital pound would ensure the BoE maintains control of the
heart of the UK financial system and prevent any private company from keeping payments
within a closed network. A final decision on whether to go ahead will be taken around 2025, the
Treasury said, when it would decide whether the potential benefits of implementing a new
payments infrastructure outweighs the costs and risks. #FIN #GBR Financial Times

→ China promoted its central bank digital currency (CBDC), the digital yuan, during the
recent Lunar New Year celebration in a bid to help increase the adoption of the e-CNY.
According to a report from the Global Times, there were almost 200 digital yuan-related
activities launched during the Spring Festival across the country that saw more than $26.6M of
the digital fiat passed out to citizens in various forms, including subsidies, consumption
coupons, and other programs. Integrating the e-CNY into the New Year celebration across
China has become a point of focus for the Chinese government, which first began the practice
last year during the first major Spring Festival holiday in the country following its optimization of
COVID-19 prevention measures. Aside from helping to increase the uptake and use of the
e-CNY, some local governments also used the digital currency to help provide a boost to the
economy, which had been hard hit by the pandemic and the strict lockdown measures
implemented by the government. While the rate of adoption for the e-CNY has been slow,
officials noted an increase in demand over the latest Spring Festival period. #FIN #CHN Kitco

AEROSPACE & SPACE
→ U.S. defense contractor CACI International announced on February 6 it signed an
agreement with the U.S. Army to collaborate on the development of space sensors and
payloads for positioning, navigation, and timing. The company, based in Reston, Virginia,
signed a five-year cooperative research and development agreement (CRADA) with the U.S.
Army Space and Missile Defense Command Technical Center, located in Huntsville, Alabama.
According to CACI, the agreement is to further the development of advanced payload
technologies, space sensor applications, and resilient positioning, navigation, and timing (PNT).
The CRADA will give the Army access to the technology CACI plans to launch in an upcoming
demonstration mission. The company developed two payloads – one for PNT and the other for
tactical signals intelligence – that will fly to low Earth orbit on a York Space satellite bus
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scheduled to launch no earlier than April on the SpaceX Transporter 7 rideshare. The PNT
payload, called “time-focused PNT,” will demonstrate GPS-independent Earth-space time
synchronization. The technology is intended to help GPS resiliency and provide augmentation in
GPS-denied or degraded environments. The tactical signals intelligence payload will
demonstrate the ability to collect, geolocate, demodulate, and decode digital mobile radio
signals. Under the agreement, CACI also will work with the Army on laser communications,
laser sensing, AI, and secure communication. #AER #USA Space News

→ The Commerce Department issued a Request for Information asking for public and
industry comment on a list of proposed services for the department’s Traffic
Management System for Space (TraCSS). The TraCSS program is a civilian-run system
planned to track objects in space and avoid collisions. Situated in the department’s Office of
Space Commerce, TraCSS will predict when objects reenter the atmosphere, forecast space
weather, and warn of potential collisions, among other services. The Commerce Department
wants feedback on how it can best implement those services to help the U.S. commercial space
sector, according to the request. Whether run by the military or by a civilian agency, some form
of traffic coordination and space junk monitoring is essential to the rapidly growing commercial
space industry. The RFI comes a day before a discarded Russian rocket stage and a defunct
Russian satellite passed within yards of each other. #AER #USA Popular Science

→ A team of researchers from Beijing claims to have created a generator that converts
hot gas at hypersonic speeds into a powerful electric current. The electricity generated can
be used to power military lasers, microwave weapons, rail guns, and other pulsed energy
weapons. Inert gas was converted into a highly conductive plasma that was loaded with hot,
electrically charged particles by compressing and accelerating argon gas to Mach 14. Using
only one liter of hypersonic gas, the system produced rapid pulses of electric current of up to
212 kilowatts during the tests. Conventional combustion systems cannot produce ionized fluids
quickly enough to generate high-power electricity, necessitating large facilities with numerous
mechanical components and regular maintenance. According to the researchers, the MDH
generator could provide a solution to some of the most difficult challenges in developing pulsed
energy weapons. #AER #CHN Interesting Engineering

BIOTECHNOLOGY
→ In a new breakthrough in synthetic biology, UC Davis biomedical engineers used a
novel technique to create semi-living "cyborg cells". The programmable cyborg cells, which
do not divide, preserve essential cellular activities, and gain nonnative abilities, could have a
wide range of applications, from drug production to pollution cleanup. In their novel approach,
the engineers injected the building blocks of an artificial polymer into living bacterial cells. Once
inside the cell, UV light exposure caused the polymer to cross-link into a hydrogel matrix.
Although the cells could continue to function biologically, they could not divide. The engineers
discovered that the cyborg cells were more resistant to stresses that would normally kill normal
cells, such as hydrogen peroxide, antibiotics, or high pH. In the end, they were able to modify
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the cells so that they could infiltrate lab-grown cancer cells. The team is conducting an
additional study on the creation and control of cyborg cells and the effects of various matrix
materials. #BIO #MFG #USA Interesting Engineering

→ For the first time, University of Pennsylvania researchers implanted "human brain
organoids" into rats' brains, paving the way for new treatments for critical brain injuries.
The researchers grew human brain organoids in a dish until they were about 1.5 mm in
diameter. The balls of tissue were then implanted into the brains of adult rats that had sustained
injuries to their visual cortex. Within three months, the grafted organoids had integrated with
their host's brain, connecting to the blood supply, expanding to several times their initial volume,
and sending out projections that connected with the rat's neurons. When the rats were exposed
to flashing lights, the scientists discovered that the human neurons fired electrical signals. This
lends credence to the notion that organoids could serve as "blank processing units" that the
brain could absorb and use to rebuild itself after injury, according to the researchers. The
researchers believe that by introducing these engineered processing units to specific areas of
the injured brain, the increased computational capacity of those areas will result in sufficient
restoration of brain networks to restore neurological function. In theory, personalized brain
organoids could be created in the lab from a patient’s own cells, although clinical applications
would be at least 5-10 years away, according to the researchers. #BIO #USA The Guardian

GREEN TECHNOLOGY
→ In a paper published in Nature Sustainability, researchers highlight efforts that will be
necessary for the airline industry to operate more sustainably. Assuming moderate growth
in demand for flights over the next few decades, steps that can be taken to curtail aviation
emissions include business practice and infrastructure enhancements, more efficient propulsion
systems, and greatly expanded use of sustainable aircraft fuels. The researchers highlight the
non-CO2 contribution to climate change from air travel as a factor. Studies found that nitrous
oxide and exhaust water vapor trails produced by aircraft amount to two-thirds of the climate
change-causing radiative forcing that comes with aviation. According to one of the researchers,
non-CO2 effects from contrails will need to be compensated by removing hundreds of millions of
tons of direct carbon dioxide from the air, far more capacity than currently exists worldwide.
Airline industry leaders who have committed to net-zero carbon operations must either get rid of
the carbon on their own or aggressively pursue carbon credits to pay others to accomplish the
removal. The researchers note that eliminating all emissions from air transportation will require a
dramatic transition to sustainable aviation fuels. But the most scalable SAFs are still about four
times more expensive than fossil jet fuel today, and a complete replacement in the air
transportation sector would require a quantity of fuel equal to all biofuels produced worldwide in
2019. #GRN Tech Xplore

ADVANCED MANUFACTURING
→ A team of Chinese engineers claim to have boosted the performance of a rail gun with
the aid of 3D printing technology – an achievement previously thought to be unfeasible.
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A rail gun is a kinetic energy weapon that uses electromagnetic force to fire a non-explosive
projectile at seven times the speed of sound. A ship-mounted Chinese version of the weapon is
being developed to hit a target more than 125 miles away, far greater than the range of
conventional artillery. The team 3D-printed one of the most critical components of the rail gun
system. Through a series of tests, the smart manufacturing technology was proven to increase
the performance of a rail gun even in the most demanding conditions. By using a laser beam to
melt fine powder obtained from an aluminum alloy, the team was able to 3D print the weapon’s
armature, resulting in a component that was about half the weight of those made with traditional
methods. #MFG #CHN SCMP

AUTONOMOUS SYSTEMS
→ The U.S. is considering economic-espionage charges against leaders of TuSimple, a
U.S. self-driving-truck company with ties to China. The recommendation for criminal
charges, made late last year, stemmed from concerns that the San Diego-based company
improperly transferred technology to Chinese startup Hydron. TuSimple claims it has not shared
self-driving technology with the Chinese company – any information TuSimple employees
shared with Hydron was in line with standard industry practices and won’t allow foreign
adversaries to replicate its technology. U.S. concerns were based on material gathered as part
of a national security review of TuSimple launched earlier last year. That review is being
conducted by the Committee on Foreign Investment in the U.S., known as Cfius. Cfius reviews
foreign investments for national security concerns and has the authority to impose safeguards
or recommend that the president block investments. The Biden administration has ordered a
range of steps to try to prevent U.S. technology from advancing China’s military power and is
considering others. The Pentagon has specifically pushed to increase the U.S. military’s use of
autonomous vehicles and to counter American adversaries’ technological advances in the field.
#AUT #Geopolitics #USA #CHN WSJ Bloomberg

→ In addition to green, yellow, and red traffic lights, engineers are proposing a "white
light," which would enable autonomous vehicles (AVs) to help control traffic flow. In
computational simulations, the new approach significantly improved travel time through
intersections and reduced fuel consumption. The white phase concept depends on autonomous
vehicles’ (AV) ability to communicate wirelessly with both each other and the computer
controlling the traffic signal. The white light would be activated when enough AVs approach the
intersection. It would signal that AVs are coordinating their movement to facilitate traffic through
the intersection more efficiently. Any non-automated vehicles – those driven by humans – would
simply be required to follow the vehicle in front of them. The traffic light would revert to the
conventional green-yellow-red signal pattern if too many vehicles approaching the light are
driven by humans. In simulations, the researchers compared traffic behavior at intersections
with and without the white phase, as well as how the number of AVs involved influenced that
behavior. When only 10-30% of the traffic at a white phase intersection consisted of AVs, the
simulations revealed relatively small improvements in traffic flow. But as the percentage of AVs
at white phase intersections increased, so did the benefits. #AUT #USA Tech Xplore
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SEMICONDUCTORS & CHIPS
→ Chinese chip manufacturers are increasingly looking into purchasing second-hand
chip manufacturing equipment in response to a potential move by Japan to ban the
export of advanced semiconductor technologies. This comes after the US raised the
possibility of restricting advanced semiconductor equipment exports to China in talks with the
Netherlands and Japan last week. According to a sales manager at a second-hand equipment
business in the southern Chinese tech hub of Shenzhen, client consultations have increased
significantly in the last two weeks as prices of certain imported Japanese semiconductor
equipment skyrocketed amid speculation about the new restrictions. An equipment vendor in
Ningbo, south of Shanghai, who resells Nikon and Canon mature node equipment, also
reported a recent increase in customer inquiries. Tokyo is set to introduce updated export
controls "this spring", according to a report by Japanese news agency Kyodo, citing multiple
government sources. According to the report, under an amended government order, the export
of cutting-edge chip equipment will be subject to approval by Japan's trade ministry. The export
control list is likely to include advanced chip-making tools, such as Nikon's immersion deep
ultraviolet (DUV) lithography systems, as well as advanced coating, developing, and dry etching
hardware, according to sources. #CHP #SCRM #Geopolitics #CHN #JPN SCMP

→ In the face of new US export controls, some Chinese chip manufacturers are pivoting
from their previous strategy of attempting to manufacture advanced chip nodes (such as
7 nm) in favor of more mature chip nodes (such as 40 nm). The China Integrated Circuit
Industry Investment Fund (The Big Fund) will invest $6.7B in state-owned Hua Hong
Semiconductor Group for the construction of a wafer fab plant in eastern Wuxi. According to a
stock filing, the wafer fab will be Hua Hong's second 12-inch facility in the city, and will produce
chips using mature tech nodes such as 65 nm, 55 nm, and 40 nm. The new wafer fab's
emphasis on mature nodes reflects China's ongoing shift away from sub-14 nm technologies,
which have been hit the hardest by the new sanctions. #CHP #SCRM #Geopolitics #CHN
SCMP

→ Six people will stand trial for leaking core chip manufacturing technology to China,
according to the Korean Intellectual Property Office and the Daejeon District
Prosecutors' Office. The suspects are accused of stealing confidential data from their Korean
employer and sending the data to a Chinese company, which included trade secrets involving
chemical mechanical polishing (CMP) technology. CMP is an important final step in the
manufacture of silicon wafers, where a polishing pad and slurry are used to remove irregularities
on the surface of the wafer. China has a “low rate of local production” in CMP technology,
according to a report by Chinese research institute Reportrc[.]com. US-based Applied Materials,
one of the world’s biggest suppliers of semiconductor manufacturing equipment — including
CMP wafer polishers — derived nearly 33% of its 2022 revenue from the Chinese market. The
alleged IP theft case comes amid strained semiconductor supply chain ties between China and
Korea. Seoul is under pressure from Washington to join the Chip 4 Alliance, which includes the
US, Japan, and Taiwan. South Korea has "substantially adjusted" its investments in China over
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the last three years, according to analysts. Meanwhile, geopolitical issues, including China’s
recent temporary suspension of entry visas to Korean citizens and the agreement by Japan and
the Netherlands to support US trade restrictions on China, have thrown a “question mark” over
the stability of the China-South Korea chip supply chain, according to analysts. China is the
largest importer of chips made by Korean companies like Samsung and SK Hynix, which have
wafer fabrication plants in the country. #CHP #SCRM #Geopolitics #KOR #CHN #USA #JPN
#TWN SCMP

→ Chinese telecoms giant Huawei is actively filing patents for advanced technologies,
such as semiconductors, in both China and the United States. Huawei filed a record
number of more than 11k patent applications with the US in 2022, according to IFI Claims
Patent Services. Over the last two years, Huawei’s US patents have increased the most in
areas related to image compression, digital information transmission and wireless
communication networks, according to IFI. Some of the patents relate to semiconductor
manufacturing. According to a late-year disclosure on the China Intellectual Property
Administration website, Huawei has filed for a patent in the highly specialized area of
lithography technology used to make advanced chips. Huawei has also hired a specialized
group of engineers “to build something commercially viable” in the next 5-7 years. #CHP #DIG
#5G #Geopolitics #CHN #USA CNBC

QUANTUM TECHNOLOGY
→ University of Science and Technology of China researchers have successfully
implemented a new method of quantum key distribution (QKD), which can boost the
speed of intercity quantum networks. In theory, a quantum network is impenetrable by
hackers and resistant to eavesdropping. Data transmitted over this type of network is encrypted,
with the decryption key transmitted via quantum mechanics. Current QKD methods have limited
distances and are difficult to implement, but the new mode-pairing QKD (MP-QKD) method, first
proposed in 2022 by Tsinghua University researchers, shows promise in addressing these
issues. The new method does not require the technically challenging step known as "phase
locking" to be implemented. MP-QKD can achieve a "quadratic improvement" in key-rate —
essentially the speed of QKD — over traditional measurement-device-independent QKD
(MDI-QKD) when used in metropolitan and intercity networks, according to the researchers. The
new method also performs faster on longer distances, such as 300 to 400 kilometers, with a
speed boost by three orders of magnitude. Additionally, MP-QKD can be achieved with
"off-the-shelf lasers," and is a "ready-to-implement" technology, according to the researchers.
#QNT #5G #DIG #Cybersecurity #CHN Phys.org

GEOPOLITICS
→ The U.S. is considering new sanctions on Chinese surveillance companies over sales
to Iran’s security forces as Iranian authorities increasingly rely on the technology to
crack down on protests. U.S. authorities are in advanced discussions on the sanctions and
have zeroed in on Tiandy, a surveillance-equipment maker based in Tianjin, China whose
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products have been sold to units of Iran’s Islamic Revolutionary Guard Corps, a hard-line
paramilitary group. Chinese customs data shows exports of video-recording equipment to Iran
jumped last year amid mass protests sparked by the September death of a young woman while
in police custody for allegedly violating the Islamic Republic’s strict dress code. The expanding
role of Chinese technology companies in helping Iran clamp down on dissent has drawn
mounting scrutiny from Washington, where officials have grown alarmed by Beijing’s exports of
surveillance tools used in a forced assimilation campaign targeting the Uyghur minority in
China’s northwestern region. The U.S. Commerce Department put Tiandy on the entity list in
December, citing sales to Iran’s IRGC and the company’s links to China’s campaign against
Uyghur minorities in the Xinjiang region. The decision barred U.S. companies from exporting
components to Tiandy without a license. #Geopolitics #DIG #USA #CHN #IRN WSJ

→ According to a study by the American Chamber of Commerce in Taiwan (AmCham),
almost half of the companies it surveyed are revising or plan to revise their business
continuity plans amid tensions with China, while a growing number reported being impacted
by those strains. China, which views democratically-governed Taiwan as its own territory, has
been stepping up military drills across the Taiwan Strait since then-U.S. House Speaker Nancy
Pelosi visited Taipei in August. According to the survey, which took place between November 17
and December 16, 33% of respondents said their operations had been "significantly disrupted"
by the increase in tensions, compared with 17% when AmCham did a flash survey in August
after China began war games. While "personal anxiety" about increased military activity or
tensions remained flat between August and December, 47% of companies said they either have
revised or plan to revise business continuity plans to address the new geopolitical climate.
According to AmCham Taiwan, one-third of companies reported being disrupted by elevated
concern or policy changes from their global headquarters, followed by increased shipping,
insurance, or financial costs and staff anxiety. Political uncertainty was the biggest factor
deferring members from further investment in Taiwan, and more than half of respondents said
cross-strait relations should be the government's top priority in the coming three years. The
group has called for an ambitious agenda to accelerate economic cooperation with Taiwan
through a new Taiwan-U.S. trade talks framework – and eventually a bilateral trade agreement,
though it hopes to see faster progress. #Geopolitics #USA #CHN #TWN Reuters

CYBERSECURITY
→ A recent report released by software company Splunk found that public sector
organizations often lack the cybersecurity intelligence needed to respond effectively, and
they struggle more than the private sector in leveraging data to detect and prevent
threats. Based on a survey of more than 200 IT and data security managers conducted by
Foundry Research, the December report compares the state of federal cybersecurity defense
with the private sector. The survey also assessed the extent to which threat intelligence is
shared within and outside both sectors. Among public sector respondents 63% said they
struggle to leverage data to detect and prevent threats, compared with 49% representing the
private sector. The public sector was also more likely to struggle with mitigating cybersecurity
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events. Public sector respondents cited several reasons for these shortcomings, including skills
gaps, lack of resources, and lack of visibility into the threat landscape. The public sector’s
biggest barrier to addressing cybersecurity priorities and mandates is budget. On threat
intelligence, 44% of the public sector respondents said that shared cybersecurity intelligence
available to them is lacking for their needs, compared with 29% in the private sector. These
results could be a result of the private sector knowing what it is missing and the public sector
not being aware of all possibilities. The survey results also found that both sectors are much
more likely to share intelligence within their own sector than across sectors. Looking ahead, the
most common cybersecurity investments among public sector respondents included
monitoring/alerting threat intelligence and security assessments. #Cybersecurity #USA Fed
Tech Magazine

→ Over the last decade, the number of cybersecurity patent applications has
skyrocketed, with American companies leading the way, according to new research.
Approximately 2,270 cybersecurity-related patents have been filed since the 2000, according to
IS Decisions, a French software company. Roughly 97% have been filed since 2010, a year that
saw a significant increase in global cyberattacks. The US Patent and Trademark Office tops the
list, with 1,087 cybersecurity-related patent applications filed between 2000 and 2022. IBM,
Boeing, Microsoft, Honeywell, and Qomplx are among the top ten most prominent companies in
applying for cybersecurity patents. With 326 applications filed since 2000, international
applications filed under the Patent Cooperation Treaty account for the next highest volume of
cybersecurity-related applications. China filed about 13% of global cybersecurity patents and
ranks third. According to a 2014 study, China's patent applications lacked quality, and the
Chinese government has made it a top priority to change that. China Electronics Technology
Group Corporation (CETC), China's third largest electronics manufacturer, has been one of the
most active cybersecurity patent filers. The majority of patents are related to the development of
tools to counter denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks.
Companies in the telecom industry applied for the most DDoS and DoS-related patents,
including Japan's Nippon Telegraph & Telephone (NTT), South Korea's Electronics &
Telecommunications Research Institute (ETRI), and China Mobile. Companies such as Huawei,
IBM, Samsung, and Philips primarily applied for patents relating to avoiding eavesdropping,
cross-site scripting (XSS), and replay attacks, which allow criminals to mimic legitimate
customers and undertake account takeovers. Less than 2% of all patent applications are for
tools to combat advanced persistent threats and malware attacks.
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#Cybersecurity #USA #CHN #EUR #IND #AUS #CAN #KOR #JPN #GBR #SGP #FRA #RUS
#ISR #ESP #MYS The Record

SUPPLY CHAINS
→ The new technology partnership between the US and India could accelerate the
realignment of global supply chains at the expense of China’s interests, according to
analysts. As we previously reported, details of the US-India Initiative on Critical and Emerging
Technologies (iCET), published last Tuesday, also include planned cooperation in quantum
computing and defense. While China is not mentioned in the document, the agreement between
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Washington and New Delhi is seen as part of US efforts to limit the role of the world’s
second-largest economy in global supply chains. The collaboration has raised concern in
Beijing, where officials have become worried over a push by the US towards economic and
technological decoupling with China. Since last week, the People’s Daily has published three
opinion pieces accusing the US of exerting its influence over allies to create cliques to hinder
China’s development. The articles did not directly mention India. One piece stated that, by
“roping in India,” the US can promote the initiative as part of “friend-shoring” and make its ally a
“supply chain alternative to China.” India has already emerged as a major beneficiary of a
supply chain realignment that has seen companies shifting production out of China amid rigid
pandemic control measures and intensifying US-China tensions. In a recent research note on
India’s outlook in 2023, Goldman Sachs analysts called the country “a potentially attractive
consumer market over the long term” and a good alternative for Western investment in light of
geopolitical risks. #SCRM #USA #CHN #IND SCMP

→ Since the onset of the COVID-19 pandemic, the Departments of Commerce, State, and
the Office of the U.S. Trade Representative have expanded diplomatic engagement on
strengthening supply chains. In February 2023, the Government Accountability Office
reported on these efforts in an analysis of U.S. supply chain resilience. As of October 2022,
these agencies have initiated over a dozen engagements, including dialogues, working groups,
and forums, to coordinate with allies and partners on supply chain resilience. For example, the
Supply Chain Ministerial Forum led to an agreement on global supply chain principles.
Moreover, the U.S.-European Union Trade and Technology Council established a Secure
Supply Chains working group that identified shared supply chain vulnerabilities. According to
agency officials, the primary challenges they face include barriers to data collection, limited
flexibility in established trade agreements and programs, and pandemic-related delays or virtual
alternatives to meetings, which have hampered effective diplomacy. To address data collection
challenges, agency officials developed initiatives including mapping exercises in which
participating stakeholders from the U.S. and partner nations share information about how goods
flow through the production process. Also, in May 2022, agencies announced a pilot with
European counterparts for a joint early alert system to more effectively share data on potential
bottlenecks in the semiconductor supply chain. Furthermore, to address challenges and improve
coordination, agencies requested additional staffing resources to enhance diplomacy efforts
related to supply chain resilience. #SCRM #Geopolitics #CHP #USA USNI
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