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The only source dedicated exclusively to the emerging technologies shaping the future
of business and national security.

This week’s Next5 Matrix Monitor features US states prohibiting the use of TikTok on
state government networks, China’s push for a judicial sector supported by an AI
infrastructure, NASA’s Orion spacecraft returned to Earth, Chinese researchers

repurposed the ski-jump method of launching a plane at sea for the hypersonic age,
treating cancer with “base-editing” cell therapy, a US breakthrough in nuclear fusion,
ultralight fabric solar cells, the hacking of the FBI’s InfraGard, and the global supply

chain that continues to feed Russia with Western electronics.



NEXT5 EDITOR’S HIGHLIGHTS
→ China is outpacing U.S. intelligence agency efforts to harness the power of publicly
available data. Supercharged by the Ukraine war, the rise of open source intelligence (OSINT)
which comprises everything from commercial satellite imagery to social media posts and
purchasable databases, poses revolutionary challenges for the CIA and other IC agencies,
according to former senior officials. China has the largest, most focused effort, while U.S.
intelligence agencies, with deeply ingrained habits of operating in the shadows, have been slow
to adapt to a world in which much of what is important isn’t secret. The CIA simultaneously
dealing with a closely related challenge: it is pivoting from two decades focused on terrorism
toward spying on a new primary intelligence target: China. There will always be some tasks only
secretive agencies with classified data and covert human sources can do, current and former
officials say. But by some estimates, more than 80% of what a U.S. president or military
commander needs to know comes from OSINT, and not from foreign agents, spy satellites or
expensive eavesdropping platforms.That means, officials said, that the CIA and other agencies
need to give priority to vetting and sifting through troves of OSINT that ranges from YouTube
videos to publicly posted genetic databases—or else risk missing the next threat or looming
global crisis. And they need to do so faster than U.S. rivals, principally China. U.S. intelligence
agencies could miss signs of the next global pandemic that are hiding in plain sight. China could
leap ahead on technologies such as quantum computing and artificial intelligence while using
public data to identify U.S. intelligence officers. #USA #CHN #AI #QNT #Geopolitics WSJ

→ The U.S. Department of Justice (DoJ) unsealed an indictment accusing five Russians,
an American citizen, and a lawful permanent U.S. resident of smuggling export-controlled
electronics and military ammunition out of the United States for the Russian government.
Among the items were semiconductors that could be used in nuclear and hypersonic weapons
and quantum computers, according to the DoJ. Sniper rifle ammunition was also among the
gear allegedly smuggled out. Of the seven defendants, three are in custody. Alexey Brayman,
the lawful permanent US resident; and Vadim Yermolenko, the US citizen, were both
apprehended in the United States. Vadim Konoshchenok, suspected of being a colonel in the
Russian FSB, was nabbed in Estonia on December 6 and is awaiting extradition to the U.S. If
convicted, the defendants face a maximum of 30 years in prison. Russian citizens Yevgeniy
Grinin, Aleksey Ippolitov, Boris Livshits, and Svetlana Skvortsova remain at large. Attorney
General Merrick Garland said the arrests were enough to disrupt the procurement network built
between Brayman, Yermolenko and the pair's Russian contacts. The scheme, according to
prosecutors, involved two Moscow-based companies: Serbia Engineering and Sertal LLC, both
of which the DoJ accuses of operating under the direction of Russian intelligence services. The
companies also allegedly operated a vast network of shell companies and bank accounts to
hide the Kremlin’s involvement in their acquisitions. #USA #RUS #QNT #CHP #Geopolitics The
Register

→ A former colleague of Uber’s Chief Security Officer (CSO) wrote an essay to glean
lessons learned from the criminal court case faced by the CSO. All information and analysis
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came from court proceedings, transcripts, or public journalism. His key takeaways from the
case:

● Dual reporting introduces hazards. Identify who is responsible for the legal analysis
and who is responsible for a legal decision in an incident disclosure task. Reporting
structures at Uber created several false assumptions held by the incident response team
and harbored a fragile decision-making process.

● Straighten out executive interference. A policy may identify the owner of a decision
but ensure that accountability isn’t confused when a more senior executive becomes
involved with that decision. Incident response policies identified a decision maker in
Uber’s Legal organization, which eventually became confusing when the executive team
was said to be involved.

● Distance disclosure analysis away from in-house counsel. In-house counsel may
have reporting structures or other incentives that make them partial to specific outcomes
like there were at Uber. Be wary of single points of in-house analysis and
decision-making.

● Diversify the stakeholders performing disclosure analysis.Require outside counsel
to be involved. Name these roles specifically so assumptions are not made about their
involvement. Multiple witnesses expressed frustration about a disclosure decision they
weren’t involved with.

● Define authorized access. Require good faith throughout an external disclosure,
particularly when data is breached. Seek mediation, or sever contact when bad faith is
suspected. Define how to escalate when criminal intent is observed and data is
breached. A bounty payment was applied to conduct that should not have been
considered authorized. What is demonstrated from this case is that retroactive
authorization of access from a vulnerability disclosure is fraught when bad intent is
shown in the disclosure process.

● Don’t mix bounties and investigations. Using the bounty process as a means of
attribution confused the mutual goodwill expected from both sides of a bounty program.

● Build and hold to rewarding bounty tables. Bounties should have the option of being
as rewarding as you can tolerate, allowing the disclosure of extreme risks.

● Err towards disclosure. Ask why you are not disclosing rather than the opposite. Find a
public voice to disclose near-miss situations. Only some things need to be an apologetic
press release. Disclosures can educate. #USA Medium

DIGITALIZATION
→ Suspected Russian actors have used alternative social media platforms to target
right-wing audiences in the United States with divisive political narratives to a greater
extent than previously known, according to a new report by Graphika and The Stanford
Internet Observatory. This report describes ongoing activity by a group of 35 newly discovered
and previously attributed inauthentic accounts on Gab, Gettr, Parler, and Truth Social, which
builds on previous foreign influence operations (IO) likely carried out by the same actors since
at least 2020. These narratives include allegations of voter fraud in the 2020 U.S. presidential
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election and the 2022 midterm elections, as well as attempts to undermine public support for
Ukraine in the context of the Russia-Ukraine war. This activity is linked to the actors behind the
Newsroom for American and European Based Citizens (NAEBC), a fake right-wing news outlet
that targeted Americans ahead of the 2020 presidential election, according to analysts. NAEBC
has been attributed by Meta to individuals associated with past activity of Russia’s Internet
Research Agency (IRA), an assessment reportedly shared by U.S. law enforcement. The
previously unknown activity demonstrates the extent to which suspected Russian actors can
exploit social media platforms that lack robust foreign intelligence policies. Some of the
accounts in this network were first exposed in 2020, then again in 2021, and most recently
ahead of the 2022 U.S. midterm elections. The actors have established a level of persistence
not found on most mainstream platforms, allowing them to carry out their operations with relative
ease. #DIG #Geopolitics #USA #RUS #UKR Stanford Cyber Policy Center

→ Twitter is expected to lose more than 30M users as a result of changes made by Elon
Musk, as well as flat revenue growth over the next two years, according to Insider
Intelligence. Twitter will lose more users in the United States than in any other country, with the
majority leaving due to frustrations with the proliferation of harmful content and technical issues.
Additionally, monthly users may fall to 50.5M in 2024, the lowest level since 2014. Twitter's
revenue growth has been forecasted to be flat for the next two years, as revenue and employee
cutbacks have made it more difficult for Musk to release new products to improve platform
usage and engagement. Musk attributed a "huge loss in revenue" in November to civil rights
groups that pushed corporations to suspend their Twitter ads. The social network company
generates almost 90% of its revenue by selling ads.
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#DIG #USA Reuters

→ Earlier, this week, the EU took a significant step toward completing a deal with the U.S.
that would allow personal information about Europeans to be stored legally on U.S. soil,
reducing the threat of regulatory action against thousands of companies that routinely
transmit such information. On December 13, the European Commission, the EU's executive
arm, published a draft approval of the preliminary agreement reached with the U.S. government
in March. Following the invalidation of a previous agreement by an EU court in 2020, the
agreement would re-establish a framework that makes it easy for businesses to transfer such
information. As part of the new deal, the U.S. is offering — and has started to implement — new
safeguards on how its intelligence authorities can access that data. If completed, the agreement
could resolve one of the most difficult outstanding issues between the two economic giants. The
ability of businesses to use U.S.-based data centers to do things like sell online ads, measure
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website traffic, or manage company payroll in Europe has been on the line. #DIG #Geopolitics
#USA #EU Reuters WSJ

→ Due to national security concerns, Alabama and Utah joined other states in prohibiting
the use of TikTok on state government devices and computer networks on December 12.
Federal Communications Commissioner Brendan Carr said in a tweet on Monday that at least
nine states have taken action on TikTok "based on the serious security threats it presents."
TikTok has also been banned on state-owned devices in Texas, Maryland, and South Dakota.
#DIG #Geopolitics #USA #CHN Reuters

→ Hong Kong currently has no restrictions on cross-border data transfers, but Beijing's
push for greater control over cybersecurity threatens this openness, according to a
report released on December 12 by the Information Technology and Innovation
Foundation (ITIF). If Hong Kong implements data localization policies, import prices will rise by
1.5% in five years, while trade volume and imports will fall by 5.7% and 6.8%, respectively. As
both Beijing and the Hong Kong government push for greater integration in the midst of plans
such as the Greater Bay Area - a southern Chinese economic zone comprised of Hong Kong,
Macau, and the mainland province of Guangdong - one solution would be for Hong Kong to
upgrade its data laws with more protection measures, according to experts. Hong Kong is also
in discussions with the central government about potential plans to make data transfers from the
mainland to the city easier, including a potential mechanism that prohibits data from the
mainland from leaving the city. However, the ITIF warns that such localization efforts may "send
another troubling signal to global businesses". The central challenge for Hong Kong is balancing
efforts to maintain its status as a digital tech hub with mainland concerns. China's increasing
efforts to exert greater control over the region's digital life and economy through ambiguous and
restrictive cybersecurity and national security legislation. #DIG #Cybersecurity #Geopolitics
#HKG #CHN SCMP

SATELLITES & NAVIGATION
→ The UN General Assembly has overwhelmingly approved the US-proposed resolution
calling on states to commit to a moratorium on the testing of destructive anti-satellite
missiles. The resolution, introduced by the US and several other nations, was approved by the
UN General Assembly on December 7 among dozens of other resolutions on arms control and
related topics. A total of 155 nations voted in favor of the resolution, with 9 voting against it and
9 others abstaining. Russia, China, and Iran were among the countries voting no. India, another
major space player, abstained. The UN vote to support the resolution does not commit individual
nations to the moratorium but signals that there is widespread support for the concept. Thus, it
was good news for Washington, where government officials are currently engaged in a
campaign to convince other nations to formally pledge to implement the moratorium. Canada,
New Zealand, Germany, Japan, the United Kingdom, South Korea, Switzerland, Australia, and
France have now made such pledges. US diplomats are hopeful that the positive UN vote will
spur more nations to individually sign up to the moratorium. #SAT #Geopolitics #USA #CHN
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#RUS #IRN #IND #CAN #NZL #DEU #JPN #GBR #KOR #CHE #AUS #FRA Breaking Defense
Space News

→ According to French satellite operator Eutelsat, a technical issue likely knocked Iran’s
Press TV temporarily off the air last week as Eutelsat called on partners to stop
broadcasting the news channel to comply with European sanctions. The Iranian
state-owned news network lashed out at Eutelsat on December 7 via Twitter and an article after
losing service for what it described as an attack on free speech. According to Eutelsat, the
service interruption was likely caused by “a technical incident on the feeder signal” and
therefore was not in its control. Eutelsat sent out an official request to immediately cease
broadcasting Press TV after the Council of the European Union singled the channel out in a
November 14 round of sanctions against Iran. The Council stated the EU holds Press TV
“responsible for producing and broadcasting the forced confessions of detainees” amid
widespread unrest in Iran following the death of a woman while in police custody. Satellite
broadcasters straddle a fine line between facilitating free speech and promoting propaganda. It
is an issue that continues to play out in Russia, where Eutelsat is under pressure to curb
broadcasts of pro-Kremlin content amid the country’s war in Ukraine. #SAT #Geopolitics #FRA
#IRN #RUS #UKR Space News

ARTIFICIAL INTELLIGENCE
→ China's Cyberspace Administration recently issued regulations prohibiting the
creation of AI-generated media without clear labels, such as watermarks. The new rules
come as part of China's evolving response to the generative AI trend, and they will take effect
on January 10, 2023. In China, the Cyberspace Administration oversees the regulation,
oversight, and censorship of the Internet. Under the new regulations, the administration will
keep a closer eye on what it calls "deep synthesis" technology. New deep synthesis products
will be subject to a security assessment from the government before they can be released. Also,
the administration emphasizes the requirement for obvious "marks" (such as watermarks) that
denote AI-generated content. Further, companies that provide deep synthesis tech must keep
their records legally compliant, and people using the technology must register for accounts with
their real names so their generation activity can be traceable. A growing number of tech experts
have recognized that China and the US face a coming wave of generative AI that could pose
challenges to power structures and enable fraud. So far, the two countries have responded with
almost polar-opposite reactions – the US with non-binding guidelines versus China's firm
restrictions. #AI #USA #CHN Ars Technica The Register

→ China wants its judicial sector to be supported by an AI infrastructure that must be in
place by 2025. The directive aims to drive the integration of AI with judicial work and enhance
legal services. The country's highest court required all courts to implement a "competent" AI
system in three years, according to a report by state-owned newspaper China Daily, pointing to
guidelines released by the Supreme People's Court. The document stated that a "better
regulated" and more effective infrastructure for AI use would support all processes needed in
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handling legal cases. This should encompass an in-depth integration of AI, the creation of smart
courts, and a higher level of "digital justice." The document added that rulings would remain
decisions made by human judges, with AI tapped as supplemental references and tools to
improve judges' efficiency and ease their load in trivial matters. An AI-powered system would
also offer the public greater access to legal services and help resolve issues more effectively,
the Supreme People's Court stated. It further mandated that courts focus their efforts on
learning to use AI so they can identify irregularities in handling cases. #AI #CHN ZDNet

→ A team of researchers at DeepMind created a system called AlphaCode that attained
an 'average' rating in a programming competition. The program can respond to a human
voice explaining what it needs a computer program to do. AlphaCode then "thinks" about the
prompt and translates it into a series of steps that can generate computer code. In this new
effort, the researchers did not attempt to teach their system how to code by showing it how code
structure works – instead, they trained it with a large amount of code and allowed it to learn by
observing. The approach has achieved some success as AlphaCode scored an "average" rating
when entered into a programming competition. #AI #USA Tech Xplore

NEXT GENERATION COMMUNICATIONS
→ Huawei recently announced that it will license its 5G tech to rival handset maker Oppo
in order to generate new revenue after U.S. sanctions crippled its smartphone business.
Huawei and Oppo, the fourth largest smartphone maker in the world, signed a “global patent
cross-licensing agreement, which covers cellular standard essential patents, including 5G.” The
company previously stated that it expected to earn revenue of $1.2-$1.3B from licensing its
intellectual property between 2019 to 2021. Huawei said that it met its intellectual property
revenue expectations for 2021, but did not provide a figure. The U.S. has expressed concerns
that Huawei represents a national security threat and has pressured other nations to ban the
Chinese firm from their 5G infrastructure. #5G #USA #CHN CNBC

→ Following a political backlash, Canada's federal police suspended a contract with a
Beijing-linked firm to supply and maintain police radio equipment, according to the
public safety minister's office. The $500k contract for a radio frequency filtering system to
prevent eavesdropping had gone to Canada’s Sinclair Technologies, which is controlled by
China’s Hytera Communications. Concerns were raised about potential Chinese access to
Royal Canadian Mounted Police (RCMP) communications since the Shenzhen-based company
– which has been blacklisted by the United States – is partly owned by the Chinese
government. “The RCMP has suspended the contract,” a spokesperson for Public Safety
Minister Marco Mendicino said. Hytera also faces accusations – which it denies – of conspiring
to steal trade secrets from American telecommunications company Motorola Solutions. A key
former Hytera director has pleaded guilty to taking part in the conspiracy, according to filings
released December 7. #5G #Geopolitics #SCRM #CAN #CHN SCMP

FINANCIAL TECHNOLOGY
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→ Rifts among US Department of Justice prosecutors are delaying the completion of a
long-running criminal investigation against Binance, the world's largest cryptocurrency
exchange. The investigation began in 2018 and is focused on Binance's compliance with U.S.
anti-money laundering laws and sanctions, these people said. The inquiry involves prosecutors
at three Justice Department offices: the Money Laundering and Asset Recovery Section
(MLARS), the U.S. Attorney's Office for the Western District of Washington in Seattle and the
National Cryptocurrency Enforcement Team. The stakes are high for the deeply troubled crypto
sector. If the investigation goes against Binance and Zhao, it could loosen Binance's grip on the
industry. Its hold has been strengthened by the recent collapse of rival exchange FTX.
Launched by Zhao in Shanghai in 2017, Binance now dominates the crypto industry. The
exchange processed trades worth around $1.6T in October, about half of the entire crypto
market's trading volume. That sum dwarfed its former challenger FTX, which handled $230B in
trades that month, according to data site CryptoCompare. FTX imploded in early November,
triggering a wave of public demands for greater regulation of the cryptocurrency industry. But
even after Binance required all users to submit identification, gaps remained in its compliance
program. For example, between then and this November, Binance processed over $1B in trades
for Iranian crypto firms, putting the company at risk of violating U.S. sanctions, Reuters reported
last month. #FIN #USA #CHN Reuters

AEROSPACE & SPACE
→ NASA’S Orion spacecraft returned to Earth after a nearly month-long voyage to lunar
orbit. The return concluded a test flight that the agency deemed a success and helped to
reinvigorate its ambitions for deep-space exploration. After facing intense heat when it traveled
through the atmosphere, the Orion crew module landed in the Pacific Ocean under parachutes
on Sunday, December 11 according to the agency. The spacecraft sped out to lunar orbit
following its launch on November 16, traveling deep in space and back to Earth to give NASA a
chance to stress its systems in flight. Under its larger Artemis program, NASA plans to return
astronauts to the surface of the moon and pursue other space exploration goals. While the
Artemis I mission was designed as a demonstration run and no astronauts were on board Orion,
it achieved priorities set out for the flight, the agency said. Along with the US, China has been
investing heavily in its own space program, which includes a variety of activities planned for the
moon. Russian President Vladimir Putin said earlier this year that the country will resume its
moon-exploration program. If NASA is able to keep to its current schedule, it will use another
SLS rocket in 2024 to blast an Orion spacecraft with astronauts on board to orbit the moon.
#AER #USA #CHN #RUS WSJ

→ A Japanese lunar lander carrying two rovers and other payloads lifted off via a SpaceX
Falcon 9 rocket Sunday, December 11 in a bid to become the first commercial spacecraft
to land on the moon. The launch of Tokyo-based ispace’s Hakuto-R lander from Cape
Canaveral Space Force Station in Florida followed two postponements. Originally scheduled for
late November, SpaceX had stood down twice for additional pre-flight rocket checks. The
Hakuto-R Mission 1 lander – Japan’s first-ever lunar lander to launch – will take a circuitous
path to the moon and is expected to touch down inside the Atlas crater around the end of April.
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It carries two rovers – one from the Japan Aerospace Exploration Agency and the Rashid rover
from the United Arab Emirates – as well as an experimental solid-state battery from NGK Spark
Plug Co., a music disc containing the song SORATO played by Japanese rock band
Sakanaction, and other cargo. The escalating US-China space rivalry and Elon Musk’s
ambitious Mars program have spurred startups around the world to chase new contracts for
tapping resources on the lunar surface and further out in space. Like Musk’s goal to build a
colony on Mars, ispace wants to build a human settlement of about 1k people on the moon by
2040. Ispace’s lander is part of a $73M NASA contract won by a team led by Cambridge,
Massachusetts-based Draper to provide end-to-end delivery services under the US Artemis
moon program. #AER #USA #JPN #ARE Bloomberg

→ Chinese researchers have repurposed the traditional ski-jump method of launching a
plane at sea for the hypersonic age, aiming to develop it for easier, safer space travel.
Chinese scientists used scaled-down versions of an orbital plane – similar to the space shuttle –
and a hypersonic carrier to test the method at seven times the speed of sound. In a paper
published on December 8, the researchers said the results proved ski-jump technology –
regarded as obsolete in modern aircraft carriers – could be adapted for orbital launches from
near space. It could also solve a problem that has troubled hypersonic researchers for decades
– how to overcome the strong, unpredictable turbulence generated at extremely high speeds
and achieve a smooth separation between the carrier platform and the shuttle. So far, there has
been no way to effectively eliminate the risk of the separating vehicles veering off course or
even colliding. China plans to build a civil hypersonic fleet to transport passengers anywhere on
the planet within an hour or two. In development is an air-breathing hypersonic aircraft that will
be able to fly in near-space altitudes at five times the speed of sound or more. #AER #CHN
SCMP

BIOTECHNOLOGY
→ Numerous Defense Department staff members have raised ethical or legal concerns
about Google’s pursuit for service members’ biometric data and about the behavior of its
military supporters, according to a new investigation. In 2016, two AI scientists from Google
visited a US military base, The Joint Pathology Center (JPC). Pathology experts call the JPC
collection a national treasure, unique in its age, size and breadth. The archive holds more than
31M blocks of human tissue and 55M slides. More recent specimens are linked with detailed
patient information, including pathologist annotations and case histories. And the repository
holds many examples of “edge cases” — diseases so vanishingly rare that many pathologists
never see them. Google had a highly classified plan to turn the collection of slides into a
massive digitized archive that, with the help of the company's expanding, and possibly
profitable, AI division, might aid in the development of tools to aid in the diagnosis and treatment
of cancer and other ailments. However, Google wanted to collect so many identifying details
about the specimens and patients that in 2017, the JPC leaders broke off discussions because
they became too contentious. However, Google was determined to go forward with their plans.
In late 2020, a JPC researcher that Google had made competing offers to, was found to have a
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Google corporate email address as. He also had access to Google corporate files, according to
internal communications from concerned DOD personnel. Then, in 2021, the JPC chose Johns
Hopkins and two tech startups to assist in digitizing slides in a new effort. When Google was not
selected for the pilot project, the company went above the JPC leaders’ heads and claimed in a
letter to Pentagon leaders that the company had been unfairly excluded from “full and open
competition.” This year, after Google lobbied, aides on the House Armed Services Committee
surreptitiously placed wording into a report accompanying the Defense Authorization Act that
raises doubts about the pathology center’s modernization efforts while providing a path for the
tech giant to land future AI work with the center. Concerns have been raised about privacy,
favoritism, and the private use of a sensitive government resource, all at a time when AI in
health care shows both great promise and risk. #BIO #DIG #AI #Geopolitics #USA ProPublica

→ A 13-year-old girl who was diagnosed with fatal leukemia last year is now cancer-free
because of a world-first application of “base-editing” cell therapy, which scientists
describe as the most sophisticated cell engineering to date. The treatment, which was
provided at the Great Ormond Street Hospital, allowed scientists to zoom in on a specific area
of the genetic code and then change the molecular structure of just one base, transforming it
into another and modifying the genetic instructions. The doctors and scientists used this
technology to create a new type of T-cell capable of hunting down and killing cancerous T-cells.
They began with healthy T-cells from a donor and worked their way up. The first base edit
disabled the T-cell targeting mechanism, preventing them from attacking Alyssa's body. The
second procedure removed a chemical marker known as CD7, which is found on all T-cells. The
third change was an invisibility cloak that prevented chemotherapy drugs from killing the cells.
The final stage of genetic modification instructed the T-cells to look for anything with the CD7
marking on it and destroy all T-cells in her body, including cancerous ones. That is why this
marking must be removed from the therapy; otherwise, it will self-destruct. Six months later, the
cancer is no longer detectable, but the patient is still being closely monitored in case it recurs.
Cell therapy with base editing was invented only six years ago. #BIO #GBR BBC Daily Mail

→ Moderna announced that its personalized mRNA cancer vaccine is effective for
advanced melanoma and that, when combined with the immunotherapy drug Keytruda, it
reduced the risk of recurrence by 44% in a phase 2 clinical trial. The combination of the
vaccine and Merck's immunotherapy Keytruda resulted in a statistically significant improvement
in survival before the cancer returned in patients with advanced melanoma, according to the
drugmakers. The technology trains a patient's immune system to recognize and respond to
mutations in the DNA of the tumor. Merck and Moderna plan to begin a phase 3 study next year
and say they plan to expand their approach to other tumor types. #BIO #USA NBC News

GREEN TECHNOLOGY
→ The US Department of Energy announced a breakthrough in nuclear fusion on
Tuesday, December 14; a step toward harnessing an abundant energy source free from
carbon emissions and radioactive waste. US Energy Secretary Jennifer Granholm confirmed
that scientists achieved a reaction that created more energy than was used – known as a net
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energy gain – at the federally-funded Lawrence Livermore National Laboratory in California.
Such a development carries broad implications for renewable energy and long-term solutions to
replace fossil fuels, though the benefits are still decades away. According to experts, nuclear
fusion releases 4M times more energy than burning oil or coal without the drawbacks of
releasing carbon emissions and lasting hazardous waste. Recent years have shown promising
results, partly due to improved technology and a growing demand for zero-carbon energy –
donut-shaped reactors using large magnets have been able to extend the time of the reaction.
Earlier this year, one such reactor in China set a record for the longest sustained nuclear fusion
reaction at 17 minutes, but the development at the Lawrence Livermore Laboratory has
seemingly gone further. The National Ignition Facility (NIF) uses a different method of causing
fusion by directing powerful lasers at a capsule of hydrogen atoms to generate the pressure and
heat necessary. #GRN #USA #CHN Yahoo Finance Reuters

→ Engineers in Melbourne have used sound waves to boost the production of green
hydrogen by 14 times through electrolysis to split water. The team believes their invention
offers a promising way to tap into a plentiful supply of cheap hydrogen fuel for transportation
and other sectors, which could radically reduce carbon emissions and help fight climate change.
By using high-frequency vibrations to "divide and conquer" individual water molecules during
electrolysis, the team managed to split the water molecules to release 14 times more hydrogen
compared with standard electrolysis techniques. Electrolysis involves electricity running through
water with two electrodes to split water molecules into oxygen and hydrogen gasses, which
appear as bubbles. This process produces green hydrogen, which represents just a small
fraction of hydrogen production globally due to the high energy required. #GRN #AUS Tech
Xplore

ADVANCED MANUFACTURING
→ MIT engineers have developed ultralight fabric solar cells that can quickly and easily
turn any surface into a power source. These durable, flexible solar cells, which are much
thinner than human hair, are glued to a strong, lightweight fabric, making them easy to install on
a fixed surface. They can provide energy on the go as a wearable power fabric or be
transported and rapidly deployed in remote locations for assistance in emergencies. They are
one-hundredth the weight of conventional solar panels, generate 18 times more power per
kilogram, and are made from semiconducting inks using printing processes that can be scaled
in the future to large-area manufacturing. Because they are so thin and lightweight, these solar
cells can be laminated onto many different surfaces. For example, they could be integrated onto
the sails of a boat to provide power while at sea, adhered onto tents and tarps that are deployed
in disaster recovery operations, or applied onto the wings of drones to extend their flying range.
This lightweight solar technology can be easily integrated into built environments with minimal
installation needs. #MFG #USA Tech Xplore

→ Researchers at the University of Washington have recently developed a flight control
and wind sensing system that could help small, flying robots stabilize their flight and
artificially replicate the innate hovering capabilities of insects. This system, introduced in
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Science Robotics, is based on the use of accelerometers, a sensor that can measure the
acceleration of any moving device, object, or body. The team tested their system in both
simulations and real-world experiments using a 30-gram robot and found that it could
successfully stabilize its flight, allowing it to replicate the flight dynamics of fruit flies. In the
future, they hope that it will be applied and tested on many other flying robots, including lighter
robots weighing 10 mg or less. Light-weight and flying robots the size of small insects could
have highly valuable real-world applications, supporting search & rescue missions, inspections
of hazardous sites, and space exploration. #MFG #USA Tech Xplore

AUTONOMOUS SYSTEMS
→ Startup Anduril Industries unveiled its first early prototype drone submarine for
Australia on December 12, months earlier than required; The $140M system is called
“Ghost Shark.” On top of revealing the prototype to be used for testing and concept definition,
an Australian Navy official stated a larger, school bus-sized system that can carry warheads was
in the works. According to the company, the prototype can “autonomously conduct missions for
up to 10 days along the seafloor at up to 6k meters deep.” Presumably larger versions of the
design will be even more capable. One of the key differences from a traditional manned sub is
that most of this prototype can be flooded with sensors and weapons encased in pressure
sanctuaries – the entire hull is not designed primarily to protect fragile humans inside. The
Ghost Shark will play a key role in helping the Australian Department of Defense and its
services build a policy infrastructure to ensure AI does what the government wants it to do in a
manner consistent with Australian law and policy. #AUT #AUS Breaking Defense

SEMICONDUCTORS & CHIPS
→ Japan and the Netherlands are likely to announce in the coming weeks that they’ll
adopt at least some of the sweeping measures the U.S. rolled out in October to restrict
the sale of advanced semiconductor manufacturing equipment to China. The three-country
alliance would effectively block China's ability to purchase cutting-edge chip manufacturing
equipment, according to an analyst. The rules in the US limited the supply of American gear
suppliers Applied Materials, Lam Research, and KLA. Tokyo Electron of Japan and ASML of the
Netherlands are the two other critical suppliers that the US required for the sanctions to be
effective, making their governments' adoption of the export restrictions a significant milestone.
Japan and the Netherlands intend to prohibit the sale of machinery capable of producing
14-nanometer or more advanced chips to China. The 14nm technology is at least three
generations behind the latest advances available on the market, but it is already the
second-best technology that China’s SMIC owns. #CHP #SCRM #Geopolitics #USA #JPN
#NLD #CHN Bloomberg

→ China is expected to introduce a $143B support package for its semiconductor
industry, one of its biggest fiscal incentive packages, mainly as subsidies and tax credits
to bolster semiconductor production and research. This indicates a more direct approach by
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China in shaping the future of an industry that has become a geopolitical flashpoint due to
soaring chip demand and that Beijing regards as a cornerstone of its technological might,
according to analysts. The plan could be implemented as soon as Q1 of next year, according to
sources. The majority of the funds would be used to subsidize Chinese firms' purchases of
domestic semiconductor equipment, primarily semiconductor fabrication plants, or fabs. Such
companies would be entitled to a 20% subsidy on the cost of purchases. The beneficiaries will
include both state-owned and private enterprises in the industry, particularly large
semiconductor equipment firms such as NAURA Technology Group, Advanced
Micro-Fabrication Equipment (AMEC), and Kingsemi. NAURA's etching and thermal process
equipment, for example, can only produce chips with dimensions of 28nm or larger, indicating
that the technology is still in its early stages. Shanghai Micro Electronics Equipment (SMEE),
China's sole lithography company, can produce chips as small as 90nm, well behind that of
ASML, which is producing those as low as 3nm. #CHP #SCRM #Geopolitics #CHN Reuters

QUANTUM TECHNOLOGY
→ American researchers have synthesized "giant" quantum dots that will emit light, once
fluoresced, for 500 nanoseconds, breaking an old record for such nanomaterials.
Quantum dots are nanocrystals of colloidal semiconductor about the size of an electron. They
are synthesized (grown) in a solution, and when exposed to light, they fluoresce and continue to
emit light for an extended period of time. The giant quantum dots emit light continuously. The
researchers demonstrated a new property and structure concept that allows electrons to be
spatially localized. The electrons in this new structure can focus on holes within a core or shell
heterostructure. Tuning the charge electron to the kinetic energy of a parabolic potential energy
surface accomplishes this. Giant quantum dots have the potential to revolutionize biological
research. They use specific optical processes, such as emitting low-scatter red wavelengths and
having less background interference from noise. Because of their continuous light emitting
properties, larger quantum dots can be studied further. Any scientist researching cancer, for
example, can tag relevant proteins. The proteins can then be tracked throughout the cell's
lifetime without losing biological dynamics. This is a common problem with study fluorescence
today. #QNT #MFG #BIO #USA Interesting Engineering

GEOPOLITICS
→ Some troubled countries in recent years have turned to China for foreign currency to
shore up their dwindling reserves. China’s central bank has funneled billions over the past
decade to around 20 countries, including Pakistan, Sri Lanka, Argentina, and Laos, via swap
lines that allow overseas central banks to exchange their domestic currencies for Chinese yuan.
According to researchers, the transactions are part of a broad effort by Chinese authorities to
prop up governments that borrowed heavily from Chinese banks as part of Beijing’s $1T Belt
and Road Initiative to finance infrastructure projects and win influence across the world. By
replenishing other countries’ reserves, the PBOC may be helping some of the world’s most
indebted countries avoid rising borrowing costs. But economists say the swaps do not solve
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problems that led to their financial troubles in the first place. The transactions also represent
another potential liability for borrowers as rising interest rates, inflation, slowing growth, and
sinking currencies squeeze countries’ ability to repay their debts. The PBOC says the swap
lines are there to help international trade, ensure financial stability, and further the adoption of
the yuan in a world where trade and finance are dominated by the US dollar. #Geopolitics #USA
#CHN #PAK #LKA #ARG #LAO WSJ

→ The US is finalizing plans to give Kyiv its coveted Patriot missile-defense systems,
following months of Russian missile and drone attacks on Ukraine’s power grid, cities,
and civilian infrastructure. If the Biden administration goes forward, the Patriot would be the
most sophisticated system the US has provided Ukraine since the war began in February.
Ukraine has long called for the West to supply Patriot missile batteries – most recently since
Russia began attacking Ukraine’s electricity and other infrastructures. With millions of
Ukrainians in the dark as winter sets in, the requests have become more urgent. Because the
Patriot missile system is defensive in nature, it doesn’t raise the same concerns within the Biden
administration about escalation as other US-provided weapons systems. #Geopolitics #USA
#RUS #UKR WSJ

CYBERSECURITY
→ InfraGard, a program run by the FBI to develop cyber and physical threat information
sharing partnerships with the private sector, has been hacked, and its database of
contact information on over 80k members is being sold for $50k this week on an
English-language cybercrime forum. Meanwhile, the hackers responsible are communicating
directly with members through the InfraGard portal online — are using a new account under the
assumed identity of a financial industry CEO that was vetted by the FBI itself. On December 10,
2022, the relatively new cybercrime forum Breached featured a shocking new sales thread:
InfraGard's user database, which included the names and contact information for tens of
thousands of InfraGard members. The FBI stated that it is aware of a potential false account
associated with the InfraGard Portal and that it is actively investigating the matter.
KrebsOnSecurity contacted the seller of the InfraGard database, a Breached forum member
who uses the handle “USDoD” and whose avatar is the seal of the real U.S. DoD. USDoD, the
threat actor, said they gained access to the FBI’s InfraGard system by applying for a new
account using the name, SSN, DOB, and other personal details of a CEO at a company that
was highly likely to be granted InfraGard membership. The CEO in question — currently the
head of a major U.S. financial corporation that has a direct impact on the creditworthiness of
most Americans — stated that they were never contacted by the FBI seeking to vet an
InfraGard application. USDoD said their fake application was submitted in November in the
CEO’s name, and that the application included a contact email address that they controlled —
but also the CEO’s real mobile phone number. USDoD said that in early December, their email
address in the name of the CEO received a reply saying the application had been approved.
While the FBI’s InfraGard system requires multi-factor authentication by default, users can
choose between receiving a one-time code via SMS or email. USDoD said the InfraGard user
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data was made easily available via an API that is built into several key components of the
website that help InfraGard members connect and communicate with each other. USDoD said
after their InfraGard membership was approved, they asked a friend to code a script in Python
to query that API and retrieve all available InfraGard user data. #Cybersecurity #USA
KrebsOnSecurity

→ Software quality issues may have cost the U.S. economy $2.41T in 2022. This statistic
is unearthed in Synopsys’ The Cost of Poor Software Quality in the US: A 2022 Report. The
report’s findings reflect that as of 2022, the cost of poor software quality in the U.S. — which
includes cyberattacks due to existing vulnerabilities, complex issues involving the software
supply chain, and the growing impact of rapidly accumulating technical debt — have led to a
build-up of historic software deficiencies. The report highlights several key areas of CPSQ
growth, including the following. Cybercrime losses due to a rising number of software
vulnerabilities. Cybercrime losses rose 64% from 2020 to 2021 and are on track for a further
42% increase from 2021 to 2022. The quantity and cost of cybercrime incidents have been on
the rise for over a decade, and now account for a sum equivalent to the world’s third-largest
economy after the U.S. and China. This year’s report shows that the number of failures due to
weaknesses in open-source software components accelerated by an alarming 650% from 2020
to 2021. This year’s report illustrates that deficiencies aren’t being resolved, leading technical
debt to increase to approximately $1.52T. The report also found that operational failures,
primarily due to cyberattacks and open-source software deficiencies, have risen alongside
technical debt as deficiencies aren’t being resolved at a comparable rate. #Cybersecurity #DIG
#SCRM #USA Security Magazine

→ Uber has suffered yet another data breach that exposed sensitive employee and
company data. This time, attackers breached the company by compromising an Amazon Web
Services (AWS) cloud server used by a third party that provides Uber with asset management
and tracking services. While no user information appears to have been compromised in the
breach — which appears to entirely have affected corporate assets — the personal information
of 77,000 Uber employees was leaked. Specifically, attackers gained access to the company's
AWS backup server, which houses code and data files related to Teqtivity customers, the
company said. It's unclear if that access was due to a misconfiguration of the cloud bucket.
There are some initial clues that tie the incident to the well-known cybercriminal extortion group
Lapsus$. Lapsus$ went quiet around July after a spate of incidents earlier in the year including
not only the one against Okta, but also attacks on Microsoft and Nvidia. Its responsibility for the
September attack on Uber could be a sign of another flurry of activity from the threat group,
experts say. #Cybersecurity #USA Dark Reading

→ Apple is planning on broadening its end-to-end data encryption services, closing a
privacy loophole that previously allowed law enforcement to access a wide-reaching
swath of data, including photos and messages, stored in user iCloud accounts. The FBI is
"deeply concerned" with the perceived "threat end-to-end and user-only-access encryption
pose, This hinders our ability to protect the American people from criminal acts ranging from
cyber-attacks and violence against children to drug trafficking, organized crime and terrorism,"
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according to WaPo. "It's great to see companies prioritizing security," Sasha O'Connell,
executive in residence at American University and former FBI section chief, told the NYT, "but
we have to keep in mind that there are trade-offs." Speaking to the NYT, O'Connell made
another interesting point, offering that, at the end of the day, the final choice appears to be
Apple's, and Apple's alone. #Cybersecurity #USA Futurism

→ Sophos research unveiled, at Black Hat Europe, the details about the thriving
sub-economy of fraud on the cybercrime underground, aimed at Dark Web forum users.
Sophos threat researchers examined 12 months of data across three Dark Web forums
(Russian-speaking Exploit and XSS, and English-speaking Breach Forums), and uncovered
thousands of successful scam efforts. Over the course of a year, scammers defrauded users of
these forums out of approximately $2.5M. The amounts per scam can range from $2 to the low
six figures. Some scam reports also include full screenshots of a person's desktop, including
date, time, the weather, the language, and the applications — offering breadcrumbs to location.
A Sophos analysis of the most recent 250 scam reports on the three forums found that almost
40% of them included some kind of screenshot; only 8% restricted access to evidence or offered
to submit it privately. #Cybersecurity #Geopolitics #EU #USA Dark Reading

SUPPLY CHAINS
→ A joint investigation by Reuters and the Royal United Services Institute (RUSI), a
London-based defense think tank, details the global supply chain that continues to feed
Russia with Western computer components and other electronics. At least $2.6B of
computer and other electronic components flowed into Russia in the seven months to October
31, Russian customs records show. At least $777M of these products were made by Western
firms whose chips have been found in Russian weapons systems. These firms include Intel,
Advanced Micro Devices (AMD), Texas Instruments, Analog Devices, and Germany’s Infineon
AG. The investigation identified a galaxy of obscure importers and exporters and found that
shipments of semiconductors and other technology continue to arrive in Russia from Hong
Kong, Turkey, and other trading hubs. Reuters reported in August that Western companies’
mass-produced chips, in many cases not subject to export restrictions, have shown up inside
missiles and weapons systems the Russian military has deployed in Ukraine. A Moscow-based
logistics firm, OOO Novelco, has been advising Russian businesses on how to continue
importing foreign goods. In September, Novelco organized a seminar in Moscow for its clients
on how to find alternative ways to deliver goods to Russia. In a presentation entitled “Foreign
trade tactics and strategies to compensate for sanctions,” Novelco’s CEO urged companies to
stockpile products and develop diversified pools of suppliers from more than one country. To
resolve shipping problems, the company recommended on its YouTube channel using lessons
learned during the pandemic, such as transporting goods through third countries, rather than
directly from a supplier. On one LinkedIn post, Novelco revealed it had set up an affiliate in
Istanbul and has been shipping goods to Russia from Turkey, which doesn’t enforce all US and
EU Russian trade restrictions. Once merchandise arrives in Turkey, shipments are processed
for re-export and cargo can follow to Russia by air, sea, road, and rail transport.

17
BACK TO TOP

© 2022 | LookingGlass Cyber Solutions, Inc. | All rights reserved

https://futurism.com/the-byte/fbi-apple-new-encryption-deeply-concerning
https://www.darkreading.com/threat-intelligence/metaparasites-the-dark-web-scammers-turn-on-their-own


#SCRM #USA #CAN #GBR #RUS #UKR #CHN #TUR #HKG #DEU Reuters
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